21

44

54

60

76

89

99

109

TABLE OF CONTENTS

Contributed Articles
Blockchain for Large Language Mode
Caleb Geren, Amanda Board, Gaby G. D

Authorship Attribution in the Era of LLMs: Proble
Baixiang Huang, Canyu Chen, and Kai Shu

Exploring Large Language Models for Feature Selection: A
Dawei Li, Zhen Tan, and Huan Liu

Causal inference under limited outcome observability: A case study wi
Lift
Min Kyoung Kang

DiffusionShield: A Watermark for Data Copyright Protection against Generative Diffu
Models
Yingqian Cui, Jie Ren, Han Xu, Pengfei He, Hui Liu, Lichao Sun, Yue Xing, and Jiliang Tang

FT-Shield: A Watermark Against Unauthorized Fine-tuning in Text-to-Image Diffusion Models
Yingqian Cui, Jie Ren, Yuping Lin, Han Xu, Pengfei He, Yue Xing, Lingjuan Lyu, Wengqi Fan,
Hui Liu, and Jiliang Tang

Graph Fairness via Authentic Counterfactuals: Tackling Structural and Causal Challenges.
Zichong Wang, Zhipeng Yin, Fang Liu, Zhen Liu, Jun Liu, Xinda Wang, Christine Lisetti,
Shuigeng Zhou, and Wenbin Zhang

FG-SMOTE: Towards Fair Node Classification with Graph Neural Network.
Zichong Wang, Zhipeng Yin, Shimei Pan, Yu Cai, Sukumar Ganapati, Niki Pissinou, Yun Li,
Liang Zhao, and Wenbin Zhang

Time Series Forecasting with LLMs: Understanding and Enhancing Model Capabilities
Hua Tang, Chong Zhang, Mingyu Jin, Qinkai Yu, Zhenting Wang, Xiaobo Jin, Yongfeng Zhang,
and Mengnan Du

Editor-in-Chief:
Xiangliang Zhang

Associate Editors:
Brian Davison

Association for Jiayu Zhou
Computing Machinery Srijan Kumar

http://www.kdd.org/explorations/
Advancing Computing as a Science & Profession



Blockchain for Large Language Model Security and Safety:
A Holistic Survey

Caleb Geren'; Amanda Board*, Gaby G. Dagher:, Tim Andersen, and Jun Zhuang®
fLehigh University, Bethlehem, PA, USA, *University of Idaho, Moscow, ID, USA
"Boise State University, Boise, ID, USA
fcdg225@lehigh.edu,*boar9227@vandals.uidaho.edu,
“{gabydagher, tandersen, junzhuangi@boisestate.edu

ABSTRACT

With the growing development and deployment of large lan-
guage models (LLMs) in both industrial and academic fields,
their security and safety concerns have become increasingly
critical. However, recent studies indicate that LLMs face
numerous vulnerabilities, including data poisoning, prompt
injections, and unauthorized data exposure, which conven-
tional methods have struggled to address fully. In paral-
lel, blockchain technology, known for its data immutability
and decentralized structure, offers a promising foundation
for safeguarding LLMs. In this survey, we aim to compre-
hensively assess how to leverage blockchain technology to
enhance LLMs’ security and safety. Besides, we propose
a new taxonomy of blockchain for large language models
(BC4LLMs) to systematically categorize related works in
this emerging field. Our analysis includes novel frameworks
and definitions to delineate security and safety in the context
of BC4LLMs, highlighting potential research directions and
challenges at this intersection. Through this study, we aim
to stimulate targeted advancements in blockchain-integrated
LLM security.

1. INTRODUCTION

The widespread application of large language models (LLMs)
has progressed at an unprecedented pace and scale in our
daily lives [111]. Such a widespread application exposes
several vulnerabilities inherent to LLMs, such as data poi-
soning [55; 36|, prompt injections [77; 101], and hallucina-
tions [53; 136; 86; 12]. For example, prompt injections can
exploit a model’s propensity to disclose information, result-
ing in significant data leakage, like leaking personally iden-
tifiable information (PII) to an unauthorized user [123; 20].
Although numerous studies have attempted to address these
issues [129; 2], there remains no effective mitigation strate-
gies capable of addressing growing concerns about these is-
sues in LLMs [123; 39; 71]. Typically, defensive strategies
against these threats are implemented through established
machine-learning methods, such as applying differential pri-
vacy (DP) techniques to the entire dataset to enhance pri-
vacy protections [1; 127]. While DP strategies are one of the
crucial applications, these strategies cannot fully guarantee
data privacy in LLMs [71] due to DP’s ability to protect pri-

*First two authors contributed equally to this work.

marily “by whom” data is contributed, rather than “about
whom” the data is focused on. Additionally, another com-
mon attempt to tackle the data privacy problem in LLMs is
to apply federated learning (FL) techniques in the training
process by distributing model training across multiple nodes
to create a decentralized environment [78]. Naturally, this
lends itself to further obscuring sensitive information in a
model’s corpus. However, it has been shown that by taking
model weights or gradients, original data from the model can
still be reconstructed [65]. What’s worse, federated-learning
approaches are susceptible to many of the same types of
attacks as large language models, such as single-point-of-
failure attacks or man-in-the-middle attacks [89]. This trend
of typical approaches failing to exhaustively defend against
the range of attacks now affecting LLMs continues across
multiple traditional threat/defense models [99; 139; 127].
To address the limitations of the above-mentioned meth-
ods and further enhance data privacy, blockchain technol-
ogy has emerged as a promising solution [80]. It ensures
data integrity through various tamper-evident mechanisms,
introduces a high level of confidentiality to otherwise central-
ized systems, and guarantees data provenance by enabling
traceable and auditable records [27; 19; 4]. These benefits
can significantly strengthen the robustness of large language
models. Integrating blockchain technology lays the founda-
tion for stronger privacy protection, enhanced inference val-
idation, defenses against adversarial attacks, and other se-
curity measures to be incorporated into the design of large
language models. This overlapping research direction is still
in its early stages. To facilitate a deeper understanding of
the current landscape for emerging researchers, we conduct
a comprehensive literature review in this paper to explore
how blockchain technology can better serve large language
models (BC4LLMs). Overall, our objectives in this survey
paper are to address the following four research questions:

RQ1. What are the pressing LLM-related security concerns

that may be addressed with blockchain technology?

RQ2. How can we meaningfully differentiate between secu-

rity and safety in the context of BCALLMs?

RQ3. In what ways can blockchain technology be used to

enhance the safety of LLMs?

RQ4. What are prominent gaps within the BC4LLMs area,

how can these gaps influence research directions, and
what resources can we provide to enable potential new
directions?



Table 1: Overview of Existing Related Surveys. We compare related surveys about blockchain techniques and LLMs
from various perspectives, such as background, threat model, definition, security, safety, etc. In particular, we are interested
in investigating whether (i) relevant subjects are discussed in the background section, (ii) a model of threat categorization
is introduced, (iii) definitions of security and safety are proposed, (iv) security and/or safety with regards to BCALLMs is
explored, (v) future BCALLMs work is probed, (vi) the survey focuses on LLMs for Blockchain. We denote @, ©, and O as
a full, partial, and no discussion of the corresponding items.

LLMs and BC L o Safety in Future  LLMs for

Source Background Threat Model — Definitions Security in BC4LLMs BCJLLMs Work  Blockchain
LLM Al Non-AI

Luo, et al. 2023 [72] [ [ D) O © O© [ D) O [ O
Mboma, et al. 2023 [76] L O O 0O O © [ D) O [ ]
He, et al. 2024 [41] [ O O o O O O O o
Heston 2024 [43] [ D) O O ® O O [ D) 0 ©
Salah, et al. 2019 [94] [ D) O O O e ] [ D) O O
Bhumichai, et al. 2024 [13] O O O o @ (D) O O O
Dinh and Thai 2018 [28] [ D) O O O @ O [ D) O 0
Notably, we focus specifically on how blockchain systems pact to answer our research questions as follows:
may impact large language models’ security and safety. By
narrowing our scope to these dimensions, we aim to pro- 1. In this work, we first contribute a series of frameworks,
vide a more detailed analysis and categorization of seemingly definitions, and compiled resources. MOS.t prominently,
disparate works, thereby encouraging targeted research ad- W€ propose a new taxopomy about applying blockchain
vances in specific directions. In general, attacks on LLMs techniques for LLMs n Figure 3 Through the pro-
typically manifest in two primary ways: as direct exploita- posed .taxonon.ly, we aim to succinctly ex.plam th‘? rel-
tions by malicious third parties that capitalize on system evant 1nteract19ns betwe:en the blqc'kf:ham techniques
vulnerabilities (security) [5; 126; 139; 44; 68] and as in- and corresponding LLMs’ vulnerabilities [RQ1][RQ3].
herent risks embedded within LLM structures that expose TP further conte.xt}lahz.e this taxonomy and ground our
users to potential harm without external malicious influ- dlSC'USSIOD of §X}St1ng literature, we propose tWO. foun-
ence (safety) [33; 114; 95; 130]. We base our analysis of the dational definitions of safety and security specTﬁc to
blockchain for LLMs (BC4LLMs) on this critical distinction LLMs [RQ2]. Moreover, we Pro"ld.e a collection of
between security and safety, a distinction that we under- datasets relfevant to BC4LLM§, equipping future. re-
score through explicit definitions contextualized for LLMs. sea.rchers with resources to bulld. on the connections
To the best of our knowledge, this is the first study to rigor- Flghpeated by our taxonomy and informed by our def-
ously define these terms in the BC4LLMs context, providing initions [RQ4].

a foundation for subsequent work in this area. Furthermore,
we contribute to the discourse on privacy in LLMs by de-
lineating active and passive privacy efforts, modeled after a

survejy .abogt data prlvacy [127]. L artifact is our definition of specific areas within the
To distinguish our analysis of BCALLMs from other similar broader concept of safety, further detailed in Table 3

works through the lense.zs of .safety a.,nd security, we com- [RQ2|[R3]. These definitions reinforce our conceptu-
pare severa.I reviews 1n this domain. He et al. [41] exam- alization of safety for LLMs. To enhance our defini-
ine the relationship between LLMs and blockch.am in ana- tions of both safety and security, we specifically ad-
lyzing how LLMs can further enhance blockc'ham systems. dress privacy within the security context, reaffirming
'Mboma.et al. [77] provide an e'xploratory review of general two terms introduced by Yan et al. [127]: passive and
integrations between blockchain and large language mod- active privacy [RQ1][RQ3]. Besides, our contextu-

els, which is similar to Heston’s analysis of integrating the alization of LLMs within various Al sub-fields [RQ1]
two technologies in telemedicine [43]. Additionally, Salah

et al. [94], Bhumichai et al. [13], and Dinh et al. [28] pro-
vide an overview of potential and existing technologies be-
tween blockchain and artificial intelligence in general. In

2. We also highlight additional components of our paper
that, while supporting our main contributions, serve
as valuable artifacts in the BC4LLMs space. One such

and our concise taxonomic overview of blockchain com-
ponents [RQ1][RQ3] hold intrinsic value as distinct
contributions to the field.

short, current reviews that specifically address blockchain 3. Last, we conduct a comprehensive literature review in
and LLMs lack a clear focus on the specific applications of Section 4, where we classify research works across sev-
these technologies, whereas broader reviews that encompass eral interrelated domains, offer novel insights within
blockchain and Al sacrifice the depth of analysis. To close these categorized domains, and align all BC4ALLMs re-
this gap, we present an overview of related surveys in Ta- search projects with LLMs’ safety and security. By
ble 1, which juxtaposes the above papers’ contents with our conducting this review, we provide an informative per-
specific focuses, highlighting the distinction in our study. spective on the potential of utilizing blockchain tech-

We outline our main contributions and highlight the im- niques to enhance LLMs [RQ1][RQ2][RQ3]|[RQ4].



The remaining sections are organized as follows: In Sec-
tion 2, we introduce the background of blockchain technol-
ogy and large language models. In Section 3, we describe our
methodology, including the criteria used to filter works for
this review and the relevant definitions that guide our anal-
ysis of the current literature. We also share our model of
threat categorization, which aligns with the categorization
proposed by Yao et al. [129]. In Section 4, we conduct a
comprehensive literature review of BC4LLMs in safety and
security, examining key works in relation to our proposed
taxonomy. In Section 5, we present datasets relevant to
BC4LLMs. In Section 6, we address key challenges at the
intersection of blockchain technology and LLMs that hinder
advancement in this area. In Section 7, we discuss future
research directions within the field of BC4LLMs. Finally,
in Section 8, we summarize our efforts, providing a holistic
view of the current progress of BC4LLMs.

2. BACKGROUND

In this section, we present an overview of blockchain as a
distributed ledger technology and relate the abilities of large
language models to their capacities as agents with respect
to their nature as both AI models and their tendency to
interact with vast quantities of data.

2.1 Blockchain

Since Satoshi Nakamoto [82] introduced Bitcoin as a de-
centralized currency in 2008, there has been a subsequent
explosion of academic and commercial interest in its under-
lying blockchain technology [59; 105; 104]. Additionally,
and as highlighted by the introduction of Vitalik Buterin’s
Ethereum blockchain in 2014 [17], there has been a par-
ticular focus on blockchain’s potential applications in fields
entirely disparate from digital currencies. The interest in
blockchain, or distributed ledger technologies, stems from
its guarantees of data sovereignty, transparency, and relative
permanence. Concisely, these properties are often referred
to as immutability and irrefutability. Ranging from many
diverse fields such as health care record management, dig-
ital identity management, or tax auditing, these properties
are widely applicable and highly desirable, even though the
mechanisms through which we achieve them can be some-
what complex and opaque. In light of the oftentimes convo-
luted nature of blockchain systems, we introduce blockchain
to the reader in a piecemeal fashion in order to empha-
size the modular, yet interconnected nature of such sys-
tems. Figure 1 represents an overview of our characteriza-
tion of blockchain systems in general. We purposefully ex-
clude certain components such as the incentive mechanism,
or wallets, as they are beyond the scope of our analysis of
blockchain as a means to serve large language models.

2.1.1 Blockchain Components

Consensus Protocol. Of particular interest to BC4LLMs,
and arguably the most fundamental component within a
blockchain, the consensus protocol is the governing system
that controls how data is added to a blockchain’s ledger.
At its core is the consensus mechanism, which both ensures
the validity of proposed data and fosters an environment of
accountability, so that nodes submitting invalid information
may be penalized accordingly. For example, the Proof of
Work (PoW) consensus mechanism [82] is by far the most

Broad layer of

Layer 2 ZK % % technologies which
interface directly with

a blockchain.

Distributed Core of the blockchain
and Verifiable --iwhere data is
Ledger primarily stored.

Governs how the
network may interact
with the ledger.

Decentralized Nodes proposing data
Net Kk --{underpin the
etwor blockchain ecosystem.

Figure 1: A blockchain consists of four main components.
A decentralized network of nodes interacts with a ledger via
a governing consensus mechanism. This ledger, adequately
protected by the consensus mechanism, creates what we re-
fer to as the blockchain. Layer 2 solutions can interface with
this ledger to enable greater functionality between users and
a blockchain’s data.

Consensus|

Protocol

widely known. In it, nodes must solve a complex mathe-
matical equation in order to gain rights to propose data for
the blockchain. When such a node submits new data, it is
scrutinized by every other node in the system. If the data
is malicious, or untruthful, the proposal is rejected and the
corresponding processing power performed by the malicious
node has effectively been wasted, as that node will not re-
ceive the incentive, a Bitcoin reward. The underlying ideas
of accountability, certain nodes being selected as ‘block pro-
posers’, and the 'proof’ of the ability to submit information
to the chain are central ideas in consensus protocols across
blockchains with different consensus protocols [84].
Verifiable Ledger. At a blockchain’s core sits the verifi-
able ledger, a repository of data bolstered by a secure way
of maintaining the integrity of that data. Of note is the par-
ticular technique through which data itself is verified on the
ledger: the Merkle tree [79], or a variation thereof. Typically
implemented as a ground-up binary tree, data is stored in
leaf nodes, with hashed pointers of that data cascading up
the tree. This structure results in a comprehensive ‘Merkle
root’, a hash pointer consisting of all the other hash point-
ers in lower levels of the tree, which is ultimately based on
the data stored in the leaf nodes. This technique ensures
the integrity of information in the leaf nodes, as any alter-
ation to the data is instantly reflected in the Merkle root.
Likewise, new additions to the Merkle tree can be checked
against previous states of the tree via a recalculation of the
Merkle root accounting for the new transactions. This tech-
nique, complementing the verifiable ledger, is often the key
to LLM data provenance and traceability solutions that rely
on blockchain technology.

Decentralized Network. Critically, blockchains are de-
centralized networks. That is, no central server or group
of servers may assume control of the network in a way that
would compromise the network’s state of trustlessness. This
is achieved through multiple avenues, such as the aforemen-



tioned consensus protocol, the distribution of the verifiable
ledger among a large number of independent nodes, and
the accessibility of a given blockchain’s network. [27] In this
way, no users in the network are required to trust any other
user. This fundamental aspect of blockchain is responsible
for already realized and potential advancements with LLMs
concerning areas such as RAG, the training process, and
even supply chain issues.

Layer 2 Technologies. Apart from the fundamental com-
ponents found within all blockchains, several external archi-
tectures interface with blockchains and further enhance their
applicability. Typically, these external architectures are re-
ferred to as layer 2 technologies, as they sit a ‘layer’ above
the ‘layer 1’ blockchain. Increasingly relevant as blockchain’s
influence grows, layer 2 solutions are a burgeoning area with
numerous novel research directions. Most prominent among
these are smart contracts, scripts that rely on a blockchain’s
security guarantees to facilitate off-chain transactions [146].
Also, in layer 2, zero-knowledge rollups are often combined
with the efficacy of smart contracts. Often used to strengthen
scalability, zero-knowledge rollups batch unproposed trans-
actions together, and instead of submitting the transactions
themselves, submit proof that the transactions are indeed
valid [108]. This allows for transactions to be added on-
chain without the need for every full node to redo the calcu-
lations found within those transactions. This area of layer
2 technologies is pivotal as it relates to BC4LLMs - layer
2 has the necessary dynamism to react quickly to new and
emerging LLM vulnerabilities.

2.2 Large Language Models

In recent years, large language models (LLMs) have emerged
as a pivotal force in artificial intelligence (AI), contribut-
ing to widespread applications across diverse fields, such as
trustworthiness [25; 51; 52; 67, scholarly document process-
ing [148], signal processing [91], quantum computing [60],
climate production [62; 61], software engineering [145], and
healthcare [41] among multiple other learning environments.
Zhao et al. [141] and Yang et al. [128] define LLMs and
pre-trained language models (PLMs) from the perspectives
of model size and training approach. Generally speaking,
PLMs refer to language models that are pre-trained on large
amounts of general text data and then fine-tuned for specific
tasks. LLMs are a kind of PLM. The key distinction is that
LLMs are generally larger in scale with more parameters.
These large language models have demonstrated the ability
to learn universal representations of language, used in vari-
ous natural language processing (NLP) tasks [47], bolstering
their applicability.

We discuss connections and following developments between
AT, machine learning (ML), deep learning (DL), and LLMs
in Figure 2. Al refers to a broad technique that aims at
simulating human intelligence, encompassing a variety of
approaches and methods. Machine Learning (ML) is a sub-
field of AT that develops algorithms and statistical models to
automatically learn from data and efficiently perform spe-
cific tasks without the use of explicit instructions [64]. Deep
Learning (DL) is a subset of ML that utilizes multi-layered
neural networks to learn latent representation on various
tasks [96]. LLMs are one of the popular applications using
cutting-edge DL models, advancing natural language under-
standing and generation at the human level. In the following
subsections, we elaborate on the process of how LLMs are

/ Al intelligence lend themselves readily to related areas such as
ML, Deep Learning, and especially, large language models.

/ . Not all advancements within AT are realizable in the field of

Machine machine learning, but inside of ML research we see benefits

Learning and improvements such as Federated Learning that relay in
closer proximity to LLMs than general Al research.

Broadly, advancements made within the field of artificial \

With the emergence of neural networks and similar
architectures, we see progress in deep learning fields
which apply easily to large language model research.

Deep
Learning

Large Language Models

BC4LLMs is largely concerned with blockchain enabled
large language model technologies in the sectors of security
and safety. However, we consider the above domains for
their portability and inherent relevance to LLMs.

Figure 2: The connection among AI, Machine Learning
(ML), Deep Learning (DL), and LLMs.

pre-trained and utilized as safe and powerful Al systems.

2.2.1 Model Training

During the pre-training phase, the LLM is trained on a di-
verse, large dataset of textual data from various sources
to learn the statistical properties of language. The LLM
is equipped with a myriad of adjustable parameters, com-
monly reaching more than ten billion [47]. Due to the huge
model size and the vast amount of data used to train it, it is
computationally challenging to successfully train a capable
LLM, requiring distributed training algorithms for learning
the model parameters [141]. Another crucial factor for LLM
training is the data itself. Data that models are trained
on come from a wide variety of sources, but the data itself
may not be up to date [106]. To mitigate this shortcoming,
recent advancements have introduced Retrieval Augmented
Generation (RAG), which is designed to augment and rec-
tify the information returned by LLMs by consulting up-to-
date online sources. The data that the LLM was trained on
also has other deficiencies, like knowledge gaps in health-
care fields where data is private and restricted [50]. Due
to these knowledge gaps, the LLM may conjure up halluci-
nations where the model generates false information during
prompting [75; 3] because of a lack of relevant information.
However, hallucinations may also occur with a plethora of
data available as they are inherent problems in LLMs. Meth-
ods of preventing these hallucinations are elaborated in Sec-
tion 4.2.2. RAG can help rectify hallucinations, and fill
in the gaps of data the LLM is missing, by using up-to-
date and validated information from trustworthy online re-
sources. This data retrieval method introduces novel vul-
nerabilities since the information gathered by the retriever
is largely unaudited and may contain poisoned data or data
that can lead to unsafe responses from the LLMs.

2.2.2  Model Tuning and Utilization

After pre-training, the parameters of LLMs can be further
updated by training on domain-specific datasets in down-
stream tasks. This process is known as fine-tuning (F'T) [16].
A kind of fine-tuning method called supervised fine-tuning
(SFT), aims to improve LLMs’ responsiveness to instruc-
tions, ensuring more desirable reactions involving three ma-
jor components of instructions, inputs, and outputs. Inputs
relate to prompting and the inputs depend on the instruc-



Table 2: Differences in Definitions of Safety. There is no unifying definition of safety within the area of large language
models. We see obvious agreement that models should be law-abiding, ethical, and non-violent in order to be safe, and as such
these properties are strongly relevant to our definition of safety. However, beyond that point, there is generally a deviation
between the authors’ respective definitions. This creates two further categories of terms, properties that are moderately
relevant to safety and those that are weakly relevant. Questions of fairness, the informing ability of an LLM, and robustness
are generally covered but not unanimously, and hence are moderately relevant, whereas privacy-preserving properties or
non-sycophancy are rarely discussed in the current literature and are thus weakly relevant to safety. This dialogue between
different modes of thought concerning what makes a large language model “safe” heavily influences our definition of safety

and our resulting discussion.

Relevance Property

Sun et al. Liu et al. Han et al. Réttger et al. Zhang et al. Wang et al. Tedeschi et al. Inan et al. Weidinger et al.

[107] [69] [38] [92] [137] [115] [110] [49] [117]
Ethical v v v v v v v v v
Strong 1w abiding v v v v v v v v
Non-violent v v v v v v v v
Fair v v v v v
Moderate Informing v v v v
Robust v v v v
Privacy Preserving v v v
Weak Non-sycophantic v v v

tions, similar to applications of open-ended generation in
ChatGPT. By providing both inputs and outputs they form
an instance, and multiple instances can exist for a single
instruction [41]. Among fine-tuning, other training tech-
niques within model prompting include instruction tuning
and alignment tuning. By FT from a mixture of multi-
task datasets formatted via natural language descriptions
with the use of instruction tuning, LLMs are enabled to fol-
low task instructions for new tasks without needing explicit
examples, highlighting the ability of generalization for in-
struction following [141]. However, LLMs can demonstrate
versatility, even without FT where they produce a phe-
nomenon known as zero-shot learning, exhibiting the ability
to perform tasks for which the model was never explicitly
trained [16].

Alignment tuning, equipped with reinforcement learning, is
used to enhance LLMs to be safe interactive models. Since
LLMs are trained to capture the data characteristics of un-
curated pre-training corpora involving both high-quality and
low-quality data, the LLM can generate toxic, biased, or
harmful content for humans. To mitigate this problem, an
FT process based on reinforcement learning from human
feedback (RLHF) is used to align the LLM with the out-
comes that satisfy human values [141]. The RLHF pro-
cess ranks LLM outputs, with rewards scaled to positive
and negative values. The LLM is then trained to produce
highly-ranked responses and avoid low-ranked responses. In
healthcare, RLHF provides advantages to the model such as
improved accuracy and reliability through continuous feed-
back from medical professionals, and customizes the inter-
actions based on real clinical settings and patient needs [40].
These advanced training techniques improve LLM’s ability
to generalize across tasks and improve their overall utility
in various domains.

3. RESEARCH METHODOLOGY

The discussion of blockchain technology’s incorporation into
large language models necessitates a corresponding explo-
ration into the implications of various terms and definitions

found at that intersection. For example, due to the rapid
emergence of LLMs, there exists an absence of consensus in
describing common phenomena concerning LLM safety and
security. To ameliorate this effect, we take care to stress op-
posing, but related, definitions of safety found within many
different works in Table 2. In light of these distinctions, we
offer two formal definitions of security and safety in order
to contextualize these differing but similar areas of research.
These definitions will also serve to highlight where particular
blockchain technologies could be applied in their respective
domains, and focus research efforts.

First, and to allow a richer discussion centered around safety
and security, we delineate between active and passive pri-
vacy within LLMs as introduced in [127].

e Active privacy is where a user intentionally tries to
gain access to sensitive information by breaking the
large language model, especially with backdoor attacks,
prompt injection attacks, and membership inference
attacks during the pre-training and FT phases.

e Passive privacy is the state or condition of any im-
pacted person being protected from accidental or unex-
pected data leakage originating from a large language
model. This definition includes protecting the privacy
of not only users but people whose information was
added to a model’s corpus without their knowledge or
consent.

Next, we introduce our definitions of security and safety
regarding LLMs.

DEFINITION 1. LLM Security. A large language model
is considered secure if it:

1. Withstands applicable adversarial attacks and main-
tains system integrity, providing consistent and accu-
rate responses, and

2. Ensures active user privacy, explicitly resisting back-
door, prompt injection, and inference attacks to pre-
vent malicious users from extracting private informa-
tion.



Table 3: Safety Area Definitions and Examples. The area immediately surrounding BC4LLMs lacks a unifying definition
of safety as well as consensus on what terms within that definition precisely mean. We provide generalized definitions for terms
considered in our definition, as well as examples of incidents in literature where LLMs deviate from behavior as described in
the definition. Italicized terms indicate inclusion in our definition of safety.

Safety Area Definition

Example of Non-alignment

Ethicality LLMs aligning with moral principles.

A LLM agreeing with eugenics. [42].

LLMs refusing to assist users in illegal
endeavors.

Legality

A LLM assisting a user in creating incendiary devices. [112].

Non-violence LLMs soliciting generally non-violent ad-

vice or instructions.

A LLM advising a user to perform a ’raid on a drug house’
and ’kill everyone there’ [34].

Passive Privacy LLMs protecting private data within

their corpus absent of malicious threats.

A LLM partially or fully reconstructing private images from
a given dataset [20].

Honesty LLMs refraining from producing inaccu- LLMs administering faulty or fundamentally dangerous ad-
rate or misinformed responses which may vice to patients or physicians in a healthcare setting [85].
lead to negative outcomes.

Fairness LLMs ensuring a equitable environment LLMs associating “male” names with qualities of leadership,
for interaction, regardless of social iden- and “female” names with qualities of amicability [114].
tity.

Robustness The ability of the LLM to defend against A LLM falling victim to a backdoor attack planted in poi-

adversarial attacks, originating from out-
side the model. This is a wide-reaching
term, and falls within our discussion of
security as it relates to LLMs.

soned training data and producing malicious outputs as a
result [129].

Non-sycophancy LLMs choosing consistent outputs de-
spite the chance that they may be in con-

flict with a user’s beliefs or desires.

A LLM revising a correct answer to an incorrect answer after
the user asks the LLM if they are sure or challenges the
LLM’s result in some way [98].

Found within definition of safety

DEFINITION 2. LLM Safety. A large language model is
considered safe if it interacts with users in a trustworthy
manner, adhering to the aforementioned (Table 8 interre-
lated properties of safety: being ethical, law-abiding, nonvi-
olent, fair, passively privacy-preserving, and informing.

These definitions will serve a versatile role throughout this
paper as building blocks for our contextualization of relevant
and notable research efforts in BC4LLMs. Besides, they will
serve the community at large in helping to establish reliable
and tangible properties of secure and safe large language
models. Furthermore, They will help establish tighter def-
initions of finer-grained terms and ideas within BC4LLMs.
For example, in Table 2, we provide definitions for terms
found within our definition of safety to lessen the effect of
the vague nature of some of the words. These definitions are
backed by relevant examples found in the literature.

3.1 Research Approach and Limitations

Literature surveys often are limited in their depth and scope
by unconscious factors that impact the authors’ ability to
fairly select papers for review. To be transparent, and to aid
researchers conducting similar or future reviews, we outline
our research approach and its associated limitations. While
conducting our research, we used the search engine, Google
Scholar, and several databases, including ACM Computing
Surveys, IEEE Xplore, SpringerLink, and arXiv. We chose
these databases as they either produce quality research and
contribute to the growth of interest in novel areas, or in
the case of arXiv have the most up-to-date papers avail-
able. With Google Scholar, we used keyword searches such
as “blockchain for LLMs” and “blockchain-based LLMs” as
starting points for relevant, intriguing research papers. To

solve problems concerning the scope and interrelated do-
mains of disparate areas, we gathered various applications of
blockchain for AI, blockchain-enabled machine learning, fed-
erated learning, and deep learning tactics to apply them to
LLMs. Lastly, of note is the fact that we were largely aided
in this further research effort by a waterfall approach to find-
ing research papers. That is, we found several foundational
papers in the BC4LLM field, explored citations in those pa-
pers, and subsequently explored citations in those secondary
papers. We continued investigating relevant citations in this
waterfall fashion until we reasonably exhausted all relevant
articles. Admittedly, this method of finding prominent re-
search articles is limited in its natural tendency to develop
blind spots to less well-known research articles or venues.
However, in the spirit of a literature survey, we choose to fo-
cus on more established papers that more accurately capture
the trends currently found in the space. For our exclusion
criteria, we limited our research as follows: no duplicates;
found articles from 2016 and above, excluding the original
Merkle Tree paper [79]; no Masters or Ph.D. theses; and
only studies written in English.

3.2 Model of Threat Categorization

There exists a wide variety of threats that affect LLMs. Of-
tentimes, many of these threats originate from the nature of
LLMs acting as Al systems. In Figure 3, we refer to these
vulnerabilities similarly to that discussed in [129], which cat-
egorized the most LLM vulnerabilities and Al-inherent vul-
nerabilities together, yet also included external threats un-
der non-Al inherent vulnerabilities. We contribute further
by applying these vulnerabilities to each respective process
within developing a large language model and tying these
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Figure 3: Taxonomy of Blockchain for LLM’s Security and Safety. This diagram outlines the integration of blockchain
technology to enhance the security and safety of large language models through categorizing interactions and safeguards into
several layers and components. Each section supports relevant sources for further reference, illustrating a comprehensive
approach to mitigating and preventing vulnerabilities as well as supplementing the security and safety of LLMs through
blockchain technology. Promising areas that currently do not have blockchain as a solution to these vulnerabilities intentionally

do not have source boxes.

to respective applications of blockchain. Beginning with the
training process, LLMs are prone to threats such as data poi-
soning and backdoor attacks. As defined by Yao et al. [129],
data poisoning is where attackers influence the training pro-
cess by injecting malicious data into the training set, intro-
ducing vulnerabilities within the security and effectiveness
of the model. Following the trend of poisoned data, there
can be backdoor attacks implemented on the training data,
as defined by Li et al. [57], who categorize backdoor attacks
into attacks on training data and attacks on local models.
The backdoor attacks on training data are further divided
into attacks based on label flipping and attacks based on
planting triggers. Attacks based on label flipping focus on
manipulating the labels, whereas attacks on planting trig-
gers modify the input data and labels, effectively construct-
ing an adversarial sample. Then, attacks on local models
are further divided into attacks based on modifications to
the training process and attacks based on manipulating the
trained model [57]. The backdoor attacks can be applicable
to both the training and prompting phases of LLMs when
using this distinction.

RAG attacks have a variety of issues, including privacy is-
sues [132; 5] and knowledge poisoning attacks [149]. For
RAG specifically, Xue et al. [126] propose BadRAG to iden-
tify security vulnerabilities, exposing direct attacks on the

retrieval phase from semantic triggers, and uncovering in-
direct attacks on the generative phase of LLMs that were
caused by a contaminated corpus. These RAG-specific at-
tacks and defenses are elaborated on in Section 4.1.2. When
interacting with an LLM, AI’s inherent vulnerabilities be-
come evident, as highlighted in [129], since LLMs are funda-
mentally Al models themselves. We focus on the prevalent
adversarial attacks that malicious users may use to tamper
with the LLM, attempt to find out sensitive information,
or ruin the system entirely. We recognize jailbreaking and
prompt injection as two separate but similar types of ad-
versarial attacks that are initiated within prompting. For
instance, jailbreaking prompts are designed to bypass the
restrictions set by service providers during model alignment
or other containment approaches [99]. Prompt injections
aim to override an LLM’s original prompt and direct it to
follow a set of malicious instructions, leading to erroneous
advice or unauthorized data leakage [68]. In Sections 4.2.1
and 4.2.2, we discuss instances of misinformation and pas-
sive privacy leakage addressed as safety concerns. Note that
we include backdoor attacks based on modifications to the
trained model in prompting since these backdoor attacks
can still happen after model training [57].

Another relevant attack is a membership inference attack
(MIA), a type of privacy attack where some malicious users,



given access to the model, can determine whether a given
point was used to train that model with high accuracy [83].
However, Neel and Chang [83] state that this attack is more
related to information about the training point data leaking
through the model, and that malicious users must have ac-
cess to a candidate point in order to run the attack. There-
fore, this attack is more prevalent with passive privacy, high-
lighting the need to prevent data leakage. Similar attacks
are user inference attacks that seek to gain knowledge or
insights about the model or data’s characteristics, often by
observing the model’s responses or behavior [129].

Last but not least, we explore denial of service (DoS) attacks
and supply chain vulnerabilities. Yao et al. [129] describe
DoS attacks as a type of cyber attack that aims to exhaust
computational resources, resulting in latency or making the
technology resources unavailable. In this survey, we focus on
distributed denial of service attacks (DDoS), a type of DoS
attack where requests flood the system, attacking simulta-
neously from multiple sources on the network [29]. Yao et
al. [129] also defined LLM supply chain vulnerabilities as
the risks in the lifecycle of LLM applications that may oc-
cur from using vulnerable components or services, including
third-party plugins that may be used to steal chat histories,
access private information, and or execute code on a user’s
machine. All of these security vulnerabilities are substantial
threats to LLMs that need to be mitigated or prevented.
Possible methods of defense are discussed in Section 4.1, us-
ing current blockchain frameworks and experiments for these
security problems, as listed by each developmental phase of
the LLM, AT inherent threats, and supply chain issues.

4. EXISTING LITERATURE ON BC4LLM

Independently, the fields of both LLMs and blockchain re-
search have grown substantially over the past several years.
It is no surprise that the literature surrounding these topics
has begun to morph and relate to each other. In previous
research, we have seen LLMs for Blockchain Security [41] as
well as an introduction to the term BC4LLM in Luo et al [72]
where they provide a comprehensive survey of blockchain for
LLMs. However, they do not acknowledge the multitude of
safety and security solutions that blockchain provides for
certain LLM vulnerabilities. Effectively, Luo et al. [72] aim
to introduce BC4LLM for trusted Al, enabling reliable learn-
ing corpora, secure training processes, and identifiable gen-
erated content. In juxtaposition, our survey aims to analyze
possible BC4ALLM solutions closely related to our definitions
of safety (2) and security (1) when looking at inherent sys-
tem vulnerabilities in LLMs. To begin our analysis, we de-
fine these security problems based on previous work and
highlight areas of research that are applicable to areas of
BC4LLM safety and security.

4.1 Blockchain for LLMs’ Security

Few papers and experiments analyze how the integration of
these two technological powerhouses interacts with one an-
other. We have seen benefits of this integration that apply
to our definition of security (1). Balija et al. [10] intro-
duce a peer-to-peer (P2P) federated LLM, namely PageR-
ank, which works with a blockchain. This system operates in
a fully decentralized capacity. Demonstrably, the blockchain
implementation led to more efficient accuracy and latency
results. With that being stated, Balija et al. [10] provide

a developing direction in the field of BCALLM to enhance
system security. Below, we address several current vulner-
abilities in LLMs and analyze them individually. In order
to better understand these security problems, we catego-
rize these vulnerabilities to their respective LLM training
stages, highlight blockchain for Al works, and provide well-
researched blockchain applications as a solution.
Vulnerabilities are present at each step in the process of de-
veloping a LLM. In early methods of model training, we
encounter adversarial attacks such as data poisoning and
backdoor attacks within the corpus [99; 127]. Progressing
into model fine-tuning and general use, the LLM can fall
victim to prompt-based attacks [140; 2; 127; 68], inference
attacks [55; 44], and RAG-related attacks [126; 22; 5; 26;
149; 132]. These attacks are common vulnerabilities in both
LLMs and Al since LLMs and AI are closely related as seen
in Figure 2. Some of the threats against LLMs can be ad-
dressed by implementations from blockchain for AT (BC4AI)
research, as elaborated below in Section 4./.3. Considering
the volume of potential attacks against LLMs, we make a
further distinction of solutions that are specifically related
to BC4LLM research and other blockchain-based solutions
from BC4AI research. With this, we are able to highlight
shared vulnerabilities for LLMs and AI. We provide an anal-
ysis of how blockchain can help defend against and mitigate
these vulnerabilities, starting with threats during each phase
of LLM training and utilization, continuing onto different
blockchain solutions for Al inherent threats, and lastly note-
worthy technology inherent attacks such as denial of service
(DDoS) attacks and issues with supply chain logistics.

4.1.1 Blockchain for Threats in LLMs’ Training

To mitigate the threats in LLMs’ training, data selection
stands as a crucial aspect of model development, with par-
ticular emphasis on ensuring that training data is authentic,
safe, and resistant to data poisoning attacks. One poten-
tial approach could be enabling the LLM to “unlearn” poi-
soned data or data deemed unsafe based on our definition
of safety 2. Zuo et al. [150] establish federated TrustChain to
enhance LLMs’ training and unlearning through a blockchain-
based federated learning framework. Through integration
with Hyperledger, the framework can efficiently perform un-
learning, reducing the accuracy to 0.70% after unlearning
given that the initial accuracy is 99.15% [150]. This demon-
strates the potential of applying blockchain techniques to
improve the security and privacy of LLMs, where LLMs
can selectively forget specified data points while simultane-
ously preserving the performance via Low-Rank Adaptation
(LoRA) and tuning hyper-parameters. This method of a
blockchain-enabled federated unlearning process is further
detailed as a future research possibility that has been thor-
oughly explored by few, as emphasized later in Section 7.1.
Another significant issue is data poisoning. To address this
issue, Gong et al. [36] propose a possible blockchain solu-
tion, introducing dynamic large language models (DLLM)
on blockchains. Instead of using the traditional centralized
datasets that LLMs are provided with, developing LLMs on
blockchains enables the creation of decentralized datasets.
These datasets are less likely to be tampered with and can
be easily audited for accuracy. Gong et al. [36] present the
DLLM to evolve after the training process. This was imple-
mented by adjusting neural network parameters, enabling
the LLM to continue learning during its use.
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Figure 4: An overview of a two-level framework, consisting
of a privacy-based blockchain that uses the secure hash al-
gorithm 512 (SHA512) to generate hashes for data integrity.
Then, the enhanced proof of work (ePoW) is used to au-
thenticate data records and prevent data poisoning attacks
from altering original data. These hashes of data blocks
are linked to each other, called a Hash Chain. Then, for
the second level, a privacy-based variational autoencoder
(VAE) for secure data transformation ensures robust protec-
tion against inference attacks while maintaining the utility
model for anomaly detection.

Additionally, blockchain-based systems can help assess where
data poisoning may occur, and as shown in [55], blockchain
can protect datasets and detect potential inference attacks
through a two-level privacy preserving module. This re-
search proposes a framework based on blockchain and deep
learning, including two levels of privacy mechanisms as shown
in Figure 4. For the first level, Keshk et al. [55] use SHA512
to generate secure hashes and then implement an enhanced-
proof-of-work (ePoW) technique for authenticating and pre-
venting data poisoning attacks. The second level consisted
of a VAE model for converting original data into an encoded
format for mitigating inference attacks that could be learned
from system-based machine learning. In their testing, these
mechanisms were effective in preventing data poisoning and
inference attacks from manipulated smart power network
datasets. BCA4LLMs could benefit from this similar type
of implementation, working with secure methods of hash-
ing and blockchain-based deep learning privacy preservation
techniques. By integrating a two-level privacy-preserving
module, BC4LLMs can ensure data integrity and confiden-
tiality while effectively detecting and mitigating both data
poisoning and inference attacks.

Poisoned data has been an interest with RAG in particu-
lar. For example, Xue et al. [126] develop a way to identify
security vulnerabilities from a poisoned corpus, but they
do not use blockchain as a solution. We address the ab-
sence of research on blockchain and RAG, especially when
using blockchain to help prevent RAG security issues. We
discuss this as a possible future research direction as there
remains a current gap in research of blockchain-based RAG
systems and elaborate on this topic in Section 7.2. Poisoned

data overall is a major concern within LLMs and we of-
fer blockchain as a potential source of ground truth to aid
in mitigating this threat during the pre-training stages of
LLMs and potentially mitigate RAG security concerns. In
addition to data poisoning, LLMs are susceptible to back-
door attacks hidden in the training data during the LLM
pre-training phase. Zhao et al. [140] introduce ProAttack
which improves the stealth of backdoor attacks by accu-
rately labeling poisoned data samples. As these attacks im-
prove and become more sophisticated, it is crucial to explore
robust defense mechanisms for LLMs. Few defense mecha-
nisms using blockchain techniques have been studied, while
Li et al. [57] propose a blockchain-based federated-learning
framework (DBFL) that withstands backdoor attacks in a
blockchain environment by incorporating an RLR aggrega-
tion strategy into the aggregation algorithm of a user and the
addition of gradient noise to limit the effectiveness of back-
door attacks. The robustness of FL against backdoor attacks
is enhanced by using various blockchain functions, including
digital signature verification and simulation of chain resyn-
chronization [57].

4.1.2  Blockchain for Threats in LLMs’ Prompting and
Utilization

LLMs are often further trained through techniques such
as instruction tuning, alignment tuning, and fine-tuning,
each of which may introduce specific vulnerabilities, such
as prompt injection [77; 101] and backdoor attacks [57].
These adversarial attacks are included under the term active
privacy 3 where a malicious user attempts to gain unau-
thorized access. Blockchain technology, with its inherent
transparency and immutability, holds the potential to miti-
gate and defend against these vulnerabilities. For instance,
blockchain technology can be used to defend against prompt
injections by ensuring data integrity and traceability. Mbula
et al. [77] provide an overview of LLMs for blockchain, high-
lighting how blockchain’s transparency and immutability en-
able a reliable audit trail for tracking and investigating sus-
picious activities. While not specifically focused on prompt
injection, this approach demonstrates how blockchain can
enhance security by providing a transparent and immutable
record of interactions. Applying this to BCALLMs can help
prevent suspicious users from continuously interacting with
an LLM, allowing for traceability to stop the user from en-
tering malicious prompts. We recognize prompt injection
is a critical vulnerability in LLMs and Al-related systems,
yet as noted in [101], few blockchain defenses for prompt
injection are present in the current field of research.

Inference attacks are also a critical concern for LLMs and
active privacy, as malicious users may attempt to extract
sensitive data from the model, hence why the Taxonomy 3
has inference attacks standalone. As discussed previously
in Section 4. 1.1, Keshk et al. [55] apply Blockchain and DL
techniques to preserve privacy and prevent inference attacks
through a framework as depicted in Figure 4. For more
inference attack applicable work, a survey [44] thoroughly
discusses membership inference attacks on ML and provides
a group of defenses including differential privacy, regular-
ization, confidence masking, and knowledge distillation. In
other related works, there are instances of blockchain-based
differential privacy methods [143; 37; 87], but current re-
search that uses blockchain-based differential privacy frame-
works to prevent inference attacks is limited; It is worth



noting that the theoretical foundation and potential syner-
gies of this combination are promising. Another area with
limited research is blockchain as a defense for jailbreaking
attacks, which exploit the inherent capabilities of LLMs to
bypass restrictions. There are multiple articles defending
LLMs from jailbreaking attacks, yet little to none fully in-
clude blockchain to prevent jailbreaking. Hu et al. [45] ex-
plores a blockchain defense mechanism for malware checking
on operating systems, indicating a possible direction for fu-
ture research in integrating blockchain to defend against jail-
breaking in LLMs. As previously explained in Section 3.1,
backdoor attacks after the model has been trained are based
on modifications to the trained model. The key blockchain-
based federated-learning framework from Li et al. [57] dis-
cussed in detail in Section 4.1.1 used a combination of a
blockchain environment and an RLR aggregation strategy
to defend against backdoor attacks. This framework ef-
fectively coordinated FL processes and maintained learning
security and user privacy. When testing backdoor attacks
caused by malicious participants, the accuracy of the model
increased when using the RLR aggregation strategy [57].
Given these findings, the possibility of leveraging blockchain
transparency and immutability presents a robust mechanism
for improving LLM security against active privacy threats.
However, comprehensive integration and empirical valida-
tion of blockchain-based defenses in LLMs remain impera-
tive to advance the field of BC4LLMs.
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Figure 5: Within BXAI, this diagram illustrates the frame-
work that leverages a distributed ledger infrastructure, using
the Ethereum Blockchain and IPFS for storage and secure,
traceable transactions. Depicted is the interaction between
model utilization: an explainer generating local post-hoc ex-
planations, the storage of these explanations in IPFS, and
their linkage to the Blockchain. The use of smart contracts
helps secure and encrypt the data, then relay it to a reg-
ulator who investigates current explanations, ensuring ac-
countability and fault anticipation. Blockchain nodes are
used to facilitate the secure and transparent broadcast of
events within the Ethereum network.

4.1.3 Al-intrinsic Threats and Defenses

AT intrinsic threats apply to LLMs due to the proximity
of LLMs and Al, as shown in Figure 2. Blockchain for Al
(BC4AI) is an emerging technology, with blockchain-based
solutions already being researched as a secure way to estab-
lish trust in the Internet of Things (IoT) [103; 24]. Before
BC4AI, some previous works refer to the integration as “On-
chain AI” [28; 23]. Research of BC4AI encapsulates other
machine learning techniques, such as blockchain-based fed-
erated learning and blockchain for deep learning. Federated

Learning is an addition to machine learning, as noted in
Figure 2, where federated learning uses a privacy-preserving
and decentralized approach to centralized systems.

A substantial literature on BC4AI has emerged from 2018
to 2024 [28; 116; 70; 124; 30; 94; 109; 74; 18; 11; 13]. Among
the most notable works, Salah et al. [94] state the integra-
tion benefits of BC4Al. For example, there are five main
benefits, such as enhanced data security, improved trust in
robotic decisions, collective decision-making, decentralized
intelligence, and high efficiency [94]. For enhanced data se-
curity, information stored within a blockchain is considered
highly secure. By storing sensitive and personal data in
a distributed, disk-less environment, blockchain can work
alongside AI algorithms to strengthen data protection and
promote more trusted and credible decision outcomes. The
other benefits of improving trust within AT decision-making
involve using the blockchain as a record of the decision-
making process, allowing better Al traceability to analyze
the quality of responses. Secondly, Dinh and Thai [28§]
summarize the integration of blockchain and AI to where
blockchain can assist Al in multiple aspects, as follows. Al
can benefit in secure data sharing from blockchain, allow-
ing transparency and accountability regarding which user’s
data is accessed, when, and by whom, letting users main-
tain control of their personal data. Among other data con-
cerns, with the integration of blockchain and AI, blockchain
technologies allow users to trade data via smart contracts,
enabling the possibility of data marketplaces without a cen-
tralized middleman, making the transactions private and
secure between users. Besides, Malhotra et al. [74] propose
a blockchain-based proof-of-authenticity framework for ex-
plainable AT (XAI) utilizing a public Ethereum Blockchain,
smart contracts, and IPFS (Interplanetary File System) to
ensure secure, traceable, auditable transactions within the
Ethereum network. This framework highlights three ma-
jor components, smart contracts, an Ethereum and IPFS
interconnected network, and a regulator, as depicted in Fig-
ure 5. Using smart contracts can enable continuous moni-
toring and tracing by all peers, in the case of any rule vi-
olations there are prompt rebound transactions to restore
the system to an optimal state. To address the size limi-
tation of storage on the blockchain, as further discussed in
Section 6.1, Malhotra et al. [74] apply unique IPFS hashes
stored on the Ethereum Blockchain to access larger-sized ex-
planations that are stored off-chain in IPFS. These hashes
are encrypted with the SHA256 algorithm to maintain data
security. Thus, only entities with the corresponding hash
can access and retrieve the IPFS hash and the associated
explanation, ensuring controlled access even in a distributed
network. Lastly, the regulator’s role is responsible for au-
diting and has access to the explanations to predict the user
at fault using audit trails if system failure were to occur.

4.1.4 Non-Al Threats and Defenses

Referring to Figure 3, we specifically focus on DDoS attacks
and supply chain issues. Even though these attacks are com-
mon problems, we consider threats relevant to BC4LLMs.
Ibrahim et al. [48] suggest using a public blockchain to pre-
vent DDoS attacks on IoT devices. Blockchain provides a
tamper-proof platform as well as demonstrates how IoT de-
vices working with blockchain can verify and authenticate
using a trusted white-list which is implemented in the smart
contract. Following this smart contract usage, if LLMs were



to use a trusted white list for users then we can try to pre-
vent these malicious users from trying to access the LLM in
certain circumstances that are mutually agreed upon. Ad-
ditionally proven by Shah et al. [97], blockchain-based solu-
tions play a vital role in mitigating DDoS attacks.

A point of consideration is how DDoS attacks that target
the blockchain to make the blockchain unavailable would re-
quire sufficient computer resources. The fully decentralized
architecture of the blockchain and the consensus protocol
for new blocks ensure that the blockchain can still operate
meanwhile several blockchain nodes could be offline [135].
Incorporating this architecture into LLMs would help pre-
vent DDoS attackers, as the larger the blockchain network
is, then the harder it would be for a DDoS attack to be suc-
cessful. Moreover, blockchain is known as a distributed, im-
mutable, and verifiable ledger technology that ensures trans-
parency and traceability [93]. By utilizing blockchain for
LLMs, we can help mitigate these supply chain vulnerabili-
ties. The decentralization of the network can maintain the
integrity of the system at all points, aiding in mitigating
the risk of a single point of failure, a common problem with
centralized systems [93]. Blockchain is offered as a solution
if the LLM were to accidentally crash, or was purposefully
attacked by an attempt at overwhelming the system, then
the LLM would still be intact since it is blockchain-based,
removing the single point of failure entirely. However, it is
important to note that blockchain solutions for LLMs de-
pend on the availability of the underlying LLM infrastruc-
ture. If the LLM server is malfunctioning or shuts down,
then these blockchain mechanisms may not be applicable,
highlighting the need for a robust and resilient supply chain.
To solidify the supply chain, blockchain offers secure trans-
actional data in sectors including supply chain management,
healthcare, and federated learning [150]. For better supply
chain management and data traceability, Kayikci and Khos-
goftaar [54] address the potential intersection of blockchain
and ML. ML can aid in analyzing data from multiple sources
and identify potential supply chain issues such as delays or
quality issues before they occur. By using blockchain to
create a transparent record of all supply chain transactions
there are improvements in security, openness, traceability,
and productivity [54]. While blockchain presents a promis-
ing solution for enhancing security and defending against
adversarial threats to LLMs, ongoing research and devel-
opment are necessary to address the evolving landscape of
threats and vulnerabilities.

4.2 Blockchain for LLMs’ Safety

The growing dominance of LLMs as search engines [90], code
writers [145], and in many other roles has introduced unique
challenges related to their safety. For instance, LLMs who
advise users to engage in dangerous activities such as eating
glass [39] or which easily reveal personally identifying infor-
mation [56] may be unsafe for users to interact with even in
the absence of external threats. In this section, we rely on
our proposed definition of safety (Definition 2) to explore
relevant literature that incorporates blockchain technology
into the various solutions surrounding LLM safety.

4.2.1 Blockchain for Passive Privacy in LLMs

Despite its novelty, the concept of passive privacy is crucial
for ensuring the safety of LLMs. Some models risk leak-

ing sensitive information, potentially exposing private data
like government-issued ID numbers and patient records [86].
The severity of these leaks underscores the need for effec-
tive solutions to advance LLMs responsibly. In this re-
gard, blockchain’s guarantees of data sovereignty, obfusca-
tion, and traceability offer practical passive privacy benefits
that align well with the requirements of LLMs. In particu-
lar, we observe blockchain-based privacy preservation tech-
niques which originate in varying proximity to LLMs as seen
in BC4LLMs itself [113; 118; 102], blockchain-enabled deep
learning [147; 55; 121; 120; 96], blockchain-enabled machine
learning [7], and blockchain-enabled federated learning [8;
81; 142; 88; 31; 89; 73].

Within our focus on BC4LLMs, we have observed distinct
trends in the application of blockchain to LLMs in their
capacity to bolster passive privacy guarantees. Most no-
tably, the development of zero-knowledge LLMs, a.k.a. ZK-
LLMs, as described in [118] and [102], has the potential
to drastically reduce privacy leakage risks when interact-
ing with LLMs. Considering the problem of data leakage
approached from the lens of access, this application is nat-
ural. A user querying for their own personally identifiable
information should, ideally, be able to access it whereas an
unauthorized user should not. Obfuscating portions or the
entirety of a corpus using zero-knowledge proofs [133] al-
lows for untrusted training nodes, or the model itself, to
act on sensitive data without the ability to regurgitate it
to a potentially malicious party. This same mechanism has
broad applications that have been explored in other recent
works as well, with special focuses on ZKPs for data cura-
tion and pre-processing [113], which consequently enhance
passive privacy within LLMs.

Additionally, besides material on BC4ALLMs, it is necessary
to discuss passive privacy contributions made within LLM-
related areas, as described in our classification of LLMs in
the context of AI, ML, and DL (Figure 2). Especially im-
portant in its immediate applications to LLMs, blockchain-
enabled deep learning (BC-DL) is a growing field with poten-
tially large impacts on LLM’s passive privacy. Specifically,
certain BC-DL technologies propose learning mechanisms
distinct from traditional federated learning models [55; 121;
96]. The concerted research effort to develop efficient dis-
tributed learning models that deviate from the typical model
of federated learning is clearly well underway. This field has
broad implications for blockchain; through the utilization
of various blockchain properties, we see the development
of privacy guarantees which undoubtedly strengthens the
BC4LLMs area.

A noteworthy contribution in the field of blockchain and
deep learning is the influential DeepChain [121], which intro-
duces a novel privacy-preserving training framework based
on blockchain technology. This system employs a consensus
protocol alongside an incentive mechanism, enabling the use
of private training gradients and ensuring the auditability
of training data. This dual approach, incorporating zero-
knowledge proofs in various aspects of the protocol, repre-
sents a promising new direction for blockchain-enabled pas-
sive privacy, building upon the well-established domain of
federated learning. To underscore the novelty of this ap-
proach, Figure 6 illustrates how the system operates pri-
marily through consensus and incentivization mechanisms.
Additionally, despite this potential research direction, dis-
cussion on the wide body of research that does exist concern-
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Figure 6: DeepChain deviates from conventional federated
learning models by incorporating a synchronous requirement
for consensus on data incorporated into the model during
the final training round. The contribution-based incentive
mechanism rewards participants for verifying new gradients
and activates a trading contract to facilitate the sharing of
updated gradient information. Besides, a Verifiable Random
Function (VRF) ensures fairness in the committee-based
consensus process, addressing concerns related to finality.

ing blockchain-enabled federated learning (BC-FL) is essen-
tial when describing blockchain as a vehicle for improving
the safety and security of LLMs. Federated learning, intro-
duced by McMahan et al. [78], has since been the principal
building block of decentralized learning approaches in ma-
chine learning systems. While too broad to be considered
for BC4LLMs, notable to this paper are the contributions
of authors approaching BC-FL in its capacity as a powerful
privacy preserving mechanism [81; 8; 142; 31; 32; 73].

4.2.2  Blockchain for Misinformation in LLMs

The issue of LLMSs fabricating information, commonly known
as hallucinations [75; 3] is well understood. As a result,
detecting and defending against hallucinations is a widely
explored area [95], with more research still yet to be con-
ducted [131; 136]. Along with this pressing general body of
research, efforts have been made to leverage blockchain tech-
nology to reduce hallucinations by consensus-oriented [138]
and oracle-based [15] approaches. Within consensus, Zhang
et al. [138] proposed a system for efficient large language
model inference quality assessment. That is, the veracity
of a given model’s responses was able to be assessed by us-
ing a ‘Proof of Quality’ consensus mechanism with low la-
tency between the user and language model. This stands in
contrast to other approaches, such as Bouchiha et al.’s [15]
reputation-based system LLMChain, which relies on a de-
centralized oracle to cross reference request/response pairs
originating from differing models and speak to the quality
of inferences based on those comparisons. It is worth noting
that despite these fundamental differences, they are both
consensus-based approaches. This serves as an excellent ex-
ample of how BC4LLM technology can take many different
forms towards the same goal.

In addition to advancing consensus-driven governance mod-
els for mitigating misinformation, several approaches have
been explored to improve the accuracy of LLMs’ responses.
These efforts include contributions from the zero-knowledge
domain, as demonstrated by Chen et al. [21], more op-

timistic privacy assurances found in works like [23], and
straightforward applications of verifiable ledgers, as pro-
posed by Yazdinejad et al. [130]. Chen et al. [21] propose
zkML, a compiler that enables TensorFlow models to be
translated readily into zk-SNARK halo2 circuits via either
KZG or IPA commitments. This conversion allows for any
portion, or the entirety of, an LLM to gain the properties
of zero-knowledge, knowledge soundness, and completeness.
Through this, and with potential connections to verifiable
databases, zkML gains the powerful ability to audit infer-
ences and ensure their accuracy. This research avenue is
particularly promising due to both the efficient and poten-
tially on-chain verification of zk-SNARKs as well as the ex-
tensibility of zkML to virtually any ML model.

Distinct from the zkML approach is opML [23], which opts
for an optimistic approach reliant on a fraud-proof rather
than a ZK proof to catch erroneous outputs within a cer-
tain challenge period. Clearly, there exist trade-offs in this
implementation when compared to the zkML approach. Op-
timistic rollups are desirable in the sense that they are per-
formant, but if implemented in a RAG environment, or
similarly situated between the user and a model, latency
issues can quickly become dominant. Apart from proof-
oriented mechanisms and worth noting is the work proposed
by Yazdinejad et al. [130], which focuses on detecting deep-
fakes using blockchain’s verifiable ledger. While not directly
applicable to the realm of LLMs due to the non-atomic na-
ture of data within a language model, important insights
can be drawn from the paper. Namely, BCALLMs could
benefit greatly from a proposed hashing method applied to
particularly sensitive data areas such as names, addresses, or
even health-care-related parts of corpora. This hash could
be used as a guarantee of data veracity and could poten-
tially prevent unsafe behaviors such as sycophancy, decep-
tion, or unfairness. Indeed, this hashing mechanism has the
potential to be used as a final check for the LLM to verify
that it is submitting information to the user that is con-
sistent with standards agreed upon when information was
originally committed to the ledger. Many similar vehicles
for the maintenance of data integrity exist, albeit currently
limited by scaling issues on-chain [27].

S. DATASETS RELEVANT TO BC4LLM

Developing synergistic techniques that integrate blockchain
with LLMs is essential for ensuring the safety and trust-
worthiness of future LLMs. In this context, it is critical to
access to relevant datasets for experimentation. Blockchain-
enabled systems often require unconventional training sets
and edge cases to capture the dynamism and robustness
of these implementations. Accordingly, we have compiled
and summarized the relevance of specific datasets in Ta-
ble 4. While we include standard datasets such as MNIST,
CIFAR-10, SQuAD, and MS-MARCO, we also highlight
lesser-known datasets that may prove valuable in particu-
lar research contexts.

6. CHALLENGES IN BC4LLM

Despite the promise of the emerging BC4LLMs field, there
are several innate challenges that delay progress and inhibit
potential research directions. Typically, these are derived



Table 4: Datasets Relevant to BC4LLMs

Dataset Use Case Description Papers
MNIST? Images of handwritten digits for pattern recognition ap- [121; 119; 78; 31; 100; 58]
plications or vulnerability analysis.
CIFAR-10? Labeled images used in capacities from improving pat- [119; 21; 78]
Pattern tern recognition to zk-SNARK benchmarks.
MS MARCO? Recognition Collection of human answered questions, used in training [126; 149; 22]
corpora as well as simulating RAG attacks.

MedMINST* Collection of medical images from case studies. [126; 149; 22]
Natural Questions® Open domain question answering dataset, incorporating [126; 149; 22]
. questions from users and rigorous answers.

o Poisoned
HotpotQA RAG Question answering dataset with multi-hop questions [149; 22]
and supervised, regulated, answers.
MT BENCH" Ranked pairwise expert human preferences for various [144; 15]
LLM model responses.
SQuAD#® Evaluation Reading comprehension dataset comprised of questions [150; 46]
posed on Wikipedia article with answers as sections of
those corresponding articles.
IMDB Dataset® Sentiment ~ Movie reviews [150; 46]
Analysis
SafetyBench'® Safety Large number of multiple choice questions focused on [137]

Evaluation  evaluating the safety of LLMs.

Tweets2011"! List of scraped tweet identifiers and corresponding tweets  [150]
from early 2011.
MTSamples Scrape!? Sample transcription medical reports from various disci-  [150; 46]
plines and areas.
DRC Diplomas'? Highschool diplomas from the Democratic Republic of [10]
the Congo.
HealthCareMagic'* Real patient-doctor conversations found through the [5]
Sensitive HealthCareMagic website, capturing the nature of pa-
Information  tient vocabulary.
Handling
Enron Emails'® Large set of emails generated by employees of the Enron  [150; 46]
Corporation.
LLMGooAQ'® Comprehensive database capturing question and answers  [15]

from a wide variety of domains.

GooAQ' Large scale question answering dataset aimed at devel- [15]
oping a vast selection of question types.

The Pile'® Massive and open source data set consisting of a combi-  [140]
nation of roughly 20 other datasets.

Thttps://yann.lecun.com/exdb/mnist/ Zhttps://www.cs.toronto.edu/ kriz/cifar.html >https://microsoft.github.io/msmarco/
“https://medmnist.com/ ®https://ai.google.com/research/NaturalQuestions ®https://hotpotqa.github.io/
"https://paperswithcode.com/dataset /mt-bench ®https://rajpurkar.github.io/SQuAD-explorer/
“https://developer.imdb.com /non-commercial-datasets/ '°https://github.com/thu-coai/SafetyBench

"https:/ /trec.nist.gov/data/tweets/ 2https://mtsamples.com/ *https://minepst.gouv.cd/palmares-exetat/
Y“https://huggingface.co/datasets/RafaelMPereira/HealthCareMagic-100k-Chat-Format-en
Yhttps://huggingface.co/datasets/preference-agents/enron-cleaned '®https://github.com/mohaminemed/LLMGooAQ/
"https: / /huggingface.co/datasets/allenai/gooaq '®https://pile.eleuther.ai/



from certain limitations in blockchain technology, LLMs, or
deficits in the way that blockchain can serve LLMs.

6.1 Corpus on Blockchain

LLMSs’ training heavily relies on substantial data, with mod-
ern corpora typically exceeding dozens of terabytes in vol-
ume [141]. This characteristic is inherently misaligned with
the constraints that blockchain systems are generally de-
signed to address. Reconciling blockchain’s limitations in
throughput and data-handling capacity with the extensive
data requirements of LLMs represents one of the most press-
ing challenges in BC4LLMs. Several approaches have ex-
plored the use of zero-knowledge proofs (ZKPs) to enhance
scalability [118; 102]. However, relying on zero-knowledge
technology solely for scalability, and not privacy, poses chal-
lenges due to the computational cost of generating ZKPs,
even with minimal circuits. A significant factor here is the
ongoing issue of the Multi-Scalar Multiplication (MSM) in
ZKP generation [125]. Furthermore, current WebGPU and
WASM implementations likely fall short of the through-
put required by client-based LLMs. For these reasons, it
is improbable that zero knowledge could serve as a defini-
tive solution to scalability in BC4LLMs without significant
advancements in zk-SNARK generation research. Address-
ing the discrepancy between the growing size of LLMs and
blockchain’s limited capacity for on-chain data storage re-
mains a substantial research challenge.

6.2 Reliance on Oracles

The security guarantees of blockchain technology, while ro-
bust, often leave little room for interoperability with exter-
nal systems [27]. That is, the blockchain can most easily
interact with information on the chain, leaving little room
to consider issues such as fact-checking or moral alignment.
Oftentimes, to develop mechanisms that seek to assist with
LLM toxicity or factuality, oracles are used to bridge this
gap [33; 30]. Serving as mediators between chains and online
sources, oracles are trusted parties that deliver information
through a variety of protocols and frameworks. However, in-
troducing a trusted party into an otherwise trustless system
has been a long-standing weak point in this solution [77].
Exploring non-oracle-based options for ground truth solu-
tions, or toxicity checks, would greatly enhance the security
guarantees of blockchain within LLMs.

6.3 Energy Consumption

A significant portion of the challenges associated with LLMs
arises from their need to consume and process vast amounts
of data [141]. This requirement, in turn, necessitates ex-
tensive energy consumption during both training and run-
time [72]. On the other hand, blockchain systems face their
own energy challenges, as consensus mechanisms and trans-
action validation processes often incur substantial compu-
tational costs [77]. The high computational demands of
both LLMs and blockchain systems highlight a misalign-
ment with the scalability of BCALLM implementations with-
out substantial efforts to reduce energy costs. This might
require moving away from transformer-based architectures
and energy-intensive consensus mechanisms, such as proof
of work, toward more sustainable alternatives [84].

7. FUTURE RESEARCH DIRECTIONS

There exist several critically overlooked areas within LLMs
that may benefit greatly from the introduction of blockchain
technologies. The most prominent of these areas include
blockchain federated unlearning, RAG, differential privacy,
data provenance, and toxicity mitigation.

7.1 Blockchain Federated Unlearning

Privacy regulations are paramount in the online realm, espe-
cially concerning the “right to be forgotten” and user data
privacy which are critical considerations when working with
LLMs and blockchain. Federated blockchain unlearning of-
fers LLMs the ability to erase learned data. Within our
research, we identified four recent papers that have imple-
mented blockchain-based federated unlearning frameworks.
As noted previously in Section 4. 1.1, Zuo et al. [150] develop
a federated TrustChain framework for blockchain-enhanced
LLM training and unlearning, focusing on the impact of
Low-Rank Adaptation (LoRA) hyperparameters on unlearn-
ing performances and integrating Hyperledger Fabric to en-
sure the security, transparency, and verifiability of the un-
learning process. In another study, Zuo et al. [151] pre-
sented a trustworthy approach towards federated learning
with blockchain-enhanced machine unlearning. This imple-
mentation differs from Trustchain, where Zuo et al. [151]
used a machine unlearning mechanism that utilized two types
of clients for training and unlearning, smart contracts for
process automation, and a blockchain network for secure,
immutable record-keeping. Beyond the above works [151],
Liu et al. [66] introduced Blockchain Federated Unlearn-
ing (BlockFUL) as a versatile framework that redesigns the
blockchain structure using a Chameleon Hash (CH) tech-
nology to simplify model updates and reduce the computa-
tional and consensus costs associated with unlearning tasks.
Additionally, BlockFUL ensures the integrity and traceabil-
ity of model updates, including privacy-preserving results
from these blockchain-based unlearning operations [66]. Lin
et al. [63] propose a framework with a proof of federated
unlearning protocol that also utilizes the Chameleon hash
function to verify data removal and eliminate the data con-
tributions stored in other clients’ models. Both use CH func-
tions in their blockchain-enabled federated unlearning pro-
cesses. The applications of key blockchain components, such
as on-chain smart contracts and hash mappings for verify-
ing data removal, may enable LLMs to forget personal data
effectively. Blockchain for unlearning is an emerging area of
research with significant potential for further innovation.

7.2 Blockchain-enhanced RAG

Considering the popularity of Retrieval Augmented Gen-
eration (RAG), extensive studies have emerged to focus on
potential vulnerabilities within RAG that could compromise
the integrity of LLMs [126; 5; 26; 149; 46; 132; 22]. However,
a significant gap remains in addressing strategies to miti-
gate these attacks, particularly where blockchain technology
could offer defensive benefits. Recent studies have called for
exploring blockchain’s role in RAG deployment [9], and pre-
liminary investigations have assessed blockchain’s potential
to enhance user experience [134] and performance evalua-
tion [87]. Nonetheless, dedicated efforts to strengthen se-
curity and safety within RAG systems are largely absent in
the current literature. Advancing BC4LLMs specifically in
the context of RAG security could yield considerable mutual



benefits for both blockchain and LLM technologies.

7.3 Blockchain for Privacy Guarantees in LLMs

The clear connection between federated learning, blockchain,
and LLMs allows for the field of differential privacy to enter
BC4LLMs’ sphere of relevance. Major contributions con-
cerning the impact of differential privacy on related areas
such as deep learning have already been made [1], but issues
such as privacy budget exhaustion still loom large in the
space [14]. Moreover, despite conclusions that blockchain
can help with privacy budget exhaustion [37; 143], few ef-
forts have been conducted in exploring these solutions. In-
deed, there is a need for more relevant research in order to
realize the full measure of blockchain’s impact on this area.

7.4 Blockchain for Data Provenance and Trans-
parency in LLMs

Several recent papers have urged for increased data account-
ability measures to be placed on organizations developing
LLMs, especially where it concerns issues of data acquisi-
tion [12; 40]. Additionally, worth noting are direct calls for
the introduction of blockchain technology to help solve the
issue of data provenance [122] in LLMs. Largely, while this
has been answered with responses in the realms of auditabil-
ity [57], straightforward data tracking solutions have re-
mained absent from the literature, despite relatively simple
conceptual formulations [28]. Towards this goal of achiev-
ing improved data provenance within LLMs corpus’, RAG
databases, and even in-context learning repositories, there
is a need for more explorations into this natural application
of distributed ledger technology to problems of explainable
AT concerning LLMs.

7.5 Blockchain for Non-toxic LLMs

Encompassing vital attributes such as ethics, legality, and
non-violence, developing non-toxic LLMs has been and will
continue to be a major focus of the field for the foreseeable
future [101; 69; 38]. There is no doubt that automated fil-
tering of generated toxic content is one of the most pressing
challenges concerning the safety of LLMs [35; 6]. This is be-
cause in essence, filtering inferences negatively impacts the
quality of LLM responses, whereas manual human annota-
tion is a costly and complex process [6]. Therefore, the ap-
plications of blockchain technology in this regard, while cur-
rently limited, are compelling. Considering one of the most
groundbreaking achievements in ML within the past several
years, federated learning has allowed for massive strides to
be made within the spaces of securing training sets, user pri-
vacy, and even misinformation defense. A similar approach,
aimed at the problem of toxicity, could be a hugely ben-
eficial endeavor to the field. Moreover, imagining such a
model is not difficult. Developing consensus around what is
considered correct in a model and using that to propagate
gradients and parameters is not dissimilar to the decisions
that must be made about what is or is not toxic given the
state of certain corpora. Given a concentrated research pro-
gram, automated non-toxicity could very well have excellent
solutions found in the blockchain space.

8. CONCLUSION

In this survey, we first highlight significant systemic vulnera-
bilities in large language models (LLMs), including data poi-
soning, hallucinations, jailbreaking, and privacy attacks. Al-
though these issues have been extensively studied in conven-
tional machine learning models, with approaches like differ-
ential privacy and federated learning, comprehensive protec-
tion for LLMs remains an area for improvement. In contrast,
blockchain technology offers a promising solution to enhance
the security and safety of LLMs. Blockchain systems pro-
vide powerful mechanisms to ensure data integrity, prove-
nance, and encrypted frameworks, which can be leveraged to
strengthen LLM defenses. By integrating blockchain-based
defenses, it is possible to achieve stronger privacy protec-
tion, reliable data, and improved resilience of LLMs against
adversarial threats.

Besides, it is critical to establish clear definitions of secu-
rity and safety in the context of LLMs. We conclude that
security for LLMs pertains to the ability to tolerate appli-
cable adversarial attacks while maintaining system integrity
to provide consistent and accurate responses, whereas safety
for LLMs is the model’s capacity to interact with users in
a trustworthy manner, contingent upon adhering to ethical
concerns, law-abiding, non-violent, fair, passively privacy-
preserving, and informing. Additionally, differentiating be-
tween active and passive privacy measures will aid in devel-
oping more targeted and effective privacy-preserving strate-
gies. These distinctions and definitions provide a founda-
tional framework for future research in BC4LLM. From an-
alyzing the integration of blockchain and LLMs, we propose
a new taxonomy in Figure 3, where previous research done
in the field of BC4LLMs can apply to security and safety
problems that LLMs face. We recognize various gaps in
BC4LLMs that need to be looked into for further considera-
tion. In refining our understanding of relevant concepts, we
see that the intersection of blockchain and LLMs holds sig-
nificant potential for addressing the current shortcomings
in LLM security and safety. Through our review, we aim
to guide new researchers in understanding how blockchain
technology can be utilized to enhance the security, reliabil-
ity, and safety of LLMs.
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ABSTRACT

Accurate attribution of authorship is crucial for maintaining
the integrity of digital content, improving forensic inves-
tigations, and mitigating the risks of misinformation and
plagiarism. Addressing the imperative need for proper au-
thorship attribution is essential to uphold the credibility
and accountability of authentic authorship. The rapid ad-
vancements of Large Language Models (LLMs) have blurred
the lines between human and machine authorship, posing
significant challenges for traditional methods. We present
a comprehensive literature review that examines the latest
research on authorship attribution in the era of LLMs. This
survey systematically explores the landscape of this field
by categorizing four representative problems: (1) Human-
written Text Attribution; (2) LLM-generated Text Detection;
(3) LLM-generated Text Attribution; and (4) Human-LLM
Co-authored Text Attribution. We also discuss the challenges
related to ensuring the generalization and explainability of
authorship attribution methods. Generalization requires the
ability to generalize across various domains, while explain-
ability emphasizes providing transparent and understandable
insights into the decisions made by these models. By eval-
uating the strengths and limitations of existing methods
and benchmarks, we identify key open problems and future
research directions in this field. This literature review serves
a roadmap for researchers and practitioners interested in un-
derstanding the state of the art in this rapidly evolving field.
Additional resources and a curated list of papers are available
and regularly updated at https://llm-authorship.github.io/.

1. INTRODUCTION

Authorship Attribution (AA) is the process of determining
the author of a particular piece of writing and has significant
real-world applications across various domains. In forensic
investigations, authorship attribution plays a crucial role
in solving murder cases disguised as suicides [Chaski, 2005;
Grant, 2020], tracking terrorist threats [Winter, 2019; Cafiero
and Camps, 2023], and aiding general criminal investigations
[Koppel et al., 2008; Argamon, 2018; Belvisi et al., 2020].
In the digital realm, authorship attribution helps safeguard
the integrity of content by preventing deceptive social media
activities [Hazell, 2023], detecting account compromises [Bar-
bon et al., 2017], and linking user profiles across various social
networks [Shu et al., 2017; Sinnott and Wang, 2021]. Addi-
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Figure 1: Representative Problems in Authorship Attribu-
tion: (1) Human-written Text Attribution, which involves
attributing an unknown text to its human authors; (2) LLM-
generated Text Detection, which focuses on detecting whether
a text has been generated by LLMs; (3) LLM-generated Text
Attribution, aimed at identifying the specific LLM or human
responsible for a given text; (4) Human-LLM Co-authored
Text Attribution, which classifies a text as human-written,
LLM-generated, or a combination of both. The categorization
of these problems becomes increasingly complex, as indicated
by the arrow, balancing complexity with practicality.

tionally, authorship attribution techniques are instrumental
in combating misinformation [Shu et al., 2020; Chen and
Shu, 2024a; Chen et al., 2022b; Hanley and Durumeric, 2024;
Stiff and Johansson, 2022], protecting intellectual property
rights [Meyer zu Eissen et al., 2007; Stamatatos and Koppel,
2011], and identifying fraudulent activities [Ott et al., 2011;
Afroz et al., 2012].

The development of large language models (LLMs) has revolu-
tionized text generation, offering numerous benefits but also
raising significant concerns about text authenticity and origi-
nality [Brown et al., 2020; Goldstein et al., 2023]. The advent
of LLMs has complicated authorship attribution, making it
increasingly difficult to distinguish between LLM-generated
texts and human-written texts [Clark et al., 2021; Sadasivan
et al., 2023]. Identifying LLM-generated texts is challeng-
ing even for human experts, let alone traditional authorship
attribution methods [Liu et al., 2023a; Gao et al., 2022].
This inability to distinguish between human and machine-
generated content undermines the integrity of authorship,
complicates legal and ethical responsibilities, and threatens
the credibility of digital content and the safety of online
space [Solaiman et al., 2023; Vidgen et al., 2024].


https://llm-authorship.github.io/

Over the past few decades, authorship attribution has ex-
perienced significant advancements due to the development
of natural language analysis tools and innovative methods
for text representation learning. Traditionally, authorship
attribution relied on stylometry, which analyzes an individ-
ual’s unique writing style through feature engineering to
capture linguistic characteristics [Lagutina et al., 2019]. The
emergence of machine learning algorithms capable of han-
dling high-dimensional data has enabled the creation of more
expressive representations. In recent years, there has been a
shift towards extracting text embeddings using pre-trained
language models [Fabien et al., 2020]. These approaches,
while offering higher performance, often sacrifice explainabil-
ity for accuracy [Rivera-Soto et al., 2021]. More recently,
researchers have begun to use LLMs to extract features in
conjunction with machine learning classifiers or to conduct
end-to-end reasoning for authorship attribution [Patel et al.,
2023; Huang et al., 2024].

Rapid advancements in LLM have significantly improved
text generation, producing outputs that rival human writing
in fluency and coherence. This progress underscores the
imperative need to distinguish between human-written text,
LLM-generated text, or a combination of both. As illustrated
in Figure 1, authorship attribution can be systematically
categorized into four representative problems: attributing
unknown texts to human authors, detecting LLM-generated
texts, identifying the specific LLM or human responsible for
a text, and classifying texts as human, machine, or human-
LLM co-authored. Each task presents unique challenges that
necessitate corresponding solutions. Researchers continually
adapt and refine attribution methods, transitioning from
human-authored texts to LLM-generated content, and navi-
gating the complex interweaving in human-LLM co-authored
works. As detection methods advance, adversarial attacks
also evolve to bypass these measures, creating a continuous
cycle of challenge and response in the quest to distinguish and
disguise authorship [Dugan et al., 2024]. Addressing these
challenges will pave the way for more robust and reliable
authorship attribution techniques.

Authorship attribution for both human and LLM-generated
texts can be framed as either binary or multi-class classifi-
cation. The LLM-generated text detection task simplifies
the attribution problem by classifying each text as either
originating from humans or LLMs [Jawahar et al., 2020a;
Mitchell et al., 2023; Pu et al., 2023a; Sadasivan et al., 2023].
The majority of previous research on automatic detection
of machine-generated text has focused on binary classifica-
tion [Jawahar et al., 2020b; Mitchell et al., 2023]. In the
more challenging multi-class task, the goal is not only to
differentiate between human and LLM-generated text but
also to classify the text according to its specific source of
generative models [Uchendu et al., 2021; Li et al., 2023b].
Differences in LLM architectures, training methods, and gen-
eration techniques can influence the style of generated texts
[Munir et al., 2021]. In the more complex human-LLM co-
authoring problem, the goal is to distinguish texts authored
by humans, LLMs, or combinations of both. Such nuanced
detection provides deeper insight into the provenance of the
text and is crucial for applications requiring detailed source
attribution. Neural network-based detectors generally out-
perform metric-based methods in both human authorship
attribution and LLM-generated text detection problems [He

et al., 2023; Zhang et al., 2024]. However, these neural net-
work approaches often offer less explainability compared to
their metric-based counterparts.

This review serves as a valuable resource, comprehensively
summarizing the existing literature and highlighting the chal-
lenges and opportunities introduced by LLMs. We provide
in-depth analysis of methodologies in this evolving field. The
main contributions of this paper are as follows:

e We provide a timely overview to discuss the challenges
and opportunities presented by LLMs in the field of au-
thorship attribution. By systematically categorizing au-
thorship attribution into four representative problems
and balancing problem complexity with practicality,
we reveal insights into the evolving field of authorship
attribution in the era of LLMs.

e We offer a comprehensive comparison of state-of-the-art
methodologies, datasets, benchmarks, and commercial
tools used in authorship attribution. This analysis
not only improves the understanding of authorship
attribution but also provides a valuable resource for
researchers and practitioners to use as guidelines for
approaching this direction.

e We discuss open issues and provide future directions
by considering crucial aspects such as generalization,
explainability, and interdisciplinary perspectives. We
also discuss the broader implications of authorship
attribution in real-world applications. This holistic
approach ensures that authorship attribution not only
yields accurate results but also provides insights that
are explainable and socially relevant.

The remainder of this survey is organized as follows. Section 2
explores the attribution of human authorship, beginning with
a definition of the problem, followed by an overview of various
methodologies and a discussion of the associated challenges.
In Section 3, we discuss LLM-generated text detection. In
Section 4, we explore the attribution of LLM-generated text.
Section 5 covers the attribution of human-LLM co-authored
texts. Section 6 discusses resources and evaluation metrics,
offering a comparison of benchmarks and datasets. Section 7
highlights opportunities and future directions. In Section 8§,
we discuss ethical and privacy concerns. Finally, we conclude
this survey in Section 9.

2. HUMAN AUTHORSHIP ATTRIBUTION

This section explores the authorship attribution of human-
written texts, discussing a range of methodologies such as
stylometry, machine learning, pre-trained language models,
and LLM-based approaches. It also discusses challenges such
as limited data, evolving writing styles, and interpretability.

2.1 Problem Definition

Authorship attribution aims to identify the author of an
unknown text from a set of known authors. This can be
formulated as an open-class problem, where the true author
might not be among the known authors, or a closed-class
problem, where the true author is included in a finite set
of authors [Stolerman et al., 2014; Andrews and Bishop,
2019]. Authorship attribution methods are typically divided



into classification-based methods for a small set of candi-
date authors and similarity-based ranking methods for larger
numbers of authors [Rivera-Soto et al., 2021; Huertas-Tato
et al., 2022]. These techniques can also be adapted to related
problems, such as authorship verification and profiling. Au-
thorship verification determines whether a piece of writing
was written by a specific individual [Stamatatos, 2016], while
profiling infers characteristics such as age or gender from the
author’s writing style [Argamon et al., 2009].

2.2 Methodologies

We explore the evolution of methods used to analyze human-
written text, beginning with stylometry. Over time, the
focus has shifted to the use of machine learning. Recently,
the integration of LLMs marks further advancements in
authorship attribution.

2.2.1 Stylometry Methods

Stylometry, the quantitative analysis of writing style, has
evolved from its initial reliance on human expertise [Mosteller
and Wallace, 1963] to computational methods [Neal et al.,
2017; Lagutina et al., 2019]. This discipline utilizes a variety
of linguistic features to determine the authorship [Holmes,
1994; Lagutina et al., 2019|, positing that each author’s
unique style can be captured through quantifiable character-
istics [Argamon et al., 2009]. Key stylometric features include
character and word frequencies [Sharma et al., 2018], parts
of speech [Sundararajan and Woodard, 2018], punctuation,
topics [Seroussi et al., 2014; Potha and Stamatatos, 2019;
Halvani and Graner, 2021], and vocabulary richness. Im-
portant features can be categorized into the following types:
lexical, syntactic, semantic, structural, and content-specific
[Rudman, 1997]. Lexical features involve word choice and
frequency; syntactic features pertain to sentence structure
and grammar; semantic features explore the meaning and
context of words; structural features relate to text organiza-
tion; and content-specific features emphasize domain-specific
terms [Bozkurt et al., 2007; Seroussi et al., 2014].

2.2.2  Machine Learning Methods

Machine learning approaches integrate stylometric features
with classifiers such as logistic regression [Aborisade and
Anwar, 2018; Madigan et al., 2005a], Bayesian multinomial
regression [Grant, 2007; Argamon et al., 2009], and sup-
port vector machines (SVM) [Bacciu et al., 2019]. Before
widespread adoption of transformer-based models, multi-
headed Recurrent Neural Networks (RNNs) [Bagnall, 2015],
and Long Short-Term Memory (LSTMs) were utilized at
both sentence and article levels [Qian et al., 2017]. Convolu-
tional Neural Networks (CNNs) were also applied at various
levels, including characters, words, and N-grams [Ruder et al.,
2016; Shrestha et al., 2017a,b]. Moreover, syntax-augmented
CNN models [Zhang et al., 2018], Convolutional Siamese Net-
works [Saedi and Dras, 2021], and attention-based Siamese
Networks [Boenninghoff et al., 2019a] were explored. Addi-
tionally, combinations of convolutions and transformers have
been employed to learn embeddings for comparison tasks
[Andrews and Bishop, 2019].

2.2.3  Pre-trained Language Models
Pre-trained language models (PTMs), especially BERT-based

architectures [Devlin et al., 2019] such as BERT [Ippolito
et al., 2020; Fabien et al., 2020; Manolache et al., 2021],
Sentence-BERT [Schlicht and de Paula, 2021; Rivera-Soto
et al., 2021], and RoBERTa [Huertas-Tato et al., 2022], have
proven effective for learning authorship representation. These
methods do not require hand-crafted features but require
substantial training time and domain-specific labeled data,
struggling with cross-domain generalization and explainabil-
ity. Contrastive learning [Khosla et al., 2020] is often used
with pre-trained language models to enhance stylistic repre-
sentation by maximizing similarity between texts written by
the same authors and minimizing it with texts from different
authors [Huertas-Tato et al., 2022].

Barlas and Stamatatos [2020a] found that BERT performed
well with large vocabularies, outperforming multi-headed
RNNs. Fabien et al. [2020] fine-tuned a BERT model, show-
ing that including additional stylometric and hybrid features
in an ensemble model can improve attribution performance.
Rivera-Soto et al. [2021] concluded that topic diversity and
dataset size are crucial for effective cross-domain transfer.
Adaptation through style transfer has not resolved cross-
domain issues [Boenninghoff et al., 2019b; Wegmann et al.,
2022]. Techniques like slanted triangular learning rates and
gradual unfreezing can be used to avoid catastrophic forget-
ting during fine-tuning [Howard and Ruder, 2018].

2.2.4 LLM-based Methods

Despite advances in LLMs, their potential for authorship
attribution remains underexplored. The natural language
understanding capability allows LLMs to recognize nuances,
styles, and patterns in language, which are crucial for dis-
tinguishing between authors. Authorship attribution is a
complex reasoning task, and LLMs possess significant ca-
pabilities in reasoning and problem-solving, particularly in
zero-shot learning within resource-limited domains [Kojima
et al., 2022]. They assist in feature extraction by identi-
fying syntactic patterns, lexical choices, and grammatical
structures essential for authorship attribution. Traditionally,
LLMs have been employed mainly for auxiliary tasks such as
feature extraction and data annotation [Patel et al., 2023].
Notable examples include the use of GPT-3 for data anno-
tation [Brown et al., 2020] and a T5 encoder for learning
authorship signatures. Beyond feature extraction, LLMs pos-
sess the ability to identify the author of unknown text based
on nuanced linguistic features, making it possible to conduct
end-to-end authorship attribution [Huang et al., 2024].

The incorporation of LLLMs in authorship attribution ad-
dresses several limitations of traditional methods. Unlike
BERT-based models, which require computationally expen-
sive fine-tuning and large amounts of domain-specific data for
optimal performance, LLMs can generalize across various do-
mains without fine-tuning, thereby mitigating issues related
to domain specificity [Barlas and Stamatatos, 2020a]. LLMs
are also effective with shorter texts, reducing the necessity for
long inputs to derive meaningful representations [Eder, 2015].
Another key advantage of LLM-based approaches is their
ability to provide natural language explanations for their
predictions, enhancing transparency compared to hidden text
embeddings [Huang et al., 2024]. This versatility marks a
step forward in overcoming challenges related to data, do-
main specificity, text length requirements, and explainability



faced by earlier methods.

2.3 Open Challenges

Human authors exhibit a diverse range of writing styles influ-
enced by genre, topic, context, and temporal changes. This
variability complicates authorship attribution, necessitating
the identification of consistent and unique stylistic markers.
Further complexity arises from the presence of noise due to
the varying size and language of documents, requiring algo-
rithms to identify linguistic nuances. Short or low-quality
texts, such as social media posts, are often unreliable, com-
plicating accurate attribution [Eder, 2015; Theophilo et al.,
2021]. Collaborative texts, which blend multiple writing
styles, further mask individual contributions and obscure
distinct authorial signals [Dauber et al., 2017].

Traditional stylometric methods rely on human expertise and
manually crafted features, whereas deep learning methods
demand significant computational resources and extensive
labeled data, with the risk of catastrophic forgetting [Ra-
masesh et al., 2022]. Authorship attribution using LLMs also
faces several challenges: their effectiveness decreases with an
increasing number of candidate authors due to context length
constraints [Huang et al., 2024|, and they can perpetuate bi-
ases from training data, resulting in inaccurate attributions
for texts from marginalized groups and languages |Liang
et al., 2023]. Additionally, LLMs can be misused to generate
content that conceals true authorship by mimicking others
or using LLMs to alter their work.

3. LLM-GENERATED TEXT DETECTION

LLMs excel at generating fluent and coherent text, which
raises concerns about the authenticity and originality of the
resulting work. Detecting LLM-generated text is crucial for
several applications, including combating misinformation on
social media [Gambini et al., 2022; Stiff and Johansson, 2022;
Chen and Shu, 2024b], identifying spam [Jindal and Liu,
2008], preventing phishing attacks [Hazell, 2023], identifying
fake reviews [Salminen et al., 2022], and detecting machine-
generated scientific papers [Rodriguez et al., 2022a; Liu et al.,
2023a]. As a result, the detection of LLM-generated text
has garnered significant attention [Kumarage and Liu, 2023;
Tang et al., 2023a; Wu et al., 2023b; Yang et al., 2023c].

3.1 Problem Definition

LLM-generated texts are included within the scope of machine-
generated texts'. Machine-generated texts encompass any

text produced by automated systems, including simpler lan-
guage models or rule-based systems [Uchendu et al., 2021].
This paper focuses specifically on LLM-generated texts. The

task of detecting LLM-generated text involves distinguish-
ing text created by LLMs from that written by humans.
Typically, this task is approached as a binary classification

problem [Zellers et al., 2019; Solaiman et al., 2019; Jawahar

et al., 2020b; Fagni et al., 2021; Mitchell et al., 2023].

3.2 Methodologies

The evaluation of the quality of machine-generated excerpts

!Machine-generated texts is also referred to as machine-
authored, Al-generated, neural-generated, deepfake text,
neural text, or synthetic text.

has traditionally relied on human judgement, which is consid-
ered the gold standard for open-domain generation systems
[van der Lee et al., 2019; Gehrmann et al., 2019a]. However,
distinguishing between LLM-generated and human-written
texts poses significant challenges for humans [Dugan et al.,
2023]. For example, untrained human reviewers are often
unable to distinguish GPT-3-generated text from human-
written text, identifying it correctly only at a rate consis-
tent with random chance [Clark et al., 2021]. Liu et al.
[2023a] found that even experienced faculty and researchers
could only achieve about a 50% success rate in identifying
GPT-generated academic writings. In contrast, detection
algorithms frequently outperform the human in this task
[Ippolito et al., 2020].

Chakraborty et al. [2023a] employed theoretical analysis to
argue that detecting LLM-generated text is nearly always
feasible with the collection of multiple samples, and they es-
tablished precise sample complexity bounds for this detection.
However, existing detectors and models for LLM-generated
text are not yet fully reliable [Sadasivan et al., 2023; Wang
et al., 2023; Dugan et al., 2024]. Sadasivan et al. [2023]
provided theoretical insights indicating that the detection
problem is becoming increasingly difficult.

LLM-generated text detectors can be categorized into metric-
based and model-based methods [He et al., 2023], which
are further divided into feature-based, neural network-based,
zero-shot-based, and watermark-based methods. These detec-
tors are also classified as white-box or black-box, depending
on their access to the LLM weights [Tang et al., 2023b; Yang
et al., 2023c]. Watermarking-based methods typically fall
under the white-box detection category, while proprietary
models are restricted to black-box methods.

3.2.1 Featured-based Method

LLM-generated texts are typically less emotional and more
objective than human-written texts [Guo et al., 2023]. Human-
authored texts are generally more coherent, while LLM-
generated texts tend to repeat terms within a paragraph
[Dugan et al., 2023|. Similarly to the problem of attribu-
tion of human authorship, linguistic characteristics such as
phrasal verbs, co-reference, part-of-speech (POS) tags, and
named entity (NE) tags are also useful in distinguishing
LLM-generated text [Nguyen-Son et al., 2017; See et al.,
2019; Frohling and Zubiaga, 2021]. Feature-based methods
are more explainable but have drawbacks, such as poor gen-
eralizability of certain features across different domains and
sampling methods.

3.2.2 Neural Network-Based Detectors

Neural network-based detectors, particularly those utiliz-
ing BERT, have proven effective in distinguishing between
human-written texts and those generated by GPT-2 [Ippolito
et al., 2020; Liu et al., 2019]. Solaiman et al. [2019] fine-tuned
the RoBERTa model with a dataset of GPT-2 outputs in
open domain settings. Similarly, Guo et al. [2023] fine-tuned
RoBERTa to detect ChatGPT-generated text. [Zhan et al.,
2023] developed G3Detector by fine-tuning RoBERTa-large
for the same purpose. Additionally, Chen et al. [2023a] intro-
duced GPT-Sentinel, training both RoBERTa and T5 [Raffel
et al., 2020] on their OpenGPTText dataset. In a different
approach, Hu et al. [2023] created RADAR, which fine-tunes



Vicuna 7B [Chiang et al., 2023] in a generative adversarial
setting along with a paraphrase model. These efforts high-
light ongoing advances in the detection of LLM-generated
content using BERT-based models.

These detectors require retraining when encountering text
generated by new LLMSs to ensure reliable detection [Mitchell
et al., 2023; Chakraborty et al., 2023b]. On the other hand,
neural network-based detectors are vulnerable to adversarial
and poisoning attacks [Goodfellow et al., 2015; Wang et al.,
2022; Pu et al., 2023a]. These detectors also face limitations
such as overfitting to training data [Uchendu et al., 2020].
The generalization ability of these detectors is critical, as
they have been trained in various family models and tested
in unseen models [Pu et al., 2023b; Bhattacharjee et al.,
2023]. Surrogate models, which are often small language
models, are also applied to train classifiers [Verma et al.,
2023; Mireshghallah et al., 2023].

3.2.3 Zero-Shot Detectors

Zero-shot detection methods are generally statistics-based,
enabling the detection of LLM-generated text without ad-
ditional training [Su et al., 2023b]. Various statistical mea-
sures have been employed, including entropy [Lavergne et al.,
2008; Gehrmann et al., 2019a], perplexity [Beresneva, 2016;
Hans et al., 2024], average log-probability score [Solaiman
et al., 2019], fluency [Holtzman et al., 2020], and Zipf’s word
frequency law [Zipf, 2016; Piantadosi, 2014]*. Additional
methods leverage n-grams [Yang et al., 2023b], Uniform In-
formation Density (UID) [Venkatraman et al., 2023], log rank
information [Su et al., 2023c|, and various linguistic features
such as part-of-speech determiners, conjunctions, auxiliary
relations, vocabulary, and emotional tone [Joulin et al., 2017;
Tang et al., 2023b; Gehrmann et al., 2019b)].

Various zero-shot detection methods provide distinct strate-
gies to enhance both detection accuracy and efficiency. Gallé
et al. [2021] introduced an unsupervised method that identi-
fies the over-appearance of repeated higher-order n-grams,
distinguishing them from human-generated text. Detect-
GPT [Mitchell et al., 2023] is based on the observation that
LLM-generated passages often fall into regions of negative
curvature in log probability. [Bao et al., 2023] enhanced this
approach and proposed Fast-DetectGPT, which increases
efficiency by using conditional probability curvature. Addi-
tionally, some methods leverage LLMs themselves for text
classification [Zellers et al., 2019; Solaiman et al., 2019]. Dif-
ferent decoding methods are often applied to generate more
diverse and less repetitive text, although these can also lead
to hallucinations and less verifiable content [Shakeel and
Jain, 2021; Guo et al., 2023|. Fact-checking methods can
mitigate these issues [Zhong et al., 2020; Schuster et al.,
2020]. Additionally, Krishna et al. [2024a] developed a de-
tector that uses information retrieval to store LLM output
in a database and search for semantically similar content to
identify LLM-generated text, although this method raises
privacy concerns regarding the storage of user conversations.

3.2.4 Watermarking

Watermarking involves embedding specific patterns in text,
making them imperceptible to humans but detectable through

2The frequency of a word decreases as its rank in a frequency-
ordered list increases

specialized methods [Topkara et al., 2005; Meral et al., 2009;
Kirchenbauer et al., 2023; Zhao et al., 2023]. By imprinting
distinct patterns, watermarking enables the identification
of LLM-generated text. Various methods include parsed
syntactic tree structures [Atallah et al., 2001; Topkara et al.,
2005], synonym tables [Jalil and Mirza, 2009], adversarial wa-
termarking [Abdelnabi and Fritz, 2021], and context-aware
lexical substitution [Yang et al., 2022]. One notable ap-
proach is soft watermarking, proposed by Kirchenbauer et al.
[2023], which partitions tokens into “green” and “red” lists
to create patterns. A watermarked LLM samples tokens
from the green list with high probability, determined by a
pseudo-random generator seeded by its prefix token. The wa-
termarking detector classifies passages with a high frequency
of tokens from the green list as LLM-generated.

Other studies have improved the robustness, efficiency, and
stealthiness of watermarking methods [Hou et al., 2023; Wu
et al., 2023a; Zhao et al., 2023]. However, there is a trade-off
between watermark effectiveness and text quality, as more
reliable watermarks require more extensive text modifica-
tions [Sadasivan et al., 2023]. Additionally, watermarking
presents challenges for proprietary LLMs and third-party
applications due to the necessity of accessing the language
model logits [Kirchenbauer et al., 2023]. Watermark-based
detection methodologies are also vulnerable to paraphrasing
attacks [Sadasivan et al., 2023; Krishna et al., 2024a].

3.3 Open Challenges

Detecting LLM-generated texts is challenging due to their
versatile styles and contextual awareness. LLMs can em-
ulate human writing so closely that they pose significant
challenges to traditional stylometric techniques. They can
incorporate complex narrative structures and varied vocabu-
laries, making it difficult to distinguish between human and
LLM-generated texts. The rapid evolution of LLMs further
complicates detection, as newer versions exhibit different
stylistic characteristics, making detection models quickly
obsolete [Chakraborty et al., 2023b]. LLM-generated text
detectors often struggle to generalize to unseen domains
encountered during training [Pu et al., 2023b; Rodriguez
et al., 2022b; Li et al., 2023a] and tend to perform better
on LLMs they were specifically trained on [Pu et al., 2023b;
Chakraborty et al., 2023b; Li et al., 2023a).

Existing detectors also lack robustness to various factors, such
as alternative decoding strategies [Ippolito et al., 2020], input
sequence length [Solaiman et al., 2019], different prompts
[Kumarage et al., 2023; Lu et al., 2023], and repetition penal-
ties [Fishchuk and Braun, 2023|. Additionally, detectors
are vulnerable to adversarial attacks, including homoglyph
attacks [Gagiano et al., 2021; Macko et al., 2024], whitespace
insertion [Cai and Cui, 2023], syntactic perturbations [Bhat
and Parthasarathy, 2020a], synonym replacement [Kulkarni
et al., 2023|, and paraphrasing [Krishna et al., 2024b; Shi
et al., 2024; Becker et al., 2023].

4. LLM-GENERATED TEXT ATTRIBUTION

Identifying whether a piece of text is generated by a spe-
cific LLM or a human is crucial. This distinction helps to
trace the origin of the text to ensure accountability, enhance
transparency, and uphold ethical standards in information
dissemination. If the content is harmful, misleading, or illegal,



pinpointing the exact responsible LLM is essential to address
ethical concerns and fulfill legal obligations. LLM-generated
text attribution builds upon techniques for LLM-generated
text detection. Variations in model architecture (such as the
number of layers and parameters), training methods (includ-
ing pre-training and fine-tuning), and generation techniques
(such as sampling parameters) influence all the characteristics
of the generated texts [Munir et al., 2021].

4.1 Problem Definition

This attribution task extends beyond binary classification to
handle multiple classes, increasing the complexity of LLM-
generated text detection. The primary goal is to determine
whether a given piece of text was created by a specific human
or by one of several LLMs [Uchendu et al., 2020; Venkatraman
et al., 2023; Chen et al., 2023b; He et al., 2023; Soto et al.,
2024]. A sub-problem is to attribute the text solely to LLMs,
also known as model sourcing [Yang et al., 2023a] or origin
tracing [Li et al., 2023b].

4.2 Methodologies

Attributing texts to LLMs versus human writers involves
recognizing inherent differences in their text generation capa-
bilities. LLMs typically exhibit less diversity in word usage
compared to humans [Ippolito et al., 2020; Dugan et al., 2023].
LLMs can mimic a range of styles and tones, often masking
their underlying characteristics. This ability to adapt makes
attribution challenging, especially as LLMs rapidly evolve
and their outputs change significantly over time [Guo et al.,
2023]. Additionally, LLMs may inadvertently reproduce
snippets of their training data.

To simplify the classification process, it is common practice
to group different human writers into a single category be-
cause humans exhibit a broader spectrum of writing styles
and proficiency levels compared to machines [Uchendu et al.,
2021]. For example, classifications might include compar-
isons such as Human vs. ChatGPT, or Human vs. LLama
[Uchendu et al., 2021; He et al., 2023]. Some studies have
formulated a seven-class classification that includes one hu-
man class and six LLM classes [He et al., 2023; Wang et al.,
2024]. Other approaches consider multiple human classes,
albeit with a limited number. For instance, a 10-class classi-
fication might include seven human classes and three LLM
classes [Tripto et al., 2023|. This multiclass classification is
often converted into a one-vs-rest classification for each label.
Transformer-based models, such as BERT and RoBERTa,
are fine-tuned on datasets containing both human-written
and LLM-generated texts to conduct the attribution.

4.3 Open Challenges

Attributing texts generated by LLMs to specific humans or
models presents a multi-class classification challenge. Varia-
tions in training data, model architecture, and fine-tuning
processes contribute to the distinctive outputs of different
LLMs, though these differences are often subtle and difficult
to detect [Uchendu et al., 2021]. Effective identification re-
quires sophisticated methods to discern unique signatures
embedded in syntactic structures and lexical choices, which
are influenced by specific training datasets. However, the
proprietary nature of many LLMs restricts access to compar-
ative data, posing significant hurdles. Additionally, the high

degree of stylistic overlap among LLMs, especially those with
similar architectures or trained on overlapping datasets, fur-
ther complicates accurate classification. Continuous updates
and fine-tuning of LLMs necessitate ongoing adjustments
to attribution methodologies to account for evolving model
characteristics [Wu et al., 2023b].

5. HUMAN-LLM CO-AUTHORED TEXT AT-
TRIBUTION

Besides creating text from scratch, LLMs are often used to
extend sequences from human prompts. These perturbations
have diminished the effectiveness of existing text detection
methods [Bhat and Parthasarathy, 2020b|. Identifying text
that combines input from both human authors and LLMs
presents unique challenges. Hybrid texts may originate as
human-written content, with LLMs employed for conditional
generation, making it difficult to clearly distinguish between
the stylistic features of human and machine contributions.
There are fewer studies on this task due to its difficulty, and
existing research often makes simplifications.

5.1 Problem Definition

A human-LLM co-authored text, also known as mixed text
[Zhang et al., 2024] or collaborative human-AI writing [Rich-
burg et al., 2024], is a piece of writing that is first created
by a human and then revised or extended by LLMs, and
vice versa. This task involves recognizing the nuances of
multi-source authorship with fine-grained precision. Some
studies categorize any text that is generated, modified, or
extended by a machine as LLM-generated. This simplifies
the task to either LLM-generated Text Detection or LLM-
generated Text Attribution [Yang et al., 2023c; Crothers
et al., 2023]. Other researchers handle LLM-revised human
texts and human-revised LLM texts as a single category,
alongside purely human-written and purely LLM-generated
texts, approaching human-LLM co-authored text authorship
attribution as a three-class classification problem [Zhang
et al., 2024; Richburg et al., 2024]. One variation of this
task is to detect the boundary between human-written and
LLM-generated text [Cutler et al., 2021; Wang et al., 2024].

5.2 Methodologies

Human-authored texts tend to be more coherent and exhibit
greater lexical diversity compared to LLM-generated texts
[Guo et al., 2023; Dugan et al., 2023; Zhang et al., 2024].
Models like DNA-GPT [Yang et al., 2023a] and DetectGPT
[Mitchell et al., 2023] utilized the T5 model [Raffel et al.,
2020] to simulate scenarios in which humans modify LLM-
generated texts. MIXSET [Zhang et al., 2024] offers a more
comprehensive dataset that includes text refined by LLMs
through polishing, completion, and rewriting operations.

To effectively analyze and classify human-LLM co-authored
texts versus those solely authored by humans or LLMs,
feature-based methods from the problem of LLM-generated
text detection, such as Log-likelihood [Solaiman et al., 2019],
GLTR [Gehrmann et al., 2019a], and log-rank [Mitchell et al.,
2023], are adapted to this task. Additionally, neural network-
based models such as BERT [Ippolito et al., 2020], Radar [Hu
et al., 2023|, and GPT-sentinel [Chen et al., 2023a] can also
be applied. The complexity of this task increases as users



may employ multiple LLMs to compose different sections
of an article, further blurring the lines between human and
machine-generated content. Consequently, the techniques
used in the earlier detection of LLMs need to evolve con-
tinuously. This ongoing evolution in detection strategies
mirrors the increasing sophistication of LLM outputs and
the collaborative nature of modern text creation.

5.3 Open Challenges

Authorship attribution involving human-LLM co-authored
pieces presents varying degrees of complexity, requiring dif-
ferent analytical approaches to accurately identify and differ-
entiate the contributions of each author. For texts authored
entirely by humans or LLMs, stylometric techniques can
be utilized effectively. Human-authored texts often feature
unique stylistic nuances, such as variable sentence structures
and emotive language [Zhang et al., 2024]. In contrast, LLM-
generated texts typically exhibit consistent syntax and a
broader vocabulary [Guo et al., 2023]. Feature-based meth-
ods used in LLM-generated text detection can be adapted
to classify texts by identifying these distinct patterns, thus
attributing texts to their correct source.

Analyzing and classifying texts co-authored by humans and
LLMs presents a significant challenge due to the blending of
human and machine stylistic features. These texts often start
as human drafts and are later extended or revised by LLMs,
or the process might occur in reverse. This integration
of styles creates a hybrid form that makes it difficult to
distinguish distinct authorial markers, thereby complicating
the attribution process.

Human-LLM co-authored texts pose a more intricate chal-
lenge due to the blending of stylistic and linguistic elements
from both human authors and LLMs. These texts may be-
gin as human drafts that are later extended or revised by
LLMs, or vice versa, resulting in an integration of styles that
obscures authorial markers [Liu et al., 2023b]. Advanced
techniques are required to dissect these integrations, identify-
ing where and how the contributions of LLM intersect with
human input [Wang et al., 2024]. This involves detecting
subtle shifts in style and contextual cues that indicate the ex-
tent of LLM involvement, allowing for accurate segmentation
and attribution of authorship within hybrid documents.

6. RESOURCES AND EVALUATION MET-
RICS

This section provides an in-depth examination of widely
used benchmarks, datasets, and evaluation metrics in author-
ship attribution research, along with guidelines for selecting
appropriate ones. These resources range from purely human-
written texts to those generated by LLMs and human-LLM
co-authored texts. This diversity is crucial for training and
evaluating models across various tasks.

Traditional datasets focus exclusively on texts written by
humans, while modern datasets include LLM-generated text,
addressing the need to detect and attribute texts produced
by LLMs. Additionally, this section covers commercial and
open-source detectors commonly used to identify machine-
generated text. Lastly, we summarize the common evaluation
metrics employed in this field.

6.1 Benchmarks and Datasets

Authorship datasets encompass a wide range of sources,
from formal literature to informal online communications,
highlighting the increasing importance of user-generated
content on social media. Human authorship datasets should
include author identifiers and ideally contain multiple texts
for each author. Manually collecting data is time-consuming
and costly, motivating researchers to utilize web data sources
such as Wikipedia and Reddit. In contrast, custom datasets
for LLM-generated text are easier and more affordable to
create, and are often built alongside human-written text to
maintain a similar domain and format.

A general guideline for selecting and constructing datasets
involves incorporating variations in domain, model architec-
ture, and decoding strategies. Addressing class imbalance
is crucial, as LLM-generated and human-written texts are
often disproportionate. For human authorship data, it is rec-
ommended to choose content created before the widespread
use of LLMs (GPT-3 [Brown et al., 2020] was released in
June 2020, and ChatGPT followed in November 2022) to
ensure that the texts were predominantly human-written.

Factors influencing the performance of existing authorship
attribution models include the size of the training text [Hirst
and Feiguina, 2007; Marton et al., 2005], the number of
candidate authors [Koppel et al., 2006], and the imbalanced
distribution of training texts among candidate authors [Sta-
matatos, 2008]. The availability of digital text in formats
such as tweets, blogs, and articles has increased exponentially,
providing more training data to accelerate the development
of authorship attribution. However, the rapid growth of on-
line communication has also led to shifts in writing behavior,
resulting in shorter, fragmented, and less coherent social
media tweets and text messages. For example, tweets are
limited to 280 characters, whereas legal judgment documents
contain thousands of words [Seroussi et al., 2011]. The chal-
lenge in social media stems from the brief nature of posts and
a large pool of potential authors, making the attribution of
short documents particularly difficult [Aborisade and Anwar,
2018; Seroussi et al., 2014; Theophilo et al., 2021].

Table 1 provides a comprehensive overview of 21 widely used
benchmarks and datasets. These datasets are characterized
by various statistics, including domain, size, word length,
language, and the LLMs used to generate text. All listed
datasets support LLM-generated text detection (Problem
2). However, fewer support LLM-generated text attribution
(Problem 3) and Human-LLM Co-authored Text Attribu-
tion (Problem 4). These benchmarks often originate from
human-written datasets such as XSum [Narayan et al., 2018|,
OpenWebText [Gokaslan and Cohen, 2019], and Wikipedia.
Since Problems 2, 3, and 4 frequently treat human-written
text as a single category for simplicity, rather than iden-
tifying individual authors as in Problem 1, many of these
datasets are unsuitable for Problem 1, which requires unique
author identification. Therefore, the representative datasets
for human authorship (Problem 1) are summarized as follows:

e Amazon Review [Ni et al., 2019]: Featuring reviews with
ratings, text, helpfulness votes, product metadata, and
related links, this dataset provides a comprehensive view
of consumer opinions, ideal for commercial authorship
attribution studies.



Name Domain Size Length Language Model P2 P3 P4
GPT-1,2,3, GROVER,
. CTRL, XLM, XLNET,
[T[}‘Crﬁ‘;i?ﬁnecthal s031)  News 168,612 (5.2%) 0 i0400 e FAIR, v v
V TRANSFORMER-XL,
PPLM
TweepFake . . less than 280 GPT-2, RNN, Markov,
Fagni et al., 2021 ’ : characters TM, ar
o 1 Social media 25,572 (50.0%) h n LSTM. CharRNN v
GPT2-XI,
text-babbage-001,
[Aljiue(gf;rlr 2023¢] Academic essays 8,153 (49.5%) 282r;/ogds o en text-curie-001, v
g g davinci-001,002,003,
GPT-3.5-Turbo
. . Tweets, reviews,
AuTexTification . news, legal, and 163,306 (42.5%) 20 to 100 en, es BLOOM, GPT-3 v v
[Sarvazyan et al., 2023] how-to articles tokens
CHEAT Academic paper 163.9 words
[Yu et al., 2023] abstracts BUEID (B0 on average en CloeeiPi i
GPABench2 Academic paper 70 to 350
[Liu et al., 2023b] abstracts 2.385M (6.3%) words en ChatGPT v v
77 to 559
News, student .
Cliostinisiet . essays, creative 23,091 (87.0%) (e en ChatGPT, Claude v
[Verma et al., 2023] Litin words per
w g document)
Reddit,
HE3 - Wikipedia, 125,230 (64.5%) 2> t0 254 en, zh ChatGPT v
[Guo et al., 2023] . words
medicine, finance
HC3 Plus News, social
[Su et al., 2023a] media 214,498 N/A en, zh ChatGPT v
HC-Var News, reviews, 50 to 200
[Xu et al., 2023] essays, QA 144k (68.8%) words en ChatGPT v
Transcripts of
HANSEN speech (spoken less than 1k ChatGPT, PaLM2,
[Tripto et al., 2023] text), statements Bl (BEA) tokens en Vicuna-13B vV
(written text)
Wikipedia,
M4 WikiHow, Reddit, more than ar, bg, en, davinci-003, ChatGPT,
) . QA, news, paper 147,895 (24.2%) id, ru, ur, GPT-4, Cohere, Dolly2, v
[Wang et al., 2023] abstracts, peer 1k characters sh BLOOMaz
reviews
News, student ChatGPT, ChatGLM,
?ﬁ?rf? :1n 02023] essays, creative 21k (14.3%) x}v(ffdgoo en Dolly, GPT4All, v v
v writing StableLM, Claude
ar. co s, GPT-3,4, ChatGPT,
> ™ Llama-65B,
?1/\[12 1512 IEF];E 2023] News 74,081 (10.8%) fggefl‘; 512 Cnlf o 5 Alpaca-LoRa-30B, v
acko et ab, oo Pt Vicuna-13B, OPT-66B,
’ OPT-IML-Max-1.3B
%%z‘ﬁfl,zfe;%%a] OpenWebText 58,790 (50.0%) o than 2k o ChatGPT v
OpenLLMText : ChatGPT, PaLM,
[Chen ct al., 2023b] OpenWebText 344,530 (20%) 512 tokens en Llama, GPT2-XL v v
Scientic Paper L 900 tokens SClgen, GPT-2,3,
[Mosca et al., 2023] STBI R 2 (B 20) on average en ChatGPT, Galactica ¢
News, Wikipedia,
paper abstracts, GPT-2,3,4, ChatGPT,
RAID recipes, Reddit, 323 tokens Mistral-7B, MPT-30B,
[Dugan et al., 2024] poems, book 523,985 (2.9%) on average cs, de, en Llama2-70B, Cohere v
summaries, movie command and chat
reviews
Wikipedia,
Wikihow, Reddit .
. ’ ’ ar, bg, de, ChatGPT, davinci-003,
?ééiT‘?eﬁC%m " zgéven?}f“:ﬁ’ 5,368,998 (96.6%) ﬁ‘;ﬁ(ﬁ?gf; W el s, CIPTRAL e, o v
ang €t at, ¢ pap ru, ur, zh  Dolly-v2, BLOOMz
reviews, student
essays
Ry GPT, Llama,
MAGE writing, 263 words on GLM-130B, FLAN-T5
. 516« s . 448,459 (34.4%) en OPT, T0O, BLOOM-7B1, Vv
[Li et al., 2023a] Wikipedia, average
academic paper GPT-J-6B,
GPT-NeoX-2
abstracts
Email, news,
MIXSET Eame reviews, 50 to 250
[Zhang et al., 2024] academic paper 3.6k (16.7%) words en GPT-4, Llama2 v v

abstracts,
speeches, blogs

Table 1: Summary of Authorship Attribution Datasets and Benchmarks with LLM-Generated Text. Size is shown as the
sum of LLM-generated and human-written texts (with the percentage of human-written texts in parentheses). Language is
displayed using the two-letter ISO 639 abbreviation. Columns P2, P3, and P4 indicate whether the dataset supports problems
described in Problem 2, 3, and 4, respectively.



Detector Price API  Website

GPTZero ;i?lés“;zl;dz :et j;?{n n;iltliclh’ ks Yes  https://gptzero.me/

ZeroGPT i}?gl:aztl;r:gfrfsrjzr $9.99, 15k Yes https://www.zerogpt.com/

Sapling iﬁirz}clxsscﬁis ffzg 25, 2 Yes  https://sapling.ai/ai-content-detector

Originality. Al 200k words at $14.95/month Yes  https://originality.ai/

CopyLeaks 300k words at $7.99 /month Yes https://copyleaks.com/ai-content-detector

Winston 80k words at $12/month Yes  https://gowinston.ai/

GPT Radar $0.02/100 tokens N/A https://gptradar.com/

Turnitin’s AI detector License required N/A  https://www.turnitin.com /solutions/topics/ai-writing/ai-
detector/

GPT-2 Output Detector Free N/A https://github.com/openai/gpt-2-output-
dataset /tree/master/detector

Crossplag Free N/A  https://crossplag.com/ai-content-detector/

CatchGPT Free N/A  https://www.catchgpt.ai/

Quil.org Free N/A  https://aiwritingcheck.org/

Scribbr Free N/A  https://www.scribbr.com/ai-detector/

Draft Goal Free N/A  https://detector.dng.ai/

Writefull Free Yes  https://x.writefull.com/gpt-detector

Phrasly Free Yes  https://phrasly.ai/ai-detector

Writer Free Yes  https://writer.com/ai-content-detector/

Table 2: Overview of LLM-Generated Text Detectors.

Aston 100 Idiolects Corpus [Heini and Kredens, 2021]:
Comprising emails, essays, text messages, and business
memos from 100 individuals (ages 18-22, native English
speakers), this corpus provides a broad spectrum of text
types for analyzing both content and stylistic features.

Blog Authorship Corpus [Schler et al., 2006]: Contains over
680,000 blog posts from more than 19,000 authors, with
an average of 35 posts per author. The texts, averaging
79 tokens, are informal and conversational.

Deceptive Opinion Spam [Ott et al., 2011]: Includes 400
genuine and 400 deceptive hotel reviews, with deceptive
reviews generated using Amazon Mechanical Turk, useful
for studying the nuances of fake versus real reviews.

Enron Email [Klimt and Yang, 2004]: Includes around
500,000 messages from 160 employees, offering long texts
and high text-per-author variance, making it ideal for
studying corporate communication styles.

Fanfiction: Collected from fanfiction.net, this dataset in-
cludes fan-written fiction [Bischoff et al., 2020; Kestemont
et al., 2021], providing insights into creative writing and
authorship attribution in fictional narratives.

IMDb1M [Seroussi et al., 2014]: Features over 270,000
movie reviews by 22,000 authors, with an average of 12.3
texts per author and an average text length of 121 tokens,
suitable for analyzing shorter, user-generated content.

Pushshift Reddit [Baumgartner et al., 2020]: This dataset
comprises posts and comments from various subreddits,
covering diverse topics and writing styles, making it suit-
able for analyzing informal online discourse.

PAN [Kestemont et al., 2021; Bevendorff et al., 2022]:
Offered by PAN workshops for benchmarking authorship
attribution models and are used in various authorship
attribution competitions.

e VALLA [Tyo et al., 2022]: Designed for benchmarking
authorship attribution models, VALLA standardizes a
range of texts across various genres and writing styles.

Table 2 summarizes various commercial and open-source
LLM-generated text detectors. These detectors are primar-
ily designed for LLM-generated text detection (Problem 2).
Some detectors like GPTZero [Tian and Cui, 2023] can also
detect human-LLM co-authored text and identify portions
likely to be LLM-generated, addressing the boundary detec-
tion sub-problem of Problem 4 [Cutler et al., 2021]. Although
many of these detectors claim over 99% accuracy in detecting
LLM-generated text, few are tested on shared benchmark
datasets. Despite their high accuracy claims, many detec-
tors suffer from high false positive rates, which could falsely
accuse individuals of plagiarism and undermine credibility
and trust in genuine authors. Additionally, these detectors
often lack robustness against variations in sampling strate-
gies, adversarial attacks, and unseen domains and language
models [Dugan et al., 2024].

6.2 Evaluation Metrics

Evaluation metrics such as the F1 score and AUCROC are es-
sential for quantifying the performance of authorship models,
providing a standardized means to assess and compare the ef-
fectiveness of different authorship attribution approaches. As
in other classification tasks, existing studies predominantly
use the Area Under the Receiver Operating Characteristic
(AUCROC) and F1 score to evaluate attribution algorithms.
In human authorship attribution, where there are a large
number of candidate authors, retrieval metrics such as Mean
Reciprocal Rank (MRR) and recall-at-k are used [Rivera-
Soto et al., 2021]. Additionally, Self-BLEU are useful metrics,
with a lower score indicating higher textual diversity [Zhang
et al., 2024]. Common evaluation metrics include:

e Accuracy: Measures the proportion of correctly identi-
fied authors. High accuracy indicates that the model



is effective at correctly classifying authors.

e Precision, Recall, and F1-Score: Crucial in imbalanced
datasets. Precision indicates the relevance of identified
instances, recall measures the ability to identify all
relevant instances, and the F1-Score balances both.

e Area Under the Receiver Operating Characteristic Curve
(AUCROC): Represents the trade-off between true pos-
itive rates and false positive rates, where higher values
indicate better performance.

e False Positive Rate (FPR) and False Negative Rate
(FNR): Critical for minimizing misclassification, with
FPR measuring incorrect classification of human texts
as LLM-generated and FNR the reverse.

Recall-at-k: measure the probability that the correct
author appears among the top k results when ranking
targets by cosine similarity to a query text.

Mean Absolute Error (MAE): Used to evaluate the per-
formance of human-machine text boundary detection.
It measures the average absolute difference between the
predicted position index and the actual change point.

7. OPPORTUNITIES AND FUTURE DIREC-
TIONS

This section explores future directions in the field of author-
ship attribution, focusing on leveraging the potential of LLMs
while addressing associated challenges. Future efforts should
aim for finer granularity in authorship attribution, leverag-
ing LLM capabilities, improving generalization, enhancing
explainability, preventing misuse, developing standardized
benchmarks, and integrating interdisciplinary perspectives
to enrich the field.

7.1 Finer Granularity

Current authorship attribution methods face limitations
when handling a more extensive range of candidate human
authors or LLMs, presenting opportunities for future re-
search. For instance, existing approaches for LLM-generated
Text Attribution typically manage only a limited number
of authors or models, which restricts their applicability in
real-world scenarios where the pool of potential authors or
models can be vast. Previous studies have often oversim-
plified the problem by categorizing all human-written text
into a single category [Uchendu et al., 2021; He et al., 2023|.
This approach ignores the diversity among human authors
and fails to leverage the rich set of characteristics that distin-
guish individual writing styles. Future work can build upon
traditional research on human authorship to develop meth-
ods capable of attributing human-written text to individual
authors even within the context of LLM-generated content.
This refinement will improve the accuracy and utility of au-
thorship attribution models, especially in mixed datasets
containing both human-written and LLM-generated texts.

Similarly, for Human-LLM Co-authored Text Attribution,
there is a need to attribute text more precisely to individual
human authors or specific LLMs. Current work simplifies
human-written text, LLM-generated content, and texts co-
authored by humans and LLMs into three broad categories,

without differentiating between individual human authors
and specific LLMs [Zhang et al., 2024; Richburg et al., 2024].
This approach overlooks the nuanced contributions of each
author or model. By improving the granularity of attribution,
future models can better distinguish between various human
authors and LLMs, thus increasing the practicality and reli-
ability of authorship attribution tools. Such advancements
would be particularly valuable in collaborative environments
where multiple human authors and LLMs contribute to a
single body of work, enabling clearer recognition of each
contributor’s role.

7.2 Generalization

This subsection examines the applicability of current method-
ologies across varying LLMs, domains, genres, and languages.
Domains refer to broad areas of knowledge or topics, while
genres refer to specific styles or forms of writing within any
domain. Domain generalization poses significant challenges
due to variability in vocabularies, syntax, and styles across
different subjects, complicating accurate authorship attribu-
tion. Attribution performance tends to drop when known
and query texts differ in topic or genre [Altakrori et al., 2021].
Models like BERT and RoBERTa have shown limitations in
cross-domain tasks [Barlas and Stamatatos, 2020b; Huertas-
Tato et al., 2022], and adapting models to new domains
remains difficult due to factors like dataset size variability
and writing styles. Traditional methods focused on identify-
ing less topic-dependent features, such as function words and
part-of-speech n-grams [Madigan et al., 2005b; Menon and
Choi, 2011], while recent approaches highlight the impor-
tance of training more powerful transformer-based models
[Rivera-Soto et al., 2021] and techniques such as adversarial
training [Ganin et al., 2016; Li et al., 2017; Ben-David et al.,
2010; Ganin et al., 2016].

Genre generalization involves adapting to different writing
styles, such as fiction, non-fiction, and poetry, each with
unique features. Authors’ adaptation to various genres di-
lutes their identifiable stylistic traits, complicating attri-
bution. Similarly, distinguishing between human-written
and LLM-generated text in different genres requires identi-
fying genre-specific inconsistencies. The diversity of genres
demands flexible models capable of understanding various
narrative structures, tones, and stylistic elements. Adapting
models to handle genre variations requires more advanced
and flexible approaches for effective generalization. Cur-
rent authorship attribution models also struggle with out-of-
distribution issues when faced with languages and LLMs not
encountered during training, leading to decreased accuracy
and reliability [Koppel et al., 2005; Wu et al., 2023b|. Ad-
dressing this generalization problem is crucial for developing
robust models that can handle diverse and evolving linguistic
and model landscapes.

Improving generalization can potentially be achieved through
several strategies. First, leveraging transfer learning by pre-
training on large, diverse datasets and fine-tuning on specific
domains enhances adaptability and performance [Barlas and
Stamatatos, 2020a; Rodriguez et al., 2022b]. Second, devel-
oping domain- and genre-invariant features would improve
robustness by focusing on core stylistic elements [Argamon
et al., 2003]. Third, employing hybrid models and ensemble
methods that integrate domain-specific knowledge can op-



timize prediction accuracy by drawing on the strengths of
individual models [Bacciu et al., 2019]. Additionally, incorpo-
rating contextual factors such as the writing environment or
intended audience, alongside data augmentation techniques,
can bolster generalization. Finally, improving attribution in
multilingual contexts enables models to operate effectively
across various languages [Chen et al., 2022a; Shamardina
et al., 2022|. As detectors could be biased against non-native
English writers [Liang et al., 2023], enhancing multilingual
generalization is crucial for fairness. Collectively, these ap-
proaches foster robust and adaptable models equipped to
handle diverse styles and contexts.

7.3 Explainability

Improving explainability is crucial for ensuring transparency
and trust in authorship attribution models as they become
more integrated into fields such as law, academia, and jour-
nalism. Developing explainable techniques for authorship at-
tribution can lead to more transparent methodologies, where
the reasoning behind attributions is clear and understandable.
Explainable authorship attribution can serve as evidence in
legal proceedings [Chaski, 2005; Rocha et al., 2016]. Tra-
ditional attribution methods, which rely on stylistic and
linguistic features to identify an author, struggle to distin-
guish between human-authored texts and those generated by
LLMs, which adeptly replicate these features. This challenge
requires improved methodologies that not only differentiate
origins but also explore how LLMs emulate specific authorial
styles [Boenninghoff et al., 2019a; Danilevsky et al., 2020].

Despite attempts such as analyzing internal attention weights
or employing interpretation tools and visualization techniques
[Wallace et al., 2019], word-level explanations are insufficient.
The challenge remains to provide higher-level explainability
that aligns with human cognitive processes [Rudin, 2019].
Advances in this area may include leveraging discourse-level
relations and training models with human explanations for
common sense reasoning to improve the explanatory depth
of model-generated attributions [Rajani et al., 2019]. For
instance, Kowalczyk et al. [2022] detected GPT-2-generated
fake reviews using Shapley Additive Explanations (SHAP)
[Lundberg and Lee, 2017].

7.4 Misuse Prevention

Future research should focus on refining existing author-
ship attribution methods to detect and prevent malicious
activities such as generating misinformation, plagiarism, and
propaganda [Goldstein et al., 2023; Hazell, 2023; Spitale et al.,
2023; Lund et al., 2023]. These methods analyze stylistic
features to detect discrepancies in claimed authorship and
trace the origins of content, thereby identifying suspicious
texts. For plagiarism, attribution models can compare writ-
ing styles with a database of known authors. In combating
misinformation and propaganda, these models could identify
and flag content patterns typical of known propagandists.

To ensure effectiveness in real-world tasks, authorship attribu-
tion models should be robust against out-of-domain data and
adversarial attacks. Adversarial attacks including alternative
spellings, article deletion, paragraph additions, case changes,
zero-width spaces, whitespace manipulation, homoglyphs,
number swaps, misspellings, paraphrasing, and synonym
substitution, have been shown to effectively degrade detec-

tor performance [Dugan et al., 2024|. Diversifying training
data with various writing styles and topics could improve ro-
bustness. Adversarial robustness could be achieved through
adversarial training and employing ensemble methods to
build resilience against intentional manipulations.

7.5 Leveraging LLM Capabilities

Leveraging LLMs can enhance both traditional feature-based
stylometry methods and LLM-based approaches. By inte-
grating LLMs with existing methods, researchers can gain
deeper insight into stylistic nuances, improving the robust-
ness of authorship detection across various textual genres
and lengths. The increasingly large context length of LLMs
enables in-context learning (ICL) [Brown et al., 2020] by in-
corporating more documents, enhancing the model’s ability
to capture intricate writing patterns.

Another promising approach is Retrieval-Augmented Gener-
ation (RAG) [Lewis et al., 2020]. RAG can enhance author-
ship attribution by retrieving additional documents for each
author, thereby assisting in generating more contextually
accurate results. Moreover, leveraging LLMs for data aug-
mentation and synthetic data generation can create diverse
training datasets, which in turn improves the generalization
of attribution models [Albalak et al., 2024].

Combining text detection with other modalities, such as
images, videos, or metadata, can potentially improve the
accuracy and reliability of authorship attribution. Cross-
modal analysis enables the integration of various data types,
providing a more comprehensive view of the content and
its origins. This holistic approach not only enhances the
attribution process but also paves the way for innovative
methodologies that are more resilient to the evolving nature
of digital content.

7.6 Developing Standardized Benchmarks

The diversity in datasets and evaluation metrics currently
hinders the comparability and generalizability of different
authorship attribution methods. Establishing comprehen-
sive benchmarks that encompass a wide range of text types
and sources, including human-authored, LLM-generated, and
human-LLM coauthored texts, would significantly enhance
the field. Unified benchmarks should incorporate diverse text
corpora from various genres, lengths, and languages to re-
flect the breadth of real-world applications. Clear evaluation
metrics are essential for providing consistent and transparent
measures of attribution accuracy, robustness, and computa-
tional efficiency, enabling fair comparisons between different
models. Benchmarks should also include datasets that blend
human-written and machine-generated content to simulate
realistic tasks and test the robustness of attribution models.

To ensure ongoing relevance and challenge for attribution
methods, benchmarks must be regularly updated to include
new types of LLMs and detectors. By developing and adopt-
ing standardized benchmarks, the research community can
foster more rigorous, reproducible, and comparable studies.
This will ultimately drive advancements in authorship attri-
bution methodologies and applications. These standardized
benchmarks would serve as a foundation for the systematic
evaluation of attribution techniques, promoting innovation
and progress in addressing the complexities of authorship



attribution in a rapidly evolving digital landscape.

7.7 Integrating Interdisciplinary Perspectives

Authorship attribution is inherently multidisciplinary, en-
compassing elements of linguistics, computer science, forensic
science, and psychology [Stamatatos, 2009]. Future research
should continue fostering collaboration across these fields
to integrate diverse perspectives. This integrative approach
can lead to innovative solutions and a deeper understand-
ing of the challenges and potential of authorship attribution.
Combining insights from various disciplines can foster the cre-
ation of holistic attribution models that account for both the
intricacies of human language and the complexities of LLM-
generated texts. Such collaboration could also spearhead
initiatives to standardize evaluation metrics for authorship
attribution tools, ensuring their effectiveness across diverse
contexts and compliance with ethical standards.

Linguistics can dissect textual structures and stylistic nu-
ances, identifying unique linguistic fingerprints of authors.
It explores novel features that enhance robustness across
domains and improve explainability. Forensic science con-
tributes through technological tools and methodologies, en-
abling a precise examination of physical and digital texts.
Psychology, particularly psycholinguistics, provides insight
into how the brain processes function words and grammatical
markers distinctively from lexical content words, revealing
correlations with socio-cultural categories such as gender, age,
and native language [Chambers et al., 2013; Nerbonne, 2014;
Seals and Shalin, 2023|, which are pivotal in understanding
identity and social affiliations [Argamon et al., 2009]. The
Linguistic Inquiry and Word Count (LIWC) tool exemplifies
how automated text analysis can use more than 100 psycho-
logical dimensions to analyze word use, reflecting distinct
language variations among different groups in specific genres
and languages [Goldstein-Stewart et al., 2009; Pennebaker
et al., 2015; Duddu and Sava, 2021].

Combining these interdisciplinary perspectives enhances our
ability to distinguish between human- and machine-generated
texts, addressing the emerging challenges posed by sophisti-
cated language models. By integrating linguistic theory with
advanced computational techniques, forensic methodologies,
and psychological insights, researchers can develop more
comprehensive and nuanced authorship attribution frame-
works. These frameworks will be better equipped to handle
the diverse range of writing styles and contexts, ultimately
leading to more accurate and reliable attribution outcomes.
Furthermore, interdisciplinary collaboration can drive the
development of ethical guidelines and best practices, ensur-
ing that authorship attribution is conducted responsibly and
with respect for individuals’ privacy and rights.

8. ETHICAL AND PRIVACY CONCERNS

In the evolving landscape of authorship attribution, it is
crucial to prioritize ethical considerations to safeguard pri-
vacy, integrity, and the rightful ownership of content. The
attribution of text to specific authors or models raises sig-
nificant ethical and privacy issues. Misattribution can lead
to wrongful accusations or misinterpretation of an author’s
intent [Lund et al., 2023]. Additionally, the use of attribution
technologies must balance the need for accountability with
respect to individuals’ privacy and the potential for misuse

in surveilling or censoring content.

Authorship attribution techniques are essential in digital
forensics, cybersecurity, and plagiarism detection. However,
the potential to reveal the identities of anonymous authors
presents significant ethical challenges. Applications such
as linking user accounts across platforms and identifying
compromised accounts raise privacy concerns and ethical
questions about surveillance and profiling individuals based
on their writing style.

The use of authorship attribution methods must be carefully
managed to protect individual privacy and adhere to ethical
standards, particularly in sensitive areas such as journalism,
political dissent, and corporate whistle-blowing [Sison et al.,
2023]. Ensuring that these methods are not used to under-
mine privacy rights or expose individuals to risks without
their consent is essential. Despite existing measures to pro-
hibit the unethical use of LLMs, these restrictions could be
evaded through prompt engineering and jail-breaking, posing
risks of phishing and fraud scams.

Furthermore, the increasing difficulty in distinguishing be-
tween human and LLM-generated content raises concerns
about intellectual property, plagiarism, and accountability.
Accurate attribution is crucial for maintaining academic and
creative integrity, yet tools and methods for achieving this
must evolve rapidly to keep up with technological advance-
ments. The deployment of LLMs in generating content across
various domains—from journalism to literature—necessitates
a rethinking of authorship norms and the legal frameworks
governing creative works.

9. CONCLUSION

The field of authorship attribution is experiencing both un-
precedented challenges and remarkable opportunities with
the advent of LLMs. Whether the objective is to identify
human authors, differentiate between human- and machine-
generated texts, attribute texts to specific LLMs, or manage
the complexities of human-LLM co-authored texts, ongo-
ing innovation is imperative. Effectively addressing these
multifaceted issues requires interdisciplinary approaches and
collaborative efforts among researchers. This survey ex-
plores various problems within authorship attribution, of-
fering a comprehensive comparison of methodologies and
datasets. By integrating robustness, explainability, and in-
terdisciplinary perspectives, we highlight the importance of
developing methods that are not only accurate but also so-
cially relevant and trustworthy. We highlight the strengths
and limitations of current approaches, identify key open
problems, and outline future research directions. This holis-
tic analysis equips researchers and practitioners with the
knowledge necessary to navigate the evolving landscape of
authorship attribution, emphasizing critical areas for future
research and development.
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ABSTRACT

The rapid advancement of Large Language Models (LLMs)
has significantly influenced various domains, leveraging their
exceptional few-shot and zero-shot learning capabilities. In
this work, we aim to explore and understand the LLMs-
based feature selection methods from a data-centric perspec-
tive. We begin by categorizing existing feature selection
methods with LLMs into two groups: data-driven feature
selection which requires numerical values of samples to do
statistical inference and text-based feature selection which
utilizes prior knowledge of LLMs to do semantical associa-
tions using descriptive context. We conduct experiments in
both classification and regression tasks with LLMs in various
sizes (e.g., GPT-4, ChatGPT and LLaMA-2). Our findings
emphasize the effectiveness and robustness of text-based fea-
ture selection methods and showcase their potentials using
a real-world medical application. We also discuss the chal-
lenges and future opportunities in employing LLMs for fea-
ture selection, offering insights for further research and de-
velopment in this emerging field.

1. INTRODUCTION

Recent years have witnessed the remarkable development of
Large Language Models (LLMs) [1; 4; 53; 58] across vari-
ous domains and areas [37; 6; 36; 3]. By leveraging exten-
sive training corpora and well-designed prompting strate-
gies, LLMs demonstrate impressive few-shot and zero-shot
capabilities in diverse tasks such as question answering [65;
; 57], information extraction [60] and knowledge discov-
ery [46; 63; 62]. The tuning-free nature also makes in-
context learning (ICL) in LLMs achieve a great balance be-
tween efficiency and effectiveness [54].
Feature selection [10; 35] is a critical data serving step that
ensures relevant and high-quality data for downstream ma-
chine learning and data mining applications. While existing
data-driven selection methods have achieved great success in
scenarios with abundant data and metadata, there is an in-
creasing demand for efficient feature selection methods with
few or even zero samples for various reasons [72]. This need
is particularly pronounced in sensitive applications such as
predicting survival times for cancer patients [56; 66], where
privacy concerns may prevent hospitals and patients from
sharing their data, posing difficulties in the feature selection
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Figure 1: Comparison of traditional feature selection (FS)
algorithms and LLM-based methods. Instead of requiring
the whole dataset to make statistic inference, recent works
prompt LLMs to select features in an efficient way. This is
often achieved in a (%) data-driven, or (4¢) text-based way.

and engineering process. To address this challenge, recent
studies [20; 23] have explored leveraging the few-shot capa-
bility in LLMs to perform feature selection in low-resource
settings and got promising results.
In this work, our objective is to thoroughly explore and
understand LLMs-based feature selection methods from a
data-centric perspective. The conclusions and insights drawn
from this exploration can provide insightful guidance for
real-world applications where different types of resources
and data are available. To begin with, we categorize the
prompting strategies in previous studies [3; 26; 40; 23] for
LLMs-based feature selection into two groups: (¢) data-
driven methods, which provide specific samples to LLMs [40;
|, and (4¢) text-based methods, which incorporate feature
and task descriptions into the instruction [8; 26]. These
two prompting strategies require different data types: data-
driven methods rely on sample points from datasets to do
statistical inference while text-based methods need descrip-
tive context for better semantic association between features
and target variables. Figure 1 presents an overall compar-
ison between the abovementioned methods and traditional
feature selection algorithms. These differences make us cu-
rious about how LLMs perform with each of them under
different data availability settings.
We conduct extensive experiments to explore the two meth-
ods in both classification and regression tasks with different
LLMs in various sizes (E.g. GPT-4, ChatGPT and LLaMA-
2). A key finding based on the results is that, text-based



feature selection using LLMs is more effective and stable
across various low-resource settings. Additionally, it shows
a more pronounced scaling law with respect to the size of
LLMs compared to data-driven approaches. Furthermore,
we carried out a comparative evaluation between text-based
feature selection using LLMs and traditional feature selec-
tion methods. A general observation is that, the text-
based approach is relatively more robust and competitive
across different resource availability settings.

Based on the abovementioned findings, we further explore
the applicability of text-based feature selection with LLMs
in a medical application. Specifically, we focus on the pre-
diction of survival time for cancer patients [56; 6], which
is a crucial task to evaluate both patient health and treat-
ment effectiveness. To enhance the LLMs’ understanding
of medical-specific gene names, we developed a Retrieval-
Augmented Feature Selection (RAFS) method that lever-
ages descriptions from the National Institutes of Health (NIH)
as auxiliary context. Experiment results demonstrate our
RAFS’s effectiveness in performing effective feature selec-
tion while safeguarding patient’s privacy. Finally, we out-
line the existing challenges and potential opportunities in
employing LLMs for feature selection.

To summarize, our contributions in this work are as follows:

e We propose a general taxonomy for the existing LLMs-
based feature selection methods, splitting them into
data-driven and text-based methods.

Through an analysis under varying data availability
conditions, we identify the strengths and weaknesses of
these two methods, finding that text-based approaches
are more effective and robust.

e We showcase the utilization of the text-based feature
selection method with LLMs in a real-world medical
application and introduce RAFS, a method designed
to handle domain-specific feature selection with LLMs.

o We systematically analyze the existing challenges and
potential future directions for using LLMs in feature
selection, providing further insights and guidelines for
future studies.

2. RELATED WORK

2.1 Feature Selection

Feature selection is the process of identifying and select-
ing the most relevant and important features or variables
from a dataset to improve the performance and efficiency
of a machine learning model [10; 20; 5; 35]. These feature
selection methods can be generally categorized into three
groups: filter, wrapper, and embedded approaches. Filter
methods [31] first rank features by performing correlation
analysis and then selecting the most important ones for the
following learning step. Typical filter methods include mu-
tual information [32; 11], Fisher score [24; 19] and maximum
mean discrepancy [52]. By contrast, wrapper methods [30]
use heuristic search strategies to identify a feature subset
that optimally enhances the performance of certain predic-
tion models (e.g., sequential selection [12] and recursive fea-
ture elimination [21]). For embedded approaches, it works
together with specific machine learning models in the train-
ing phase by adding various regularization items in the loss
function to encourage feature sparsity [55; 71].
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Figure 2: Prompting strategies for data-driven and text-
based feature selection methods with LLMs.

2.2 Feature Selection with LLMs

There are already some works exploring the adaptation of
LLMs in feature selection. [8] try to extract the relevant
knowledge from LLMs as the task prior to performing fea-
ture selection, reinforcement learning and casual discovery.
For feature selection, they design a prompt to instruct GPT-
3 [1] to generate whether given features are important by
answering “Yes” or “No”. Following them, [20] expand the
LLMs-based feature selection and propose three different
pipelines that directly utilize the generated text output.
They also conduct extensive experiments in evaluation across
various model scales and prompting strategies. Besides,
some studies devise more complex pipelines with LLMs in
feature selection and feature engineering. [10] introduce an
In-Context Evolutionary Search (ICE-SEARCH) in Medical
Predictive Analytics (MPA) applications. It involves recur-
rently optimizing the selected features by prompting LLMs
to perform feature filtering based on test scores. [23] employ
LLMs as feature engineers to produce meta-features beyond
the original features and combine them with simple machine
learning models to improve predictions in downstream tasks.
In this work, we aim to explore and understand LLMs in per-
forming feature selection from a data perspective, offering
further insights and hints for the adaptation of LLM-based
feature selectors in real-world applications.

3. A DATA-CENTRIC TAXONOMY

Given a pre-trained LLM M, we follow the scoring-based
method proposed by [26], which prompt M to generate an
importance score s; for the given feature/ concept f; in the
dataset d:

si =M(Py,), i€{l,..,1}, (1)

where [ is the total number of the features in dataset d. Py,
refers to the specific prompt we use to generate the impor-
tance score. We will discuss two methods for constructing
prompts in Sections 3.1 and 3.2, each focusing on different
capabilities of LLMs. Figure 2 demonstrates the detailed
prompting strategy for each of them.

3.1 Data-driven Feature Selection
Recently, LLMs have been employed to directly handle nu-



meric data, demonstrating their capabilities in numerical
prediction and analytics [18; 27]. Therefore, we build a data-
driven feature selection method with LLMs by providing
both features’ value ny, and the value of the target variable
ny. Intuitively, LLMs are supposed to infer the correlation
and perform statistical analysis to determine the importance
of the given feature in the dataset.

To be more specific, assume there are m samples available
in the dataset d, we first build the sample pairs SP; using
values of the 4, feature and target variable:

SP={(n} n))}, ie{l,.. 0} je{l,...,m} (2

Then, we curate the prompt Py, using SP; as few-shot ex-
amples and other instruction context C":

Pf?at“ = prompt(C, SF;), (3)

here prompt is a function to concatenate the information
and build a fluent instruction for LLMs.

3.2 Text-based Feature Selection

Another line of work [8; 20] tries to employ the extensive
semantics knowledge in LLMs [33] to perform feature se-
lection. Specifically, they incorporate detailed dataset de-
scriptions in the prompt, instructing LLMs to semantically
distinguish the importance of a given feature using their in-
herent knowledge and experience.

In our studies, we consider two concrete descriptive contexts:
dataset description (desq) and feature description (desy,).
The dataset description includes the task’s objective, details
about the dataset’s collection, and an explanation of the
target variable. The feature description focuses on detailing
and clarifying the feature to be scored.

Formally, we build prompts by integrating the abovemen-
tioned information:

P{*"" = prompt(C, desq, desy, ). (4)

We give specific instruction examples for the two feature
selection methods in Appendix A.

4. ANALYSES
4.1 Experiment Settings

In this section, we evaluate the performance of the LLM-
based feature selection methods using various datasets and
models.

Models. Below are the LLMs used in our experiment.

e LLaMA-2 [58]: 7B parameters.
e LLaMA-2 [58]: 13B parameters.
e ChatGPT [45]: ~175B parameters’.

e GPT-4 [1]: ~1.7T parameters’.

We use the “gpt-4-turbo-2024-04-09” and “gpt-3.5-turbo-
0125 models via API calling. For LLaMA-2, we do local
inference with the checkpoints available from Huggingface,
namely “llama-2-70b-chat-hf” and “llama-2-13b-chat-hf”.

Compared Methods As the main methods to be analyzed
in this section, we use “w/ data” and “w/ text” to represent

!~ denotes the estimated size [26] of closed-source LLMs

the data-driven and text-based feature selection methods.
We also compare the LLM-based feature selection methods
with the following traditional feature selection baselines:

e Filtering by Mutual Information (MI) [32].
e Recursive Feature Elimination (RFE) [21].

e Minimum Redundancy Maximum Relevance selection
(MRMR) [11].

e Random feature selection.

Dataset # of samples # of features
Adult 48842 14
Bank 45211 16
Communities 1994 102
Credit-g 1000 20
Heart 918 11
Myocardial 686 92
Diabetes 442 20
NBA 538 28
Rideshare 5000 18
Wine 6497 11

Table 1: Statistics of the datasets used.

Datasets. In our evaluation, we consider both classification
and regression tasks. For the classification task, we use six

datasets: Adult [2], Bank [14], Communities [50], Credit-
g [28], Heart® and Myocardial [16]. For the regression task,
we use four datasets: Diabetes [13], NBA® Rideshare* and
Wine [2]. Detailed statistics of datasets are given in Table 1.

Implementation Details. For each dataset, we fix the
feature selection ratio to 30%. We vary the data availability
for evaluations with 16-shot, 32-shot, 64-shot, and 128-shot
configurations. The test performance is measured using a
downstream L2-penalized logistic/ linear regression model,
selected via grid search with 5-fold cross-validation. We use
the area under the ROC curve (AUROC) to evaluate classi-
fication tasks and mean absolute error (MAE) for regression.

4.2 Result Analysis

We present our main experimental results in Figure 3 and
Figure 4 for analyzing, and highlighting the following find-
ings for answering the RESEARCH (QUESTION:

Finding 1: Text-based feature selection is more ef-
fective than data-driven ones with LLMs in low-
resource settings. As results demonstrated in Figure 3
(a), almost in every LLM and task (except LLaMA-2-7B
in classification), the performance of small machine learn-
ing models with the text-based feature selection method
surpasses that of the data-driven feature selection method.
This finding is consistent when we delve into feature selec-
tion methods’ performance in each data availability, as de-
picted in Figure 4. Additionally, in Figure 3 (a), we notice
for the same LLM, the text-based feature selection method

Zhttps://kaggle.com /datasets/fedesoriano /heart-failure-
prediction
3https://\wa.kaggl(%.(t()m/(latas(%‘ns/l)1'}';1‘11(*111ulnga‘rh(‘,r/111);1—
player-stats-dataset-for-the-2023-2024

Yhttps:/ /www.kaggle.com /datasets/aaronweymouth /nyc-
rideshare-raw-data
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Each LLM’s feature selection results, separated by task types (CLS and REG) and selection methods (w/sample and w/text).

usually leads to a smaller standard variant among various
data availability settings. This further underscores the ro-
bustness and independence of the text-based feature selec-
tion method with respect to sample size.

AUROC Ranking by MAE

MI 0.779 1.75
RFE 0.758 3.50
MRMR 0.798 2.25
GPT-4 w/text 0.783 2.50

Table 2: Feature selection results in the full dataset with
traditional data-driven methods and “GPT-4 w/text”.

Finding 2: Text-based feature selection with the
most advanced LLMs achieves comparable perfor-
mance with traditional feature selection methods in
every data availability setting. In Figure 3 (a), we
observe that while GPT-4 with the text-based feature se-
lection method performs slightly below the best traditional
method (MRMR), it still demonstrates comparable perfor-
mance, making it a competitive feature selection method
in few-shot scenarios. However, when the LLM backbone
is switched to less capable models, such as LLaMA, the
text-based selection method shows a significant performance
drop. Additionally, we experiment on the full dataset using
‘GPT-4 w/text’ alongside three traditional feature selection
methods, and found that GPT-4 with the text-based method
remains competitive even in the full-shot scenario.

Finding 3: Data-driven feature selection using LLMs
struggles when number of samples increases. An in-
teresting phenomenon we observed is a significant perfor-
mance drop in the classification task when the sample size
increases from 64 to 128 using the data-driven feature se-

lection method (Figure 3 (b)). This drop is consistently
observed across all four LLMs, indicating that each model
generates poorer feature subsets as the sample size grows.
We attribute this issue to LLMs struggling with processing
long sequences, a challenge highlighted in many previous
studies [12; 39]. This limitation constrains the effectiveness
of data-driven feature selection, which is why we did not
include it in the full-shot experiment.

Finding 4: Text-based feature selection exhibits a
stronger scaling law with model size compared to
data-driven feature selection with LLMs. We investi-
gated how scaling laws in model size affect feature selection
capabilities. In Figure 3 (b), we observe a clear correlation
between the size of LLMs and their text-based feature se-
lection capabilities. In contrast, while GPT-4 shows signifi-
cantly superior performance in data-driven feature selection,
the other three LLMs do not clearly follow the scaling law.
This suggests that text-based feature selection is a reliable
approach that can be enhanced by using powerful LLMs.

S. SURVIVAL PREDICTION - A CASE STUDY

We use a biomedical task to showcase the utilization of
LLMs-based feature selection in real-world applications. Sur-
vival time prediction [56; (6] aims to predict cancer patients’
survival time based on their physical and physiological indi-
cators, playing a critical role in patient risk management and
boosting treatment selection. One of the significant chal-
lenges in survival prediction datasets is the huge volume
of features (e.g., there are around 20,000 gene expression
features in the TCGA [56] dataset). While previous stud-
ies performed data-driven feature selection methods such
as principal component analysis (PCA) to address this is-
sue [(7], as we mentioned in Section 1, It would cause serious
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In each sub-figure, we include the average performance of

traditional data-driven methods and the random selection method for comparison.

privacy concerns for both patients and hospitals.

Impressed by the competitive performance and sample-free
nature of text-based feature selection with LLMs, here we
adopt it in the survival prediction application. In our pre-
liminary experiments, we found LLMs have difficulties in di-
rectly understanding the domain-specific feature name (e.g.,
gene ID). Therefore, we borrow insights from retrieval-aug-
mented generation (RAG) with LLMs [15; 7; 34] and pro-
pose Retrieval-Augmented Feature Selection (RAFS) to
efficiently handle these biomedical-specific feature names.
Specifically, we retrieve meta information (e.g., official full
name, summary and annotation information) about each
feature name from the online National Center for Biotech-
nology Information (NCBI)® and provide this information to
LLMs as the support document for better feature selection.

5.1 Experiment Settings

We conduct experiments using the Lung Adenocarcinoma

(LUAD) dataset in The Cancer Genome Atlas (TCGA) bench-

mark [56]. Akin to [67], we use clinical indicators and gene
expression as the full feature set and fix the feature selec-
tion ratio to be 30%. We use PriorityLasso [29] as our
machine learning backbone and report three metrics: An-
tolini’s Concordance (Antolini’s C) [56], Integrated Brier
score (IBS) [17] and D-Calibration (D-CAL) [22], all of which
are commonly-used metrics for survival prediction.

5.2 Result Analysis

As the results show in Table 3, we find that even train-
ing the model on a randomly selected subset yields slightly
better performance than training on the full feature set.
This implies the huge volume of features in TCGA-LUAD
negatively impacts model performance, highlighting the im-
portance of feature selection. Moreover, we notice feature

5]1ttpﬁ://\\'Ww.l1(;1)i.11]111.1lill.g()\'/

Antolini’s Ct  IBS|  D-CALJ

PriorityLasso 0.6306 0.1863 1.8518
w/ random 0.6516 0.1833  2.0255
w/ RAFS 0.6566 0.1830 1.7666

Table 3: Experiment results in TCGA-LUAD. We add ran-
dom selection as the baseline to compare our RAFS with.

selection with our RAFS leads to significant performance
improvements and consistently outperforms the random se-
lection baseline. These findings suggest that RAFS is an
effective approach for handling privacy-sensitive and large-
scale biomedical datasets.

6. OUTLOOK

In this section, we discuss potential opportunities for LLMs
in feature selection, aiming to provide guidelines and hints
for future works.

Synergy of LLMs-based and traditional feature se-
lection. As we discuss in Sections 1 and 4.2, text-based
feature selection with LLMs is competitive and resource-
efficient compared with traditional feature selection meth-
ods. However, each approach relies on different sources of
information—specific samples or context descriptions to per-
form feature selection. This diversity in information utiliza-
tion makes them complementary. It would be valuable to
explore how to combine text-based and traditional feature
selection methods to create more effective and robust fea-
ture selection systems across various data availability sce-
narios. Also, it would be interesting to explore the synergy
of text-based and data-driven methods to further enhance
LLMs-based feature selection under resource constrains.
Data-driven analysis with Agentic LLMs. In Sec-
tion 4.2, we conclude that poor statistical inference capabil-
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ities in long-sequence input hinder LLMs in data-driven fea-
ture selection. While this finding implies the sole adaptation
of LLMs may not be enough for performing data-driven fea-
ture selection, the introduction of agent-based LLMs should
be considered as an alternative [68; G1]. These methods
equip LLM with various tools [47; 70; 51] and APIs [48; 41],
enabling them to execute actions and plans to solve com-
plex and multi-step problems. However, there are only a
few works that focus on the development of agentic LLMs
as data engineers and analytics [25; 14; 59], for actively
performing various features or data processing with the as-
sistance of statistical tools or software. Research in this di-
rection will be valuable for enhancing and evaluating LLMs
from analytical and statistical perspectives.

Foundation models for feature/data engineering. Many

recent works have developed various foundation models in
many data mining and machine learning fields, such as graph
learning [38; 43; 69] and time series prediction [49; 27]. A
large foundation model for feature/ data engineering should
be able to understand different types of information from
the datasets and perform efficient manipulation and process-
ing [9] to prepare appropriate data for downstream models/
applications. Developing such a foundation model would
greatly benefit the data mining and machine learning com-
munities by providing a unified, easy-to-use interface for
complex data processing tasks.

7. CONCLUSION

In this study, we explore feature selection methods based
on LLMs from a data-centric perspective. We categorize
existing LLM-based feature selection approaches into two
main types: data-driven, which relies on statistical infer-
ence from specific samples, and text-based, which utilizes
the extensive knowledge of LLMs for semantic association.
Our experiments and analyses reveal that text-based fea-
ture selection with LLMs outperforms data-driven methods
in terms of effectiveness, stability, and robustness. Based
on these findings, we introduce a Retrieval-Augmented Fea-
ture Selection (RAFS) method designed to manage large
volumes of domain-specific feature candidates in the con-
text of cancer survival time prediction. Additionally, we
provide a comprehensive analysis of the current challenges
and potential opportunities at the intersection of LLMs and
feature selection/engineering in Section 6, aiming to offer
insights and guidance for future research in this area.
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APPENDIX
A. DETAILED INSTRUCTION

/* Main System Prompt */
For the given feature, your task is to provide a feature importance score (between 0 and 1; larger value indicates greater
importance).

/* Specific Sample Vlaues */

Here are some data points in the format of (feature value, target value), please refer to this to determine how informative
the feature is in predicting the target value:

(<0, no)

no checkmg7 no)

()< X <200, no)

(

(

(

(

(

(>= 200 no)
(<0, no)

(no checking, yes)
(no checking, yes)
(0<=X<200, yes)
(0<=X<200, yes)
(no checking, yes)
(0<=X<200, yes)
(()< X <200, yes)
(

/* Output Format Instruction */

Here is an example:

[113

Question: What is the importance score for the given feature
Answer: The importance score is 0.9

133

/* Main User Prompt*/
Question: What is the importance score for the given feature
Answer: The importance score is

Table 4: Detailed instruction for data-driven method in Credit-g dataset.



/* Dataset-specific Context */

Context: Using data collected at a German bank, we wish to build a machine learning model that can accurately predict
whether a client carries high or low credit risk (target variable). The dataset contains a total of 20 features (e.g., credit
history, savings account status). Prior to training the model, we first want to identify a subset of the 20 features that
are most important for reliable prediction of the target variable.

/* Main System Prompt */

For each feature input by the user, your task is to provide a feature importance score (between 0 and 1; larger value
indicates greater importance) for predicting whether an individual carries high credit risk and a reasoning behind how
the importance score was assigned.

/* Output Format Instructions */
The output should be formatted as a JSON instance that conforms to the JSON schema below.

As an example, for the schema ”properties”: ”foo”: "title”: ”Foo”, ”description”: ”a list of strings”, "type”: ”array”,
?items”: "type”: ”string”, "required”: [?foo”] the object ”foo”: ["bar”, "baz”] is a well formatted instance of the schema.
The object ”properties”: ”foo”: ["bar”, ”baz”] is not well-formatted.

Here is the output schema:
e

{”description”: ”Langchain Pydantic output parsing structure.”, ”properties”: {"reasoning”: {"title”: ”Reasoning”,
”description”: ”Logical reasoning behind feature importance score”, "type”: ”string” }, "score”: {"title”: ”Score”,
”description”: ”Feature importance score”, ”type”: "number” }}, "required”: [’score”]}

“w

/* Demonstration */

Here is an example output:

-Variable: Installment rate in percentage of disposable income

{"reasoning”: ”The installment rate as apercentage of disposable incomeprovides insight intoa person’s financial
responsibility and capability. This percentage can be seen as a measure of how much of a person’s available income
is committed to repaying their debts. If this rate is high, it might indicate that the person is taking more debt than
they can comfortably repay and may hint a talack off inancial responsibility, implyinghigher credit risk. If this rate
is low, it likely indicates that the person can manage their current financial obligations comfortably, implying
lowercredit risk. Thus, the score is 0.9.”, "score”: 0.9}

/*Main User Prompt*/
Provide a score and reasoning for ”Status of existing checking account, in Deutsche Mark.” formatted according to the
output schema above:

Table 5: Detailed instruction for text-based method in Credit-g dataset.
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ABSTRACT

This paper compares the performance of several established
causal inference estimators in measuring conversion related
metrics for advertising measurement applications. Conver-
sion lift measurement in advertising industry presents unique
challenges due to complex data collection process, potential
data losses, and complex customer behaviors leading up to
conversion. Case studies with both simulated and real-world
data demonstrated that doubly robust estimators outper-
form regression adjustment estimators in variance reduction
for ad measurement use-cases. To further understand the re-
sults, we examine the impact of data loss on variance reduc-
tion by the estimators and find that the relationship between
data loss and variance reduction performance varies by the
estimators. Doubly robust estimators could effectively man-
age complex relationships introduced by data loss, maintain-
ing superior performance over the difference-in-means and
regression adjustment estimator in terms of precision under
various circumstances. We provide computational cost per-
spectives as practical considerations for implementing dou-
bly robust estimators in advertising measurement business
solutions.

1 Introduction

Accurately measuring the impact of placing advertisement
in online platform industry, often referred to as advertising
measurement, is a challenging but one of the most impor-
tant tasks for customer behavior understanding. In partic-
ular, measurement reporting for conversion count and vol-
ume metrics provides critical guidance on business decisions
for optimizing marketing directions based on user under-
standing. Such measurement process encompasses multi-
ple phases of execution including holdout experiments, data
collection, and inferential analysis. Each of these stages
has potential to introduce unwanted uncertainty into the
data, thereby introducing challenges for the inference [12;
2]. Holdout experiments can suffer from compliance issues
meaning that customers may not actually impress the ads
even if they are assigned to treatment group. Customer be-
haviors related to conversions are inherently complex and
sparse since in general customers convert occasionally after
a number of non-linear interactions. For privacy concerns
and data sharing agreement limitations, data loss can oc-
cur limiting the observability of outcome metrics. These

factors increase the complexity of treatment effect estima-
tion and can potentially decrease the power of experiments.
Extending duration of the holdout experiments to account
for power incurs opportunity cost for advertisers, as holdout
experiments withhold advertisements to control users, lim-
iting the reach to high-potential customers within campaign
period.

This work aligns with a number of literature and researches
on ways to improve the power and sensitivity of controlled
randomized experiments [10; 3; 5; 9; 15]. Such effort is
commonly referred as variance reduction techniques, which
leverage covariates that explain the variability unrelated to
treatment from outcomes to reduce variance of the outcome
metrics of interest. This is the area of active investigation
and interests as it can decrease the costs of running ex-
periments and extract insights from otherwise inconclusive
experimental results. However, there is limited research on
variance reduction techniques under the context of adver-
tising measurement with causal inference estimators. Lit-
erature in advertising measurement mainly discusses causal
inference approach to measure impact of advertising with
observational data [4; 7; 13]. We apply causal estimators to
holdout experimental settings to evaluate their performance
in terms of precision within the unique context of the ad
measurement industry, which includes data loss. This work
extends existing variance reduction causal inference litera-
ture into advertising measurement domain by exploring the
opportunities at the intersection of variance reduction in ad
measurement research. It aims to inform practitioners in
advertising industry who want to improve the sensitivity of
their measurement reporting with practical considerations.

The remainder of the paper are organized as follows. Section
2 introduces four established estimators for inferential anal-
ysis on holdout experiments in ad measurement use-cases.
In section 3, we compare the performance of the estimators
with case studies and performs empirical analysis with both
real-world and simulated data. We conclude the paper with
the discussion on production adoption and business impact
considerations while implementing the method in practice.

2 Estimators for advertising measurement

This section introduces the formal definitions of estimators
that will be compared in case studies to empirically analyze
their performance in the context of conversion advertising
measurement. A randomized controlled trial (RCT), also
referred to as online randomized experiment, is an industry-
standard measure for measuring incrementality of advertis-



ing without confoundings. To formally denote the experi-
mental settings, we denote a treatment as T, outcome as
Y, covariate as X, and one instance of experimental data
points with . Historical data we observe provide scientists
with a set of data for each instance (73, Yi, X;), where
X is a set of covariate vectors that are presumed to be
closely related with Y according to empirical evidence. Un-
der controlled randomized experimentation, (Y;(0), Y;(1))
L T; holds. Sometimes experiment experiences opportunis-
tic imbalance due to experiment quality issues, but we can
assume (Y;(0), Y;(1)) L T3] X;.

2.1 Difference-in-Means estimator

The difference-in-means estimator (DIM) is a traditional
statistical approach that calculate delta between average
outcome of treatment and control groups. This provides
information on the significant differences between the teams
of two populations.

ATEdlm - ?tr - ?ctl (1)

, where Y goup is for users that belong to a particular group
(treatment or control) and defined as ﬁ Zj coroup Yi fOT

outcome of interest y for individuals from control and treat-
ment groups.

2.2 Regression adjustment estimator

Leveraging unit-level covariates in post-experiment inferen-
tial stage is known to enhance the precision and efficiency of
causal estimates. A traditional method for adjusting treat-
ment effect with covariates is ordinary least square (OLS)
regression adjustment (RA). This approach has been studied
in various literatures and known for its ability to asymptot-
ically improve the precision of estimators [15; 11; 9; 14; 17].
This work examines two model specifications for regression
adjustment estimators and the only difference between the
two models is the inclusion of interaction terms between the
treatment and covariates.

Yi=a+715+ X+ € (2)

Yi=a+1Ti+ X +9(Ti - Xi) + & (3)

The literature demonstrated that (3) yields better statistical
properties [15]. For both of model specifications, the average
treatment effect is estimated by solving the regular OLS
optimization process to determine model parameter 7.

2.3 Doubly Robust Estimator

Doubly robust (DR) estimator is a causal inference approach
to estimate the treatment effect in a doubly robust man-
ner [6; 1]. The robustness comes from incorporating two
modeling approaches in calculating estimators, which are
propensity score model and outcome model. DR estimators
have desirable statistical properties of consistency and effi-
ciency. As long as either of the propensity score model or
the outcome model is correctly specified, the doubly robust
estimator yields a consistent estimator. Thus, subtle mis-
specification of either of the outcome and propensity model
does not affect the treatment effect estimation. Such dou-
ble (or dual) robustness characteristics increase the chances
that the estimator has minimal population risk in practi-
cal applications. When both models are correctly speci-
fied, the doubly robust estimator can account for available

covariates’ into the model and achieves the resulting low-
est possible variance. As the methodology can accommo-
date various machine learning models with regularization,
it can handle high-dimensional covariates with both non-
parametric and parametric functions to account for complex
relationships among various factors. To formally introduce
DR estimator, the potential outcome under treatment as-
signment of ¢ for unit 4 is formulated with outcome model
fe(z) = E[Y(T = t)|]X = z] and propensity score model
p(t,x) = E[T =t|X = x] as
p(t, @)

With the provided potential outcome, treatment effect func-
tion ¢ can be estimated with the following minimization

process, which can be customized to account for effect het-
erogeneity as needed.

argming y_(Yi(1) = Yi(0) — ¢(X))* (5)

k3

Yi(t) = folz) + (4)

To obtain ¢ through this optimization process, nuisance pa-
rameters such as f (outcome model) and p (propensity score
model) are estimated from the data using machine learning
techniques. For the analysis of empirical results, we selected
random forest models for both f and p, which is tuned us-
ing 4-fold cross validation processes on the entire dataset to
effectively capture sparse conversion data. As advertisers
are most interested in average impact of the advertisement,
we estimate average treatment effect assuming the effect ho-
mogeneity across population. Thus, for the analysis for the
following case studies, ¢(X) is reduced to a simple estima-
tion with a + 77; that measures homogeneous treatment
effects in this analysis.

To maintain the consistency of the inference process across
various estimators, we construct the analytical confidence
interval for all estimators with OLS parameter 7, coefficient
of treatment assignment variable T;. Based on the asymp-
totic normality of 7, we construct Wald 95% confidence in-
terval, which is a traditional approach for regression anal-
ysis. More detailed explanation of calculating confidence
interval from OLS optimization can be found in [16].

3 Empirical results with case studies

This section utilizes causal estimators introduced in pre-
vious section under the context of controlled randomized
experimentation to understand the variance reduction per-
formance of the estimators introduced. For this analysis,
both real-user data from pinterest conversion lift studies and
simulated data are used to understand the impact of various
environmental factors in variance reduction performance un-
der advertising measurement context. This analysis adopts
three evaluation metrics: the first assesses the level of vari-
ance reduction, the second measures the coverage proba-
bility of the confidence interval when ground truth value is
available, and the third quantifies the deviation between true
and estimated effects at point-estimate level. The second
and third metrics are calculated exclusively when ground
truth treatment effects are available, as in the case of sim-
ulated data. The level of variance reduction is measured
against the relative confidence interval ratio of 3 estimators
against of difference in means estimator, which is baseline
measurement solutions in industry. All confidence interval



is calculated at a 95% of significance level.
VRest = Clest/CIDII\/I (6)

The coverage percentage metrics indicate the proportion of
confidence intervals, each obtained from iteration of simu-
lated data, that includes the treatment effect within their
lower and upper bound.

Z;.vzl 1(lower bound; < 7; < upper bound,)

N
(7
The mean squared error (MSE) metric represents the aver-
aged of squared error, which is the delta between ground
truth and calculated treatment effect from the estimators.

Cov%est =

N

MSEest = Z(fj - Tj)2 (8)

j=1

We assess the performance of four estimators AT Eprar (dif-
ference in mean), ATEga(s) (OLS adjustment without in-
teraction), ATEga (OLS adjustment with interaction),
ATEpr (doubly robust estimator) utilizing three perfor-
mance metrics in the remainder of sections.

3.1 Pinterest conversion lift (PCL) case studies

Pinterest conversion lift (PCL) study quantifies the value of
placing advertisements on the Pinterest platform for various
lower-funnel performance advertisements. This quantifica-
tion includes a wide range of customer conversion-related
engagement following exposure of performance ads in Pin-
terest, allowing advertisers to measure and optimize cam-
paign performance. One of the goals of PCL study is to
provide advertisers with sufficient statistical power, so that
the study delivers maximum value to advertisers with accu-
rate and actionable insights within their campaign budget
constraints. This aims to minimize the number of studies
yielding inconclusive results attributing from the high vari-
ability of outcome metrics. This case study compares the
estimators aiming to decrease variability of outcome met-
rics unrelated to the treatment of the holdout experiment
to increase statistical power of the experiment.

Table 1: Quantitative summary of the performance of the
estimators for outcome metrics from PCL studies. (‘Change
in stat sig rate’ column displays the difference in statistical
significance rate between the DIM estimator and the selected
estimator of interest.)

07
Outcome Avg % o
Reduction in Reduction in Reduction in . .angfe' §
Variance (DR) | Variance (RA(3)) | Variance (RA(4)) m sltjtte S8
Metric 1 7.6% 0.06% 0.06% 3.0%
Metric 2 9.8% 0.19% 0.21% 6.9%
Metric 3 13.1% 0.05% 0.06% 11.2%

To evaluate the variance reduction performance, we com-
pared the confidence interval using variance reduction met-
rics with difference-in-means estimator as the baseline model;
PCL currently utilizes difference in means estimators follow-
ing the holdout experiment data collection. Treatment effect
estimates yielded from various estimators based on selected
historical PCL’s experimental data. These experiments are
randomly selected from delivered studies to advertisers dat-
ing back as early as 2023 July. The advertisers selected for

this study represent a diverse set of industries, including but
not limited to online retail, telecom services, finance, etc.
Experiment data is collected from various regions, including
North and South America, as well as the EU.

For each of experiment, three types of outcome metrics are
considered, which are denoted as metric 1, 2, 3, anonymized
to maintain the confidentiality of sensitive internal data.
Due to the unkown ground truth treatment effect, we solely
focused on comparing variance reduction metrics and did not
calculate coverage probability or mean squared error (MSE)
metrics for the performance measurement. However, it is im-
portant to note that the estimated treatment effects across
different estimators are generally consistent, exhibiting mi-
nor variations and largely overlapping confidence intervals.
The performance metrics indicate relative measures to com-
pare the level of variance reduction relative to difference-
in-means estimator. Experimental outcome metric names
are anonymized and absolute values of performance metrics
are not shown to maintain the confidentiality of sensitive
internal data. For the estimation of the treatment effect
and confidence interval, we utilized holdout experiment data
from historical PCL studies and a number of covariates are
collected by summarizing various information of individual
user activities on Pinterest platform prior to the experiment
start date.
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Figure 1: Box plots for variance reduction performance com-
parisons. This plot compares the percentage of variance
reduction across metrics 1, 2, and 3 for the estimators in-
troduced in section 2. Each group of box plots represents
the performance of each estimator; within each group, three
boxes correspond to metrics 1, 2, and 3, respectively. The
vertical axis displays the percentage of reduction in vari-
ance, providing a visual representation of the distribution of
reduction across selected PCL studies.

For almost all experimental cases selected, DR estimator
consistently outperformed regression adjustment estimators
in Fig.1 and TABLE 1, demonstrating its effectiveness in
accounting for variability orthogonal to the experimental
treatment under complex data structures.

For the doubly robust estimator, the percentage reduction in
variance is consistently higher across all three metrics. This
indicates a reliable performance in reducing variance under
various circumstances, leading to the greatest increase in the
statistical significance rate. Subtle differences in the level of
percentage reduction are explained by metric types; metrics
involving volumes tend to have higher variance due to the
larger values associated with data. In contrast, metrics such
as counts, which involve smaller integer values, typically ex-
hibit lower variance. The doubly robust estimator is more



effective at reducing variability in metrics with larger vol-
umes and higher inherent variability compared to those with
lower activity and smaller numerical values. Interestingly,
regression adjustment was ineffective in reducing variance
and increasing the statistical significance rate. These esti-
mators utilize linear models, which may have limitations in
capturing the complex nature of user behaviors and advertis-
ing conversion data, leading to lower statistical significance
in measuring treatment effects. We deep dive into such dy-
namics with simulated data in the next subsection.

3.2 Simulated data case studies

To assess the performance of the estimators for the pur-
pose of advertising measurement, we generated simulated
data with constant and homogeneous treatment effect across
units of observation. Treatment assignment is randomized
without confounding, while outcomes are influenced by both
treatment effect based on assignment status and other ran-
domly generated covariates. For the simulated data, we
adopt a data generating process (DGP) in [8] to account
for complex non-linear relationship between outcome and
various factors as in real experimental set-up. This DGP
exhibits varying fluctuation and smoothness across multi-
dimensional variables included in the formulation. Each it-
eration of simulation randomly generates data of size N =
100, 000 units and this process is repeated 5,000 times to as-
sess their average performance. To account for unique data
collection process in ad measurement scenario, we randomly
mask outcome data under the scenario of varying level of
data loss. The following information describes the variables
used to generate simulated data and to estimate treatment
effects:

Table 2: Coverage %, Variance Ratio, and Mean Squared
Error for different estimators

DR | RA(3) | RA(4) | DIM
Cov % | 94.72% | 94.64% | 94.45% | 94.52%
VR 15.0 1.5 11.6 I
MSE | 0.024 | 0025 | 0.025 | 0.028
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Figure 2: Comparison of percentage variance reduction for
various estimators versus difference in means estimator

e Y;: denotes the outcome variable for the i-th instance.
Outcome, which is affected by both four covariates and
treatment.

e T;: denotes the treatment variable for the i-th in-
stance. Under holdout experimental set-up, treatment

assignment mechanism is randomized. Thus, treat-
ment is simulated with Bernoulli distribution as T; ~
Bernoulli(1/2)

e X;;: denotes the j-th covariates for the i-th instance.
All covariates follow independent and identically dis-
tributed normal distributions with mean zero and vari-
ance one. We generated 100 covariates and only 4 of
them are used for DGP process, while rest of 96 covari-
ates are unrelated to outcome. All of 100 covariates
are included in the treatment effect estimation process.

e 7;: represents the injected treatment effect which we
adjust to account for random data loss when calculat-
ing the ground truth effect that we aim to estimate
in this case study. For each of simulation data gen-
eration, 7; ~ Uniform(0.5,1.5) to validate the model
performance under various conditions.

e m,;: represents the observability rate for the outcome
Yi. Given the data loss is common in collecting conver-
sion labels in ad measurement industry, we randomly
mask some portion of data at a rate of 1 — m,;, where
m; ~ Uniform(0.7,0.95)

e [;: represents the indicator variable for each unit to
decide its outcome loss status. I; ~ Bernoulli(m;)
and I; is used to mask outcome Y; to be zero. I; =
0 induces the scenario of outcome data loss for i-th
instance.

e ¢ : represents normally distributed random noise with
mean zero and variance one ~ N(0,1)

With the notations defined, the outcome of interest is for-
mulated to reflect complex relationship adopted from [8]:

Yixl; = 7T+
exp (sin (0.9 (Xa + 0.48)10)) + (9)
(Xi2 - Xi3) + Xia+ €

Fig.2 compares the percentage of variance reduction for var-
ious estimators compared to difference-in-means estimator.
The vertical axis displays the percentage of reduction in
variance, informing the distribution of reduction achieved
by each estimator for simulated data under various data
loss. The simulation study confirmed again that DR esti-
mator consistently outperforms regression adjustment esti-
mator for variance reduction. Quantitative comparisons of
the performance of estimators are in TABLE 2. DR estima-
tor also enhances the precision of metrics decreasing mean
squared errors.

We further deep dive into the variance reduction perfor-
mance of each estimator by the observability rate, which
mimic various data loss scenario unique to ad measurement
data. The purpose is to understand the relation between
data loss and variance reduction performance to identify
more appropriate estimators under ad measurement use-
cases. The simulation analysis suggests that the regres-
sion adjustment models’ variance reduction performance de-
creases as data loss increases. This results explain the PCL
case study where we found that regression adjustment anal-
ysis was not able to further reduce the variance compared
to DIM estimator.
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Figure 3: Scatter plots that compare the confidence intervals
across estimators by outcome observability and treatment
effect size

Fig.3 compares the confidence interval calculated from four
different estimators by the various level of outcome observ-
ability and treatment effect size. Scatter plots from four esti-
mators show that as outcome observability grows, regression
adjustment based estimator’s confidence interval starting to
overlap with DIM estimator’s, while doubly robust estima-
tor maintains its relative advantage.

4 Conclusions

In this paper, we compared several established estimators in
the causal inference literature, particularly focusing on their
performance for advertising measurement purposes. Adver-
tising measurement presents unique challenges due to the
complexities involved in data collection, subsequent data
losses, and the intricate relationships across various fac-
tors within the data. Owur case studies, which included
both simulated and real-world data, demonstrated that dou-
bly robust estimators outperform regression adjustment es-
timators in variance reduction while maintaining coverage
probability and reducing the error in point estimates. We
also identified the impact of data loss on variance reduction
through simulation studies. By examining the relationship
between the proportion of data loss and relative variance
reduction performance, we observed that as the data loss
percentage increases, the regression adjustment model de-
crease its variance reduction performance trending toward
the level of difference in means estimator, while the doubly
robust estimator maintains its superiority in variance reduc-
tion. Machine learning models used in doubly robust esti-
mators could better handle unexpected intricate relation-
ships introduced into the data due to data loss, compared
to regression adjustment-based estimators. Doubly robust
estimators are also well-known for their ability to provide
robust estimates under mis-specifications of either outcome
or propensity score models. In complex non-linear datasets
with stochastic factors, the properties of doubly robust es-
timator improves the precision of inference results.

The inference process of online experiments often involves
massive data volumes and training machine learning models
on sizeable data can pose challenges due to computational
costs. While cross-fitting could further reduce bias, it may
introduce challenges due to massive data size, operational
costs, and data sparsity. By adopting cross-validation pro-
cess in model training, we prevent over-fitting of ML models
utilized for outcomes and propensity score models, thereby
minimizing potential bias issues due to over-fitting. To fur-
ther mitigate cost related challenges, one can also consider
a two-tiered services to leverage high variance reduction so-
lutions when necessary. With this approach, we offer the
practical perspectives of the measurement solution, balanc-
ing variance reduction performance against costs and scala-
bility considerations.
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ABSTRACT

Recently, Generative Diffusion Models (GDMs) have shown
remarkable abilities in learning and generating images, fos-
tering a large community of GDMs. However, the unre-
stricted proliferation has raised serious concerns on copy-
right issues. For example, artists become concerned that
GDMs could effortlessly replicate their unique artworks with-
out permission. In response to these challenges, we in-
troduce a novel watermark scheme, DiffusionShield, against
GDMs. It protects images from infringement by encod-
ing the ownership message into an imperceptible watermark
and injecting it into images. This watermark can be easily
learned by GDMs and will be reproduced in generated im-
ages. By detecting the watermark in generated images, the
infringement can be exposed with evidence. Benefiting from
the uniformity of the watermarks and the joint optimization
method, DiffusionShield ensures low distortion of the original
image, high watermark detection performance, and lengthy
encoded messages. We conduct rigorous and comprehensive
experiments to show its effectiveness in defending against
infringement by GDMs and its superiority over traditional
watermark methods.

1. INTRODUCTION

Generative diffusion models (GDMs), such as Denoising Dif-
fusion Probabilistic Models (DDPM) [11] have shown their
great potential in generating high-quality images. This has
also led to the growth of more advanced techniques, such as
DALL-E2 [23], Stable Diffusion [24], and ControlNet [38]. In
general, a GDM learns the distribution of a set of collected
images, and can generate images that follow the learned dis-
tribution. As these techniques become increasingly popular,
concerns have arisen regarding the copyright protection of
creative works shared on the Internet. For instance, a fash-
ion company may invest significant resources in designing a
new fashion. After the company posts the pictures of this
fashion to the public for browsing, an unauthorized entity
can train their GDMs to mimic its style and appearance,
generating similar images and producing products. This in-
fringement highlights the pressing need for copyright pro-
tection mechanisms.
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Figure 1: Watermark detection accuracy (%) on GDM-
generated images and the corresponding budget (l2 norm)
of watermarks.

To provide protection for creative works, watermark tech-
niques such as [5, 22, 44, 18, 35] are often applied, which aim
to inject (invisible) watermarks into images and then detect
them to track the malicious copy and accuse the infringe-
ment. However, directly applying these existing methods to
GDMs still faces tremendous challenges. Indeed, since exist-
ing watermark methods have not specifically been designed
for GDMs, they might be hard to learn by GDMs and could
disappear in the generated images. Then the infringement
may not be effectively verified and accused.

An empirical evidence can be found in Figure 1. We train
two popular GDMs on a CIFAR10 dataset whose samples
are watermarked by two representative watermark meth-
ods [18, 44], and we try to detect the watermarks in the
GDM-generated images. The result demonstrates that the
watermarks from these methods are either hardly learned
and reproduced by GDM (e.g., FRQ [18]), or require a very
large budget (the extent of image distortion) to partially
maintain the watermarks (e.g., HiDDeN [44]). Therefore,
dedicated efforts are still greatly desired to developing the
watermark technique tailored for GDMs.

In this work, we argue that one critical factor that causes
the inefficacy of these existing watermark techniques is the
inconsistency of watermark patterns on different data sam-
ples. In methods such as [18, 44], the watermark in each
image from one owner is distinct. Thus, GDMs can hardly
learn the distribution of watermarks and reproduce them
in the generated samples. To address this challenge, we
propose DiffusionShield which aims to enhance the “pattern



untformity” (Section 3.2) of the watermarks to make them
consistent across different images. We first empirically show
that watermarks with pattern uniformity are easy to be re-
produced by GDMs in Section 3.2. Then, we provide corre-
sponding theoretic analysis in two examples to demonstrate
that the watermarks with pattern uniformity will be learned
prior to other features in Section 3.5. The theoretical evi-
dence further suggests that if unauthorized GDMs attempt
to learn from the watermarked images, they are likely to
learn the watermarks before the original data distribution.

Leveraging pattern uniformity, DiffusionShield designs a block-
wise strategy to divide the watermarks into a sequence of
basic patches, and a user has a specific sequence of basic
patches which forms a watermark applied on all his/her im-
ages and encodes the copyright message. The watermark
will repeatedly appear in the training set of GDMs, and
thus makes it reproducible and detectable. In the case of
multiple users, each user will have his/her own watermark
pattern based on the encoded message. Furthermore, Dif-
fusionShield introduces a joint optimization method for ba-
sic patches and watermark detectors to enhance each other,
which achieves a smaller budget and higher accuracy. In
addition, once the watermarks are obtained, DiffusionShield
does not require re-training when there is an influx of new
users and images, indicating its flexibility to accommodate
multiple users. In summary, with the enhanced pattern uni-
formity in blockwise strategy and joint optimization, we can
successfully secure the data copyright against infringement
by GDMs.

2. RELATED WORK

Generative Diffusion Models. Recently, GDMs have
made significant strides. A breakthrough in GDMs is achieved
by DDPM [19], which demonstrates great superiority in gen-
erating high-quality images. The work of [12] further ad-
vances the field by eliminating the need for classifiers in the
training process. [27] presents Denoising Diffusion Implicit
Models (DDIMs), a variant of GDMs with improved effi-
ciency in sampling. Besides, techniques such as [24] achieve
high-resolution image synthesis and text-to-image synthesis.
These advancements underscore the growing popularity and
efficacy of GDM-based techniques.

To train GDMs, many existing methods rely on collecting a
significant amount of training data from public resources [7,
34, 9]. However, there is a concern that if a GDM is trained
on copyrighted material and produces outputs similar to the
original copyrighted works, it could potentially infringe on
the copyright owner’s rights. This issue has already garnered
public attention [30], and our paper focuses on mitigating
this risk by employing a watermarking technique to detect
copyright infringements.

Image Watermarking. Image watermarking involves em-
bedding invisible information into the carrier images and
is commonly used to identify ownership of the copyright.
Traditional watermarking techniques include spatial domain
methods and frequency domain methods [5, 18, 26]. These
techniques embed watermark information by modifying the
pixel values [5], frequency coefficients [18], or both [26, 14].
Recently, various digital watermarking approaches based on
Deep Neural Networks (DNNs) have been proposed. For ex-
ample, [44] uses an autoencoder-based network architecture,
while [40] designs a GAN for watemrark. Those techniques

are then generalized to photographs [28] and videos [32].
Notably, there are existing studies focusing on watermark-
ing generative neural networks, such as GANs [8] and image
processing networks [25]. Their goal is to safeguard the in-
tellectual property (IP) of generative models and generated
images, while our method is specifically designed for safe-
guarding the copyright of data against potential infringement
by these GDMs. To accomplish their goals, the works [33,
35, 42, 37] embed imperceptible watermarks into every out-
put of a generative model, enabling the defender to deter-
mine whether an image was generated by a specific model or
not. Various approaches have been employed to inject water-
marks, including reformulating the training objectives of the
generative models [33], modifying the model’s training data
[35, 42], or directly conducting watermark embedding to the
output images before they are presented to end-users [37].

3. METHOD

In this section, we first formally define the problem and
the key notations. Next, we show that the “pattern unifor-
mity” is a key factor for the watermark of generated sam-
ples. Based on this, we introduce two essential components
of our method, DiffusionShield, i.e., (i) blockwise watermark
with pattern uniformity and (ii) joint optimization, and then
provide theoretic analysis of pattern uniformity.

3.1 Problem Statement

Audit stage:

Protection stage:
Auditing infringement
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Figure 2: An overview of watermarking with two stages.

In this work, we consider two roles: (1) a data owner
who holds the copyright of the data, releases the data solely
for public browsing, and aspires to protect them from being
replicated by GDMs, and (2) a data offender who employs
a GDM on the released data to learn the creative works
and infringe the copyright. Besides, since data are often
collected from multiple sources to train GDMs in reality, we
also consider a scenario where multiple owners protect their
copyright against GDMs by encoding their own copyright
information into watermarks. We first define the one-owner
case, and then extend to the multiple-owner case:
Protection for one-owner case. An image owner aims to
release n images, {X1:n}, strictly for browsing. Each image
X ; has a shape of (U, V) where U and V are the height and
width, respectively. As shown in Figure 2, the protection
process generally comprises two stages: 1) a protection stage
when the owner encodes the copyright information into the
invisible watermark and adds it to the protected data; and
2) an audit stage when the owner examines whether a gen-
erated sample infringes upon their data. In the following,
we introduce crucial definitions and notations.

(1) The protection stage happens before the owner releases
{X1:n} to the public. To protect the copyright, the owner



encodes the copyright message M into each of the invisible
watermarks {Wi.,}, and adds W, into X; to get a pro-
tected data X'i = X, +W,. M contains information like
texts that can signify the owners’ unique copyright. The
images X,; and X appear similar in human eyes with a
small watermark budget |[W,||, < e. Instead of releasing
{X1.n}, the owner releases the protected {X1.,} for public
browsing.

(2) The audit stage refers to that the owner finds suspi-
cious images which potentially offend the copyright of their
images, and they scrutinize whether these images are gen-
erated from their released data. We assume that the data
offender collects a dataset {X9 ,} that contains the pro-
tected images {X 1.}, ie. {Xin} C {XY\} where N is
the total number of both protected and unprotected images
( N > n). The data offender then trains a GDM, G, from
scratch to generate images, Xg. If X g contains the copy-
right information of the data owner, once Xg is inputted
to a decoder D, the copyright message should be decoded
by D.

Protection for multi-owner case. When there are K
owners to protect their distinct data, we denote their sets of
images as {X%.,} where k = 1,..., K. Following the method-
ology of one-owner case, each owner can re-use the same en-
coding process and decoder to encode and decode distinct
messages in different watermarks, W¥, which signifies their
specific copyright messages M¥*. The protected version of

images is denoted by X f = X% + WP, Then the protected
images, {X If:n}, can be released by their respective owners

for public browsing, ensuring their copyright is maintained.
More details about the two cases are shown in Appendix A.

3.2 Pattern Uniformity

In this subsection, we uncover one important factor “pat-
tern uniformity” which could be an important reason for
the failure of existing watermark techniques. Previous stud-
ies [25, 29, 6] observe that GDMs tend to learn data samples
from high probability density regions in the data space and
ignore the low probability density regions. However, many
existing watermarks such as FRQ [18] and HiDDeN [44] can
only generate distinct watermarks for different data sam-
ples. Since their generated watermarks are dispersed, these
watermarks cannot be effectively extracted and learned.
Observing the above, we formally define the “pattern uni-
formity” as the consistency of different watermarks injected
for different samples:

1 W,
Z=1-= — Woean|| (1)
ng W, .
1<~ W,
where W ean = — .
n 2 W,

The notation Z corresponds to the standard deviation of
normalized watermarks. We further conduct experiments
to illustrate the importance of this “pattern uniformity”.
In the experiment shown in Figure 3, we test the ability of
DDPM in learning watermarks with different pattern unifor-
mity. The watermarks W ; are random pictures whose pixel
value is re-scaled by the budget o, and the watermarked
images are X; = X; + o x W,;. More details about the
settings for this watermark and the detector can be found
in Appendix D.1.
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Figure 3: Uniformity vs. watermark detection rate.

Figure 3 illustrates a positive correlation between watermark
detection rate in the GDM-generated images and pattern
uniformity, which implies that pattern uniformity improves
watermark reproduction. Based on pattern uniformity, in
Section 3.3 and 3.4, we introduce how to design Diffusion-
Shield, and in Section 3.5, we provide a theoretic analysis of
the pattern uniformity based on two examples to justify that
the watermarks will be first learned prior to other sparse
hidden features and, thus, provide an effective protection.

3.3 Watermarks and Decoding Watermarks

In this subsection, we introduce our proposed approach, re-
ferred as DiffusionShield. This model is designed to resolve the
problem of inadequate reproduction of prior watermarking
approaches in generated images. It adopts a blockwise wa-
termarking approach to augment pattern uniformity, which
improves the reproduction of watermarks in generated im-
ages and enhances flexibility.

Blockwise watermarks. In DiffusionShield, to strengthen
the pattern uniformity in {W.,}, we use the same water-
mark W for each X ; from the same owner. The sequence of
basic patches encodes the textual copyright message M of
the owner. In detail, M is first converted into a sequence
of binary numbers by predefined rules such as ASCII. To
condense the sequence’s length, we convert the binary se-
quence into a B-nary sequence, denoted as {bi.m }, where m
is the message length and B-nary denotes different numeral
systems like quarternary (B = 4) and octal (B = 8). Ac-
cordingly, DiffusionShield partitions the whole watermark W
into a sequence of m patches, {w1.m }, to represent {b1.m}.
Each patch is chosen from a candidate set of basic patch
{w™ B} The set {w*P)} has B basic patch candidates
with a shape (u,v), which represent different values of the
B-nary bits. The sequence of {w1i.} denotes the B-nary
bits {b1.m} derived from M.

For example, in Figure 4, we have 4 patches (B = 4), and
each of the patches has a unique pattern which represents
0, 1, 2, and 3. To encode the copyright message M =
“Owned by XXX” (as an example, where M can be any
arbitrary message), we first convert it into binary sequence
“01001111 01110111...” based on ASCII, and transfer it
into quarternary sequence {bi.m}, “103313131232...”. (The
sequence length m should be less or equal to 8 x 8, since there
are only 8 x 8 patches in Figure 4.) Then we concatenate
these basic patches in the order of {b1.m } for the complete
watermark W and add W to each image from the data
owner. Once the offender uses GDMs to learn from it, the
watermarks will appear in generated images, serving as an



Figure 4: An 8 x 8 sequence of basic patches encoded with
message “103313131...”. Different patterns represent differ-
ent basic patches.

evidence of infringement.

Decoding the watermarks. DiffusionShield employs a de-
coder Dy by classification in patches, where 0 is the pa-
rameters. Dy can classify w; into a bit b;. The decoder
Dy accepts a watermarked image block, x; + w;, as input
and outputs the bit value of w;, i.e., b; = Do(x; + w;).
The suspect generated image is partitioned into a sequence
{(x + w)1.m}, and then is classified into {b1.m} = {De(x; +
w;)|i = 1,...,m} in a patch-by-patch manner. If {b1.} is
the B-nary message that we embed into the watermark, we
can accurately identify the owner of the data, and reveal the
infringement.

Remarks. Since we assign the same watermark W to each
image of one user, the designed watermark evidently has
higher uniformity. Besides, DiffusionShield shows remarkable
flexibility when applied to multiple-owner scenarios as basic
patches and decoder can be reused by new owners.

3.4 Jointly Optimize Watermark and Decoder

While pattern uniformity facilitates the reproduction of wa-
termarks in GDM-generated images, it does not guarantee
the detection performance of the decoder Dy. Therefore, we
further propose a joint optimization method to search for
the optimal basic patch patterns and obtain the optimized
detection decoder simultaneously. Ideally, the basic patches
and the decoder should satisfy:

b =Dy(p+w?) for Vie {1,2,..., B}, (2)
where w is one of the B basic patch candidates, b® is
the correct label for w<i), and p can be a random block
with the same shape as w® cropped from any image. The
ideal decoder, capable of accurately predicting all the water-
marked blocks, ensures that all embedded information can
be decoded from the watermark. To increase the detection
performance, we simultaneously optimize the basic patches
and the decoder using the following bi-level objective:

. . B i i i
iy B[, e (0 o), )] . 1 <

where Lcg is the cross-entropy loss for the classification.
The I budget is constrained by €. To reduce the number
of categories of basic patches, we set w™ = 0, which means
that the blocks without watermark should be classified as

b = 1. Thus, the bi-level optimization can be rewritten as:

0* — argemin E [Zil Lcg (De (er w(i)) 7b(i))]

(3 oe (P (p+w®) )
Q

The upper-level objective aims to increase the performance
of Dy, while the lower-level objective optimizes the basic
patches to facilitate their detection by the decoder. By the
two levels of objectives, the basic patches and decoder po-
tentially promote each other to achieve higher accuracy on
a smaller budget. To ensure basic patches can be adapted
to various image blocks and increase their flexibility, we use
randomly cropped image blocks as the host images in the
training process of basic patches and decoders. More details
about the algorithm can be found in Appendix B.

w B = argmin E

w(2:B)

stfw? e < e

3.5 Theoretic Analysis of Pattern Uniformity

In this subsection, we provide theoretic analysis with two
examples, a linear regression model for supervised task, and
a multilayer perceptron (MLP) with a general loss function
(which can be a generation task), to justify that water-
marks with pattern uniformity are stronger than other fea-
tures, and machine learning models can learn features from
watermarks earlier and more easily regardless of the type of
tasks. Following the same idea, DiffusionShield provides an
effective protection since GDMs have to learn watermarks
first if they want to learn from protected images.

For both examples, we use the same assumption for the fea-
tures in the watermarked dataset. For simplicity, we assume
the identical watermark is added onto each sample in the
dataset. We impose the following data assumption, which is
extended from the existing sparse coding model [20, 17, 2].

Assumption 3.1 (Sparse coding model with watermark).
The observed data is Z = MS, where M € R**? s
a unitary matrix, and S = (81,82, - ,sd)T € R? is the
hidden feature composed of d sparse features:

P(s; #0) = p,and 82 = O(1/pd) when s; #0. (4)

|| -]l is L2 norm. For Vi € [d], E[s;] = 0. The watermarked
datais Z = M S +4, and § is a constant watermark vector
for all the data samples because of pattern uniformity.

For the linear regression task, ¥ = 88 + € is the ground
truth label, where € ~ N(0,0?) is the noise and 3; = ©(1)
so that Y2 = O,(1). We represent the linear regression

o 5T -
model as Y = Z w, using the watermark data Z, where
w € RY™? is the parameter to learn. The mean square error
(MSE) loss for linear regression task can be represented as

Liw)=(Z w—-8T8-¢?>

Given the above problem setup, we have following result:
Consider the initial stage of the training, i.e., w is initialized
with w,; "& N(0,1). With Assumption 3.1, the gradient,
with respect to w, of MSE loss for the linear regression
model given infinite samples can be derived as

oL
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where E [A(.S)] is the hidden term that contains the gradient
terms from hidden features, and E [B(d)] is the watermark
term that contains the gradient terms from the watermark.
There are three observations. First, watermark is learned
prior to other hidden features after initialization. If ||8|| >
1/\/3 , then with high probability w.r.t. the initialization,
E||B(38)|| > E||A(S)||, and E||B(d)]|| is maximized with the
best uniformity. Second, since ||8]] < 1/+/pd, the water-
mark & will be much smaller than any active hidden feature.
Finally, when the training converges, the final trained model
does not forget d. (The proof is in Appendix C.1.)

In addition to the linear regression task, we extend our anal-
ysis to neural networks with a general loss to further explain
the feasibility of the intuition for a generative task. We fol-
low Assumption 3.1 and give the toy example for neural
networks: We use an MLP with Z as input to fit a general
loss L(W, Z). The loss L(W, Z) can be a classification or
generation task. The notation W is the parameter of it,
and W, is the first layer of W. Under mild assumptions,
we can derive the gradient with respect to each neuron in
W; into hidden feature term and watermark term as Eq. 5.
When 1/vd < ||8| < 1/+/pd, the watermark term will
have more influence and be learned prior to other hidden
features in the first layer even though the watermark has a
much smaller norm than each active hidden feature. (The
proof can be found in Appendix C.2.)

With the theoretical analysis in the above two examples, we
justify that the watermark with high pattern uniformity is
easier/earlier to be learned than other sparse hidden fea-
tures. It suggests if the authorized people use GDM to
learn from the protected images, the GDM will first learn
the watermarks before the data distribution. Therefore, our
method can provide an effective protection agaist GDM. We
also provide empirical evidence to support this analysis in
Appendix C.3.

4. EXPERIMENT

In this section, we assess the efficacy of DiffusionShield across
various budgets, datasets, and protection scenarios. We first
introduce our experimental setups in Section 4.1. In Sec-
tion 4.2, we evaluate the watermark’s performance in terms
of its accuracy and invisibility. Then we investigate the wa-
termark’s flexibility and efficacy in multiple-user cases, the
impact of budget and watermark rate, the watermark’s gen-
eralization to fine-tuning GDMs, capacity for message length
and robustness, from Section 4.3 to 4.7. We also evaluate
the quality of generated images and in Appendix F.4.

4.1 Experimental Settings

Datasets, baselines and GDM. We conduct the exper-
iments using four datasets and compare DiffusionShield with
four baseline methods. The datasets include CIFAR10 and
CIFAR100, both with (U, V') = (32,32), STL10 with (U, V) =
(64,64) and ImageNet-20 with (U,V) = (256,256). The
baseline methods include Image Blending (IB) which is a
simplified version of DiffusionShield without joint optimiza-
tion, DWT-DCT-SVD based watermarking in the frequency
domain (FRQ) [18], HiDDeN [44], and DeepFake Finger-
print Detection (DFD) [35] (which is designed for DeepFake
Detection and adapted to our data protection goal). In the
audit stage, we use the improved DDPM [19] as the GDM to
train on watermarked data. More details about the baselines

are shown in Appendix D.4.

Evaluation metrics. In our experiments, we generate T'
images from each GDM and decode copyright messages from
them. We compare the effectiveness of watermarks in terms
of their invisibility, the decoding performance, and the ca-
pacity to embed longer messages:

e (Perturbation) Budget. We use the LPIPS [39]
metric together with I3 and l differences to measure
the visual discrepancies between the original and wa-
termarked images. The lower values of these metrics
indicate better invisibility.

e (Detection) Accuracy. Following [35] and [43], we
apply bit accuracy to evaluate the correctness of de-
tected messages encoded. To compute bit accuracy, we
transform the ground truth B-nary message {bi.m}
and the decoded {b1.,} back into binary messages

{blim 1o, 5} and {B;:mlong}. The bit accuracy for
one watermark is

m logy B

. _ 1 , Y
Bit-Acc = 7777, 10g2 B ; 1 (bl:m10g2 B — bl:mlogz B) .
The worst bit accuracy is expected to be 50%, which
is equivalent to random guessing.

e Message length. The length of the encoded message
reflects the capacity of encoding. To ensure the ac-
curacy of FRQ and HiDDeN, we use a 16-bit and a
32-bit message for CIFAR images and a 64-bit one for
STL10. For others, we encode 128 bits into CIFAR,
512 bits into STL10 and 256 bits into ImageNet.

Implementation details. We set (u,v) = (4,4) as the
shape of the basic patches and set B = 4 for quarternary
messages. We use ResNet [10] as the decoder to classify
different basic patches. For the joint optimization, we use
5-step PGD [16] with I < € to update the basic patches
and use SGD to optimize the decoder. As mentioned in
Section 3.1, the data offender may collect and train the wa-
termarked images and non-watermarked images together to
train GDMs. Hence, in all the datasets, we designate one
random class of images as watermarked images, while treat-
ing other classes as unprotected images. To generate images
of the protected class, we either 1) use a class-conditional
GDM to generate images from the specified class, or 2) ap-
ply a classifier to filter images of the protected class from the
unconditional GDM’s output. The bit accuracy on uncon-
ditionally generated images may be lower than that of the
conditional generated images since object classifiers cannot
achieve 100% accuracy. In the joint optimization, we use
SGD with 0.01 learning rate and 5 x 10~* weight decay to
train the decoder and we use 5-step PGD with step size to
be 1/10 of the Lo budget to train the basic patches. More
details are presented in Appendix D.3.

4.2 Results on Protection Performance

In this subsection, we show that DiffusionShield provides pro-
tection with high bit accuracy and good invisibility in Ta-
ble 1. We compare on two groups of images: (1) the origi-
nally released images with watermarks (Released) and (2)
the generated images from class-conditional GDM or uncon-
ditional GDM trained on watermarked data (Cond. and
Uncond.). Based on Table 1, we can see:



Table 1: Bit accuracy (%) and budget of the watermark

| 1B FRQ HiDDeN DFD | DiffusionShield (ours)

loo 7/255 13/255 65/255 28/255 | 1/255  2/255  4/255 8/255

Budget I 0.52 0.70 2.65 1.21 0.18 0.36 0.72 1.43

LPIPS | 0.01582 0.01790 0.14924 0.07095 | 0.00005 0.00020  0.00120  0.01470

CIFAR10 Released | 87.2767 99.7875 99.0734  95.7763 | 99.6955 99.9466  99.9909  99.9933
Accuracy Cond. | 87.4840 57.7469 98.9250 93.5703 | 99.8992 99.9945 100.0000  99.9996

Uncond. | 81.4839 55.6907 97.1536 89.1977 | 93.8186 95.0618  96.8904  96.0877

Pattern Uniformity | 0.963  0.056  0.260  0.236 | 0974  0.971 0.964 0.954

I 7/255  14/255  75/255 44/255 | 1/255  2/255  4/255 8/255

Budget I 0.52 0.69 3.80 1.58 0.18 0.36 0.72 1.43

LPIPS | 0.00840 0.00641 0.16677 0.03563 | 0.00009 0.00013  0.00134  0.00672

CIFAR100 Released | 84.6156 99.5250 99.7000 96.1297 | 99.5547 99.9207  99.9797  99.9922
Accuracy Cond. | 54.3406 54.4438 95.8640 90.5828 | 52.0078 64.3563  99.8000  99.9984

Uncond. | 52.6963 54.6370 81.9852 79.0234 | 52.9576 53.1436  85.7057  91.2946

Pattern Uniformity | 0.822  0.107 0161 0180 | 0.854  0.855 0.836 0.816

I 8/255  14/255 119/255 36/255 | 1/255  2/255  4/255 8/255

Budget I 1.09 1.40 7.28 2.16 0.38 0.76 1.51 3.00

LPIPS | 0.06947 0.02341 0.32095 0.09174 | 0.00026 0.00137  0.00817  0.03428

STL10 Released | 92.5805 99.5750 97.2769 94.2813 | 99.4969 99.9449  99.9762  99.9926
Accuracy Cond. | 96.0541 54.3945 96.5164 94.7236 | 95.4848 99.8164  99.8%83  99.9828

Uncond. | 89.2259 56.3038 91.3919 91.8919 | 82.5841 93.4693 96.1360  95.0586

Pattern Uniformity | 0.895 0.071 0.155 0.203 | 0.924 0.921 0.915 0.907

loo R 20/255 139/255 88/255 | 1/255  2/255  4/255 8/255

Budget I : 5.60 25.65  21.68 1.17 2.33 464 9.12

LPIPS : 0.08480  0.44775 0.30339 | 0.00019 0.00125  0.00661  0.17555
ImageNet-20 Accuracy Released - 99.8960  98.0625  99.3554 | 99.9375  99.9970  99.9993  100.0000
Y Cond. - 50.6090 98.2500 81.3232 | 53.6865 53.7597  99.9524  100.0000

Pattern Uniformity | - 0.061 0033 0041 | 0941  0.930 0.908 0.885

First, DiffusionShield can protect the images with the high-
est bit accuracy and the lowest budget among all the meth-
ods. For example, on CIFAR10 and STL10, with all the
budgets from 1/255 to 8/255, DiffusionShield achieves almost
100% bit accuracy on released images and conditionally gen-
erated images, which is better than all the baseline methods.
Even constrained by the smallest budget with an [, norm
of 1/255, DiffusionShield still achieves a high successful repro-
duction rate. On CIFAR100 and ImageNet, DiffusionShield
with an lo budget of 4/255 achieves a higher bit accuracy
in generated images with a much lower [ difference and
LPIPS than baseline methods. For baselines, FRQ cannot
be reproduced by GDM, while HiDDeN and DFD require
a much larger perturbation budget over DiffusionShield (Im-
age examples are shown in Appendix E). The accuracy of
IB is much worse than the DiffusionShield with 1/255 bud-
get on CIFAR10 and STL10. To explain IB, without joint
optimization, the decoder cannot perform well on released
images and thus cannot guarantee its accuracy on generated
images, indicating the importance of joint optimization. To
further illustrate the invisibility of DiffusionShield, we demon-
strate a visualization of its impact on the image feature space
in Appendix G. It clearly shows that our method introduces
negligible alterations to images’ features.

Second, enforcing pattern uniformity can promote the re-
production of watermarks in generated images. In Table 1,
we can see that the bit accuracy of the conditionally gener-
ated images watermarked by DiffusionShield is as high as that
of released images with a proper budget. In addition to Dif-
fusionShield, IB’s accuracy in released data and conditionally

generated data are also similar. This is because IB is a sim-
plified version of our method without joint optimization and
also has high pattern uniformity. In contrast, other methods
without pattern uniformity all suffer from a drop of accuracy
from released images to conditionally generated images, es-
pecially FRQ, which has pattern uniformity lower than 0.11
and an accuracy level on par with a random guess. This im-
plies that the decoded information in watermarks with high
pattern uniformity (e.g., IB and ours in CIFAR10 are higher
than 0.95) does not change much from released images to
generated images and the watermarks can be exactly and
easily captured by GDM. Notably, the performance drop on
CIFAR100 and ImageNet in 1/255 and 2/255 is also par-
tially due to the low watermark rate. In fact, both a small
budget and a low watermark rate can hurt the reproduc-
tion of watermarks in generated images. We provide further
analysis on the influence of budget and watermark rate in
Section 4.3

In addition to the four baselines, we have also compared Dif-
fusionShield with three other watermarking approaches, i.e.,
IGA [36], MBRS [13], and CIN [15]. Overall, DiffusionShield
still demonstrates a better trade-off between bit accuracy
and budget compared to the other methods. The compari-
son results can be found in Appendix F.1.

4.3 Flexibility and Efficacy in Multiple-user
Case

In this subsection, we demonstrate that DiffusionShield is flex-

ible to be transferred to new users while maintaining good

protection against GDMs. We assume that multiple copy-



Table 2: Average bit accuracy (%) across different numbers
of copyright owners (on class-conditional GDM).

owners CIFAR-10 CIFAR-100

1 100.0000 99.8000
4 99.9986 99.9898
10 99.9993 99.9986

right owners are using DiffusionShield to protect their images,
and different copyright messages should be encoded into the
images from different copyright owners. In Table 2, we use
one class in the dataset as the first owner and the other
classes as the new owners. The basic patches (with 4/255
s budget) and decoder are optimized on the first class and
re-used to protect the new classes. Images within the same
class have the same message embedded, while images from
different classes have distinct messages embedded in them.
After reordering the basic patches for different messages,
transferring from one class to the other classes does not take
any additional calculation, and is efficient. We train class-
conditional GDM on all of the protected data and get the
average bit accuracy across classes. As shown in Table 2,
on both CIFAR10 and CIFAR100, when we reorder the ba-
sic patches to protect the other 3 classes or 9 classes, the
protection performance is almost the same as the one class
case, with bit accuracy all close to 100%. Besides flexibility,
our watermarks can protect each of the multiple users and
can distinguish them clearly even when their data are mixed
by the data offender.

4.4 TImpact of Budget and Watermark Rate
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Figure 5: The change of bit accuracy under different budgets

As mentioned in Section 4.2, the watermark reproduction
in generated images is highly influenced by the budget and
watermark rate. In this subsection, we provide more analysis
on the impact of this two aspects.

Impact of Budget. In Figure 5, we follow the same set-
ting in Section 3.2 and show the change of bit accuracy when
adopting different budgets and using watermark with differ-
ent levels of pattern uniformity. From the figure, we can
see that with the same uniformity, the watermark detection
accuracy increase as the budget increases, indicating that
a larger budget can enhance the watermark’s reproduction
on generated images. This can also be validated by the re-
sults in Table 4.2 that the bit accuracy of budget 1/255 and
2/255 on CIFARI100 is lower than that of 4/255 and 8/255.

Meanwhile, the results in Figure 5 also indicates that with
a higher pattern uniformity, the bit accuracy of the water-
mark detection is also higher, which is consistent with the
analysis in Section 3.2.

Impact of Watermark Rate. In Figure 6, we show the
bit accuracy of DiffusionShield while controlling the propor-
tion of the watermarked images in the training set of GDM.
From the figure, we can see that the bit accuracy rises from
around 53% to almost 100% when the watermark rate in-
creases from 0.05% to 10%, indicating that the degree of
watermark reproduction is greatly affected by the water-
mark rate. Nevertheless, even with a watermark rate as low
as 5%, DiffusionShield can achieve effective protection with a
bit accuracy higher than 90%.

In addition to the single-owner scenario, in Figure 7, we
check the performance of DiffusionShield across different num-
bers of users, given a small watermark rate and a low budget
for each user. Notably, although each user has a distinct wa-
termark message, they use the same set of basic patches to
form the watermark. This potentially enhances the repro-
ducibility of watermark by ensuring a high frequency of iden-
tical watermark patches throughout the entire GDM train-
ing set. In the experiments of Figure 7, we consider that
there are K owners and the images of each owner compose
1% of the collected training data. From the figure we can
see that, as the number of owners increases from 1 to 20,
the average accuracy increases from around 64% to nearly
100%. This observation suggests that, despite the challenges
posed by low watermark rates and limited budgets, apply-
ing DiffusionShield in a multi-user scenario results in strong
performance.
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Figure 6: The change of bit accuracy with different water-
mark rates (budget=1/255)
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Figure 7: The change of bit accuracy with different numbers
of copyright owners (budget=2/255)



4.5 Generalization to Fine-tuning GDMs

In this subsection, we test the performance of our method
when generalized to the fine-tuning GDMs [24], which is
also a common strategy for learning and generating images.
Fine-tuning is a more difficult task compared to the training-
from-scratch setting because fine-tuning only changes the
GDM parameters to a limited extent. This change may
be not sufficient to learn all the features in the fine-tuned
dataset, therefore, the priority by pattern uniformity be-
comes even more important. To better generalize our method
to the fine-tuning case, we enhance the uniformity in hid-
den space instead of pixel space, and limit /2 norm instead
of loo norm. More details of fine-tuning and its experiment
settings can be found in Appendix D.6. We assume that the
data offender fine-tunes Stable Diffusion [24] to learn the
style of pokemon-blip-captions dataset [21]. In Table 3, we
compare the budget and bit accuracy of our method with
three baselines. The observation is similar to that in Ta-
ble 1. Although FRQ has a lower budget than ours, the bit
accuracy on generated images is much worse. DFD has bit
accuracy of 90.31%, but the budget is three times of ours.
HiDDeN is worse than ours in both budget and bit accu-
racy. We further investigate the impact of the watermark
on the hidden space in Appendix G, which aligns with the
metrics presented in Table 3. In summary, our method has
the highest accuracy in both released and generated data.

Table 3: Bit Acc. (%) in fine-tuning.

FRQ DFD HiDDeN Ours

l2 8.95 61.30 63.40 21.22
Released  88.86 99.20 89.48 99.50
Generated 57.13 90.31 60.16 92.88

4.6 Capacity for Message Length
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Figure 8: Bit acc. and Iz of different message lengths

The capacity of embedding longer messages is important for
watermarking methods since encoding more information can
provide more conclusive evidence of infringement. In this
subsection, we show the superiority of DiffusionShield over
other methods in achieving high watermark capacity. Fig-
ure 8 shows the bit accuracy and l2 budgets of watermarks
with different message lengths on the released protected im-
ages in CIFAR10. In Figure 8(a), we can see that HIDDeN
consistently requires a large budget across varying message
lengths, and its accuracy diminishes to 77% at 128 bits.
Conversely, DiffusionShield maintains nearly 100% accuracy
at 128 bits, even with a much smaller budget. Similarly,

Table 4: Bit Acc. (%) under corruptions

DFD HiDDeN Ours

No corrupt 93.57 98.93 99.99
Gaussian noise 68.63 83.59 81.93
Low-pass filter 88.94 81.05 99.86
Greyscale 50.82 97.81 99.81
JPEG comp. 62.52 74.84 94.45
Resize (Larger)  93.20 79.69 99.99
Resize (Smaller) 92.38 83.13 99.30
Wm. removal 91.11 82.20 99.95

in Figure 8(b), ours maintains longer capacity with better
accuracy and budget than DFD. This indicate that Diffusion-
Shield has much greater capacity than HiDDeN and DFD and
can maintain good performance even with increased message
lengths.

4.7 Robustness of DiffusionShield

Robustness of watermarks is important since there is a risk
that the watermarks may be distorted by disturbances, such
as image corruption due to deliberate post-processing ac-
tivities during the images’ circulation, the application of
speeding-up sampling methods in the GDM [27], or different
training hyper-parameters used to train GDM. This subsec-
tion demonstrate that DiffusionShield is robust in accuracy
on generated images when corrupted. In Appendix F.2 and
F.3, we show similar conclusions when sampling procedure
is fastened and hyper-parameters are changed.

We consider Gaussian noise, low-pass filter, greyscale, JPEG
compression, resizing, and the watermark removal attack
proposed by [41] to test the robustness of DiffusionShield against
image corruptions. Details about the severity of the cor-
ruptions are shown in Appendix D.5. Different from the
previous experiments, during the protection stage, we aug-
ment our method by incorporating corruptions into the joint
optimization. Each corruption is employed after the basic
patches are added to the images. Table 4 shows the bit accu-
racy of DiffusionShield (with 8/255 I, budget) on corrupted
generated images. It maintains accuracy above 99.8% under
Greyscale, low-pass filter, resizing to larger size and water-
mark removal attack, nearly matching the accuracy achieved
without corruption. In other corruptions, our method per-
forms better than baselines except HiDDeN in Gaussian
noise. In contrast, DFD has a significant reduce in Gaus-
sian noise, Greyscale and JPEG compression, and HiDDeN
shows a poor performance under low-pass filter and JPEG
Compression. From these results, we can see that Diffusion-
Shield is robust against image corruptions.

S. CONCLUSION

In this paper, we introduce DiffusionShield, a watermark to
protect data copyright, which is motivated by our observa-
tion that the pattern uniformity can effectively assist the
watermark to be captured by GDMs. By enhancing pattern
uniformity and leveraging a joint optimization method, Dif-
fusionShield successfully secures copyright with better accu-
racy and a smaller budget. Theoretic analysis and empirical
results demonstrate the superior performance of Diffusion-
Shield.
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APPENDIX

A. WATERMARKING PROTECTION FOR
MULTIPLE COPYRIGHT OWNERS

As shown in Algorithm 1, to extend the protection from the
one-owner case to the multiple-owner case, we first build the
watermark protection for one owner and get the correspond-
ing watermark decoder Dy (line 1). Then we use the same
procedure (that can be decoded by D) to watermark all the
images from other owners (lines 2 to 4).

Algorithm 1 Watermark protection for multiple copyright
owners

Input: The number of distinct sets of images to protect, K.
Distinct sets, {X’fn} and different copyright messages
for different owners M*, where k =1,2,3, ..., K.

Output: Watermarked images {X’f:n}, where k =

1,2,3,..., K and the watermark decoder Dy.

: {Xin}g Dg + OneOwnerCaseProtection({X1.,}, M*")

: for k=2 to K do

{X ..} < ReuseEncodingProcess({X*%.,}, M*)

: end for _ .

: return {X 1., }, k=1,2,3,..., K and Dy.

TUR W N e

B. ALGORITHM

As shown in Algorithm 2, the joint optimization is numer-
ically solved by alternately training on the two levels. Ev-
ery batch is first watermarked and trained on the classifier
for upper level objective by gradient descent (line 4 to 6),
and then optimized on basic patches for lower level objec-
tive by 5-step PGD (line 7 to 9). With the joint optimized
basic patches and classifier, we can obtain a robust water-
mark that can encode different ownership information with
a small change on the protected data. This watermark can
be easily captured by the diffusion model and is effective
for tracking data usage and copyright protection. The clean
images { X 1. } for input of the algorithm is not necessary to
be the images that we want to protect. The random cropped
image blocks can help the basic patches to fit different image
blocks and then increase the flexibility.

C. THEORETIC ANALYSIS ON TWO EX-
AMPLES

In this section, we use two examples, linear regression model
and MLP, to show that watermarks with high pattern uni-
formity can be a stronger feature than others and can be
learned easier/earlier than other features. We use MSE as
the loss of linear regression and use a general loss in MLP to
discuss a general case. We provide the theoretical examples
in the two examples to explain that the watermarks with
pattern uniformity can be learned prior to other features in
the optimization starting at the initialized model.

C.1 Linear regression

Proof of Example 3.5. To reduce the loss by gradient de-

Algorithm 2 Joint optimization on {w**®)} and Dy

(1)33)}, clean images
{X1.n}, upper and lower level objectives in Eq. 3,
Lupper, Liower, watermark budget e, decoder learning
rate r, batch size bs, PGD step a and epoch E.

Output: Optimal {w**)*} and ¢*.

1: step <0
2: for epoch=1 to E do
3: for Batch from {X1.,} do

Input: Initialized basic patches {'wg

4: {P1.s} + RandomCropBlock(Batch)
5: {w1:ps}, {b1:6s} « Rand_Perm ({wgifg>}7 bs)
6: 0  SGD(IEL Lrover (pitwibi ) )
7 for 1to5 do
. N L (e
asign( ox}" ﬁlowczz(:’g)*'wi’biﬁ) ))
(step)
9: end for
10: step < step + 1

11: end for ()
12: return {w ;. } and 6.
13: end for

scent, we derive the gradient of L with respect to w:

E[‘ﬂ ®

ow

NZ'w—-ST3- 6)2}
aw
— 9E [Z(ZTW _s'g- e)]
— 9K [Z(ZTW)] —9E [Z(s% + e)]
- [(Ms +8)(MS + 6)Tw] —9E [(Ms +6)(STB+ e)]
= 2(E [MSS"M| +E [86"|)w

—2(E[MSSTB| +E[6578]) — 2E[(MS + 8)e]
= 2(E[MSSTMT| +E (867 )w— 28 [MSSTB].
(6)

In the above gradient, we separate the hidden feature term
according to whether it contains w to make the comparison
with terms with and without w in watermark term.

For (E[MSS"M"] +E[66])w, we transform the gradi-
ent by M T to compare the influence on S by each dimension
8;. The norm of the two terms are

(MT]E [MSSTMT] w)i = (IE [SST] MTw)i

o(Gmw])

“o (1),

= | [s67w] | = IEL8111 < O (I8l = O (
8)

and

forsfos7

161I) -



When ||8]| > 1/v/d, the norm of the watermark term in
Eq. 8 is larger than the gradient term from each hidden fea-
ture in Eq. 7, which means the watermark feature is learned
prior to other hidden features in the first optimization step
after model is random initialized.

Similarly, for the rest part in the gradient of Eq. 6, we have

(MTE [MSSTﬁDi -0 (é (Idﬁ)i) -0 (%@-) - O(S)D .

When ||8]| > 1/V/d, the watermark term in Eq. 8 will have
a larger norm than Eq. 9 and the watermark feature can be
learned prior to other features.

Combining the other side, when 1/v/d < ||8|| < 1/v/pd, be-
cause of pattern uniformity, the watermark will have more
influence and be learned prior to other hidden features af-
ter random initialization even though the watermark has a
much smaller norm than each active hidden feature.

On the other hand, assume the watermark § has a worse
pattern uniformity, and § is independent with Z. Then the
sum of all eigenvalues \;(E[88"]) is unchanged, i.e.,

S N(ESST]) = tr (E[JJT}) — Etr[68"] = E||6>.

However, since § is random, there are more \;s which are
not zero. Consequently, if we look at the HIE [66TW] ||, we
study

Ew |25 657 w] H2 = ir (E[66"|E657)) = S AES ),

and then we can find that the average HIE [65TW} H becomes
smaller.

On the other hand, it is also easy to figure out that the best
w to minimize L is

w* = (I,+Eee +66") Mg,
i.e., the training process does not forget § in the end. O

C.2 Neural Network with a General Task

Remark C.1. While one can obtain a closed-form solution
in Example 3.5 for linear regression problem, in Example
3.5, there is no closed-form solution of the trained neural
network. Although theoretically tracking the behavior of
the neural network is beyond our scope, we highlight that in
existing theoretical studies, e.g., [3, 1], the neural network
will not forget any learned features during the training.

Proof of Example 3.5. We denote one of the neurons in W,
as wp, and shorten the notation of L (W, S) as L . In the fol-
lowing, we proof that the gradient updating of each neuron
in the first layer is dominated by the § because the water-
mark term has a larger norm compared with other hidden
features.

We first derive the gradient of L with respect to wp:

oL oL ow] Z oL - oL
= — = = Z = = MS + 6 .
own  Ow] Z Own ow Z ow)l ( )
By denoting 6‘;97];2 as p(Z), we get
h
oL =
=p(Z) (M
o = p(Z) (MS +9)

For simplicity, we assume M = I;. Then the gradient is

oL

S = P(2) (S +9).

To compare the norm of gradient related to @; with water-
mark term, we define S_; = (s1, ..., 8i—1,0, Si+1, ..., 84), and

S = (O,...,O,Si,o, ,0) Then
oL -

= Z)(S_i+8S:+96
Bwn, p(Z)(S-i+Si+9)

p(S—i+S:+6)(S-i+S:+9)
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We further assume Ep(S_;) = 0, Ep'(S_:)SL;, = 0,Ep'(S_:) " =
OI8lIlIEp (S-i)II), and [Ellalrs_,)S-ill = ©lalll[Ep’ (S-)])
for any proper vector a'. Taking the expectation of the gra-
dient,

oL
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The notation o represents negligible terms.
Since Ep/(S_:) 78 = O(|8[[Ep (S—:)1]), when [3]] > E[S.],
we have

|(Es:8T) Eo(5-2)

‘ < H(aaT) Ep'(S_.)

On the other hand, since ||[E|lal|?/ s_,yS—ill = ©([la|||Ep'(S-4))),
when ||6]| > E[S;], we have

[Es-. (Bs-18ics ) S| < B (101Grs) 8-

To simplify the analysis, we directly connect
HEHaHi,/(S_i)S,iH to |all. To relax this condition,
one may consider imposing proper assumptions to exactly
derive the formula of H]E||a||;2)“(s,,;)s—i“- We also avoid
extreme cases where terms cancel with each other, e.g.,
56 Ep (S_i) = —Es8]2r(s_,)S—i/2




To summarize, in general, when ||6]| > E[S;], i.e. [|d] >
1/ \/&, the norm of the watermark term in the gradient will
be much larger than than expectation of any hidden feature,
which means the watermark will be learned prior to other
features.
The effect of uniformity of & follows the same as in Example
3.5.

O

C.3 Experiment to Support Theoretic Analy-
sis with the Two Examples

We use DDPM to learn a watermarked bird class in CI-
FAR10 and compare the accuracy and the quality of gener-
ated images in different steps of the training process. The re-
sults in Figure 9 show that watermark is much earlier learned
before the semantic features, which is consistent with our
theoretic analysis in the two examples. In Figure 9, we can
see that, at step 20k, the watermark accuracy in generated
images is already 94%, but the generated image has no vis-
ible feature of bird at all. The bird is generated in high
quality until step 60k. This means the watermark is learned
much earlier than the semantic features of the images. The
observation aligns with our theoretic analysis.
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Figure 9: The change of bit accuracy and generated images
in the training process.

D. ADDITIONAL DETAILS OF EXPERIMEN-

TAL SETTINGS

D.1 Watermarks and Detector of Experiment
for Pattern Uniformity in Section 3.2

In the experiment shown in Figure 3, we test the ability
of DDPM [11] to learn watermarks with different pattern
uniformity and show more details about the setting in this
subsection.

‘Watermarks. We first choose one class from CIFARI0 as
images requiring watermarks X 1.r, where R is the number
of images in this class and R = 5000 for CIFAR10. We
randomly choose C' images from 5 classes from CIFAR10
as Wi.gr, where C is the number of different watermarks
and C' = 5,10,15,.... Different watermarks are repeatedly
added into Xi1.r by X; = X; + 0 x W,. For example,
we choose C' = 10 images as watermarks and every water-
mark is used to watermark R/C = 500 images in X 1.r. By
choosing different C, we can control the uniformity. Larger

C means more diverse watermarks and thus smaller pattern
uniformity.

Detector. We train a classifier as the detector to detect the
watermark in the generated images. The classifier is trained
on the images watermarked by 10 classes. The label of the
training images is set to be the watermark class. If the clas-
sifier predicts that the GDM-generated images have the wa-
termark within the 5 classes from which the C' watermarks
are chosen, we see it as a successful detection, otherwise it
is unsuccessful.

D.2 Block size and message length for differ-
ent datasets

In our experiment, we considered four datasets, including
CIFAR10 and CIFAR100, both with (U, V) = (32,32), STL10

with (U, V) = (64, 64) and ImageNet-20 with (U, V) = (256, 256).

For CIFAR10, CIFAR100 and STL10, we consider the block
size (u, v) = (4,4) and B = 4. For ImageNet-20, we set
(u,v) = (16, 16) and B = 2. Therefore, for CIFAR10 and
CIFAR100, we are able to encode (22) x (22) x 2 = 128 bit.
For STL-10, we can embed (&) x (%) x 2 = 512 bit. And
for ImageNet, the message length is (222) x (232) = 256 bits.
D.3 Decoder Architecture and Details about
Training Parameters.

Given the small size of the blocks (4 x 4), we adapt the orig-
inal ResNet structure by including only two residual blocks
with 64 filters each, positioned between the initial convo-
lutional layer and the global average pooling layer. In the
joint optimization, for training decoder, we use the SGD op-
timizer with momentum to be 0.9, learning rate to be 0.01
and weight decay to be 5 x 10~%, while for training water-
mark basic patches, we use 5-step PGD with step size to be
1/10 of the Lo budget.

D.4 Details of Baselines

Our method is compared with four existing watermarking
methods although they are not specifically designed for the
protection of image copyright against GDMs. Information
on the baseline methods is provided as follows:

e Image Blending (IB), a simplified version of our
approach, which also applies blockwise watermark to
achieve pattern uniformity but the patches are not op-
timized. Instead, it randomly selects some natural im-
ages, re-scales their pixel values to 8/255, and uses
these as the basic patches. A trained classifier is also
required to distinguish which patch is added to a block.

e DWT-DCT-SVD based watermarking (FRQ),
one of the traditional watermarking schemes based on
the frequency domains of images. It uses Discrete
Wavelet Transform (DWT) to decompose the image
into different frequency bands, Discrete Cosine Trans-
form (DCT) to separate the high-frequency and low-
frequency components of the image, and Singular Value
Decomposition (SVD) to embed the watermark by mod-
ifying the singular values of the DCT coefficients.

e HiDDeN [44], a neural network-based framework for
data hiding in images. The model comprises a net-
work architecture that includes an encoding network
to hide information in an image, a decoding network



to extract the hidden information from the image, and
a noise network to attack the system, making the wa-
termark robust. In our main experiments, we did not
incorporate noise layers into HiDDeN, except during
tests of its robustness to noise (Experiments in 4.7).

e DeepFake Fingerprint Detection (DFD) [35], a
method for Deepfake detection and attribution (trace
the model source that generated a deepfake). The fin-
gerprint is developed as a unique pattern or signature
that a generative model leaves on its outputs. It also
employs an encoder and a decoder, both based on Con-
volutional Neural Networks (CNNs), to carry out the
processes of watermark embedding and extraction.

D.S Details of the Settings of the Corruption
Considered in Section 4.7

o Gaussian noise: The mean of the noise is set to 0 the
standard deviation is set to 0.1.

e Low-pass Filter: The kernel size of the low-pass filter-
ing is set to 5 and the sigma is 1.

e JPEG Compression: The quality of JPEG Compres-
sion is set to 80%.

e Resize: We altered image sizes from 32x32 to 64x64
(termed “large” in the Table 4), or from 32x32 to 16x16
(termed “small” in the table). During detection, we
resize all the data back to 32x32 before inputting them
to the detector.

D.6 Details of the Experiments about the Gen-
eralization to Fine-tuning GDMs

Background in fine-tuning GDMs. To speed up the
generation of high-resolution image, Latent Diffusion Model
proposes to project the images to a vector in the hidden
space by a pre-trained autoencoder [24]. It uses the diffusion
model to learn the data distribution in hidden space, and
generate images by sampling a hidden vector and project it
back to the image space. This model requires large dataset
for pre-training and is commonly used for fine-tuning sce-
narios because of the good performance in pre-trained model
and fast training speed of fine-tuning.

Generalization to fine-tuning GDMs. To use our method
and enhance the pattern uniformity in the fine-tuning set-
tings, we make two modifications. 1) In stead of enhanc-
ing the uniformity in pixel space, we add and optimize the
watermark in hidden space and enhance the uniformity in
hidden space. 2) Instead of using PGD to limit the budget,
we add l> norm as a penalty in our objective.
Experiment details. We use the pokemon-blip-captions
dataset as the protected images and following the default
settings in huggingface/diffusers/ezamples/text_to_image [31]
to finetune a Stable Diffusion, which is one of Latent Diffu-
sion Models.

E. EXAMPLES OF WATERMARKED IM-
AGES

Examples of watermarked images are shown in Figure 10, 11
and 12.

F. ADDITIONAL EXPERIMENTAL EVAL-
UATIONS

F.1 Comparison to Additional Baselines

We have conducted a comparison of our method with three
other baselines: IGA [36], MBRS [13], and CIN [15]. The
results are reported in Table 5 and 6 below. We can see
that the performance of IGA is very similar to HIDDeN and
DFD. Although IGA’s bit accuracy is comparable to our Dif-
fusionShield, it demands a significantly higher budget—more
than 20 times the Lo, and LPIPS values of our approach.
As for MBRS and CIN, despite having budgets lower than
IGA, they exhibit a worse trade-off between budget and bit
accuracy compared to our method, especially on CIFAR100.
Specifically, MBRS only attains an 87.68% bit accuracy at
twice our budget, and CIN only achieves a 51.13% bit accu-
racy with a budget close to ours. In contrast, DiffusionShield
maintains a high bit accuracy of 99.80% without necessitat-
ing a high budget. This is because of the higher pattern
uniformity of DiffusionShield. In summary, the performances
of theses baselines are similar to the previous baseline meth-
ods. They either compromise the budget for bit accuracy
close to ours, or fail to be reproduced well in the generated
images.

Table 5: Comparison to Additional Baselines with CIFAR-
10

Metric | IGA MBRS CIN | Ours
Loo 52/255 16/255 8/255 | 1/255  2/255
L2 3.38 0.36 0.42 0.18 0.36
LPIPS 0.08910 0.00182 0.00185 | 0.00005 0.00020
Cond. Acc. | 99.63% 99.97% 99.97% | 99.90% 99.99%

Uniformity | 0.063 0.518 0.599 | 0.974 0.971

Table 6: Comparison to Additional Baselines with CIFAR-
100

Metric | IGA MBRS CIN | Ours
Lo 66/255 19/255  9/255 | 4/255  8/255
L2 5.31 0.43 0.44 0.72 1.43
LPIPS 0.08830 0.00129 0.00105 | 0.00134 0.00672
Cond. Acc. ‘ 97.25%  87.68% 51.13% ‘ 99.80% 99.99%
Uniformity ‘ 0.162 0.394 0.527 ‘ 0.836 0.816

F.2 Robustness under Speeding-up Sampling
Models

Speeding-up sampling is often employed by practical GDMs
due to the time-consuming nature of the complete sampling
process, which requires thousands of steps. However, the
quality of the images generated via speeded-up methods,
such as Denoising Diffusion Implicit Model (DDIM) [27],
is typically lower than normal sampling, which could de-
stroy the watermarks on the generated images. In Table 7,
we show the performance of DiffusionShield with DDIM to
demonstrate its robustness against speeding-up sampling.
Although DiffusionShield has low accuracy on CIFAR100 when
the budget is 1/255 and 2/255 (same as the situation in Sec-
tion 4.2), it can maintain high accuracy on all the other bud-
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Original 1B HiDDeN ours (1/255) ours (2/255) ours (4/255) ours (8/255)

Figure 10: Examples of watermarked images of the bird class in CIFAR-10

Original DFD ours (1/255) ours (2/255) ours (4/255) ours (8/255)

Figure 11: Examples of watermarked images of the apple class in CIFAR-100

Original 1B FQR HiDDeN DFD ours (1/255) ours (2/255) ours (4/255) ours (8/255)

Figure 12: Examples of watermarked images of the plane class in STL-10



Table 7: Bit accuracy (%) with speeding-up models

loo CIFAR10 CIFAR100 STLI10
1/255 Cond. 99.7824 52.4813 95.8041
Uncond.  94.6761 52.2693 82.4564

2/255 Cond. 99.9914 64.5070 99.8299
Uncond.  96.1927 53.4493 90.4317

4/255 Cond. 99.9996 99.8445 99.9102
Uncond.  96.1314 92.3109 95.7027

8/255 Cond. 100.0000 99.9984 99.9885
Uncond.  95.7021 92.2341 95.3009

gets and datasets. Even with a 1/255 [, budget, the accu-
racy of DiffusionShield on CIFAR10 is still more than 99.7% in
class-conditionally generated images and more than 94.6%
in unconditionally generated images. This is because the
easy-to-learn uniform patterns are learned by GDMs prior
to other diverse semantic features like shape and textures.
Thus, as long as DDIM can generate images with normal se-
mantic features, our watermark can be reproduced in these
images.

F.3 Robustness under Different Hyper-para-
meters in Training GDMs

Besides the speeded up sampling method, we test two more
hyperparameters in Table 8 below. They are learning rate
and diffusion noise schedule. Diffusion noise schedule is a
hyperparameter that controls how the gaussian noise added
into the image increases during the diffusion process. We
test with two different schedules, cosine and linear. We use
DiffusionShield with 2/255 budget to protect one class in
CIFARI10. The results show that the watermark accuracies
in all the different parameters are higher than 99.99%, which
means our method is robust under different diffusion model
hyperparameters.

Table 8: Bit accuracy under different hyper-parameters of
DDPM

cosine linear
5e-4  99.9985%  99.9954%
le-4  99.9945%  99.9908%
le-5  99.9939%  99.9390%

F.4 Watermark’s Influence to Generation Qual-

ity
In Table 9 and Table 10, we measure the generated quality of
both watermarked class and all classes to show that Diffusion-
Shield will not influence the quality of generated images. We
use FID to measure the quality of generated images. Lower
FID means better generated quality. Comparing FIDs of
watermarked classes by different watermark methods, we
can find that our method can keep a smaller FID than DFD
and HiDDeN when the budget is smaller than 4/255. This
means our watermark is more invisible. Comparing FID of
ours and clean data, we can find that our method has al-
most no influence on the generated quality of GDMs. We
can also see that FID for the watermarked class is usually
higher than FID for all the classes. This is because FID is

usually lager when the sample size is small and we sample
fewer images in watermarked class than the total number of
the samples from all the classes. In summary, our method
will not influence the quality of generated images.

Table 9: Generation Quality Measured by FID (only the
watermarked class)

ours ours ours

(1/255) (4/255) (8/255) DFD HiDDeN

method  clean

FID 15.633  14.424  26.868  51.027 33.884  48.939

Table 10: Generation Quality Measured by FID (all classes)

method clean ours (1/255) ours (4/255) ours (8/255)

FID 3.178 4.254 3.926 4.082

G. VISUALIZATION OF FEATURE SPACE

DFD HiDDeN DiffusionShield

Figure 13: The change of hidden space after watermarking.
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Figure 14: The change of feature space after watermarking.

Visualization of hidden space of Stable Diffusion. In
Figure 13, we visualize the change of hidden space. The
hidden space of SD is in shape of [4, 64, 64] which has 4
channels. We visualize one of channel and find that the
change of DFD and HiDDeN is much obvious than ours.

Visualization of feature space extracted by Contrastive

Learning In Figure 14, we visualize the influence of water-
mark on the feature space. We use Contrastive Learning [4]
to extract the feature of both clean and watermarked class.
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ABSTRACT

Text-to-image generative models, especially those based on
latent diffusion models (LDMs), have demonstrated out-

standing ability in generating high-quality and high-resolution

images from textual prompts. With this advancement, vari-
ous fine-tuning methods have been developed to personalize
text-to-image models for specific applications such as artistic
style adaptation and human face transfer. However, such ad-
vancements have raised copyright concerns, especially when
the data are used for personalization without authorization.
For example, a malicious user can employ fine-tuning tech-
niques to replicate the style of an artist without consent. In
light of this concern, we propose F'T-Shield, a watermarking
solution tailored for the fine-tuning of text-to-image diffu-
sion models. FT-Shield addresses copyright protection chal-
lenges by designing new watermark generation and detection
strategies. In particular, it introduces an innovative algo-
rithm for watermark generation. It ensures the seamless
transfer of watermarks from training images to generated
outputs, facilitating the identification of copyrighted mate-
rial use. To tackle the variability in fine-tuning methods and
their impact on watermark detection, FT-Shield integrates
a Mixture of Experts (MoE) approach for watermark detec-
tion. Comprehensive experiments validate the effectiveness
of our proposed FT-Shield.

1. INTRODUCTION

Generative models, particularly Generative Diffusion Mod-
els (GDMs) [9, 30, 10, 29], have witnessed significant progress
in generating high-quality images from random noise. Re-
cently, text-to-image generative models leveraging latent dif-
fusion [22] have showcased remarkable proficiency in pro-
ducing specific, detailed images from human language de-
scriptions. Based on this advancement, fine-tuning tech-
niques such as DreamBooth [25] and Textual Inversion [6]
have been developed. These methods enable the personal-
ization of text-to-image diffusion models, allowing them to
adapt to distinct artistic styles or specific subjects. For in-
stance, with a few paintings from an artist, a model can
be fine-tuned to adapt to the artistic style of the artist and
create paintings which mimic the style. However, the pro-
liferation of these methods has sparked significant concerns

lingjuanlvsmile@gmail.com wengi.fan@polyu.edu.hk

about the potential misuse of these techniques for unau-
thorized style imitation or the creation of deceptive human
facial images. Such actions can potentially violate creators’
rights and compromise intellectual property (IP) and pri-
vacy integrity [2, 34, 35].

Watermarking has emerged as a popular technique for pro-
tecting data’s IP against various forms of infringement [3,
21, 18, 36]. It works by injecting imperceptible signals or
patterns into images which can later be identified by a wa-
termark detector. This enables the tracking of unautho-
rized copies and facilitates the assertion of copyright in-
fringement [3, 21, 18, 36]. Compared to other protection
methods such as encryption [5], watermarking enjoys several
advantages such as its stealthy nature, resilience to manipu-
lation, and the ability to trace and manage digital assets ef-
fectively. Given its advantages, the watermarking technique
also has the potential for IP protection for text-to-image
model fine-tuning. When the watermarked images are used
for fine-tuning text-to-image models, the resulting generated
images are expected to inherit the watermark, acting as an
indelible signature. By employing the detector, the presence
of the watermark in the generated content can be identified,
providing evidence of IP infringement.

However, we face tremendous challenges in developing wa-
termarking techniques to prevent unauthorized fine-tuning.
First, according to prior theoretical findings [1], the fine-
tuning process of neural networks involves a sequential pat-
tern in feature learning: certain features can be learned
earlier while others are acquired later. This indicates that
designing what features to embed within the watermark is
crucial. If the watermark’s pattern cannot be assimilated
by the model prior to style-related features, the infringer
can easily circumvent the watermarks by reducing the fine-
tuning steps, allowing the model to adopt the style without
acquiring the watermark. Although there are recent water-
marking methods proposed for images’ IP protection against
text-to-image model fine-tuning, this challenge has not been
solved. As shown in Figure 1, as the fine-tuning steps in-
crease, the watermark proposed by [16] is acquired by the
generative model later than the targeted style, indicating an
ineffective protection provided by the watermark. One po-
tential reason is that the watermark-generating procedure
predominantly adheres to traditional watermark strategies,
which are intended to trace the source of an image rather
than protecting its IP in the context of diffusion models fine-
tuning. Consequently, there’s no assurance that the water-



Style X Style v Style v/
Watermark v/

mark X Watermark X
o u ey

Ours
(F-T Shield)

Style X Style v/ Style v/
Watermark v/ Watermark v/ Watermark v/

Figure 1: An illustration of generated images from fine-
tuned text-to-image models w.r.t. fine-tuning steps. While
previous work [16] requires extensive fine-tuning to ensure
that the watermark is learned, our method enables the wa-
termark to be learned in the early stages of fine-tuning.
Prompt used for the generation: Cherry blossoms in full
bloom. Targeted style: the style of artist Beihong Xu.

mark’s features will be learned by the model before other
features.

Second, as indicated by [16], due to the distribution shift
between the fine-tuning data of generative models and the
resulting generated images, it is crucial to incorporate im-
ages generated by fine-tuned models to develop the water-
mark detector. Since there are numerous fine-tuning meth-
ods introduced from different perspectives, a detector for
one method might lose its effectiveness for others. This is-
sue is highlighted in [16] that a large drop in watermark
detection performance is observed when applying a detector
tailored to one fine-tuning method to others. Meanwhile,
in reality, a data protector may not know which fine-tuning
method was used by the infringer, thus it is desired to design
a watermark detection strategy that is effective for various
fine-tuning methods.

To tackle the aforementioned challenges, we propose a novel
watermarking framework, FT-Shield, tailored for data’s
copyright protection against the Fine-Tuning of text-to-
image diffusion models. In particular, we introduce a train-
ing objective incorporating the fine-tuning loss of diffusion
models for watermark generation. By minimizing the ob-
jective, we ensure that the optimized watermark pattern
can be quickly learned by diffusion model at the very early
stage of fine-tuning. As shown in Figure 1, even when the
style has not been adopted, our watermark has already been
learned by the diffusion model. Furthermore, to obtain
a watermark detector for various fine-tuning methods, we
introduce a detection framework based on Mixture of Ex-
perts [12]. The effectiveness of FT-Shield is verified through
experiments across various fine-tuning approaches includ-
ing DreamBooth [25], Textual Inversion [6], Text-to-Image
Fine-Tuning [32] and LoRA [11], applied to both style trans-
fer and object transfer tasks across multiple datasets.

2. RELATED WORK

2.1 Text-to-image diffusion model and their
fine-tuning methods

Diffusion models [9, 30, 10, 29, 4] have recently achieved

remarkable advancements in the realm of image synthesis,

notably after the introduction of the Denoising Diffusion

Fine-tuning
Process

Probabilistic Model (DDPM) by [9]. Building upon the
DDPM framework, the Latent Diffusion Model (LDM) is
introduced in [22]. Unlike conventional models, LDM con-
ducts the diffusion process within a latent space derived from
a pre-trained autoencoder, and generates hidden vectors by
diffusion process instead of directly generating the image in
pixel space. This strategy enables the diffusion model to
leverage the robust semantic features and visual patterns
imbibed by the encoder. Consequently, LDM has set new
standards in both high-resolution image synthesis and text-
to-image generation. Building upon text-to-image diffusion
models, multiple fine-tuning techniques [6, 25, 11] have been
developed. These methods enable the personalization of
text-to-image models, allowing them to adapt to distinct
artistic styles or specific subjects. Specifically, DreamBooth
[6] works by fine-tuning the denoising network of the dif-
fusion model to make the model associate a less frequently
used word-embedding with a specific subject. Textual In-
version [25] tries to add a new token which is bound with
the new concept to the text-embedding of the model. LoRA
[11] adds pairs of rank-decomposition matrices to the exist-
ing weights of the denoise network and only trains the newly
added weights in fine-tuning.

2.2 Image protection methods

To protect images’ IP from unauthorized learning by text-
to-image models, in literature, two predominant methods
are employed: (1) Adversarial methods which design per-
turbations in the data to prevent any model learning from
the data; and (2) Watermarking techniques which introduce
imperceptible signals to the image to enable protectors to
detect infringement.

Adversarial methods. Adversarial methods protect data’s
IP by applying the idea of evasion attacks. They treat the
unauthorized generative models as the target of attack, and
develop adversarial examples to disrupt the learning pro-
cess of unauthorized fine-tuning. GLAZE [27] is the first
adversarial method which focuses on attacking the features
extracted by the encoder in Stable Diffusion to prevent the
learning of image styles. The work of [31, 14] introduces
methods to generate adversarial examples to evade the in-
fringement from DreamBooth [24] and Textual Inversion [6],
respectively. Additionally, it is proposed in [26] to alter the
pictures to protect them from image editing applications
by Stable Diffusion in case the pictures are used to gen-
erate images with illegal or abnormal scenarios. Although
these methods provide effective protection against infringe-
ment, they can inadvertently disrupt authorized uses (such
as for academic research purposes) of the safeguarded im-
ages. This indicates the necessity of developing watermark-
ing approaches, which allow the IP to be used for proper
reasons while also acting as a way to collect proof against
improper uses.

Watermarking methods. Watermark has also been con-
sidered to protect the IP of images against unauthorized
usage during the fine-tuning of text-to-image models. The
work of [33] proposed to apply an existing backdoor method [19]
to embed unique signatures into the protected images. It
aims to inject extra memorization into the text-to-image
models fine-tuned on the protected dataset so that unautho-
rized data usage can be detected by checking whether the
extra memorization exists in the suspected model. However,
one limitation is the assumption that the suspicious model is



Protection stage: Audit stage:
< Auditing infringement —

< Embed watermark to images

Watermark|

18¢lle0 <7

H
!
! D
Training ! III Audit
]

Watermark Detection

Generated Image

Figure 2: An overview of the two-stage watermarking pro-
tection process

readily accessible to the data protector. This might not be
realistic, as malicious entities can hide the fine-tuned model
and only disclose a handful of generated images. Another
work [16] introduces a method that simultaneously trains a
watermark generator and detector. The detector is then fur-
ther fine-tuned with the images generated by the fine-tuned
model. However, as discussed in Section 1, the issue of this
technique is that it provides no guarantee that their water-
mark can be learned by the model earlier than the image’s
style. The shortcomings of current methods highlight the
need for a more robust and effective watermarking design.

3. METHOD

In this section, we first define the problem and introduce
the key notations. Then we elaborate on some prior theo-
retical insights to present the challenge in watermark gen-
eration and introduce details of the watermark generation
process employed by FT-Shield. Lastly, we introduce the
MoE framework to detect watermarks on images generated
by various fine-tuning methods.

3.1 Problem formulation

In the scenario of copyright infringement and protection con-
sidered in this work, there are two roles: (1) a data protec-
tor that possesses the data copyright, utilizes watermarking
techniques before the data is released, and tries to detect if a
suspected image is generated by a model fine-tuned on the
protected images, and (2) a data offender that uses the
protected data for text-to-image model fine-tuning without
permission from the data protector. The data offenders have
complete control over the fine-tuning and sampling processes
of the text-to-image diffusion models, while the data pro-
tectors can only modify the data they own before their data
is released and access images generated by the suspected
model.

As shown in Figure 2, the protection process consists of two
stages: the protection stage and the audit stage. In the
protection stage, the data protector protects the images
by adding imperceptible watermarks to the images. Specif-
ically, given that the size of the protected dataset is N, the
target is to generate sample-wise watermark ¢; for each pro-
tected image x;,Vi = 1...N. Then these watermarks are
embedded into the protected images &, = z; + 6;. Corre-
spondingly, the data protector develops a watermark detec-
tion approach, denoted by function D.(+), to test whether
there is a watermark on the suspected image. To ensure
that the watermarks will not lead to severe influence on
image quality, we limit the budget of the watermark by con-
straining its loc norm (||d;]lcc < 1) to control the pixel-wise

difference between the two images x; and Z;. In the audit
stage, if the protectors encounter suspected images poten-
tially produced through unauthorized text-to-image models
fine-tuning, they will apply the watermark detection pro-
cess Dy, (+) to ascertain whether these images have infringed
upon their data rights.

3.2 Watermark generation

As mentioned in Section 1, to ensure robust IP protection,
it is crucial for the watermarks to be learned earlier in the
fine-tuning process. In this subsection, we first introduce the
key challenge to achieve this goal by revising how neural net-
works learn features in pre-training and fine-tuning. Then
we propose our watermark generation approach, explaining
how it effectively mitigates this challenge.
A key challenge for watermark generation. Based
on the theoretical analysis on [1], due to the random ini-
tialization, each hidden node in neural networks randomly
captures some features at the beginning of training. Dur-
ing pre-training, instead of learning other features from the
data, the network emphasizes and strengthens those features
that were captured at initialization and are also present in
the dataset. Meanwhile, it eliminates features that, despite
being learned at initialization, do not find a match in the
dataset. Essentially, a well-pre-trained model captures only
the features that appear in the pre-training data. An im-
portant implication of [1] is that, when learning from the
fine-tuning data, the neural network can easily adapt the
features that already exist in the pre-training data, but it is
difficult to learn new features that only appear in the fine-
tuning data. This suggests a challenge: if the watermark’s
features are new to the diffusion model, it is hard to en-
sure that the watermark can be easily learned by the model
during fine-tuning.
The proposed watermark generation approach. To
overcome the above challenge, we propose to simultaneously
train the watermark and fine-tune the model as follows.
Given N samples to be protected, we construct a training
objective for the watermark as:

min min

Z Lipnm(01,02, 2 4 di,¢) st ||0illec <1
01 {ditie(n

i€[N]
(1)

where 60 represents the parameters of the UNet [23], which
is the denoise model within the text-to-image model struc-
ture, 02 denotes the parameters of the other part of the
diffusion model, and c¢ is the prompt for the image genera-
tion. The function Lppas indicates fine-tuning loss of the
text-to-image diffusion model:

LLD]W(017 927 o, C) = Et7€~N(O,1d) HE — €01,0, (mht, C)HQ ’
(2)

with d as the dimension of the training images in the latent
space, o as the input image, ¢ as the timestep and z; as the
input image with ¢ steps’ noise in the diffusion process. The
above training objective aims to identify the best perturba-
tion d; for each sample x; so that the loss of a diffusion model
trained on these perturbed samples can be minimized.

To explain the above design in Eq. 1, since different features
are learned differently in the fine-tuning stage, we use a mini-
mization to find the most proper features for the watermark.
The inner minimization of §; ensures that the watermark
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Figure 3: An illustration of mixture of watermark detectors.

can be easily captured by the fine-tuned model, even when
the fine-tuning does not involve many steps. Numerically,
we solve this bi-level optimization problem by alternatively
updating the perturbation and the parameters of the dif-
fusion model. Details about the algorithm are provided in
Appendix A.

The design of fine-tuning loss and prompt. There
have been multiple fine-tuning methods for text-to-image
diffusion models and each of them involves different fine-
tuning loss and different parts of the model to be updated.
Therefore, it is crucial to ensure that our watermark remains
effective across different types of fine-tuning. This requires
a careful selection of the specific Lypy in Eq. 1 and the
caption c used in watermark training. In terms of the partic-
ular Lrpam in Eq. 1, to maintain simplicity and coherence,
we focused on the most fundamental Text-to-Image Fine-
tuning Method [32]. This method aligns with the original
training objectives of the text-to-image model and involves
updates only to the UNet. Our experiments in Section 4.2
demonstrate that the watermarks can be assimilated well
by different fine-tuning methods, even for those which did
not modify the UNet such as Textual Inversion [25]. For
the caption ¢, we employ a simplistic and consistent cap-
tion format for every image in the dataset in watermark
generation. This consistency ensures robustness in vary-
ing conditions. Specifically, for the images associated with
style transfer tasks, the caption is ‘A painting by *’ for art
datasets, with * denoting the artist’s name, and ‘A Poke-
mon character’ for the Pokemon dataset. For images used
for object transfer, each is labeled by ‘a photo of *’, where
* indicates the object’s category, such as ‘toy’, or ‘person’.

3.3 Mixture of Watermark Detectors

After the watermarks are generated, we need to detect if
a suspected image contains a watermark or not. As men-
tioned in Section 1, a challenge of the watermark detection
lies in the problem that the watermark detector tailored to
one fine-tuning method cannot transfer well to other meth-
ods. This is because different fine-tuning methods modify
various parts of the model, resulting in distinct impacts on
the generation process and feature updates. To address this
issue, we propose a strategy based on the Mixture of Experts
(MoE) [12].

The general workflow. An overview of the watermark
detection process using MoE is presented in Figure 3. The
MoE framework comprises two main elements: the Gating
Model and multiple expert models. In the watermark de-
tection phase, the Gating Model is applied to the suspected
image to estimate the likelihood that the image was pro-
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duced by each potential fine-tuning method. Meanwhile,
multiple experts of watermark detector, each customized for
a distinct fine-tuning method, are employed. The final pre-
diction on the presence of a watermark is then derived by
taking a weighted average of these expert assessments, with
the weights determined by the Gating Model’s probabilities.
Formally, the MoE detection framework can be formulated
as:

D, (z) = Zsoftmaxi(G(x)) - Ei(x),

where x refers to the image to evaluate, M refers to the total
number of expert models, G(-) denotes the Gating Model,
E;(-) represents the i-th expert model, and softmax;(-) is
the i-th output of the softmax function.

Two-stage training. Instead of training the experts and
Gating Model simultaneously, we employ a two-stage train-
ing strategy for watermark detection. Specifically, we first
train each expert individually with the binary cross-entropy
loss. Following the work of [16], we enhance the train-
ing dataset for each expert with images generated by fine-
tuned text-to-image models. This process unfolds as fol-
lows: we first fine-tune the text-to-image model using a
particular fine-tuning method with both clean and water-
marked datasets, yielding two separately fine-tuned mod-
els. Subsequently, these models are employed to generate
two distinct sets of data. Data generated from the model
fine-tuned with clean data are incorporated into the original
clean dataset, and the images generated from the model fine-
tuned with watermarked images are utilized to augment the
watermarked dataset for the training of the detector. After
the experts are developed, we then train the Gating Model
with a cross-entropy loss function, leveraging a dataset orga-
nized into various classes, where each class contains images
generated by a specific fine-tuning method.

This two-stage training strategy has several advantages. First,
it provides good adaptability to new fine-tuning methods
for text-to-image models. Updating the MoE system re-
quires only the training of the new experts and the Gating
Model. This enables the straightforward integration of pre-
viously trained experts without necessitating their retrain-
ing. Second, it effectively prevents the potential “collapse
problem” [28] of MoE, which refers to the situation that
the prediction relies on only the output of a single expert.
Training the experts separately and initially helps to prevent
this issue, promoting a more equitable and effective engage-
ment of all experts. Third, it has a good memory efficiency.
Since each expert is trained and inferred independently, it
is unnecessary to load all experts into memory at once.

4. EXPERIMENT

In this section, we evaluate the effectiveness of FT-Shield
across various fine-tuning methods, subject transfer tasks
and different datasets. We first introduce our experimen-
tal setups in Section 4.1. In Section 4.2 and 4.3, we eval-
uate and analyze the detection performance of FT-Shield.
Then we assess the impact of FT-Shield on image quality
in Section 4.4. We further investigate our approach in Sec-
tion 4.5 and 4.6 for its performance under fewer fine-tuning
steps and robustness against image corruptions. Finally, we
conduct ablation studies on FT-Shield’s performance with a
reduced watermark rate and without training the detector



on images from fine-tuned models, whose details are shown
in Section 4.7.

4.1 Experimental settings

Model, Task and Dataset. We use Stable Diffusion as
the pre-trained text-to-image model. The image size is 512 x
512. We mainly focus on two tasks: style transfer and ob-
ject transfer. Within style transfer, we explore two sub-
tasks: one centers on art, utilizing 10 diverse datasets from
WikiArt, each containing 20 to 40 images; the other focuses
on a popular culture, employing the Pokémon BLIP captions
dataset [20], which includes 833 images. The object transfer
task involves two datasets of lifeless objects from [25] and
three datasets of individual human faces from CelebA [15],
each comprising five images. We adopt different fine-tuning
methods for different tasks. For style transfer, the meth-
ods include DreamBooth [25], Textual-inversion [6], Text-
to-Image Fine-tuning [32], and LoRA [11], while for object
transfer, only DreamBooth and Textual-inversion are uti-
lized because the performance of the other two methods is
not satisfying.

Baselines and Scenarios. Our baselines include Gen-
Watermark [16] and DIAGNOSIS [33], which are also water-
marking methods for IP protection against the fine-tuning
of text-to-image model. The two baselines involve different
settings in watermark detection. Gen-Watermark [16] re-
quires images generated from fine-tuned models to develop
watermark detectors, resulting in the requirement of dif-
ferent watermark detectors tailored to different fine-tuning
methods. In contrast, DIAGNOSIS [33] utilizes a general
watermark detector to evaluate images generated by differ-
ent fine-tuning methods. It does not require the knowledge
about which specific method is used to generate the sus-
pected image.

To compare with the two baseline methods, we evaluate
FT-Shield considering two scenarios: 1) the data protector
knows the specific fine-tuning method used by the offender;
and 2) the protector is unaware of the fine-tuning method.
In the first scenario, the protector can directly apply the wa-
termark detector tailored to that fine-tuning method. We
denote our method in this setting as FT-Shield-Specific
and compare it with Gen-Watermark [16]. In the second
case, we employ the watermark detection based on MoE,
denoted it as FT-Shield-MoE, and compare it with DI-
AGNOSIS [33].

Implementation Details. For watermark generation, we
consider watermark budgets of 4/255 and 2/255 for each
dataset. The watermarks are trained with 5-step PGD [17]
with the step size to be 1/10 of the budget. For train-
ing the experts and Gating Model used in MoE, we adopt
ResNet18 [7] with the Adam optimizer [13], taking the learn-
ing rate as 0.001 and the weight decay as 0.01. In the de-
tection stage, we use 60 and 30 prompts for image genera-
tions in style transfer and object transfer tasks, respectively.
Details about the prompts and hyperparameters of the fine-
tuning methods are in Appendix E and B.

Evaluation Metrics. We evaluate FT-Shield from two
perspectives: 1) its detection performance on data gener-
ated by fine-tuned models and 2) its influence on the quality
of the released protected images and the generated images.
For Detection Performance, we consider two metrics. First,
the detection rate (or true positive rate, TPR) quantifies the
proportion of instances where the detector accurately identi-

Table 1: Detection performance of FT-Shield-Specific

ours (n =4/255) | ours (n=2/255) | Gen-Watermark[16]

TPRT FPR| | TPRt FPR| | TPRt FPR{

DreamBooth 99.50% 0.18% | 98.68%  0.87% | 93.31% 3.81%

Style  Textual Inversion | 96.12%  3.03% | 93.55%  5.25% | 78.75% 12.70%

(Arts)  Text-to-image 98.77%  1.28% | 96.77%  3.54% | 75.41%  30.03%

LoRA 97.65% 2.67% | 93.37% 6.17% | 67.28% 22.72%

Style DreamBooth 99.5% 0.50% | 98.67% 0.33% | 95.50% 3.67%

(Pokelf Textual Inversion 96.00% 1.67% | 94.67%  4.33% | 97.83% 2.67%

mon) Text-to-image 100.00% 0.00% | 99.83% 0.00% | 98.33% 3.54%

LoRA 99.67% 0.00% | 99.83% 0.00% | 97.71% 3.54%

Obi DreamBooth 98.93% 1.23% 97.60% 1.13% | 91.39% 3.50%
bject

Textual Inversion | 97.73%  1.67% | 97.23%  1.97% | 88.22% 3.95%

(“1”: a higher value is better. “|”: a lower value is better.)

fies images produced by models fine-tuned on watermarked
images. Second, the false positive rate (FPR) indicates the
rate of instances where the detector mistakenly flags images
without watermarks as watermarked. For Image Quality,
we use FID [8] for evaluation. Specifically, we measure the
visual discrepancies between the original and watermarked
images to evaluate its influence on the released images’ qual-
ity. We also calculate the FID between the images generated
from models fine-tuned on clean images with those generated
from models fine-tuned on watermarked images to measure
the watermark’s influence on the generated images. A lower
FID indicates better invisibility.

4.2 Effectiveness of FT-Shield-Specific

In this experiment, we evaluate the performance of FT-
Shield-Specific. The average of the TPR and FPR across
multiple datasets for different transfer tasks are demonstrated
in Table 1. According to the results in Table 1, our method is
able to protect the images with the highest TPR and lowest
FPR among most of the fine-tuning methods in both style
and object transfer tasks. With an lo budget of 4/255, the
TPR nearly reaches 100% across all fine-tuning methods,
while the FPR is close to 0. Even constrained by a small
budget (2/255), FT-Shield can still achieve a TPR, consis-
tently higher than 90% and an FPR no higher than 7%. In
comparison, Gen-Watermark [16] has decent performance in
the Pokemon style transfer and object transfer tasks but fails
to achieve good performance in the art style transfer task.
This indicates that it cannot consistently provide reliable
protection across different applications.

Transferability of Tailored Watermark Detector. We
explore the transferability of tailored watermark detectors
by assessing their performance on images generated by other
fine-tuning methods. The performance of F'T-Shield-Specific
and Gen-Watermark [16] on style transfer tasks is shown in
Table 2. The results of object transfer tasks are provided
in Appendix D. From Table 2, it can be observed that gen-
erally FT-Shield-Specific outperforms Gen-Watermark [16]
in terms of the transferability across different fine-tuning
methods. Nonetheless, FT-Shield-Specific still experiences
an obvious performance drop when the detectors tailored for
one fine-tuning method are applied to images generated by
other methods. This highlights the need for a method to en-
hance the adaptability of the detector to different fine-tuning
methods. The experiments in Section 4.3 will demonstrate
that FT-Shield-MoE can mitigate this problem.

4.3 Effectiveness of FT-Shield-MoE

In this subsection, we demonstrate the effectiveness of FT-
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Figure 4: Examples of watermarked images (first line) and generated images (other lines) in the style of artist Beihong Xu.

The prompt of generation: A frog on a lotus Leaf.

Table 2: Transferability of the tailored watermark detectors
in Style Transfer (Arts). Each number indicates the classi-
fier’s detection accuracy (average of true positive rate and
true negative rate) when trained on images generated by the
column’s fine-tuning method and applied to images from the
row’s fine-tuning method.

Method Dream- Tcxtu'al Text-to- LoRA
Booth  Inversion  Image

DreamBooth 98.91% 68.94% 79.29%  78.04%

Ours Textual Inversion | 70.52%  94.15%  57.42%  58.38%
(2/255) Text-to-Image 87.27%  57.02%  96.62% 91.15%
LoRA 91.50% 63.79% 93.19%  93.60%

DreamBooth 99.66% 87.02% 84.38%  83.50%

Ours Textual Inversion | 88.27%  96.55%  68.96%  72.48%
(4/255) Text-to-Image 94.35%  68.60%  98.75%  93.73%
LoRA 97.71% 73.21% 97.54%  97.49%

DreamBooth 95.92% 64.01% 53.87%  64.11%

Gen-Water- | Textual Inversion | 68.01%  83.03%  60.23%  75.39%
mark [16] | Text-to-Image 57.10%  63.94%  72.69%  63.77%
LoRA 70.75% 66.29% 54.39%  72.28%

Shield-MoE. The detection performance of FT-Shield-MoE
when applied to images generated by different fine-tuning
methods is shown in Table 3. According to the results, FT-
Shield-MoE demonstrates outstanding performance across
various datasets. It consistently outperforms the baseline
method DIAGNOSIS [33] across different fine-tuning meth-
ods and different transfer tasks. For most of the fine-tuning
methods, the TPR is consistently higher than 90% and the
FPR is consistently lower than 5%, which is comparable to
the performance of FT-Shield-Specific under the scenario
that fine-tuning method is known to the protector.

4.4 Influence on images quality

In this subsection, we assess how FT-Shield affects the qual-
ity of both protected and generated images. Given that the
impact of the watermark on image quality is irrelevant to the

Table 3: Performance of FT-Shield-MoE

| ours (n=4/255) | ours (n=2/255) | DIAGNOSIS|33]

| TPRt FPRL | TPRt FPR| | TPRT FPRl

DreamBooth 99.42% 0.83% | 97.79% 1.83% | 84.27%  4.18%
Style  Textual Inversion | 95.37%  0.58% | 95.67% 3.04% | 68.07% 0.25%
(Arts)  Text-to-image 99.04% 1.79% | 96.83%  3.12% | 71.87%  5.30%

LoRA 97.21% 2.87% | 91.08%  6.79% | 67.97%  9.78%
Style DreamBooth 99.00% 2.17% | 98.67%  2.50% | 48.11% 0.67%
(Pok(;— Textual Inversion | 92.33% 1.67% | 91.17%  4.17% | 57.05%  4.00%
monj Text-to-image 99.83% 1.17% | 99.83% 0.00% | 82.05% 6.67%

LoRA 99.67% 0.67% | 99.67% 0.67% | 83.56% 7.83%
Objiec DreamBooth 99.33% 1.08% | 98.08%  2.17% | 75.97%  1.20%

ject

Textual Inversion | 97.00%  2.08% | 98.17% 1.67% | 58.41% 22.20%

watermark detection setting, we conduct a collective com-
parison of FT-Shield with the two baseline methods. We
demonstrate the average of the FID metric for each transfer
task across different datasets in Table 4. According to the
results in Table 4, FT-Shield consistently achieves the lowest
FID values in the released dataset. For the generated data,
in most cases it also leads to a lighter influence on image
quality. Although, in some cases, the FID of images gen-
erated by DreamBooth and Textual Inversion is relatively
higher, as discussed in Section 4.2 and Section 4.3, FT-Shield
consistently achieves higher watermark detection accuracy.
This guarantees successful detection of unauthorized usage.
To offer a visual perspective, we also provide examples of
the watermarked released images and generated images in
Figure 4. More visualizations can be found in Appendix C.
These visualizations confirm that FT-Shield’s watermark is
nearly imperceptible, maintaining the aesthetic integrity of
both protected and generated images across various fine-
tuning models.

4.5 Performance under insufficient fine-tuning
steps

In this subsection, we provide more evidence that the wa-

termarks of FT-Shield can be better assimilated by the dif-



Table 4: FID | between clean and watermark images in
released (Rel.) and generated (Gen.) images

Table 6: Robustness of the watermark against different im-
age corruptions

FT-Shield FT-Shield Gen-Water- DIAGN-
(4/255)  (2/255)

mark [16]  OSIS [33]

Rel. 20.80 6.79 58.04 65.50
Style DreamBooth 62.25 46.96 46.42 49.77
(Arts) Gen Textual Inversion 67.99 59.25 41.99 62.73

Text-to-image 33.66 33.00 38.40 35.71
LoRA 32.76 29.99 30.12 33.30
Rel. 27.93 10.63 57.90 21.03

SI}Vllf DreamBooth 43.53 38.14 32.22 34.86

(Poke a Textual Inversion 96.98 45.76 67.24 67.21

mon) B Text-to-image 32.52 27.22 47.54 27.73

LoRA 39.53 33.52 49.25 38.82

Rel. 29.45 10.01 46.25 57.86

Object G DreamBooth 49.19 41.93 37.57 37.21
" Textual Inversion  92.87 62.67 102.32 79.58

Table 5: Detection Rate (TPR) under fewer fine-tuning
steps

steps | FID | Ours (4/255) Ciflgrf{vf‘fg]r DIAGNOSIS [33]
10 86.05 56.17% 32.67% 3.50%

20 83.90 66.00% 33.50% 7.33%

50 67.32 65.96% 52.67% 2.00%

100 59.42 66.94% 41.00% 1.83%

200 | 4984 | 76.50% 57.97% 13.33%

300 | 45.93 | 97.17% 66.67% 54.67%

500 | 34.66 |  98.17% 85.67% 79.55%

800 | 35.25 |  100.00% 99.72% 03.83%

fusion models at the early stage of the fine-tuning process.
Based on DreamBooth, we conduct model fine-tuning with
fewer steps compared with standard experiments. Then we
apply the watermark detector tailored to DreamBooth to
calculate the detection rate (TPR) of the watermark. We
also apply FID to evaluate the extent to which the model
learns the target style in different steps. The FIDs are de-
rived by comparing images generated at each step against
those produced at the completion of fine-tuning. The ex-
periments are mainly done with the style transfer tasks us-
ing the paintings of artist Claude Monet. The results are
demonstrated in Table 5.

As shown in Table 5, FT-Shield consistently achieves the
highest detection rate when the fine-tuning steps are insuf-
ficient. Even when the fine-tuning steps are as few as 10,
the detection rate can achieve 56%. With only 300 steps,
the TPR can achieve nearly 100%. In comparison, the two
baseline methods require many more steps to achieve a high
detection rate. By observing the change of FID, it can be
found that the style has been fully assimilated by the model
at the step of 500. At this moment, the TPR of FT-shield
is close to 100%, while the other two methods only achieve
TPR to be 85.67% and 79.55%. This comparison indicates
that our F'T-Shield provides more robust copyright protec-
tion for data.

4.6 Robustness of watermark

The robustness of a watermark refers to its ability to remain
recognizable after undergoing various modifications, distor-
tions, or attacks. It is a crucial property of watermark be-
cause during the images’ circulation, the watermarks may be
distorted by some disturbances, such as JPEG compression.
The data offender may also use some methods to remove

Corruption | DreamBooth | Textual Inversion
Type | w/oaug. w/ aug. | w/oaug. w/ aug.
JPEG Comp. 63.83% 99.00% 86.42% 96.58%
Gaussian Noise | 68.50%  99.25% | 90.17%  97.75%
Gaussian Blur 45.17%  99.25% 75.58%  97.67%
Random Crop 83.83% 99.08% 86.50% 96.50%
Sharpness 98.25%  99.42% | 96.92% = 98.25%
GreyScale 99.42%  99.42% | 93.50%  98.00%
Corruption | Text-to-image | LoRA
Type | w/oaug. w/aug. | w/oaug. w/ aug.
JPEG Comp. 61.08% 93.67% 79.42% 91.08%
Gaussian Noise | 91.08%  91.67% | 75.83%  86.17%
Gaussian Blur | 92.92%  95.42% | 93.08%  91.08%
Random Crop 73.25%  88.00% 71.58%  84.67%
Sharpness 99.92% 100.0% 99.75% 99.83%
GreyScale 99.75% 100.0% 99.33% 99.92%

the watermark. In this subsection, we show that our wa-
termark can be robust against multiple types of corruption
when proper augmentation is considered in the training of
the watermark detector. In the experiment in Table 6, we
consider four types of image corruptions including JPEG
compression, Gaussian Noise, Gaussian Blur and Random
Crop. To make our watermark robust to those corruptions,
we consider using all of these four corruptions as an aug-
mentation in the training of each watermark detector. In
Table 6, we show the accuracy of FT-Shield-Specific (aver-
age of True Positive Rate and True Negative Rate) which
are trained with or without augmentation on the corrupted
images. The results corresponding to FT-Shield-MoE are
shown in Appendix D. The results indicate that the perfor-
mance of the watermark detector on the corrupted images
is substantially improved after the augmentation is applied
during the training of the detector. After the augmentation,
the classifier can achieve performance near 100% against
all the corruptions in DreamBooth’s images. Even in the
images generated by LoRA, where the classifier performs
the worst, the accuracy can still be consistently higher than
84%.

4.7 Ablation Studies

Reduced watermark rate. Watermark rate refers to the
percentage of a dataset that is protected by watermarks. In
real practice, the data protector may have already released
their unmarked images before the development of the water-
mark technique. Therefore, it is necessary to consider the
situation where the watermark rate is not 100%. In this sub-
section, we demonstrate the effectiveness of FT-Shield when
the watermark rate is lower than 100%. The experiments
are mainly based on the style transfer task using the paint-
ings by artist Louise Abbema. The results are presented in
Table 7. As shown in the table, as the proportion of the wa-
termarked images in the training set decreases, the TPR also
decreases. This is within expectation because when there
are fewer watermarked images in the protected dataset, it
is harder for the watermark to be assimilated by the diffu-
sion model. Nonetheless, our method consistently achieves
better performance than baselines. With a watermark rate
of 80%, it achieves a detection rate close to 100% across



Table 7: Watermark detection rate (TPR) under different
watermark rates (‘FS’ and ‘FM’ refer to ‘FT-Shield-Specific’
and ‘FT-Shield-MoE’, respectively, ‘GW’ stands for ‘Gen-
Watermark’ [16], and ‘DN’ represents ‘DIAGNOSIS’ [33]).

WM ‘ DreamBooth ‘ Textual Inversion

Rate | ™ g GW | FM DN | FS GW | FM DN

100 % | 99.66% 98.47% | 99.67% 91.50% | 96.54% 87.78% | 96.83% 88.28%
80 % | 99.58% 97.22% | 98.83% 90.68% | 97.75% 84.86% | 95.00% 88.35%
50 % | 95.92% 94.45% | 87.33% 54.91% | 92.92% 83.20% | 88.50% 37.60%
20 % | 86.42% 92.78% | 83.50% 13.81% | 88.25% 81.25% | 85.83% 19.30%

WM ‘ Text-to-image ‘ LoRA

Rate | pg GW | FM DN | FS GW | FM DN

100 % | 98.74%  93.33% | 99.33% 88.89% | 97.49% 85.83% | 98.33% 87.83%
80 % | 96.92% 80.70% | 96.00% 63.73% | 95.00% 78.34% | 91.67% 75.21%
50 % | 86.25% 77.50% | 83.67% 48.75% | 73.75% 66.11% | 66.17% 64.39%
20 % | 83.33% 74.45% | 81.00% 32.11% | 63.83% 54.45% | 56.50% 44.76%

Table 8: Performance of watermark detector trained without
augmentation

Ours Ours

(4/255)  (2/255)

TPRt 84.67% 79.06%

DreamBooth FPR, 9.56%  9.61%
Textual Inversion TPRT 54.83%  47.61%
FPR| 3.83% 13.22%

Text-torimaze TPR 37.89%  46.00%
g FPRL 2.89% 15.50%

TPRt 44.06% 53.61%

LoRA FPR|, 4.72%  19.67%

all fine-tuning methods. Even when the watermark rate is
reduced to 20%, FT-Shield still maintains detection rates
higher than 80% across all the fine-tuning methods except
LoRA. Although the watermark detection rate for LoRA’s
generated images experienced the most substantial decline,
it remains much higher than the two baseline methods.
Detector trained without data augmentation. As dis-
cussed in Section 3.3, it is necessary to use the generated
data from the fine-tuned diffusion model to augment the
dataset used for the watermark detector’s training. Table 8
demonstrates the performance of the classifier if there is no
augmentation (based on the style transfer task). The clas-
sifier is simply trained on the dataset which contains the
clean and watermarked protected images. According to the
results demonstrated in Table 8, when there is no augmen-
tation, the watermark detector can successfully detect some
watermarked images on the generated set, especially those
generated by DreamBooth. However, the performance will
be much worse than the ones with augmented data. This
difference demonstrates the necessity to conduct augmenta-
tion when training the watermark detector.

5. CONCLUSION

In this paper, we proposed a novel watermarking method
to safeguard images’ IP against the fine-tuning of text-to-
image diffusion models. To ensure that the watermark can
be efficiently and accurately assimilated by the diffusion
model, we proposed an algorithm for watermark generation
which incorporates the fine-tuning loss of diffusion models
in the training loss of watermark. Meanwhile, we introduce

a MoE strategy for the watermark detection to enhance its
adaptability to diverse fine-tuning methods. Empirical re-
sults demonstrates the effectiveness of our method and its
superiority over the existing watermarking methods.
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APPENDIX

A. ALGORITHM

The detailed algorithm for the training of the watermark
(Eq. 1) is demonstrated as below.

Algorithm 1 Optimization for watermark J;

Input: Protected dataset {x;};c[n], Captions for protected
dataset {ci}ic[n), Initialized watermark {d;0}ic[n), Pre-
trained text-to-image diffusion model with parameters
01,02 (61 denotes the unet part and 62 denotes the other
parts), watermark budget 7, diffusion model learning
rate 7, batch size bs, PGD step a and epoch E

Output: Optimal watermark {6; }icin)

1: for Epoch=1 to E do
2: for Batch from {x;};c[,) do

3: 91‘ < 91

4: for 1 to 5 do

5: QT — 01( — T%Ldm (6T3927x1:b5761:bs)

6: end for

T for 1 to 5 do

8: 61:175 < 51:175 —
QSig”{ﬁLdm (67,62, 2165 + O1:0s, C1o0s) }

9 O1:bs <= PTOjjs,.,, o <n(01:s)

10: end for

11: for 1 to 5 do

12: 91 < 91 _
rﬁl/dm (917 927 T1:bs + 61:b57 Cl:bs)

13: end for

14: end for

15: end for

B. ADDITIONAL DETAILS ABOUT THE FINE-

TUNING METHODS

In the experiments of this paper, we considered four Fine-
tuning methods of text-to-image models including Dream-
Booth, Textual Inversion, Text-to-Image and Text-to-Image-
LoRA for style transfer and object transfer tasks. More
details about the setting of these fine-tuning methods are
provided as below.

e DreamBooth [25]: DreamBooth is a fine-tuning method
to personalize text-to-image diffusion models. It mainly
focus on fine-tuning the unet of the diffusion models’ struc-
ture with Lz pan adding a prior preservation loss to avoid
overfitting and language-drift. Whether to update the
text-encoder within in the text-to-image model structure
is an open option. In the experiment in this paper, we
update both the unet and the text-encoder with learning
rate to be 2e-6, batch size to be 1 and maximum fine-
tuning stpes to be 800. For style transfer task, we use
“[V]” as the unique identifier for the specific style and in-
corporate “[V]” in the prompts in the sampling process
to instruct the model to generated images following this
style. Similarly, for object transfer, we use ”"sks” as the
identifier.

e Textual Inversion [6]: Textual Inversion is another text-
to-image diffusion model personalization method. It fo-
cuses on adding a new token which is connected to a
specific style or object to the vocabulary of the text-to-
image models. This work by using a few representative
images to fine-tune the text embedding of the pipeline’s
text-encoder. The loss of the fine-tuning is Lrpy. In
our experiment, we set the fine-tuning learning rate to be
5.0e-04, batch size to be 1 and maximum fine-tuning steps
to be 1500. We use “[V]” as a placeholder to represent the
new concepts that the fine-tuning process learn and also
incorporate it in the prompts in the sampling process.

o Text-to-Image: Text-to-Image Fine-Tuning Method is a
simple implementation of the fine-tuning of text-to-image
diffusion models. It uses L1, par as objective and fine-tunes
the whole unet structure with a dataset which contains
both the images and the captions describing the contents
of the images. An identifier “[V]” is also required in the
captions in the fine-tuning and sampling procedure. In
our experiment, we set the learning rate for fine-tuning
to be 5e-06, the batchsize to be 6 and the maximum fine-
tuning steps to be 300.

e LoRA [11]: LoRA works by adding pairs of rank-decomposition

matrices to existing weights of the UNet and only train the
newly added weights in the fine-tuning process (also using
Lyipwm as objective). It also required a image-caption pair
dataset for fine-tuning and and the identifier “[V]” in the
cations. In experiments, we set the learning rate to 5e-06,
batch size to 6 and maximum training steps to 3000.

C. ADDITIONAL VISUALIZATION OF WA-
TERMARKS

In this section, we provide some additional visualization of
watermarks as in Figure 5, 6, and 7.

D. ADDITIONAL EMPIRICAL RESULTS

Transferability of tailored watermark detector. We
provide some additional results (results for the object trans-
fer tasks) regarding the transferability of tailored watermark
detector here. The results are shown in Table 2, indicat-
ing that the performance of the detectors is greatly reduced
when the classifier is applied to the images generated by a
different fine-tuning method.

Robustness of watermark (FT-Shield-MoE). Given
the similar performance of FT-Shield-MoE to FT-Shield-
Specific, in Section 4.6 we primarily present the detection
performance of FT-Shield-Specific. Nonetheless, detection
performance of FT-Shield-MoE is also provided, as seen in
Table 10. Comparing Table 6 and Table 10 we can see
that, in general, the detection performance of FT-Shield-
MoE is similar to that of FT-Shield-Specific. Both FT-
Shield-Specific and FT-Shield-MoE achieve good performance
in watermark detection on corrupted generated images.

E. PROMPTS USED FOR IMAGES GEN-
ERATION

In the following, we provide the prompts used in image gen-
eration in our experiments.
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Figure 5: Examples of watermarked images (first line) and images generated through domain adaptation for Pokemon imagery

(other lines). The prompt of generation: A robotic cat with wings.

Released

DreamBooth

Textual Inversion }*
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Figure 6: Examples of watermarked images (top row) and images generated from object transfer (clock) shown in subsequent

rows. The prompt of generation: A sks clock on top of pink fabric.
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Figure 7: Examples of watermarked images (first line) and images generated from face transfer (other lines). The prompt of
generation: A photo of sks person wearing a vintage hat.



Table 9: Transferability of the watermark detectors in Style

Transfer (Object)

budget | | DreamBooth ~ Textual Inversion

2/255 DreamBooth 98.24% 57.28%
Textual Inversion 68.23% 97.63%

4/255 DreamBooth 98.85% 73.77%
Textual Inversion 72.05% 98.03%

Table 10: Robustness of the watermark against different image

corruptions (detected by FT-Shield-MoE)

Corruption ‘ DreamBooth ‘ Textual Inversion

Type | w/oaug. w/aug. | w/oaug. w/ aug.

JPEG Comp. 62.17% 98.92% 75.42% 98.33%
Gaussian Noise | 84.58%  98.67% 95.00%  96.67%
Gaussian Blur 89.75%  99.17% | 69.58% = 95.42%
Random Crop 82.83%  98.83% | 73.75%  95.83%

Corruption ‘ Text-to-image ‘ LoRA

Type | w/oaug. w/aug. | w/oaug. w/ aug.

JPEG Comp. 85.33% 94.33% 76.17% 90.08%
Gaussian Noise | 71.33%  88.42% 78.33%  85.42%
Gaussian Blur 92.17%  94.00% | 89.03%  91.50%
Random Crop 71.92% 84.08% 73.67% 86.92%

E.1 Prompts Used for Face Object Transfer

in the snow

with a wheat field in the background

on the beach

with a tree and autumn leaves in the background
on a cobblestone street

with the Eiffel Tower in the background

on top of pink fabric

on top of green grass with sunflowers around it
on top of a wooden floor

on top of a mirror

with a city in the background

on top of a dirt road

an with a [V]

on top of a white rug

Q.
=

with a blue house in the background
be shaped [V]

placed beside a window

irl holding a [V]

on a desk

on a chair

beside a computer

on the top of a roof

in a box

on a bed

with a mountain in the background
on a desk

on a cliff overlooking the sea
placed on a bookshelf

under a tree
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E.3 Prompts Used for Style Transfer (Arts)

A photo of [V] laughing heartily
A photo of [V] by the beach at sunset
A photo of [V] wearing a vintage hat
A photo of [V] with a glass of wine
A photo of [V] reading a thick book
A photo of [V] wearing a graduation cap
A photo of [V] with ear rings
A photo of [V] holding a vintage camera
A photo of [V] holding a coffee cup
A photo of [V] holding a bouquet of flowers
A photo of [V] in a classroom
A photo of [V] wearing A winter scarf and gloves
A photo of [V] on a boat
A photo of [V] wearing oversized sunglasses
A photo of [V] in the jungle
A photo of [V] in front of a flower field
A photo of [V] with a kitten
A photo of [V] amidst colorful autumn leaves
A photo of [V] in a sunny park
A photo of [V] holding a bottle of water
A photo of [V] in her bedroom
A photo of [V] surrounded by festive balloons
A photo of [V] with upset face
A photo of [V] with a colorful parrot on the shoulder
A photo of [V] with blunt-cut bangs
A photo of [V] with straight black hair
A photo of [V] in the street
A photo of [V] in front of a window
\Y

A photo of with short hair

A photo of [V] in a library, surrounded by towering book-

shelves

E.2 Prompts Used for Lifeless Object Transfer

A lady reading on grass in the style of [V]

Anglers on the Seine River in the style of [V]

Flower field in the style of [V]

Haystacks in winter mornings in the style of [V]

Iris in the style of [V]

Mother and her child in a garden in the style of [V]
Red Boats at Argenteuil in the style of [V]

Saint Lazar Railway Station in the style of [V]
Sunflowers in the style of [V]

A man in a suit with a beard in the style of [V]
Waterfall in the style of [V]

Boats at rest at petit gennevilliers in the style of [V]
Eese in the creek in the style of [V]

Claude haystack at giverny in the style of [V]
Meadow with poplars in the style of [V]

Olive tree wood in the moreno garden in the style of [V]
A fountain in the style of [V]

A bottle of champagne in an ice bucket in the style of [V]
Snow scene in the style of [V]

An Ttalian vineyard at midday in the style of [V]
The artist house in the style of [V]

Cherry blossoms in full bloom in the style of [V]
The cabin in the style of [V]

The bodmer oak fontainebleau in the style of [V]
Sunrise in the style of [V]

The sea at saint adresse in the style of [V]

The seine in the style of [V]

Birds taking flight from a tree in the style of [V]
Walk in the meadows in the style of [V]

The summer poppy field in the style of [V]

Rough sea in the style of [V]

An old man playing the violin in the style of [V]
Woman in a garden in the style of [V]

Swans gliding on a serene pond in the style of [V]

A growling tiger in the style of [V]

Majestic castle overlooking a valley in the style of [V]




Waterloo bridge in the style of [V]

Wild horses galloping on the shore in the style of [V]
The boat studio in the style of [V]

Bustling train station in the 1900s in the style of [V]
The sheltered path in the style of [V]

Fo]rtrait of a Woman with Low Neckline in the style of
v

Ballerinas rehearsing in the style of [V]

Market day in a provincial town in the style of [V]
A goat on grass in the style of [V]

The old lighthouse by the cliff in the style of [V]
Two butterflys in the style of [V]

Moonlit night over a calm sea in the style of [V]

A frog on a lotus Leaf in the style of [V]

A camel team in the desert in the style of [V]

An eggplant on vines in the style of [V]

Windmills on the Flower Field in the style of [V]
Alm tree at bordighera in the style of [V]

A dog waiting for the owner in the style of [V]

A view of mountain in the style of [V]

Two pandas eating bamboos in the style of [V]
Grapes on a vine in the style of [V]

A woman admiring lotus flowers in the style of [V]
The Cliffs of Etelta in the style of [V]

The side face of a red-haired woman in the style of [V]

Remarks: In the sampling procedure of DreamBooth and Tex-
tual Inversion, the prompts need to be added with the word
?painting”, e.g., A lady reading on grass in the style of [V] paint-
ing.

E.4 Prompts Used for Style Transfer (Poke-
mon)

A robotic cat with wings

A blue and white dinosaur with wings

A phoenix with icy feathers

A cartoon sunflower with a happy face

A steel-spined hedgehog

A deer with colorful feathers on it’s head

A small, furry creature with large eyes

A gray cartoon character with a black tail

A fire-breathing fox

A pokemon ball with a butterfly on top of it

A jellyfish-like creature

A red and white toy with a blinking green eye
A robotic unicorn with a laser horn

A small, insect-like creature with petal-like wings
A robotic dog with butterfly wings

A magical gnome that walks at night

A tree-like creature with glowing eyes

A bioluminescent jellyfish with a galaxy pattern inside
A creature made of clouds

A cartoon character with claws

A creature with butterfly-like wings

A yellow and orange pokemon with big red eyes
A fairy-tale dragon

A miniature dragon made of living crystal

An armored turtle with a spiked tail

A will-o’-the-wisp in the form of a playful kitten
A cyborg rabbit with blue eyes

A floating island turtle with a mini ecosystem on its back
A robotic owl with holographic wings

A dog with a wheel in his hand

A cyborg penguin with jet engines

A mechanical elephant with hover discs for feet
A robot bear with solar panels as fur

A spectral wolf with aurora-like fur

A blue and yellow insect

An origami crane that comes to life

A pink dog with red ears sitting down

A chameleon with digital camouflage

A goat with a bell on its head

A peacock with holographic tail feathers

A red and white dragonfly

A saber-toothed cat with plasma claws

A blue spider with a green cap

A clockwork bird with wings of stained glass

A green and yellow bear

A starry narwhal with a radiant horn

A green and red dragon

An ice-cream shaped panda with flavors as fur colors

A red and orange pokemon

A shadow fox that morphs into smoke

A cute animal with horns

A wind-up mouse with antique clockwork gears

A colorful butterfly

A coral reef mermaid with sea glass and shells

A pair of owls with orange wings

A robot with a green body, yellow arms, and a red head
A bamboo dragon that grows real leaves

A glowing, ethereal deer with constellation patterns in
its fur

A neon-furred squirrel with jetpack wings, channeling the
futuristic vibe

An aquatic creature with the features of a shark and a
dolphin
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ABSTRACT

The extensive use of graph-based Machine Learning (ML)
decision-making systems has raised numerous concerns about
their potential discrimination, especially in domains with
high societal impact. Various fair graph methods have thus
been proposed, primarily relying on statistical fairness no-
tions that emphasize sensitive attributes as a primary source
of bias, leaving other sources of bias inadequately addressed.
Existing works employ counterfactual fairness to tackle this
issue from a causal perspective. However, these approaches
suffer from two key limitations: they overlook hidden con-
founders that may affect node features and graph structure,
leading to an oversimplification of causality and the inabil-
ity to generate authentic counterfactual instances; they ne-
glect graph structure bias, resulting in over-correlation of
sensitive attributes with node representations. In response,
this paper introduces the Authentic Graph Counterfactual
Generator (AGCG), a novel framework designed to miti-
gate graph structure bias through a novel fair message pass-
ing technique and to improve counterfactual sample gener-
ation by inferring hidden confounders. Comprising four key
modules — subgraph selection, fair node aggregation, hid-
den confounder identification, and counterfactual instance
generation — AGCG offers a holistic approach to advanc-
ing graph model fairness in multiple dimensions. Empiri-
cal studies conducted on both real and synthetic datasets
demonstrate the effectiveness and utility of AGCG in pro-
moting fair graph-based decision-making.

1. INTRODUCTION

Graph data is prevalent in real-world scenarios, such as fi-
nancial markets [54], item recommendations [49], and so-
cial networks [35]. Distinguished from tabular data, graph
data incorporates both individual node attributes and per-
tinent structural information, offering an efficient mecha-
nism to represent and analyze complex interrelationships
among individuals [61]. Consequently, recent years have
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witnessed a surge of interest in the development and ap-
plication of graph algorithms specifically designed for graph
data. Among them, graph neural networks (GNNs) have
shown great ability in modeling graph-structural data [16,
50], consistently delivering exceptional performance across
a diverse range of tasks and applications [41]. Nevertheless,
like many ML methodologies, GNNs have been observed to
potentially discriminate against certain populations as iden-
tified by the sensitive attribute (e.g., gender or race), lead-
ing to substantial ethical considerations.

To mitigate discrimination in GNNs, existing works primar-
ily leverage statistical fairness notions to address bias in
graph representation learning [42, 6, 48]. Their foundation
lies in the assumption that bias originates solely from sen-
sitive attributes, aiming to achieve predictions that are sta-
tistically equitable across subgroups. However, this strategy
largely overlooks the widespread existence of labeling bias,
where the labels of the samples are affected by factors un-
related to their determination, such as statistical anomalies
[26]. Recent works [53, 46] have thus extended the concept
of counterfactual fairness [17] to graphs, seeking to overcome
the limitation in the presence of labeling bias by considering
the causal relationships between variables. Specifically, this
adaptation aims to ensure that nodes and their correspond-
ing counterfactual instances (different versions of the nodes)
receive consistent prediction results [48]. For example, in a
job recruitment scenario, two candidates with different sen-
sitive attribute values but similar qualifications should have
equal hiring opportunities.

The existing counterfactual generating works predominantly
generate instances by directly flipping sensitive attributes
or perturbing node features. For instance, NIFTY [1] in-
troduces perturbations to sensitive attributes to maximize
the similarity between original and altered representations,
thereby promoting invariance. Similarly, GEAR [22] em-
ploys GraphVAE [43] to minimize the discrepancy between
original and counterfactual representations to eliminate the
impact of sensitive attributes. Despite these advancements,
these methods often produce potentially unauthentic coun-
terfactuals [9, 5]. This is attributed to the fact that coun-
terfactual inference is essentially an unsupervised learning
task, and these methods tend to rely on oversimplified causal
models that neglect unobserved hidden confounders, which



affect both the historical choice of treatment and the out-
comes, thus preventing the accurate inference of causal ef-
fects [40]. For instance, socio-economic status, although un-
observed, can influence both the type of medication a pa-
tient has access to and the patient’s overall health. With-
out accounting for socio-economic status, it is challenging to
isolate the causal effect of medications on health outcomes.
Consequently, during counterfactual fairness assessment, it
becomes problematic to discern whether a change in a pa-
tient’s healthcare decision is due to a modification in a sen-
sitive attribute or a shift in a confounder.

Furthermore, existing works on graph counterfactual fair-
ness often overlook the impact of graph structure bias in
GNNs [38]. Typically, GNNs employ a uniform message-
passing mechanism that aggregates information from neigh-
boring nodes, thereby preserving the topology and node fea-
ture information [23]. However, this process can inadver-
tently amplify existing biases within the graph’s structure.
In particular, the message-passing approach tends to homog-
enize the representations of connected nodes. Consequently,
nodes connected by intra-group edges, which often exhibit
similar features, may become over-represented [7]. In con-
trast, nodes linked by inter-edges, typically characterized
by differing attributes (i.e., high-frequency signals), might
be under-represented during this aggregation process [36].
This imbalance often leads to a diminished representation
of nodes from diverse sensitivity groups in the final node
embedding. Therefore, constructing node edges for counter-
factual instances based on node feature similarity often re-
sults in nodes with the same sensitive attributes being more
closely connected [29]. This practice can inadvertently lead
to unintended inter-group isolation and introduce structural
bias (¢.e., intra- and inter-group edge distribution drift).
To address these limitations, this paper explores the do-
main of graph counterfactual fairness, with a focus on the
potential causal interactions between each sample and its
neighboring nodes. In addition, the impact of a sample’s
hidden confounders on its counterfactual instances, along
with the influence of graph structure bias on the genera-
tion of these instances, is specifically examined. This area
is largely underexplored with unique challenges: i) Com-
plexity of counterfactual graph data: Unlike tab-
ular data, which typically follows the principle of being in-
dependent and identically distributed (I.I.D.), graph data
encompasses both node information and structural intercon-
nections. The intricate nature of these relationships among
the nodes implies that creating counterfactual samples re-
quires the generation of features in the corresponding coun-
terfactual scenario but also its interconnections with other
nodes. ii) Identifying hidden confounders: The
key to accurately generating counterfactual instances lies
in identifying hidden confounders. However, since hidden
confounders are not observable, determining how to accu-
rately identify the hidden confounders of a sample based on
its observable attributes is crucial yet challenging for ob-
taining authentic counterfactual scenarios. iii) Effective
learning inter-group edges: Disparities in the edge
distribution of central nodes can lead to an overrepresenta-
tion of neighboring nodes with the same sensitive attributes
as the central node during node aggregation. This, in turn,
causes an over-correlation of node embeddings with sensi-
tive attributes, posing significant challenges in effectively
learning inter-group edges during node aggregation to avoid

introducing topological bias.

In response to the aforementioned challenges, this paper pro-
poses a novel framework for graph-based fair ML decision-
making. To the best of our knowledge, this is the first
work to mitigate the multi-source bias arising from sen-
sitive attributes, labeling processes, and graph structure
in graph-based models by considering both hidden con-
founders and fair node aggregation. Specifically, in addi-
tion to the causal relationship explored by existing methods,
which takes into account the interplay between sensitive at-
tributes, graph structure, and non-sensitive attributes, our
proposed causal model further encompasses the presence of
hidden confounders, as estimated from the observed node
features and graph structure and corresponding influence on
them. Subsequently, the graph structure, node features, and
the identified hidden confounders are used to learn a coun-
terfactual instance generation function. Additionally, to im-
prove the structural realism of counterfactual instances, an
adaptive subgraph extractor is introduced to extend the sub-
graph by including neighbors that are important to the tar-
get node, even if they are far away. Different filter chan-
nels with an adaptive encoder are also constructed to dis-
criminately aggregate neighboring information along intra-
and inter-edges, which avoids over-correlation of node repre-
sentations with sensitive attributes, thereby enhancing the
quality of node embedding. Finally, the generated coun-
terfactual graphs are employed to ensure prediction consis-
tency across real-world and counterfactual scenarios, achiev-
ing graph counterfactual fairness.

The key contributions of this paper are: i) We formu-
late a new graph counterfactual fairness problem that de-
mands concurrent alleviation of algorithmic biases associ-
ated with sensitive attributes, labeling processes, and the
inherent structure of the graph; ii) We introduce AGCG, a
novel framework crafted to attain counterfactual fairness in
graphs. By concurrently tackling biases through the iden-
tification of hidden confounders and the implementation of
fair message passing, it provides a holistic approach to mit-
igating bias in graphs; and iii) We conduct extensive ex-
periments on three real-world benchmark datasets and a
synthetic dataset to demonstrate the superiority of our pro-
posed framework in terms of both bias mitigation and node
classification performance.

2. RELATED WORK
2.1 Graph Neural Networks

Graph neural networks have found widespread utility in vari-
ous tasks involving graph-structured data, such as node clas-
sification [33, 16, 3], graph classification [32, 25], and link
prediction [62]. Their superior performance is attributed to
their ability to represent learning on graphs, with two pri-
mary approaches: spectral-based and spatial-based. Specif-
ically, spectral-based approaches, grounded in graph the-
ory, adapt convolution operations to graph data and rely
on the graph Laplacian matrix or the adjacency matrix to
capture structural information about the graph in the spec-
tral domain [37, 36, 45]. For instance, Graph Convolutional
Networks (GCN) simplify graph convolution using a first-
order approximation of these operations [16]. In contrast,
spatial-based GNNs, like GraphSage [10] and EGNN [19],
focus on learning node representations by aggregating infor-



mation from neighboring nodes. Despite the methodological
differences, most GNNs involve message passing—a process
of pattern extraction and interaction modeling within each
layer. However, a major challenge for this framework is
how to effectively aggregate node information from neigh-
bors with different sensitive attributes. Existing uniform
aggregation leads to suppression of information from neigh-
boring nodes with different sensitive attributes, introducing
structural biases that, in turn, affect the fairness and per-
formance of downstream tasks.

2.2 Fairness on Graphs

Fairness in graphs has received intensive attention. Most
of the existing methods are based on statistical fairness no-
tations such as group fairness [39, 11, 47] and individual
fairness [31, 28, 43]. Specifically, group fairness evaluates
whether the outcome statistics of the classifiers are similar
across different subgroups [34], while individual fairness en-
sures that similar individuals receive similar probability dis-
tributions over class labels [8]. Despite their great success,
they inadequately address label bias. To this end, counter-
factual fairness [17] leverages the causal theory to eliminate
the root bias. Existing works on graph counterfactual fair-
ness either generate counterfactual instances [58] or identify
potential counterfactual instances within input dataset [48].
However, the former relies on oversimplified causal mod-
els that neglect unobservable hidden confounders, failing
to capture authentic counterfactual scenarios [27]. Mean-
while, the latter incorrectly assumes the presence of au-
thentic counterfactual instances within the input data, an
assumption that may not hold true. Consequently, both
approaches struggle to reflect authentic counterfactual sce-
narios.

To jointly address these challenges, we aim to generate au-
thentic counterfactual instances by acknowledging the exis-
tence of hidden confounders, identifying them with a varia-
tional inference approach with Gaussian mixture priors, and
incorporating the information when learning the generat-
ing functions of counterfactual instances. Furthermore, our
approach addresses the root cause of graph structure bias,
enhances fairness in the node aggregation process, and im-
proves the quality of node embeddings with minimal impact
on overall model performance.

3. NOTATION

Consider an undirected and unweighted input graph with
n nodes as G = (V,&,X), where V is the set of nodes,
£ is the set of edges such that £ C V x V, and X is
the set of node features with &; € R™P representing the
features of individual node 7. Each node v; has a binary
sensitive attribute s;, indicating whether node v; belongs
to a deprived group (s; = 0) or favored group (s; = 1),
which is part of the feature set X. We use S € {0, 1}V *1
(S € X) to denote the vector representing the sensitive at-
tributes of nodes. The adjacency matrix of the graph G is
denoted as A € {0,1}"*™, where A; ; = 1 if there is an
edge between nodes v; and v, and 0 otherwise. An edge
A; j is classified as an intra-group edge if nodes v; and v;
share the same sensitive attribute value, and as an inter-
group edge otherwise. We let vsyp, and Sgyn denote the
generated node, its sensitive attribute, respectively. Addi-
tionally, let C' = [C1,...,C),] denote the matrix of hid-

den confounders, where each C; € RP represents the con-
founders for node v;. Without loss of generality, we use
L = {v1,va,...,v1} to signify the set of L labeled vertices,
accompanied by their observed labels Y = {yl, .. 7yL},
with y; denoting the ground-truth label of vertex v;. We
also use U = {WL+17UL+27 R 7UL+U} representing the
set of U unlabeled vertices, and the predicted labels are

Y = {ﬂl,-..,ﬂL}. Also note that [,UL{ =).

4. METHODOLOGY
4.1 Causal Model

Figure 2 depicts the causal model, which serves as the foun-
dation of AGCG for fair counterfactual decision-making.
To the best of our knowledge,
this is the first causal model
that delves into the causal
relationships between hidden
confounders (C) and observ-
able attributes: sensitive at-
tributes (S), node features
(X), graph structure (A), and
ground-truth label (Y) in the
realm of counterfactual fair-
ness. In the proposed model, .
. Figure 2: The causal
each connection represents a de-
terministic causal link, indicat- model of AGCG.
ing the direct influence of one variable on another. Through
this framework, AGCG can discern potential modifications
that would occur in the counterfactual world under different
conditions. Below, we delineate the rationale and explana-
tions that underpin the causal model.

(Unobservable)

e A + C — X: The hidden confounder C' has implica-
tions for the graph structure A and node features X but
does not directly affect sensitive attribute, nor can it be
impacted by the graph structure and node features. For
instance, a person’s “bad temper” might influence his/her
“blood pressure” and deteriorate his/her social relation-
ships with others. However, it cannot change a person’s
“gender”. Note that C' represents unobservable features
and might not always correspond to tangible entities in the
real world. In addition, a causal path from C' to ground-
truth label Y is hypothesized to be mediated through ob-
servable variables (i.e., A and X).

e A+ S — X: Since the sensitive attribute S is typi-
cally determined at birth, there is no parent variable in
the causal graph. Instead, S can only serve as the cause
of other variables, which in turn influence the node’s fea-
tures X and graph structure A. For instance, the sen-
sitive attribute “gender” cannot be caused by other fea-
tures such as “height”, whereas “gender” can influence
“height”. Similarly, on social networks, the “gender” of a
person might skew their connections toward similarly gen-
dered individuals, while these connections cannot change a
person’s “gender”. Notably, S does not affect the hidden
confounder C, e.g., a person’s “gender” does not affect
their “health”.

e Y + A — X: The graph structure A has implications
for both node features X and ground-truth label Y, i.e.,
potential for changes in one node to impact another. For
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Figure 1: Overview of the proposed AGCG framework. For each node, the framework first extracts its contextual subgraph. It
then fair adaptively aggregates information from both intra- and inter-edges, infer the hidden confounders from the observed
data and generates counterfactual instances using both the observed data and these hidden confounders.

example, if all of a person’s friends have watched a partic-
ular movie, that person is also likely to watch it, thereby
changing his/her movie-watching history.

e X — Y: The node features X has impacts for the ground-
truth label Y. Notably, a causal path from X to A would
have similar total causal effects as a causal path from A
to X. Therefore, for computational efficiency, we assume
that there is no causal path from X to A.

4.2 AGCG: In a Nutshell

Expanding upon the established causal model, the proposed
AGCG framework, comprising four modules, is illustrated
in Figure 1: (a) The Fair Adaptive Subgraph Eztractor
Module (Section 4.3), which adaptively identifies contex-
tual subgraphs relevant to each node; (b) The Adaptive
Subgraph Encoder Module (Section 4.4), tailored to differ-
entially aggregate information from intra-group and inter-
group edges linked to each node; and (c) The Hidden Con-
founders Learning Module (Section 4.5), dedicated to in-
ferring hidden confounders for each node based on its ob-
served features and structure; (d) The Counterfactual Aug-
mentation Module (Section 4.6), responsible for creating
counterfactual instances by integrating observed graph data
with the inferred hidden confounders. Subsequent sections
will delve into the details of each module.

4.3 Fair Adaptive Subgraph Extractor Mod-
ule

Learning causal models directly on large-scale graph data
(e.g., social networks) can be computationally expensive.
To mitigate this complexity, a common strategy is to extract
a local subgraph for each node, based on the assumption

that a node is predominantly influenced by its immediate
neighborhood [14]. Drawing upon previous work [39], the
proposed subgraph extraction module operates under the
premise that each node v; depends minimally on nodes out-
side a certain “context subgraph”. This context subgraph
aims to retain essential structural and relational information
relevant to v;.

In addition, unlike approaches that restrict the neighbor-
hood size (e.g., to 1-hop neighbors), our method leverages
importance scores (ImpS) to identify influential nodes, re-
gardless of their distance. As depicted in Figure 1 (a), for
a given central node (highlighted in green), we extract a
context subgraph (shown within the dashed black rectan-
gle) composed of the top-k most influential neighbor nodes
based on ImpS. In doing so, we broaden the local neigh-
borhood beyond immediate neighbors, incorporating distant
yet informative nodes. This enhances both representation
learning and counterfactual data augmentation.

To compute I'mpsS, we first construct a normalized adja-
cency matrix A = AD™!, where D is a diagonal degree
matrix with entries D; ; = Zj A; j. However, this stan-
dard normalization does not account for fairness concerns,
as it fails to consider how nodes sharing certain sensitive at-
tributes often form densely connected substructures. These
substructures can distort transition probabilities, amplifying
subgroup disparities within the extracted subgraphs [13]. To
counteract this bias, a fairness constraint on the transition
probabilities is enforced. Specifically, neighboring nodes are
classified by their sensitive attributes, ensuring that the ag-
gregate selection probabilities are balanced across these at-
tributes, and this is formally imposed as:

> (Po|Aaj =150 € Sa) =D (Py,|Ap; = 1,5, € Sy)
(1)



where P,, and P, are the transition probabilities to neigh-
boring nodes in deprived (S4) and favored (S¢) groups, re-
spectively. With this fairness-aware normalization, ImpS
is then computed as:

(1-a)d)! (2)

where [ is the identity matrix and a € [0,1] controls
the restart probability from the central node. Each entry
ImpSi’j measures the importance of node v; to node v;, and
ImpS; . denotes the importance vector for node v;. This
computation is performed as a pre-processing step, thus not
incurring additional overhead during model training. Armed
with these importance scores, our Adaptive Subgraph Ex-
traction module selects the top-k high-ImpS nodes for each
central node v; to form its context subgraph G,,.

ImpS = a(l —

4.4 Adaptive Subgraph Encoder Module

After extracting the subgraphs, AGCG aggregates informa-
tion from each central node’s neighbors to obtain final node
embeddings. Existing approaches [4, 21] often apply uni-
form message-passing over both intra- and inter-group edges
without differentiating among distinct information frequen-
cies (e.g., low-frequency, high-frequency, and identity infor-
mation). This uniform treatment may cause the learning
process to be dominated by the majority edge type (i.e.,
intra-group edges) while neglecting critical signals from less-
represented edges (4.e., inter-group edges).

To address this issue, we propose a new subgraph encoder
that considers the disproportion in intra- and inter-group
edge distributions. By distinctly handling information de-
rived from these edges, our encoder reduces bias and ensures
that embeddings adequately represent diverse subgroups.
For example, as shown in Figure 1(b), the encoder sepa-
rately aggregates information from intra-group edges (in the
blue box) and inter-group edges (in the red box). This ap-
proach enriches the final embedding for the central node
with valuable signals from nodes having different sensitive
attributes, mitigating bias introduced by skewed edge distri-
butions. Specifically, we introduce three types of learnable
weights to handle different frequency components: i) Low-
frequency weight (wy,). We capture commonalities between
the central node and its neighbors by concatenating their
transformed features. Mathematically denoted as wy, ('Ui7 kz)
= U(u—Lr(WLZL(Ui, k;))), where uy, is a learnable vector.
ii) High-frequency weight (wp). To highlight differences
between neighbors, especially those with distinct sensitive
attributes, we incorporate a negative sign on the neighbor’s
features before transformation. Mathematically, it represent
aswpy (vi, ki) = U(UE(WH(—hgjl)))). iii) Identity weight
(wr). To preserve the central node’s inherent characteristics,

we define: wy(v;, ki) = o(u) (Wrhi™)). Here, o(-) is the
sigmoid activation function, WL, Wy, W are layer-specific
transformation matrices for different frequency components,
and ur,uy, uy are learnable parameter vectors.

To effectively integrate these weights, we normalize them
across the three information types for each node pair (v;,
k;): @(vi,ki) = [@L(Ui, ki), wg(vi, ki), wr (v, kz)], where
Wae{L,H,I},(vik;) s calculated as:  Wa(vi, ki) =
softmax (w, (v, k;)).  The obtained weighting vector
w(v k;) is used to aggregate the multi-frequency informa-

tion from neighboring nodes to compute the central node
embedding:

hl, :UPDl (rh !, AGGy,eq,, (3)
(@) ) ReLU (Wr[Wrhi, !, Wirhl 'Wihi 1))

where 7 is a hyperparameter, Wr € R%*3% denotes the
projected matrix, integrating the embeddings from layer [ —
1, and hl denotes the aggregated neighboring embedding
of node k € G,, after superimposing the [ layer encoder.
To effectively train a fair adaptive subgraph encoder mod-
ule, we train it with an adjacency matrix reconstruction
task. Considering the sparsity of positive edges (e.g., ex-
isting edges), we also adopt negative sampling (e.g., non-
existing edges) to train our module. To ensure the number
of positive samples (€ Jr) is the same as negative samples
(€7), we randomly choose \5+| negative edges from the to-
tal negative edges as negative samples. The reconstruction
loss L. is calculated as follows:

1
‘Crec:i L i‘yAi‘ 4
|5+|+|5,|e¥£ (6] 6]) ( )

where €;; and e;; are the predicted and observed edge of in-
put graph G, respectively. This approach effectively trains
the model to distinguish between existing and non-existing
links, enhancing its ability to accurately reconstruct the
graph structure.

4.5 Hidden Confounders Learning Module

In this section, we discuss how AGCG generates authen-
tic counterfactual instances to achieve graph counterfac-
tual fairness. According to the causal analysis in Sec-
tion 4.1, generating these instances relies on accurately
approximating the joint distribution P(C,A,X,S) =
P(C|X,A,S)P(A,X,S). However, this task is compli-
cated by the unobservability of hidden confounders C' and
the computational infeasibility of directly calculating the
marginal likelihood P(X, A, S) due to the need to integrate
C. To this end, we optimize the Evidence Lower Bound [15]
(ELBO) related to the marginal log-likelihood of the ob-
servable graph data (e.g., A, X, S), which allows us to
effectively approximate and recover the joint distribution
P(C, A, X, S), thus ensuring the authenticity of the coun-
terfactual instances generated, as demonstrated in Equa-
tion 5:

log P(A, X|S) > Eqg(ca,x,s)log P(C, A, X, S)] —Eqcla,x,s)[log Q(C|A, X, S)]

(5)
where Q(C|A, X, S) denotes the variational distribution
that uses a parametric family of distributions to approxi-
mate the intractable posterior distribution P(C|A, X, .5).
This strategy allows us to sample C' from its posterior given
the observable variables (e.g., A, X, ), as formalized in
Equation 6:

P(X, A, S|C)P(C)
P(X, A, S)

Building upon this approximation framework, we model the
joint distribution P(C, A, X, S) consistently with our pro-

P(C|X,A,S) = (6)



posed causal model (as shown in Figure 2), as outlined in
Equation 7:

P(C,A, X, S) = P(C)P(S)P(A|C, S)P(X|A,C,S)
(7)
where P(A|C,S) and P(X|A,C,S) are the graph struc-
ture generation function (G4 and the node features genera-
tion function G x, respectively, to be detailed in Section 4.6.
In addition, the generative and inference model parameters
are learned simultaneously by maximizing the ELBO.
However, this modeling strategy relies on the assumption
that the VAE model is identifiable, a premise that has not
been fully established [20, 24]. This is attributed to the fact
that multiple parameter sets can yield models with identi-
cal marginal data and prior distributions, yet differ signifi-
cantly in the hidden confounder C. Consequently, obtaining
the true joint distribution P(C, A, X, S) only using VAE is
not feasible. To ensure the model in Equation 7 is identi-
fiable, we specify a Gaussian mixture prior to the hidden
confounder ¢; associated with v;. To achieve identifiabil-
ity and capture more complex latent patterns, we impose
a mixture of Gaussians prior on the hidden confounder c;.
Specifically, a discrete random variable selects one among
a finite set of candidate Gaussian components, each char-
acterized by its own mean vector and covariance matrix.
The relative likelihood of choosing each component is gov-
erned by a set of mixing proportions that sum to one. By
marginalizing over these discrete assignments, the effective
prior emerges as a weighted combination of multiple Gaus-
sian densities. By employing this mixture prior, the latent
space can accommodate multiple modes and subtle varia-
tions in the underlying data, helping to alleviate identifia-
bility issues. This setup thus not only supports a richer and
more nuanced characterization of the hidden confounders
but also provides a structured probabilistic foundation for
improved variational inference. Building on this structured
prior, we define a categorical distribution to describe the
allocation of weights among the Gaussian components, fa-
cilitating the necessary probabilistic framework for effective
variational inference, where probabilities of the individual
components are formulated using a categorical distribution.
Moreover, let T' be the vector containing the component
values for all nodes within the graph, and the variational
distribution Q(C,T|A, X) can be factorized as:

Q(C,TIA, X, 5) = Q(C|A X, 5)Q(T|A, X, 5)  (8)

Building on this, the updated ELBO of our framework can
be formally described as:

log P(A, X|S) = log //P(C)P(S)P(A|C, S)P(X|A, C, S)dC dT

e oy PAX,C.TIS)
Z BQ(c,11A,x,8) |108 Q(C,T|A, X, S)

(9)
where the values of log P(A, X|S) correlate positively with
the reality of both the graph structure and node fea-
tures, while EQ(C,T|A,X,S) denotes the expectation with
respect to the variational distribution ). Furthermore,
P(A, X,C,T|S) represents the joint distribution between
the observed data, while P(C,T|A, X, S) denotes the pos-
terior distribution of the hidden confounders.

Using the factorization of the variational distribution, the

updated ELBO of our framework can be formally described
as:

P(T)P(C|T)P(A|C, S)P(X|A,C, S)
Q(C,T[A, X, S)

log P(A, X|S) > Egc,r)a,x,5) |log
(10)

4.6 Counterfactual Augmentation Module

With hidden confounders identified, AGCG proceeds to gen-
erate counterfactual instance for each node v;, which is sub-
sequently used to train downstream classifiers to achieve
graph counterfactual fairness. As shown in Figure 1 (d),
two generating functions are utilized to generate the graph
structure A (left), and node features X (right) of the coun-
terfactual instance, respectively. Specifically, given an ob-
served graph G = {A, X, S}, the sensitive attributes S” of
each node v; are flipped (i.¢e., S} = —S5;), then utilized along
with the obtained hidden confounder C' to generate the ad-
jacency matrix A’ according to G 4(C, S’), representing the
topology of the counterfactual subgraph (the ego graph of
the counterfactual counterpart of v;) as follows:

1
Al(veyn,vj) = —————— (11)
1 + e_c'vsyn‘cvj
where Ovsyn and Ov,- represent the hidden confounder of a

generated counterfactual instance and of other nodes within
the observed graph G, respectively. In addition, to enhance
genuineness, real world graph topology distributions are in-
corporated. Specifically, nodes sharing the same sensitive
attribute value (i.e., within the same subgroup) are more
likely to form connections. To reflect this real-world phe-
nomenon, two thresholds are established: 77 for nodes with
the same sensitive attribute value and 75 for nodes with dif-
ferent sensitive attribute values. These thresholds represent
the probability that a connection exists between pairs of
nodes, depending on whether they share sensitive attribute
value, with the exact values to be fine-tuned according to
the dataset’s distribution. This strategy, informed by the
observed input graph topology, aims to ensure that the syn-
thesized graph structures reflect realistic connectivity pat-
terns and avoid overly sparse connections between nodes
with differing sensitive attributes, thereby improving the re-
alism and fairness of the counterfactual graph structure.

In terms of generating node features X' = Gx(C, A", S"),
the process is based on:

X/gq) :GXl(Ci,Si,XIZ(-qil))'F (12)

AGijeg§q>(GX2(cj,sj,X’g»q ) (13)
where X'Eq_l) denote the (g — 1)*" layer feature of node
v;, and AGG(-) denotes an aggregation function that maps
the information from all neighboring nodes to a single vec-
tor. In addition, Gx1 and G xs are two piecewise affine
transformation functions, e.g., multilayer perceptrons with
leaky ReL U activations.

Building on these generated authentic counterfactual in-
stances, our classifier is then trained with real samples and
their counterfactual counterparts to ensure consistent pre-
dicted labels for both. The corresponding loss function
L ¢qir is denoted as:
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L fair = (93 log(9;) + (1 — 3js) log(1 — ;)] (14)

1
N 4
i=1
where §; is the predicted label of the real sample, and g, is
for the counterfactual sample. The fair loss function mini-
mizes the prediction discrepancy between the predictions for
real and counterfactual instances, thereby promoting fair-
ness.
To maintain the utility of AGCG, we adopt the cross-
entropy loss as the utility loss Lytiity, defined as:

1
Lutitity = Vil > —(wilog(dis) + (1 — i) log(1 — 4i))
v; €EVL
(15)
The overall objective function is ultimately derived from all
the loss functions described above.

5. EXPERIMENT
5.1 Datasets

Experiments are conducted on three real-world datasets and
a synthetic dataset. For the real-world datasets: i) The
German dataset [2] contains credit information of clients
at a German bank. Each node represents a client, and each
edge denotes the similarity between two clients’ credit ac-
counts. The sensitive attribute is the clients’ gender, aiming
to classify clients into good versus bad credit risks. ii) The
Credit dataset [52] comprises individuals’ default payment
information, where each node signifies an individual, and
edges denotes the similarity in their expenditure and pay-
ment patterns. The sensitive attribute is age, with the ob-
jective of predicting whether an individual’s default mode of
payment is via credit card. iii) The Bail dataset [1] presents
data related to defendants granted bail in U.S. state courts.
Each node corresponds to a defendant, and an edge connect-
ing two nodes signifies similarities in their criminal records
and demographic details. The race of the defendants is used
as the sensitive attribute, with the goal of classifying defen-
dants into two categories: those suitable for bail and those
who are not.

As real-world datasets lack ground-truth counterfactuals, a
synthetic dataset is constructed using the proposed causal
model. This gives us accurate counterfactuals for each node,
enabling precise assessment of generated instances. In our
setup, we consider the binary sensitive attributes and labels,
which are generated based on a Bernoulli distribution, i.e.,
s; ~ Bernoulli(ps). Next, we begin by drawing latent fac-
tors C' from a Gaussian mixture model with Z elements. For
each node, we use Gx and G 4 to generate node feature X
and adjacency matrix A. Node labels are generated in the
same way as node features. This way allows us to manip-
ulate various parameters, including the sensitive attribute
probability, label probability, and feature dimensions. Ta-
ble 1 provides detailed statistics of these four datasets.

5.2 Baselines

To assess AGCG, we compare it against eight state-of-
the-art node classification methods, categorized into three
groups: i) Vanilla graph model: GCN [16], Graph-
SAGE [10], and GIN [51]. ii) Fair Node Classification

Table 1: Summary of the datasets used in the experiments.

Dataset German Credit Bail Synthetic
Vertices 1,000 30,000 18,876 2,000
Edges 21,742 137,377 311,870 4,570
Feature 27 13 18 25
dimension
Average 44.5 10 34 4.9
Degree
Sensitive
Attribute Gender Age Race Gender

Methods: Graphair [12] aims to use adversarial learn-
ing to automatically produce fair graph data that can trick
the discriminator. FairAGG [63] implements a fair ag-
gregation scheme based on the Shapley value to ensure
group fairness. iii) Graph Counterfactual Fairness Meth-
ods:NIFTY [1] create counterfactuals by introducing per-
turbations to sensitive attributes, thereby enhancing model
fairness. RFCGNN [44] learns a fair node representa-
tion by identifying counterfactual instances and sensitive
attribute-related information masking, and FDGNN [39]
utilizes counterfactual samples to learn disentangled node
representation to mitigate the multi-source biases.

5.3 Evaluation Metrics

Both fairness and predictive performance are evaluated,
with Statistical Parity Differences (SPD) [18] and Equal Op-
portunity Differences (EOD) [11], with values close to zero
indicating better fairness. We utilize AUC and F1-score to
measure the performance on node classification tasks, with
higher values indicating better performance.

5.4 Experiment results

Comparison Study. Table 2 presents the performance
of node classification and fairness, including the standard
deviation from 10 experiments, along with the average re-
sults. As can be seen, AGCG is affirmed by the empirical
results as highly effective. Specifically, AGCG consistently
achieves top rankings for fairness metrics across all datasets,
when compared with other baseline methods. From the per-
spective of model utility, AGCG demonstrates comparable
results in the Fl-score, while the AUC is higher than some
baselines. AGCG’s advantage stems from its accurate causal
model, which accounts for hidden confounders, leading to
the generation of authentic counterfactual scenarios that
improve the model’s graph counterfactual fairness. Further-
more, AGCG effectively mitigates graph structure bias, re-
ducing the likelihood of node embeddings being overly influ-
enced by sensitive attributes, and efficiently leverages key in-
formation from neighbors with differing sensitive attributes.
Overall, AGCG exhibits good performance in balancing the
trade-off between prediction accuracy and fairness.

Ablation Study. To evaluate the effectiveness of the in-
dividual components in AGCG, an ablation study was con-
ducted. Initially, the significance of the adaptive subgraph
encoder model was examined. For comparison, this compo-
nent was removed and replaced with the AGCG-NAE vari-
ant, utilizing a standard encoder, such as performing uni-



Table 2: Predictive and fairness performance for AGCG and baselines across real-world datasets and synthetic datasets.

Dataset Methods H Vanilla Methods H Fair Node Classification Methods H Graph Counterfactual Fairness Methods ‘
Metrics | GCN GraphSAGE GIN [ Graphair FairAGG i NIFTY RFCGNN FDGNN [ AGCG |
AUC (1) 0.654 &+ 0.015  0.781 % 0.008 0.734 & 0.012 || 0.718% 0.054 0.704 & 0.020 0.736 + 0.041  0.747 £ 0.029  0.781 + 0.022 | 0.744 & 0.048
F1-Score (1) 0.786 4+ 0.012  0.817 4 0.019  0.812 £ 0.015 || 0.813 £ 0.012 0.781 & 0.014 0.792 + 0.019  0.823 4+ 0.012  0.837 + 0.021 | 0.828 £ 0.037
German SPD(}) 0.364 &+ 0.052  0.231 £ 0.058  0.148 4 0.046 || 0.084 £ 0.073 0.063 & 0.047 0.077 &£ 0.028  0.067 £ 0.017  0.058 £ 0.010 | 0.057 & 0.010
EOD(!) 0.312 = 0.041  0.157 £ 0.056  0.091 & 0.037 || 0.058 £ 0.023 0.036 & 0.038 0.049 = 0.023  0.041 £ 0.016  0.024 £ 0.009 | 0.021 & 0.017
AUC (1) 0.707 + 0.017  0.767 = 0.013 0.728 & 0.013 || 0.758 £ 0.047  0.721 £ 0.022 0.727 +£0.024  0.743 £ 0.033  0.747 £ 0.031 | 0.734 £ 0.022
F1-Score (1) 0.835 4 0.028  0.859 4 0.011  0.809 =+ 0.018 || 0.728 + 0.072 0.747 4+ 0.042 0.806 4+ 0.012  0.849 4+ 0.049 0.861 + 0.048 | 0.859 =+ 0.031
Credit SPD(}) 0.108 &+ 0.035  0.113 £ 0.037  0.132 £ 0.037 || 0.085 £ 0.034 0.074 & 0.036 0.094 &+ 0.017  0.074 £ 0.047 0.056 + 0.024 | 0.063 £ 0.024
EOD(!) 0.096 + 0.035 0.124 £ 0.047  0.128 £ 0.047 || 0.088 £ 0.035 0.056 + 0.021 0.113 + 0.027  0.064 £+ 0.016  0.047 £+ 0.016 | 0.043 + 0.013
AUC (1) 0.871 £ 0.019  0.894 £ 0.021  0.768 & 0.067 || 0.822 £ 0.023  0.803 £ 0.016 0.796 + 0.008  0.896 + 0.017  0.894 £ 0.013 | 0.866 % 0.024
F1-Score (1) 0.784 +0.022  0.793 £ 0.031  0.658 = 0.088 || 0.763 £ 0.038  0.743 £ 0.024 0.674 + 0.062 0.802 + 0.032  0.785 £ 0.022 | 0.768 + 0.057
Bail SPD(}) 0.093+ 0.015  0.086 + 0.035 0.072 + 0.037 || 0.051 + 0.033 0.047 + 0.035 0.035 4+ 0.037  0.031 4+ 0.013  0.025 + 0.011 | 0.023 + 0.018
EOD(!) 0.044 + 0.015  0.041 £ 0.022  0.043 £ 0.027 || 0.045 £ 0.033 0.036 + 0.024 0.028 &+ 0.023  0.024 £ 0.016  0.020 £+ 0.014 | 0.018 £ 0.008
AUC (1) 0.653 = 0.013  0.705 = 0.017  0.693 = 0.015 || 0.662 £ 0.029  0.657 £ 0.024 0.702 + 0.041  0.663 £ 0.030  0.695 £ 0.037 | 0.703 % 0.033
F1-Score (1) 0.657 +0.024  0.685 + 0.019  0.673 &+ 0.024 || 0.676 £ 0.028  0.631 + 0.032 0.713 + 0.042  0.689 £ 0.032  0.724 + 0.047 | 0.727 + 0.050
Synthetic SPD(}) 0.146 + 0.035 0.138 4 0.042  0.248 £ 0.055 || 0.054 + 0.023 0.040 + 0.027 0.045 4+ 0.024  0.061 + 0.031 0.041 4+ 0.021 | 0.032 £ 0.011
EOD(!) 0.128 4+ 0.032  0.114 £ 0.027  0.183 £ 0.048 || 0.022 £ 0.033 0.028 & 0.037 0.038 + 0.011  0.031 4+ 0.017  0.023 £+ 0.019 | 0.018 + 0.012
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Figure 4: Ablation study results for AGCG, AGCG-NAE,
and AGCG-NCG.

form messaging for both intra- and inter-group edges. As
depicted in Figure 4, the fairness of AGCG-NAE notably de-
clined. This decrease is attributed to the model’s inability to
adequately learn information from neighboring nodes with
differing sensitive attributes during the aggregation process,
thus introducing structural bias. Additionally, AGCG-NAE
can result in the over association of the node representa-
tions with sensitive attributes, degradation of the quality of
the generated counterfactual instances, and, consequently,
model performance. Subsequently, the importance of the
counterfactual augmentation model was evaluated by cre-
ating an AGCG-NCG variant in its absence. As shown in
Figure 4, AGCG-NCG also exhibited a significant drop in
fairness performance, underscoring the critical role of the
fairness module in mitigating potential biases.

Effect of Different k£ Values. In the experiments,
we evaluated the impact of varying subgraph sizes k, in
{5,10, 15,20, 25,30}, while keeping all other training fac-
tors constant. The classification and fairness performance
on all datasets are depicted in Figure 5. It is observed that
the model achieves better fairness with relatively larger sub-
graph sizes. Specifically, the model exhibits more substan-
tial fairness enhancements as the subgraph size increases up
to 20. However, this improvement becomes less significant

AGCG-NCG Performance

o0 German . 010 .20~ Credit
0.14 i
0.90 0.18| 0.9
012 0.09) oosl
0.85 |
0.16|
0.10 | 08
0.08 0.80 |
0.08 0.06] 010
e 075 | 0.7
0.068 007 2 S Qo Y
e 0.70 u | —
= 0 0.10| 0.6
0-04" 0,06, “\M 0.65 |
0.02 _——_— | oy 008! o
0.05 | —
0.00 0.55 0.06| S
004 s—10 15 20 25 30°°° 0.000 0.08k5-——j5—15— 555 30 4
k
1o Bail o . Synthetic ‘
1 oo
012 0.08 0. 008 00| |
1 e | 0.8
0.06; | |
08 0,06 0.06! |
o 9 o | o
S 0068 0,00 2 ey T H
0.7 0.04 0.04) 1
e | S 1
02 — | s
o o6 0.02] = — |
0.00 | los
0.02- g — 05 { i
L k 000 g5 15 20 25 30
—e— EOD —e— SPD —¥— AUC F1-Score

Figure 5: Parameter study on the choice of k-value.

when the subgraph size exceeds 20. This is because nodes
with ImpS scores ranked after the top 20 hold limited im-
portance to the center node. Consequently, expanding the
subgraph beyond 20 nodes yields negligible gains in classifi-
cation and fairness performance.

6. CONCLUSION

This paper introduces AGCG, a novel graph counterfac-
tual fairness framework designed to enhance the fairness of
GNNs. AGCG addresses a critical gap in existing graph
counterfactual fairness works, i.e., oversimplified causal
models that overlook hidden confounders. Furthermore, by
explicitly considering and mitigating the effects of graph
structural biases, AGCG ensures consistent representation
of different subgroups in node embeddings. The AGCG
framework achieves graph counterfactual fairness by simul-
taneously learning from the original sample and its corre-
sponding authentic counterfactual sample. Experimental
evaluations, performed on both synthetic and real-world
graph data, substantiate the efficacy of our proposed method
in maintaining superior prediction performance while en-
hancing fairness. This work provides a new perspective on
achieving counterfactual fairness in graph data, contributing
to the ongoing development of fair GNNs.
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ABSTRACT

Graph generative models have become increasingly preva-
lent across various domains due to their superior perfor-
mance in diverse applications. However, as their applica-
tion rises, particularly in high-risk decision-making scenar-
ios, concerns about their fairness are intensifying within
the community. Existing graph-based generation models
mainly focus on synthesizing minority nodes to enhance the
node classification performance. However, by overlooking
the node generation process, this strategy may intensify rep-
resentational disparities among different subgroups, thereby
further compromising the fairness of the model. Moreover,
existing oversampling methods generate samples by select-
ing instances from corresponding subgroups, risking overfit-
ting in those subgroups owing to their underrepresentation.
Furthermore, they fail to account for the inherent imbalance
in edge distributions among subgroups, consequently intro-
ducing structural bias when generating graph structure in-
formation. To address these challenges, this paper elucidates
how existing graph-based sampling techniques can amplify
real-world bias and proposes a novel framework, Fair Graph
Synthetic Minority Oversampling Technique (FG-SMOTE),
aimed at achieving a fair balance in representing different
subgroups. Specifically, FG-SMOTE starts by removing
the identifiability of subgroup information from node rep-
resentations. Subsequently, the embeddings for simulated
nodes are generated by sampling from these subgroup in-
formation desensitized node representations. Lastly, a fair
link predictor is employed to generate the graph structure
information. Extensive experimental evaluations on three
real graph datasets show that FG-SMOTE outperforms the
state-of-the-art baselines in fairness while also maintaining
competitive predictive performance.

1. INTRODUCTION

Graph data is pervasive in real-world applications, such as
the financial markets [48], biological networks [38], and so-
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Figure 1: An illustrative example demonstrating the bias
introduced by current graph generative models and its im-
plications in the Facebook dataset.

cial networks [31]. To extract node features and understand
the intricate graph structures, various graph mining algo-
rithms have been developed over the past decades [26, 37,
7, 18, 24, 54]. Among these, graph generative models have
become crucial components of the graph Machine Learning
(ML) framework, serving purposes such as data augmenta-
tion [5], anomaly detection [1], and recommendation [32].
For instance, in scenarios like financial fraud detection [27]
and rare disease prediction [34], graph generative models can
produce synthetic samples from minority community to en-
hance model training, thereby improving the model’s ability
to generalize over real-world data [56].

As graph generative models become increasingly prevalent
in high-risk decision-making scenarios such as credit scor-
ing [28], recommendation [13], and healthcare [22], concerns
about their fairness are intensifying [25]. Indeed, recent
literature has proven graph generative models may inad-
vertently inherit or even exacerbate biases from real-world
data [34, 34, 57]. This issue stems from distributional dif-
ferences in subgroups defined by sensitive attributes (e.g.,
gender or race) and labels, within graph datasets. Such dis-



parities can lead graph generative models to inherit or even
exacerbate biases and pass them on to downstream classifi-
cation tasks. In fact, despite their potential, existing graph
generative models primarily focus on improving node classi-
fication performance without adequately addressing fairness
implications. For instance, GraphSMOTE [56] addresses
class label imbalance by generating synthetic nodes through
interpolation among underrepresented groups and employs
a pre-trained edge generator to establish their graph struc-
ture. Despite the remarkable effectiveness, it inadvertently
intensifies disparities among subgroups, compromising the
fairness of the model. To illustrate, consider credit card
applications through social networking information [10] de-
picted in Figure 1 (a). Given the inherent higher propor-
tion of rejected labels (i.e., gray) for the deprived group
(e.g., females) in the dataset, GraphSMOTE generates more
synthetic samples with rejected labels (surrounded by

) for the deprived group. Consequently, the synthetic
graph depicts a reduced proportion of favorable outcomes for
the deprived group, further ingraining the stereotype associ-
ating the deprived subgroup with rejected labels [45]. As a
practical example, as shown in Figure 1 (b), GraphSMOTE
is applied to the Facebook dataset aiming to balance the la-
bel distribution. Initially, 56.7% of samples in the deprived
group had the granted label, compared to 67.8% in the fa-
vored subgroup—an 11.1% disparity. While it balances the
class distribution, it further exacerbates the disparities be-
tween subgroups; the new distribution showed 36.2% favor-
able outcomes for the deprived subgroup and 55.6% for the
favored subgroup, widening the gap to a 19.4% disparity.
Additionally, existing graph balancing techniques cannot
simply be applied to simultaneously balance class labels
and sensitive attribute distribution. Still, in the example
shown in Figure 1 (b), the favored-granted subgroup repre-
sents 53.3% of the samples, while the deprived-granted sub-
group accounts for a mere 12.4%. This evident discrepancy
suggests that existing efforts to balance subgroup represen-
tation could result in the recurrent selection of samples from
the deprived subgroup for synthetic sample generation. This
repetitive process risks undermining sample diversity, par-
ticularly the underrepresented deprived-granted subgroup,
thereby increasing the likelihood of overfitting and exacer-
bating existing biases.
Furthermore, existing graph generative models utilize pre-
trained edge predictors to determine the graph structure for
generated nodes [40]. However, biases present in the actual
edge distribution can skew this process. For instance, as
illustrated in Figure 1 (a), applicants are more frequently
connected (i.e., black line) with nodes that share the same
sensitive attributes. Consequently, the graph structure gen-
erated by the model (%.e., purple line) inherits and exacer-
bates this bias by preferentially connecting applicants with
similar sensitive attributes, inadvertently introducing struc-
tural bias (4.e., nodes with same sensitive attributes are ex-
cessively linked) and fostering group segregation [34].
In this paper, we investigate these challenges concerning the
fairness of graph generative models. Specifically, we exam-
ine the disparities in representativeness among different sub-
groups and the structural biases evident in the generated
graphs. We also delve into the challenges posed by sam-
ple selection in graph generative models, especially when
dealing with subgroups with limited sample sizes. This do-
main remains largely uncharted and presents three distinct

challenges: i) Complexity of Graph Data. Unlike
tabular data, graph data does not follow the principle of
Independent and Identically Distributed (I.I.D.) due to the
inherent interconnections between each node and its neigh-
bors [38]. Consequently, generating samples demands not
only the creation of high-quality node features but also the
accurate representation of graph structure information. ii)
Multiple sources of bias in graph data. Biases can
originate from the sensitive attribute of the nodes them-
selves or from the structural relationships between them [33].
Therefore, graph generative models should mitigate these
multiple biases simultaneously to achieve equitable represen-
tation. iii) Simultaneously balancing class labels
and sensitive attributes. In contrast to graph gener-
ative models driven solely by performance, fairness-aware
generation necessitates simultaneous consideration of both
class labels and sensitive attributes. In addition, applying
conventional balancing methods directly is ineffective and
may even worsen existing biases, a sophisticated design is
thus essential.

To address the above challenges, we introduce a novel
framework, Fair Graph Synthetic Minority Oversam-
pling Technique (FG-SMOTE), which aims at synthesiz-
ing new samples and their connections while mitigating in-
herent graph bias for fair node classification. To the best
of our knowledge, this is the first work that simultane-
ously accounts for node distribution and structural bias
to generate fair graphs. Specifically, FG-SMOTE begins
by generating node embeddings for each node through aggre-
gation. It then imposes performance and fairness constraints
to ensure that the learned node embeddings remain invari-
ant to sensitive attributes while retaining as much node
information as possible. This strategy enables the follow-
ing graph augmentation to select sample templates from a
wider pool of sensitive information de-identified similar node
embeddings. Following this, FG-SMOTE employs graph
augmentation techniques, t.e., cluster interpolation in the
embedding space, ensuring the node generation process re-
mains unaffected by intra-class similarity and inter-class dif-
ferences. Lastly, FG-SMOTE constructs graph structural
information using a fair link predictor, which is designed
to prevent structural bias that might arise when generating
edges based on feature similarity. Overall, integrating the
strengths of both graph augmentation and graph generation,
FG-SMOTE addresses the largely unattended bias issues in
increasingly prevalent graph generative models, contributing
to the development of a first-of-its-kind fair graph genera-
tion methodology. The key contributions of this work can
be summarized as follows:

o We define a new research direction in generating fair
graphs, focusing on addressing both node distribu-
tional and graph structural biases within the graphs.

e We introduce FG-SMOTE to simultaneously miti-
gate these inherent graph biases while generating fair
graphs for equitable node classification, thereby pro-
viding essential complements to the existing literature
on graph fairness.

o Extensive experimental results on three real-world
graph datasets, evaluated using 11 metrics, demon-
strate the effectiveness of FG-SMOTE in striking a
balance between fairness and predictive performance.



2. RELATED WORK

Graph Generative Models. Existing graph genera-
tion techniques can typically be classified into two primary
categories [55]: i) Node generation and ii) Edge generation.
Node generation aims to extend existing oversampling meth-
ods to graph data. For instance, Oversampling [4] amplifies
the representation of minority nodes by directly duplicating
their embeddings from real datasets. On the other hand,
GraphSMOTE [56] generates synthetic nodes for minority
classes by interpolating between real embeddings, then gen-
erates the graph topology using a pre-trained edge gener-
ator. In the realm of edge generation, the goal is to cap-
ture and replicate essential structural properties of graphs.
For example, Netgan [3], taking inspiration from the GAN
framework [14], generates synthetic random walks while dis-
criminating between synthetic and real random walks sam-
pled from the input graph. GraphVAE [29] generates mul-
tiple smaller graphs and utilizes a subgraph matching algo-
rithm to stitch them into a full-sized graph, akin to the orig-
inal. GraphRNN [47] conceptualizes a graph as a sequential
assembly of nodes and edges, learning this process with au-
toregressive models. However, their common oversight is a
singular focus on performance without due consideration for
fairness, which leads to the introduction of distributional or
structural bias and further degrading the model’s fairness.
Fairness in Graph. Existing work on graph fairness pri-
marily focuses on improving equitable node classification [8,
41, 42, 43]. This area typically falls into two categories: in-
dividual fairness and group fairness. Specifically, individual
fairness [49, 36, 12] requires that similar individuals (e.g.,
measured by Euclidean distance) in the input space should
have similar probability distributions in the output space.
In contrast, group fairness [9, 15, 52] requires classifiers to
have similar performance (e.g., prediction accuracy) across
different subgroups. More recently, there has been an em-
phasis on tackling structural bias in graph learning. For in-
stance, Fairwalk [24] counters link prediction bias by adjust-
ing the probability of random walks, ensuring equal selec-
tion chances for various subgroups. Moreover, FGZAN [34]
addresses biases in graph structure generation by equaliz-
ing performance across different node degrees and reducing
linkage disparities among different subgroups. Nevertheless,
current methodologies fall short of mitigating node distribu-
tion biases arising during the node generation.

Contrary to previous research, our approach aims to miti-
gate the bias in the node generation while simultaneously
accounting for structural bias. Specifically, FG-SMOTE fo-
cuses on enhancing the representation of various subgroups:
i) By generating samples from deprived communities, we
aim to ensure consistent representation across different sub-
groups by a global sampling strategy; ii) By employing a fair
link predictor, FG-SMOTE effectively mitigates structural
biases within the graph generation model.

3. NOTIONS

In this paper, we use bold uppercase characters (e.g., A)
to denote matrices, bold lowercase letters (e.g., s) to denote
vectors, uppercase calligraphic characters (e.g., V) to denote
sets, and normal lowercase letters (e.g., s) to denote scalars.
In addition, we represent the i-th row, j-th column, and
(@, 4)-th entry of any matrix, such as A as Af; j, A, j), and
A;, j, respectively. we use lowercase bold vectors with index

to represent the row vector of a matrix (e.g., a; = A[L:]).
Moreover, we use | - | to denote the absolute value operator.
Furthermore, we consider input graph as undirected and un-
weighted G = (V, €, X'), where V denote the set of nodes, £
(€ CV x V) represent the set of edges, and X € R"*% (n =
|[V'|) represent the set of node features, where x; represents
the features of the node v;. We let A denote the adjacency
matrix of the input graph G, where a;,j takes on the value
1 if there exists an edge ¢ — j, and 0 otherwise. Mean-
while, each node v; has a sensitive attribute, we utilize S
€ {0, 1}V to represent the sensitive attributes, where s;
represents whether or not a given individual v; is a member
of the deprived set. Note that s; € x;, and we let S~ denote
the deprived subgroup and ST the favored subgroup. For
every node v;, the ego graph is GG,,. The ego graph shows
the direct neighbors and their connections for a specific node
in the larger graph. Without restricting the generality, We
let L = {Uh V2, ... 7U|L\} represents the set of labeled ver-
tices. The associated ground-truth labels are represented
by Y = {y1, 92, .- ,yw}, where y; is the label for vertex
v;. Furthermore, U = {v|p|41,V|L|425 - - -» V|L|+|U|} TeD-
resents the set of unlabeled vertices. Predicted labels for
these vertices are represented as . Notably, L|JU = V.
Additionally, for the convenience of the study, we assume
that all sensitive attributes and labels are binary.

4. METHODOLOGY

4.1 FG-SMOTE: In a Nutshell

Figure 2 provides an overview of FG-SMOTE, showcasing
its three essential modules: the Sensitive Information De-
identification Module (highlighted in blue rectangle), the
Data Augmentation Module (highlighted in orange rectan-
gle), and (highlighted in

rectangle). Specifically, the Sensitive Information De-
identification Module is designed to minimize the identifia-
bility of sensitive attributes in node embeddings, while pre-
serving as much other information as feasible by establishing
three constraints (c.f. Section 4.2). Subsequently, the Data
Augmentation Module generates samples for the underrep-
resented subgroups by interpolating node representations
that are obtained from sensitive information de-identified
embedding, ensuring balanced representation across differ-
ent subgroups (c.f. Section 4.3). Lastly, the Fair Link
Prediction Module establishes graph structure information
for each synthesized sample while mitigating structural bias
(c.f- Section 4.4). The following sections detail each of
them.

4.2 Sensitive Information De-identification
Module

Existing graph generative models mainly utilize node em-
beddings derived from encoder aggregation for oversam-
pling, designed to balance representational differences ac-
cording to class labels. However, this strategy cannot di-
rectly be applied for fair sampling, which involves distribu-
tional disparities across both sensitive attributes and labels,
complicating each other. Specifically, synthetic samples are
often chosen from underrepresented subgroups to balance
distributional disparities. This practice can lead to the re-
peated generation of samples that either already exist in the
training data or closely resemble existing ones, due to de-
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Figure 2: Overview of the proposed FG-SMOTE framework.

prived subgroups’ lack of representation in the data. As a
result, synthetic samples generated for these deprived sub-
groups lack diversity [23]. This deficiency in diversity predis-
poses the model to overfitting on these subgroups. To track
this issue, FG-SMOTE introduces global sampling with the
goal of enhancing the diversity of generated samples for un-
derrepresented subgroups. In essence, rather than restrict-
ing the selection of sample embeddings to specific subgroup
(e.g., deprived rejected subgroup), we are able to select sam-
ple embeddings from the entire pool of sensitive informa-
tion de-identified similar node embedding (e.g., not only
deprived rejected subgroup but also favored rejected sub-
group), thus vastly expanding the available choices. As ex-
emplified in the Data Augmentation Module in Figure 2, the
chosen two embeddings for producing the synthetic sample
(e.g., @) is derived from distinct subgroups (e.g., i and
an)- This occurs because these two embeddings resemble
each other after the de-identification of sensitive attribute
information. To achieve this, we map each node’s embed-
ding into a new representation space. This transformation is
designed to obscure any information indicating whether the
individual belongs to a deprived subgroup, while preserving
as much of the remaining information as possible with the
following three constraints: the fairness constraint, the in-
formation constraint, and the graph construction constraint.
Fairness Constraint. The fairness constraint is de-
signed to prevent the retention of information about the
sensitive attribute, i.e., favored and deprived subgroups,
in node representations for fair sampling, thereby prevent-
ing the introduction of additional biases between various
subgroups. Practically, within the part of this
module, while the original node embedding reveals infor-
mation about nodes belonging to a specific group (v),
this information becomes indiscernible after applying the
fairness constraint (X). Adhering to the embedding per-
spective, the original representation space distinctly reveals
whether a node belongs to a specific subgroup. This is evi-
dent in the Node Embedding R,, in Figure 2, where sensi-
tive information-related embeddings distinguishing between
male and female are represented by red and blue colors,
respectively. Subsequently, these embeddings converge to-

wards uniform representation in the Fair Embedding R,,,

depicted in purple, thereby obscuring their distinct sensi-
tive information. To achieve this, we map the node repre-
sentation R, to a new space that cannot identify whether
a node belongs to a specific subgroup. Specifically, we rep-
resent each node’s information in this new space using a set
of pro:cotypical probabilistic mappings; for each prototype
p = Ry, where p is a multinomial random variable, each
value k corresponds to an instance from the intermediate
set of prototypes (the dimensionality of Rk is identical to
that of R,,,). Hence, a node representation does not contain
sensitive group information if it has the same probability of
appearing in the deprived subgroup (57) as in the favorable
subgroup (ST), which can be mathematically represented as
P(p=Ri|Re€ ST)=P(p= Rig|R € S™). To efficiently
map the node representation R to p, a natural probability
mapping using the softmax function is defined as:

exp(—d(R, Rk)2
Yoo exp(—d(R, R;))

where d(-) is a distance metric (e.g., Euclidean distance)
and K denotes the number of prototypes.

Building on this, we measure the difference in the probabil-
ity of each prototype in different sensitive groups. Hence,
the group statistical parity difference (GSD) is formally de-
fined as GSD = |GPT — GP~|, where group mapping
probability (GP) is defined as follows:

Plp = kR) = (1)

K
apt— L > Y P(p=Ri|Rs € ST)

v
v, €St k=1
1 - A @)
GP™ = e Z ZP(pZRk|R365_)
HopeS— k=1

Finally, the fairness constraint is defined as follows:

Lp=GSD+ Z(Rvi - R'Ui)z (3)

i=1



where Rvi is the reconstructions of R,,. This constraint
encourages the model to encode all information contained
within the raw features except for any information that
could lead to biased learning.

Information Constraint. For each node, v;, the ob-
tained node representation I?,, should capture important
node features and graph topology information to retain util-
ity for downstream tasks. In other words, for node v;, the
model can be trained on the reipresentations to make ac-
curate label predictions (i.e., R,, — ¥;). As illustrated
in the maplered part of this module, the information con-
straint ensures the retention of the necessary information to
accurately predict (v') the label in both the new node em-

bedding, i.e., R,,, and the original node embedding, i.e.,
R,,. Hence, the objective of the information constraint is
to minimize the loss of the prediction model, as shown in
Equation 4:

1

Lr=—
v

> —(ilog(yi) + (1 - y:) log(1 —4i;)) (4)
v; EVL
where y; is the one-hot encoding of the ground-truth label of
v;. Note that current graph generative models mainly focus
on R,,, thus leading to biased sampling towards deprived
subgroups.

Graph Construction Constraint. For each node v;,
another objective is to ensure that its embedding accurately
represents the node itself. This involves accurately recon-
structing (v) the ego-graph of node v;, denoted as G,,,, de-
picted in the deepAgreen part of this module, using the new
node embedding R,,. To this end, the graph construction
constraint is formalized as the graph structure reconstruc-
tion loss (L) as below:

1
Lo=—— L i‘,Ai‘ 5
G T ] E (eij, €ij) (5)

e EE

where £7 and £ denote the sets of sampled positive and
negative edges, respectively, and L(-) denotes the cross-
entropy loss function. In addition, €;; denotes the actual
connection status between nodes v; and v;, while the pre-
dicted probability of a connection between these nodes is
given by &;; = J(pipf), where o(+) is the sigmoid function.
Notable, due to the scarcity of positive edges, a negative
edge is randomly selected to add to the set of negative edges
for every positive edge acquired.

In essence, the introduction of the graph construction con-
straint serves as a precaution against noise infiltration into
node representations. This ensures that the reconstructed
ego-graph, G,,, remains uncorrupted, thereby refining the
quality of node generation.

4.3 Data Augmentation Module

With the fair embedding, FG-SMOTE carries out global
oversampling to mitigate the rooted distributional dispar-
ities, following the general idea of SMOTE algorithm [6].
Specifically, for each node v;, its nearest neighboring nodes
bearing the same label are determined using the Pick(-)
function, which is based on the Euclidean distance in the in-
put space and is mathematically represented by Equation 6:

Pick(v;) = {Yv; € G|argmin HRD - Ry].

} st vi=Y;
(6)
where v; denotes the selected node, while v; represents the
neighboring node of v; that shares the same class label but
their sensitive attribute might differ.
Using the selected node embeddings of the samples and
their respective nearest neighbors, we can formally de-
fine the embedding of the synthetic sample as: Rgep =
aRy,+(1—a)R,,, where  is a random variable in the range
[0, 1], to control the similarity of synthetic node embedding
i§ close to one instance or its close neighbor. Given that both
R, and R,, belong to the same class and are in close spatial
proximity, the resulting synthetic sample Rgey, inherits their
properties and remains within the same class. The gener-
ated sample’s sensitive attribute information is subsequently
proportionally assigned to ensure consistent representation
across different subgroups. Notably, our approach employs
the SMOTE as a representative example due to its status
as a foundational and widely adopted method in the realm
of oversampling. However, it’s important to emphasize that
our methodology is versatile and can be adapted to various
oversampling techniques beyond SMOTE.

4.4 Fair Link Predictor

After generating synthetic nodes to address the distribu-
tional disparities, we face another challenge: the generated
nodes are not connected to the input graph G, rendering
them as isolated nodes. Consequently, it is imperative to
produce graph structure information for each of these nodes
to integrate them to G. Existing methodologies harness the
edge distribution of the real data to train link predictors,
subsequently generating the required graph structure infor-
mation. Essentially, the existence of a link between any two
nodes is contingent upon their similarity according to the
weighted inner product. The predicted relation (E(m’vj))
between node v; and v; is define as follows:

E _ eXp(g(R’Ui -7z Rv]‘))
(viyv5) = Zexp(U(Rvi -7 - R’Uj))

where the parameter matrix Z contains the interaction be-
tween node v; and v;. Next, the edge generator’s loss func-
tion is represented as:

(7)

Lip=|E-Al% (8)
where E predicts the connections between nodes in V.
However, this approach is performance-driven and could ex-
acerbate the connection disparities between deprived and
favored subgroups [47]. Specifically, given that most con-
nections in the input graph G are intra-group connections,
this leads to amplified inter-group connection disparity in
the topology learned by existing graph generation models.
Considering the growing practice of using social networks for
credit scoring as an example: users from deprived groups
may receive unjustly reduced credit scores since a signifi-
cant portion of their social network consists of inter-group
connections with lower credit scores. This ultimately leads
to biased credit assessments against the deprived group [44].



Such a disparity can be quantified as the model performance
difference between inter-group and intra-group links in G,
referred to as the consistency difference (CD), i.e., CD =
|Linter — Lintra|, where Lipter represents the loss of inter-
group connection, and L;,¢.q denotes the loss associated
with intra-group connection:

Linter = ||Einter - Ainter||2F

9)

Lintra = ||Eintra - Aintra”%"

where Finter and Fjnprq denote predicted connections be-
tween inter-group and intra-group nodes, while A;pter and
Aintre Tepresent actual connections within inter-group and
intra-group nodes, respectively.

Integrating these components, the loss of fair link predictor
is formally defined as: Lo = Lig + CD

4.5 Final Joint Learning Framework

Assembling the previously discussed modules, the final ob-
jective function of FG-SMOTE, which consists of four parts
and is controlled by the tunable hyperparameters a, b, and
¢ to balance the contributions of the various elements in the
overall objective function, is depicted in Equation 10:

min Liotqr = L1 +ala +bLr 4+ cLe

1 . R
=—— > —(yilog(yi) + (1 — yi) log(1 — 4i;))
Vil
Vi L
1
—_— Leij, &) + b|GPT — GP~
e 3, Hew ) 4 |
ij
ki A
+b> (Ro;, —Ro,)? + c|E = All% + c|Linter — Lintral
i=1
(10)

where the first term, L£;, aims to minimize the predic-
tion loss; the second term, L, design to minimize the re-
construction loss for the node representations R with the
function L() denoting cross-entropy; The third term, Lp,
aiming to desensitize the representation R, thereby enable
global sampling to mitigate node representation bias; The
last term, L, aims to promote the fairness of the edge pre-
dictor and avoid introducing structural bias.

5. EXPERIMENT
5.1 Experimental Settings

Datasets. Three real-world graph datasets with varying
characteristics are used for thorough evaluations: i) The
Facebook dataset [20] contains the Ego Network of social
networks, where each node represents a user, and if there is
an edge between two nodes, it means that the two users are
Facebook friends with each other. The sensitive attribute
is gender, and the aim is to predict whether users are in
the same social circle. ii) The Pokec-z [30] is derived from
a popular social network in Slovakia. Nodes denote users
with features such as gender, age, interest, etc. Edge repre-
sents the friendship between users. Considering the region
as the sensitive attribute, the task is to predict the work-
ing field of the users. iii) The Credit dataset [20] con-
tains payment default information for each individual. In
this dataset, each node represents an individual, and each

edge between the two nodes indicates a similarity in their
payment methods. The sensitive attribute is age, with the
aim of predicting whether their default payment is to use
a credit card. The detailed statistical information for each
graph dataset is shown in Table 1.

Table 1: Summary of the datasets used in the experiments.

Dataset ‘ Facebook Pokec-z Credit Bail
Vertices ‘ 1,034 67,796 30,000 18,876
Edges \ 26,749 651,856 137,377 311,870
Average ‘ 19.2 10 34
Degree

Sensitive .

Attribute ‘ Gender Region Age Race

Evaluation Metrics. Eleven metrics encompassing node
classification performance, graph generation quality, and
their respective fairness considerations are employed for
comprehensive evaluation:

i) Node Classification Metrics. Three metrics are
adopted to evaluate the node classification performance,
1.e., accuracy, F1-Score, and AUC. For all of them, higher
values correspond to better performance. In terms of fair-
ness, the evaluation is based on Statistical Parity Differences
(SPD) [19] and Equal Opportunity Differences (EOD) [15].
For both of them, an absolute value close to 0 indicates op-
timal fairness, while larger values denote more significant
discrimination.

ii) Edge Generation Evaluation Metrics. Three
metrics are employed to evaluate the quality of the gener-
ated graph. Specifically, the difference between the follow-
ing properties of the generated graph and the original graph
are measured [58]: 1) Mean Degree Difference (MD): The
average node degree; 2) Edge Distribution Entropy Differ-
ence (EDED): The relative edge distribution entropy of G;
3) Gini Difference (GD): The Gini coefficient of the degree
distribution. Moreover, drawing from prior work [34], three
fair edge generation metrics are adopted to gauge disparities
when generating edges for favored and deprived subgroups:
1) Average Degree Difference (ADD): Evaluates the dispar-
ity in network clustering difference between deprived and fa-
vored node subgroups; 2) Equal Edge Distribution Entropy
(EEDE): Quantifies the disparity between the relative edge
distribution entropy of the favored and deprived subgroups;
3) Equal Gini (EG): Evaluates the disparity in the Gini coef-
ficient of the degree distribution across different subgroups.
For all of these six metrics, smaller values indicate better
predictive performance and fairness.

Baselines. To evaluate the efficacy of FG-SMOTE,
nine state-of-the-art graph generative models from dif-
ferent perspectives are compared: Oversampling [4],
Embed-SMOTE [2], GraphSMOTE [56], FairGNN [11],
Graphair [21], FairAGG [59], RFCGNN [39], FDGNN [35],
and FG2AN [34]. Specifically, the first three models are
performance-driven, focusing on oversampling the minor-
ity class to enhance the classifier’'s performance. On the
other hand, the subsequent six are fairness-aware by de-
sign. Among them, FairGININ employs adversarial learn-
ing to cultivate GNNs adhering to group fairness criteria;
Graphhair aims to generate fair graph data using adver-



Table 2: Comparison results of FG-SMOTE with baseline methods across real-world datasets.

indicated in bold, while the runner-up result is marked with an underline.

In each row, the best result is

Dataset | o MOOdS || 0 unpling  Embed SMOTE  GraphSMOTE | FairGNN Graphair FairAGG RFCGNN FDGNN FG-SMOTE
Accuracy (1) 0.721 £ 0.013 0.747 £ 0.017 _ 0.743 £ 0.015 || 0.667 £ 0.024 0.563 * 0.015 _ 0.668 & 0.021 _ 0.663 £ 0.019  0.713 £ 0.017 || 0.744 £ 0.023
F1-Score (1) 0.729 +0.024  0.730 £ 0.019  0.743 + 0.024 || 0.673 £ 0.021 0.619 + 0.022  0.683 + 0.022  0.692 + 0.028  0.724 + 0.031 | 0.749 * 0.015
Facebook AUC(}) 0.769 + 0.055  0.783 £ 0.045  0.788 + 0.067 || 0.687 £ 0.031 0.581 £ 0.003 ~ 0.658 + 0.031  0.745 + 0.033  0.756 £ 0.041 || 0.782 % 0.004
SPD(!) 0.157 + 0.065  0.131 = 0.042  0.0116 + 0.045 || 0.083 + 0.027 0.043 + 0.021  0.045 + 0.024  0.041 + 0.023  0.039 £ 0.015 || 0.037 + 0.019
EOD() 0132+ 0032 0.114 +0.027  0.103 & 0.048 || 0.067 + 0.024 0.027  0.017 _ 0.031 + 0.011 _ 0.025 + 0.033 _ 0.023 £ 0.019 | 0.022 + 0.012
Accuracy (1) 0.728 £ 0.015  0.755 & 0.008  0.740 £ 0.012 || 0.724 = 0.021 0.655  0.004 _0.735 £ 0.032 _ 0.698 £ 0.091 _ 0.724 £ 0.013 || 0.739 + 0.013
F1-Score (1) 0791+ 0.012 0817 +0.012  0.828  0.015 || 0.687 + 0.033 0.647 + 0.019  0.716 + 0.005  0.776 + 0.029  0.789 + 0.032 || 0.824 + 0.022
Pokec-z AUC(H) 0723+ 0.015  0.756 & 0.025  0.788 + 0.017 || 0.761 + 0.011 0.653 + 0.013  0.731 + 0.013  0.738 + 0.033  0.747 + 0.005 || 0.789 * 0.004
SPD(!) 0.116 + 0.032  0.103 £ 0.028  0.098 + 0.026 || 0.038 £ 0.022 0.035 + 0.008 0.022 + 0.014 0.031 + 0.007  0.030 £ 0.017 || 0.024 + 0.007
EOD()) 0.101 + 0.031  0.095 & 0.026 _ 0.081 + 0.017 || 0.033 £ 0.020 0.032 + 0.006 _ 0.028  0.011 _ 0.027 + 0.013 0.022 + 0.011 || 0.025 & 0.013
Accuracy (1) 0.755 £ 0.017 _ 0.774 £ 0.013 _ 0.781 £ 0.017 || 0.687 £ 0.012 0.531 + 0.024 _ 0.653 % 0.034 _ 0.735 = 0.017 _ 0.736 £ 0.020 || 0.801 = 0.022
F1-Score (1) 0.802 + 0.028  0.834 £ 0.011  0.871 + 0.018 || 0.783 £ 0.043 0.728 £ 0.072  0.747 + 0.042  0.849 + 0.049  0.861 + 0.048 || 0.868 + 0.052
Credit AUC(H) 0.734 + 0015 0.741 £ 0.015  0.771 + 0.027 || 0.711 £ 0.074 0.758 + 0.047  0.721 + 0.022  0.743 + 0.033  0.747 + 0.031 || 0.763 + 0.014
SPD(!) 0161 £ 0.035  0.117 +0.037  0.153 + 0.037 | 0.123 +0.036 0.085 + 0.034  0.074 £ 0.047  0.074 + 0.047  0.056 = 0.024 || 0.051 = 0.014
EOD()) 0.127 + 0.035  0.103 & 0.047  0.108 + 0.047 || 0.115 £ 0.042 0.088 £ 0.035  0.056 + 0.021 _ 0.064 & 0.016 _ 0.047 £ 0.016 || 0.044 + 0.013
sarial learning to deceive a discriminator to achieve fairness; graph-based applications.
FairAGG implements a fair aggregation scheme based on
the Shapley value to ensure group fairness; RFCGNN 010 10
learns a fair node representation by identifying counter- 008 08
factual instances and sensitive attribute-related informa- 006 06
tion masking; FDGNN utilizes counterfactual samples 04
. . g 0.04
to learn disentangled node representation to mitigate the o
. . 2 . . . :
multi-source biases, and FG“AN is designed to foster fair 002
. . . . 0.0
edge generation for equitable graph structure information. 0.00
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5.2 Implementation Details 010 10
For FG-SMOTE, we employ the Adam optimizer [16] with 0.08 08
a learning rate of Ir = 0.001, setting epochs = 1000 and 006 06
a weight decay of 1 x 107>, For all baseline methods ex- oos 04
cept FG2AN, we use a 1-layer GCN [17] with 16 hidden : o
dimensions as the model backbone, coupled with a linear 002
. . . . 0.0
layer for classification. We ensure fairness and optimal per- o | . = o — —
. acebool erman redit -acebool 'okez-c redi
formance across all models by tunlng the hyperparameters Edge Distribution Entropy Deference Equal Edge Distribution Entropy
based on each method’s performance on the validation set. o 010
For the FG2AN method, we followed the author’s instruc- 08 008
tions and configured the number of transformer heads to 4, 06 006
set the learning rate to Ir = 0.01, and the walk length to s
T = 10. All models are implemented with PyTorch and 004
. 0.2
PyTorch-Geometric. 0.02
0.0
1 Facebook G Credi 0.00 "
5.3 Experiment Results ok e L
The following five research questions are investigated to I FG-smoTE I Oversampling I Embed-SMOTE
comprehensively evaluate FG-SMOTE. GraphSMOTE . FG2AN

RQ1l: How does FG-SMOTE perform? FG-
SMOTE is benchmarked against eight state-of-the-art base-
lines using four real-world graph datasets. Each experi-
ment is repeated 10 times, with the average performance
reported. To ensure a fair comparison, the selection of hy-
perparameters for all methods was optimized based on their
performance on a validation set, with the results summa-
rized in Table 2. Note that FG2AN generates graph struc-
ture only and is thus excluded from RQ1. As we can see,
FG-SMOTE demonstrates remarkable advantages in both
fairness and performance. Out of 9 performance compar-
isons, FG-SMOTE achieved the highest ranking in 3 and was
the second-highest in 4. In the 6 fairness comparisons, FG-
SMOTE was ranked first 4 times and second twice. Specifi-
cally, FG-SMOTE considers fairness and representativeness
simultaneously to balance the distribution of class labels and
sensitive attributes while adopting a global sampling strat-
egy that effectively sidesteps overfitting risks. Hence, FG-
SMOTE emerges as an equitable option for socially sensitive

Figure 3: Comparative results of FG-SMOTE and baselines
generated graph quality.

RQ2: What is the quality of graphs generated
by FG-SMOTE? FG-SMOTE is compared with three
graph sampling techniques and a fair graph structure gener-
ation method with the results shown in Figure 3. Note that
FairGNN, Graphair, FairAGG, RFCGNN, and FDGNN are
designed for classification tasks and do not generate nodes or
edges, rendering a comparison with them infeasible. Over-
all, FG-SMOTE generates high-quality graphs while ensur-
ing that the generated graph structure information is de-
void of discrimination information. This is because existing
graph sampling techniques overlook the disparity in edge
distribution when generating graph structure information,
resulting in stronger intra-connections and group isolation.
In contrast, FG-SMOTE, equipped with a fair link predic-
tor, effectively addresses both intra-group and inter-group
distribution disparities while ensuring performance.
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Figure 5: Ablation study results for FG-SMOTE, FG-
SMOTE-NS, and FG-SMOTE-NF.

RQ3: What is the impact of each module in
the FG-SMOTE framework on its overall per-
formance and fairness? Various ablation studies are
conducted to answer RQ3. First, the FG-SMOTE-NS vari-
ant is created by removing the Sensitive Information De-
identification Module to evaluate the effectiveness of this
module. In this setting, node embeddings obtained from
a standard GNN encoder are directly used for data aug-
mentation aimed at enhancing the representation of under-
represented subgroups. The results are shown in Figure 5,
highlighting a deterioration in both performance and fair-
ness metrics compared to the FG-SMOTE. This drop is due
to the limitation on synthetic sample selection, which is lim-
ited to corresponding subgroups, leading to reduced sample
diversity. This limitation increases the model’s susceptibil-
ity to overfitting, negatively impacting generalizability, per-
formance, fairness, and ultimately, the quality of the con-
structed graph.

Next, the Fair Link Prediction Module’s impact was assessed
by evaluating the FG-SMOTE-NF variant, which excludes
this module. As we can see from the results shown in Fig-
ure 5, FG-SMOTE-NF shows a decrease in fairness, demon-
strating the importance of the Fair Link Prediction Mod-
ule. Without this module, the model generates a biased

graph structure, causing groups sharing the same sensitive
attributes to be linked more closely. As a result, the model’s
node predictions are more influenced by sensitive attributes,
leading to discriminatory decisions. Additionally, the lack
of differentiation between inter- and intra-group connection
losses in the edge prediction exacerbates intra-group connec-
tivity, intensifying structural bias in the generated graph.
RQ4: How do hyperparameters affect the per-
formance and fairness of FG-SMOTE? Three hy-
perparameters a, b, and ¢ within FG-SMOTE are investi-
gated for their roles in governing node reconstruction per-
formance, fair node generation, and the structural bias
of the framework, respectively. Figure 4 delineates the
effects of modulating these hyperparameters, varying as
{0,1,...,10}, on both the performance and fairness of FG-
SMOTE. Specifically, an increase in a will increase model
fairness but at the cost of some predictive performance
degradation. This is attributed to the enhanced ability of
node representations to learn the graph’s structural informa-
tion, which, in turn, reduces bias arising from unequal neigh-
bor distribution. In addition, an increase of b results in a mi-
nor decrease in performance while fairness improves. Specif-
ically, a higher b value amplifies the framework’s capability
to desensitize node embeddings, thus curtailing bias intro-
duced during node generation. As for ¢, increasing its value
initially improves fairness, and beyond a certain threshold,
fairness declines while the impact on performance remains
minimal. This is due to enhancing ¢ bolsters the model’s
proficiency in accurately generating graph structural, thus
circumventing the infusion of structural bias.

6. CONCLUSION

This paper is driven by growing concerns over discrimina-
tory practices in graph generation models. Unlike existing
techniques, the proposed FG-SMOTE focuses on addressing
node distribution and structural biases prevalent in real-
world graph applications. It employs constraints related to
fairness, performance, and graph structure reconstruction
to ensure both sensitive information de-identification and
preservation of critical prediction information. Moreover, by
employing global sampling, FG-SMOTE enhances the diver-
sity of generated nodes, ensuring a balanced representation
of class labels and sensitive attributes. Experimental results
on four real graphs validate FG-SMOTE’s effectiveness in
prediction performance and fairness. In addition, this paper
explores a new research direction and lays the groundwork
for future advancements in fair graph generation.
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ABSTRACT

Large language models (LLMs) have been applied in many
fields and have developed rapidly in recent years. As a classic
machine learning task, time series forecasting has recently
been boosted by LLMs. Recent works treat large language
models as zero-shot time series reasoners without further
fine-tuning, which achieves remarkable performance. How-
ever, some unexplored research problems exist when applying
LLMs for time series forecasting under the zero-shot setting.
For instance, the LLMs’ preferences for the input time series
are less understood. In this paper, by comparing LLMs with
traditional time series forecasting models, we observe many
interesting properties of LLMs in the context of time series
forecasting. First, our study shows that LLMs perform well
in predicting time series with clear patterns and trends but
face challenges with datasets lacking periodicity. This obser-
vation can be explained by the ability of LLMs to recognize
the underlying period within datasets, which is supported by
our experiments. In addition, the input strategy is investi-
gated, and it is found that incorporating external knowledge
and adopting natural language paraphrases substantially im-
prove the predictive performance of LLMs for time series.
Our study contributes insight into LLMs’ advantages and
limitations in time series forecasting under different condi-
tions.

1. INTRODUCTION

Recently, large language models (LLMSs) have been widely
used and have achieved promising performance across various
domains, such as health management, customer analysis, and
text feature mining [1H4]. Time series forecasting requires
extrapolation from sequential observations. Language models
are designed to discern intricate concepts within temporally
correlated sequences and intuitively appear well-suited for
this task. Hence, some preliminary studies apply LLMs to
time series forecasting tasks [5H7].

However, the application of LLMs for time series forecasting
is still in its early stage, and the boundaries of this research
area are not yet well defined. There are many unexplored
problems in this field. For example, existing research lacks
exploration into how the performance of LLMs varies when
faced with different types of time series inputs. This in-
cludes the effectiveness gap for LLMs in predicting data with
seasonal and trending patterns versus data without such

patterns.

To fill this research gap, in this paper, we focus on LLMs’
preferences for the input time series in time series forecast-
ing under the zero-shot prompting setting. Experiments on
both real and synthesized datasets show that LLMs perform
better in time series with higher trend or seasonal strengths.
Our observations also reveal that LLMs perform worse when
there are multiple periods within datasets, which may be
attributed to the fact that LLMs cannot capture distinct
periods within those datasets. To further discern the LLMs’
preferences for the specific input data segments, we design
counterfactual experiments involving systematic permuta-
tions of input sequences. The findings suggest that LLMs
are particularly sensitive to the segment of input sequences
closest to the target output.

Based on the above findings, we want to explore why LLMs
forecast well on datasets with higher seasonal strengths. To
this end, we require LLMs to tell the period of the datasets
through multiple runs. We find that LLMs can mostly rec-
ognize the underlying period of a dataset. This can explain
the findings of why large language models can forecast time
series with high trends or seasonal intensities well since they
can obtain the seasonal pattern inside the datasets.

In light of the above-mentioned findings, we are interested
in how to leverage these insights to further improve model
performance. To address this, we propose two simple tech-
niques to enhance model performance: incorporating external
human knowledge and converting numerical sequences into
natural language counterparts. Incorporating supplementary
information enables large language models to more effectively
grasp the periodic nature of time series data, moving beyond
a mere emphasis on the tail of the time series. Transforming
numerical data into a natural language format enhances the
model’s ability to comprehend and reason, also serving as a
beneficial approach. Both approaches improve model perfor-
mance and contribute to our understanding of LLMs in time
series forecasting. The workflow is illustrated in
The key contributions are as follows:

e We investigate the preferences for the input sequences in
LLMs in time series forecasting tasks. Our analysis has
revealed that LLMs significantly outperform traditional
time series forecasting methods without the need for ad-
ditional fine-tuning. Interestingly, LLMs display superior
predictive capabilities when dealing with datasets that
have higher trends and seasonal strengths.

e We require LLMs to identify the periodicity of datasets
across multiple iterations. Our observations indicate that



LLMs can effectively recognize the inherent periodic pat-
terns within datasets. This observation answers the ques-
tion of why LLMs perform well in forecasting time series
with higher seasonal strengths, as they can capture the
seasonal patterns inherent in the data.

e We propose two simple techniques to improve model per-
formance and find that both incorporating external human
knowledge into input prompts and paraphrasing input
sequences to natural language substantially improve the
performance of LLMs in time series forecasting.

2. PRELIMINARIES
2.1 Large Language Model

We use LLMs as a zero-shot learner for time series forecasting
by treating numerical values as text sequences. In this paper,
we investigate three close source LLMs, including GPT-3.5-
turbo, GPT-4-turbo, and Gemini-1.0-Pro, and one open-
source LLMs, i.e., llama-2-13B. The success of LLMs in
time series forecasting can significantly depend on correct
pre-processing and handling of the data [5]. We followed
the pre-processing approach of Gruver [5| and this process
involves the following few steps.

Input Pre-processing. In this phase of time series fore-
casting with LLMs, we perform two pre-processing steps.
First, numerical values are transformed into strings, a crucial
step that significantly influences the model’s comprehension
and data processing. For instance, a series like 0.123, 1.23,
12.3, 123.0 is reformatted to 71 2,123,1230,12300",
introducing spaces between digits and commas to delineate
time steps, while decimal points are omitted to save token
space. Second, tokenization is equally important, shaping the
model’s pattern recognition capabilities. Unlike traditional
methods such as byte-pair encoding (BPE) [8], which can
disrupt numerical coherence, we use spacing digits which en-
sures individual tokenization, enhancing pattern discernment.
Third, rescaling is employed to efficiently utilize tokens and
manage large inputs by adjusting values so that a specific
percentile aligns to 1. This facilitates the model’s exposure
to varying digit counts and supports the generation of larger
values, a testament to the nuanced yet critical nature of data
preparation in leveraging LLMs for time series analysis.

2.2 Time Series Forecasting

In the context of time-series forecasting, the primary goal is
to predict the values for the next H steps based on observed
values from the preceding K steps, which is mathematically
expressed as:

Xt7~--7Xt+H—1 IF(Xt_l,...,Xt_K;V;)\) (1)

Here, Xt, ey )A(HH,l represent the H-step estimation given
the previous K-step values X¢_1,..., X¢—x. A denotes the
trained parameters from the model F', and V denotes the
prompt or any other information used for inference. In this
paper, we focus predominantly on univariate time series
forecasting to investigate the preference and performance of
LLMs in univariate time series forecasting under the zero-shot
setting.

Motivated by interpretability requirements in real-world sce-
narios, time series can often be decomposed into the trend

component, the seasonal component, and the residual compo-
nent through the addictive model |9]. The trend component
captures the hidden long-term changes in the data, such as
the linear or exponential pattern. The seasonal component
captures the repeating variation in the data, and the resid-
ual component captures the remaining variation in the data
after removing the trend and seasonal components. This
decomposition offers a method to quantify the properties of
time series, which is detailed in

Datasets. In this study, we primarily use Darts [10], a
benchmark univariate dataset widely recognized in deep
learning research, along with many baseline methods. Darts
consists of eight real univariate time series datasets, including
those with clear patterns, such as the AirPassengerDataset,
and irregular datasets, such as the SunspotsDataset. Besides,
we employ some other commonly used datasets, such as US
Births Dataset [11], TSMC-Stock and Turkeypower datasets
[5) and ETT [12] in Sections and to demonstrate the
effectiveness of our proposed methods. A full description of
those datasets can be seen in Section 5.1l

Evaluation Metrics. In this paper, we evaluate model
performance with three metrics: Mean Squared Error (MSE),
Mean Absolute Error (MAE), and Mean Absolute Percentage
Error (MAPE). These metrics are defined as follows:

n
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where y; denotes the true value, ¢; represents the predicted
value, and n is the sample size.

3. WHAT ARE LLMS’ PREFERENCES IN
TIME SERIES FORECASTING?

To explore the preference of LLMs, we first quantify the
properties of the input time series to investigate the LLMs’
preferences for time series. Then, to further emphasize our
findings, we evaluate the importance of different segments of
the input sequence by adding Gaussian noise to the original
time series.

3.1 Analyzing Method

We first compare the performance between LLMs and tradi-
tional time series forecasting methods, as shown in
It is shown that LLMs perform better within most datasets.
GPT-4-turbo and Llama-2 perform relatively well on the Air-
Passengerdataset and the AusBeerdataset with low MAPE.
Gemini outperforms GPT-3.5-turbo on time series forecast-
ing and outperforms GPT-4-turbo on some datasets but is
on par with GPT-4-turbo overall.

To understand the preferences of the LLMs, we compare our
framework using various foundational models, such as GPT-4-
turbo and GPT-3.5-turbo, with traditional methods. We also
design experiments on synthesized datasets to validate our
findings and analyze the impact of the multiple periods. To
quantify the LLMs’ preferences towards time series, following
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Figure 1: The workflow of our analysis process. Our analysis workflow involves processing sequence data using different
tokenization and embedding methods with various LLMs, such as GPTs and Gemini. To analyze the preferences of LLMs, we
compute the seasonal and trend strength inside the datasets. Our experiments illuminate that LLMs prefer series with higher
seasonal and trend strengths. To elucidate the rationale behind our findings, we demand the LLMs identify the underlying
periods, revealing that the model can recognize the underlying periods in most cases. In addition, to improve the performance
of time series forecasting, we propose two approaches to the user input: for the input prompt, we incorporate human knowledge
regarding the dataset sources, and for the input sequence, we reprogram the data into natural language sequences. Both

methods result in substantially improved model performance.

[13], we define the strength of the trend and the seasonality
as follows:

_ Var(Xg) ~ Var(Xg) 5)
Var(XT+XR) ’ Var(Xs—i—XR)

where X € RK7 Xs € R¥ and Xr € R¥ denote the trend
component, the seasonal component and the residual compo-
nent respectively. The presented indices indicate the trend’s
strength and seasonality, providing a measure ranging up to
1. It is easy to find that a higher value indicates a stronger
trend or seasonality within the time series. Throughout
this paper, we use the word ”higher strength” to represent
the comparison of the strengths between different datasets.
The assessment of strength is not based on a fixed level, as
the concepts of “strong” and ”weak” vary across different
datasets and scenarios.

To further discern the LLMs’ preferences for the specific
segments of the input data, we add Gaussian noise to the
original time series to create counterfactual examples. We
start by defining a sliding window that constitutes 10% of
the total length of the time series, and we set the sliding
window to gradually move closer to the output sequence. This
method allows us to assess the impact of different segments
fairly and thereby infer the interpretability of the time series
segments that LLMs predominantly focus on.

Qr=1 QRs=1

3.2 Preferences for Input Sequences

In this subsection, we investigate the input sequence pref-
erences for time series forecasting with LLMs. We conduct
experiments on real datasets with GPT-3.5-turbo and GPT-

4-turbo, measuring model performance through MAPE. To
further validate our findings, we also use GPT-3.5-turbo and
Gemini-1.0-Pro to forecast multiple-period time series on
synthesized datasets.

3.2.1 Implementation Details

Real Datasets: We conduct experiments on ten real-world
datasets, including both those with clear patterns and those
with irregular characteristics. The results are shown in
We apply the Seasonal-Trend decomposition using
the LOESS (STL) technique [9] to decompose the original
time series into trend, seasonal, and residual components.
Subsequently, we compute the strengths of the trend strength
Qr and seasonal strength @Qs. To further understand the
LLMSs’ preferences for the specific segments of the input data,
we conduct the counterfactual analysis with a systematic
permutation to the input time series. We first scale the
sequence through max-min normalization. We then define a
sliding window that constitutes 10% of the total length of
the time series and add Gaussian noise into the data within
this window data. Subsequently, the sliding window moves
closer to the last known data point.

Synthesized Datasets: To further validate our findings
and investigate the influence of the number of periods on
model performance, we generate a dataset using the function
y=axxz+ f1*cos(2nfi xx) + B2 xcos(2nfoxx) +e. x
ranges from 0 to 20 and e follows the normal distribution

N(0,1).

3.2.2 Key Findings



Table 1: Correlation matrix between the strengths of the input time series and the model performance.

Metrics GPT4-MAPE GPT3.5-MAPE | Trend Strength Qr Seasonal Strength Qs
GPT4-MAPE 1.00 0.99 —0.02 —0.68
GPT3.5-MAPE 0.99 1.00 —0.12 —0.67
Trend Strength Qr —0.02 —0.12 1.00 0.51
Seasonal Strength Qg —0.68 —0.67 0.51 1.00

After computing the Pearson correlation coefficients (PCC),
we observe a nearly strong correlation between the strengths
and model performance, showing that LLMs perform better
when the input time series has a higher trend and seasonal
strength, which is shown in In the context of multi-
period time series, the model performance worsens as the
number of periods increases. It indicates that LLMs may
have difficulty recognizing the multiple periods inherent in
such datasets. Besides, for counterfactual analysis, as shown
in [Figure 2| and [Figure 3| there is a noticeable increase in
MAPE values when Gaussian noise is added to the latter
segments, while the perturbation of the first part of the
sequence has little effect on the prediction performance. Our
findings reveal that LLMs are more sensitive to the end of
input time series when forecasting. We show our full results
in [Figure 2| and [Figure 3| As we move to the right along
the x-axis, the closer it gets to the output sequence. It is
also found that the initial part of the sequence has the least
impact on the prediction accuracy. For the datasets with
high seasonal strengths over 85%, such as WoolyDataset, and
MonthlymilkDataset, more than 80% of the length of the
time series has almost no effect on the model performance.

4. WHY DO LLMS FORECAST WELL ON
DATA WITH HIGHER
SEASONAL STRENGTHS?

Our findings show that LLMs demonstrate enhanced per-
formance in time series forecasting with strong seasonal
strengths. This raises the question: Why do LLMs perform
well in forecasting datasets with marked seasonal patterns?
To explore this phenomenon, we craft prompts that require
LLMs to recognize the dataset’s temporal pattern.

This approach is grounded in the hypothesis that LLMs
are proficient in handling datasets with distinct seasonal
attributes. By explicitly prompting LLMs to predict the
dataset’s period, we aim to leverage their inherent ability
to discern and extrapolate from complex patterns, which
sheds light on the mechanisms that underpin their superior
performance in such contexts.

4.1 Implementation Details

To explore the phenomenon that LLMs forecast well on
datasets with higher seasonal strengths, we design experi-
ments to verify this phenomenon. We tokenize the input
sequence and let the LLMs output the period directly. We use
GPT-3.5-turbo, GPT-4-turbo, and Gemini-1.0-Pro to predict
the periods. We have chosen five datasets with their seasonal
strengths exceeding 85%. These datasets are readily avail-
able with clear seasonal patterns. In contrast, determining
the specific periods of other irregular datasets is challenging,
as they have no specific cycles. We record the predicted
periods ten times and identify the mode period, which is
the most frequently predicted value. We then compare the
mode of these ten results with the real period. The mode is
selected as the evaluation metric because, when considering

the usage characteristics of LLMs, the output of this number
best represents the model’s normal performance. The results

are shown in [Table 3l
4.2 Key Findings

According to the results, we find that large language models
can mostly determine the periodicity of a dataset. The true
periods are determined here by the periodogram, which is
commonly used to identify the dominant periods |14]. The
multiples of the predicted period also align with the original
data cycle. Consequently, we consider the prediction of these
multiples to be accurate. We observe that LLMs generally
perform well in predicting the period for most datasets with
minimal fluctuations. Surprisingly, we discover that in the
case of WoolyDataset and AusbeerDataset, which possess
relatively short underlying periods, the predicted period is
consistently 3 instead of the true period, 4. This discrepancy
may be attributed to the LLMs’ tendency to focus on cyclic
patterns among individual digits rather than considering the
entire sequence as a whole, a phenomenon that could also
be interpreted as the model’s identification of the underlying
cycle. We leave a comprehensive analysis of this phenomenon
in the future.

S. HOWTO LEVERAGE THESE INSIGHTS
TO IMPROVE THE MODEL’S PERFOR-
MANCE?

Based on the findings in the previous two sections, our fo-
cus is now on how to leverage these findings to further
improve model performance. In this paper, we propose two
approaches to the user input without additional fine-tuning:
for the input prompt, we incorporate additional knowledge of
the specific trend and seasonal patterns in the dataset, which
gives the model a richer understanding of the underlying
patterns. Regarding the input sequence, we transform the
time series data into formats resembling natural language
sequences rather than relying on the original tokenization.
This approach leverages LLMs’ superior capabilities with
language sequences. Both methods achieve substantially
improved model performance.

5.1 Datasetdescription and the External Knowl-
edge incorporated in the Prompts

We briefly introduce the datasets we use, which also serve
as the external knowledge incorporated into the prompts.
Following [5], we downsample the input series to an hourly
frequency, yielding a total of 267 observations and resulting
in relatively small datasets. Additionally, we incorporate
Memorization datasets published after September 2021, the
cutoff date for GPT-3.5-turbo, to demonstrate the effective-
ness of TimeLLM and our proposed methods. Finally, we
implemented univariate time series forecasting to predict the
’OT’ feature on the ETTh1l and ETTm2 datasets, focusing
on the last 96 steps of the test set.



Table 2: Comparison test of traditional prediction methods.

AirPassengers AusBeer
Method MSE / MAE / MAPE Method MSE / MAE / MAPE
Exponential Smoothing 2007.67 / 37.91 / 8.10 Exponential Smoothing 703.26 / 22.80 / 5.44
SARIMA 2320.47 / 39.80 / 8.46 SARIMA 475.53 / 19.07 / 4.49
Cyclical Regression 2028.37 / 36.70 / 8.52 Cyclical Regression 989.31 / 26.29 / 6.13
AutoARIMA 8702.09 / 68.52 / 13.98 AutoARIMA 550.05 / 18.84 / 4.41
FFT 3274.46 / 46.38 / 10.59 FFT 7682.56 / 73.74 / 17.44

StatsForecast AutoARIMA
Naive Mean

Naive Seasonal

Naive Drift

Naive Moving Average
N-Beats

DeepAR

Prophet

LLMTime with GPT-3.5-Turbo
LLMTime with GPT-4-Turbo
LLMTime with Gemini-1.0-pro
LLMtime with Llama-2

2052.52 / 45.41 / 9.71
47703.65 / 204.25 / 44.61
6032.80 / 62.87 / 14.18
6505.79 / 72.21 / 17.50
6032.80 / 62.87 / 14.18
3994.55 / 54.95 / 12.81
184222.64 / 421.99 / 98.42
7345.31 / 43.87 / 8.62
6244.07 / 61.39 / 14.43
1317.9 / 55.49 / 11.18
6392.21 / 63.57 / 14.03
1286.25 / 28.04 / 6.07

StatsForecast AutoARIMA
Naive Mean

Naive Seasonal

Naive Drift

Naive Moving Average
N-Beats

DeepAR

Prophet

LLMTime with GPT-3.5-Turbo
LLMTime with GPT-4-Turbo
LLMTime with Gemini-1.0-pro
LLMtime with Llama-2

559.46 / 20.56 / 4.86
1885.72 / 30.66 / 6.68
10828.02 / 96.35 / 23.39
18507.61 / 128.23 / 30.91
10828.02 / 96.35 / 23.39
250.61 / 14.42 / 3.53
16197.17 / 40.23 / 9.89
6323.89 / 28.76 / 6.92
841.68 / 23.59 / 5.62
513.49 / 18.57 / 4.28
397.78 / 14.36 / 3.27
644.82 / 17.88 / 4.08

MonthlyMilk Sunspots
Method MSE / MAE / MAPE Method MSE / MAE / MAPE
Exponential Smoothing 564.94 / 20.23 / 2.41 Exponential Smoothing 326750.49 / 499.78 / 3129.63
SARIMA 1289.76 / 32.78 / 3.87 SARIMA 2902.72 / 45.75 / 466.99
Cyclical Regression 3631.53 / 56.15 / 6.60 Cyclical Regression 3917.76 / 47.84 / 274.31
AutoARIMA 2682.67 / 42.82 / 5.20 AutoARIMA 4695.67 / 58.47 / 709.23
FFT 3453.96 / 45.62 / 5.48 FFT 3784.56 / 49.81 / 150.32

StatsForecast AutoARIMA
Naive Mean

Naive Seasonal

Naive Drift

Naive Moving Average
N-Beats

DeepAR

Prophet

LLMTime with GPT-3.5-Turbo
LLMTime with GPT-4-Turbo
LLMTime with Gemini-1.0-pro
LLMtime with Llama-2

186.14 / 10.64 / 1.28
19893.07 / 127.33 / 14.46

4870.40 / 56.00 / 6.31
3998.11 / 56.06 / 6.52
4870.40 / 56.00 / 6.31
3140.89 / 51.57 / 6.07
728289.50 / 851.30 / 99.22
25.76 / 2.92

4442.18 / 50.75 / 172.82
628.98 / 17.01 / 1.99
3410.20 / 41.40 / 240.25

StatsForecast AutoARIMA
Naive Mean

Naive Seasonal

Naive Drift

Naive Moving Average
N-Beats

DeepAR

Prophet

LLMTime with GPT-3.5-Turbo
LLMTime with GPT-4-Turbo
LLMTime with Gemini-1.0-pro
LLMtime with Llama-2

8406.55 / 72.99 / 95.18

4120.40 / 49.84 / 267.22
4440.63 / 56.78 / 688.58
5032.77 / 60.40 / 724.88
4440.63 / 56.78 / 688.58
4877.59 / 56.58 / 105.55
3421.02 / 48.93 / 132.76
6303.57 / 76.83 / 67.97
6556.55 / 58.95 / 217.94

3374.70 / 41.87 / 321.11
626.03 / 14.94 / 1.73
4467.67 / 48.95 / 91.79

WineDataset ‘WoolyDataset
Method MSE / MAE / MAPE Method MSE / MAE / MAPE
Exponential Smoothing 23709576.52 / 3370.78 / 14.23 Exponential Smoothing 24925885.81 / 3548.19 / 14.98
SARIMA 1150166.94 / 966.57 / 20.76 SARIMA 812352.21 / 759.07 / 16.37
Cyclical Regression 7873785.27 / 2148.24 / 8.52 Cyclical Regression 1032574.82 / 962.72 / 22.14
AutoARIMA 698661.90 / 646.03 / 14.07 AutoARIMA 838852.91 / 786.25 / 16.84
FFT 1031170.45 / 867.83 / 18.60 FFT 1012255.35 / 945.20 / 20.80

StatsForecast AutoARIMA
Naive Mean

Naive Seasonal

Naive Drift

Naive Moving Average
N-Beats

DeepAR

Prophet

LLMTime with GPT-3.5-Turbo
LLMTime with GPT-4-Turbo
LLMTime with Gemini-1.0-pro
LLMtime with Llama-2

20040877.37 / 2853.17 / 12.05
11557786.19 / 2200.04 / 8.80
879447.22 / 724.23 / 15.52
9609576.04 / 1833.38 / 7.36
9070696.99 / 1719.17 / 6.90
5418377.00 / 1887.30 / 7.68
715027008.00 / 26236.14 / 89.91
4846922.27 / 2201.57 / 8.27
30488.60 / 388.28 / 15.83
22488.17 / 253.08 / 9.98
258584.78 / 3645.23 / 14.60
951194.94 / 240.08 / 9.45

StatsForecast AutoARIMA
Naive Mean

Naive Seasonal

Naive Drift

Naive Moving Average
N-Beats

DeepAR

Prophet

LLMTime with GPT-3.5-Turbo
LLMTime with GPT-4-Turbo
LLMTime with Gemini-1.0-pro
LLMtime with Llama-2

917617.19 / 858.57 / 18.91
816762.31 / 764.73 / 16.12
1051110.81 / 982.25 / 22.19
812352.21 / 759.07 / 16.37
1032574.82 / 962.72 / 22.14
653104.31 / 743.54 / 15.96
243831.14 / 4897.85 / 94.89
365241.98 / 891.70 / 34.65
526903.08 / 574.58 / 12.00
042987.19 / 871.64 / 18.55
64.92 / 6.39 / 7.04
675062.52 / 736.04 / 15.83

HeartRateDataset ‘Weather
Method MSE / MAE / MAPE Method MSE / MAE / MAPE
Exponential Smoothing 11.16 / 1.38 / 1.49 Exponential Smoothing 1684.38 / 31.60 / 6.79
SARIMA 12.98 / 1.34 / 1.61 SARIMA 1943.81 / 33.33 / 7.09
Cyclical Regression 13.58 / 1.31 / 1.20 Cyclical Regression 1700.73 / 30.77 / 7.15
AutoARIMA 13.26 / 1.25 / 1.39 AutoARIMA 7315.10 / 57.44 / 11.70
FFT 13.95 / 1.16 / 1.34 FFT 2752.02 / 38.90 / 8.87
StatsForecastAutoARIMA 10.53 / 1.27 / 1.39 StatsForecast AutoARIMA 2479.55 / 38.06 / 8.16
Naive Mean 12.02 / 1.27 / 1.26 Naive Mean 39879.84 / 168.27 / 36.44
Naive Seasonal 10.55 / 1.32 / 1.31 Naive Seasonal 5057.47 / 52.81 / 11.89
Naive Drift 10.60 / 1.15 / 1.30 Naive Drift 5466.23 / 60.58 / 14.70
Naive Moving Average 12.13 / 1.27 / 1.34 Naive Moving Average 5057.47 / 52.81 / 11.89
N-Beats 72.11 / 7.10 / 7.40 N-Beats 4532.84 / 39.21 / 23.49
DeepAR 286.82 / 15.67 / 16.36 DeepAR 6325.75 / 35.97 / 16.59
Prophet 88.93 /10.97 / 6.54 Prophet 3768.15 / 29.36 / 24.01

LLMTime with GPT-3.5-Turbo
LLMTime with GPT-4-Turbo
LLMTime with Gemini-1.0-pro
LLMtime with Llama-2

76.83 / 7.15 / 7.42
988.14 / 26.57 / 29.22
57.96 / 6.01 / 6.66
75.58 / 7.11 / 7.94

LLMTime with GPT-3.5-Turbo
LLMTime with GPT-4-Turbo
LLMTime with Gemini-1.0-pro
LLMtime with Llama-2

224.54 /'3.07 / 0.83
111.65 / 2.40 / 0.64
176.32 / 3.72 / 0.75
215.39 / 4.07 / 1.31
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Figure 2: Experiments of Sequence Focused Attention Through Counterfactual Explanation on GPT-3.5-turbo.
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Figure 3: Experiments of Sequence Focused Attention Through Counterfactual Explanation on Gemini-Pro-1.0.

5.2 External Knowledge Enhancing Time Se-
ries Forecasting

We introduce a novel method to improve the performance of
large language models for time series forecasting. The core
idea of this part is to use the knowledge obtained from the pre-
training stage to help predict. We provide the large language
model with some basic information about the current dataset,
such as the background of the data collection, and this process
does not involve data leakage. We incorporate our tests on
the data leakage in Section[5.5] We do not provide the LLMs
with any statistical information, such as the periods or trends.
This approach ensures that the LLMs forecast the time
series entirely based on the data and their prior knowledge.
Let Vs denote the initial prompt representing the original
time sequence, and let z denote the additional information.
Consequently, the new prompt V. can be expressed as: V. =
z+ Vs.

5.2.1 Implementation Details

We input the dataset’s external knowledge through prompts
before the sequence’s input. The external knowledge of each
dataset is presented in The results are shown
in[Table 8 where LLMTime Prediction refers to the approach
described by [5] without any modifications.

5.2.2 Key Findings

As shown in this method achieves improved perfor-
mance in most scenarios. Besides, GPT-4-turbo generally
performs better than GPT-3.5-turbo on MSE, MAE, and
MAPE, especially on AirPassengers, AusBeer, and other
datasets. Llama-2 significantly outperforms GPT-3.5-turbo
and GPT-4-turbo in terms of MSE and MAE metrics on
some datasets (e.g., Wooly, ETThl, ETTm?2), indicating

that it can capture data features more accurately. Using
External Knowledge Enhancing, Gemini outperforms other
models on MonthlyMilk, Sunspots, Wooly, and HeartRate
Datasets, but performs poorly on other datasets.

5.3 Natural Language Paraphrasing Time Se-
ries Forecasting

In this subsection, we conduct experiments on the natural
language paraphrasing of the input time sequences. This
strategy capitalizes on the advanced abilities of large lan-
guage models in handling language sequences. It is motivated
by the fact that LLMs are insensitive by the order of magni-
tude and size of digits [15].

We use natural language to describe the trend between con-
secutive values. For instance, given a time series X where
X = [X1, X2, X3,...,X,], we describe the trend from X; to
Xi41 as follows: ”The value rises from X; to X¢+1, and falls
from Xi4+1 to Xiq2...”. The string we get here is our natural
language paraphrasing sequence. After generating responses
based on the string, we extract the values from the text and
construct the predicted time series.

5.3.1 Implementation Details

We use GPT-3.5-Turbo, GPT-4-turbo, Llama-2 and Gemini-
Pro-1.0 to forecast the time series, where part of the results

are presented in due to the page limit.

5.3.2 Key Findings

According to the results in we find that enhancing
LLM through natural language paraphrasing improves time
series forecasting on most datasets. For instance, GPT-3.5-
turbo and GPT-4-turbo perform better on most datasets, es-
pecially on Natural Language Paraphrasing methods. Gemini



Table 3: Results and comparison of time series period prediction based on GPT-3.5-turbo and Gemini.

Model Dataset Period Real Mode
AirPassengersDataset | 24 24 7 24 12 24 11 24 24 24 12 24
WineDataset 11 12 24 24 24 20 24 24 24 24 12 24
GPT-3.5-turbo MonthlyMilkDataset 6 9 12 9 12 12 12 12 12 11 12 12
WoolyDataset 4 3 4 3 3 4 3 3 6 3 4 3
AusBeerDataset 3 3 3 3 3 3 3 3 3 3 4 3
AirPassengersDataset | 11 12 12 4 12 12 12 12 12 12 12 12
WineDataset 10 12 24 12 6 12 12 24 12 12 12 12
Gemini-Pro-1.0 | MonthlyMilkDataset 6 12 12 12 12 39 12 11 12 12 12 12
‘WoolyDataset 5 7 4 5 4 4 4 4 5 6 4 4
AusBeerDataset 4 4 4 2 5 5 4 3 5 7 4 4
AirPassengersDataset | 12 12 12 12 12 12 12 12 12 12 12 12
WineDataset 7 6 6 6 7 7 6 6 6 6 12 6
GPT-4-turbo MonthlyMilkDataset 0 12 12 12 12 14 12 12 12 12 12 12
WoolyDataset 5 5 7 5 5 5 7 5 5 4 4 5
AusBeerDataset 4 4 4 4 6 4 4 4 6 4 4 4

outperforms other LLMs on Wooly and AusBeer datasets but
underperforms on others with natural language paraphrasing.
All these results demonstrate the superior performance of
our methods.

5.4 Computational Cost

For reference, we list the average token length cost associated
with external knowledge enhancement and natural language
paraphrasing. Avg Token Length(ori) is the prompt Length
of the unexecuted method, and Avg Token Length(EKE,
NLP) is the prompt length after executing the corresponding
policy. It is noted that Natural Language Paraphrasing is
judged one by one through hard coding. Besides, there is a
length check after transformation, so it is guaranteed that
a certain length can be obtained each time. The results are
shown in Several key observations can be made: the
original TimeLLM method maintains a uniform token length
of 200 across all datasets, providing a stable baseline. EKE
results in a slight increase in token length, ranging from 7%
to 12%, suggesting a good balance between incorporating
additional context and maintaining computational efficiency.
In contrast, NLP leads to a more substantial increase in
token numbers.

5.5 Tests on Data Leakage

We indirectly explore the data leakage problem by asking
LLMs if they can identify the dataset name, the first 20 steps
of the predicted dataset, and identify the dataset based on the
first 20 steps of the time series data points. The results show
that although GPT and Gemini can identify and determine
data sets with limited information, they generally do not
have detailed sequence data knowledge for a wider range of
data sets

6. RELATED WORK

In this section, we review two lines of research that are most
relevant to ours.

6.1 Traditional Time Series Forecasting

Two commonly used traditional time series analysis methods
are the ARIMA method [16] and the exponential smoothing
method [|17]. The ARIMA model is a classic forecasting
method that breaks down a time series into auto-regressive
(AR), difference (I), and moving average (MA) components to
make predictions. On the other hand, exponential smoothing

is a straightforward yet effective technique that forecasts fu-
ture values by taking a weighted average of past observations.
The ARIMA model requires testing data stationarity and
selecting the right order. However, the exponential smooth-
ing method is not affected by outliers; it is only suitable for
stationary time series, and its accuracy in predicting future
values is lower than that of the ARIMA model.

6.2 LLMs for Time Series Forecasting

The first family of methods involves either pre-training a
foundational large language model or fine-tuning existing
LLMs by leveraging extensive time-series data [6}18-20].
For instance, [6] aimed to build the foundational models for
time series and investigate its scaling behavior. [21] proposed
a two-stage fine-tuning strategy for handling multivariate
time-series forecasting. Although these studies contribute
significantly to understanding foundational models, they
require considerable computing resources and expertise in
fine-tuning procedures. Moreover, the details of the model
may not be disclosed for commercial purposes [18,22], which
impedes future research. Additionally, in scenarios with
limited data available, there is insufficient information for
training or fine-tuning.

In contrast, the second family of methods does not involve
model parameter finetuning. These methods either create
appropriate prompts or reprogramme inputs to effectively
handle time series data [5|(7,/23}24]. |7] tokenizes the time
series and manages to embed those tokens, and [23] repro-
grammed the time series data with text prototypes before
feeding them to the LLMs. These studies illuminate the
characteristics of time series data and devise methods to
align them with LLMs. However, they lack an analysis of the
ability and bias in forecasting time series. The most related
work to us is [5], though it lacks a quantitative analysis
of the preference for the time series in LLMs, and it fails
to explore the impact of input forms and prompt contents,
such as converting the numerical time series into the natu-
ral language sequences and incorporating the background
information into the prompt. Our work fills the gap, and we
expect our work to be the benchmark for time-series analysis
and provide insights for subsequent research.

7. CONCLUSIONS AND FUTURE WORK

In this work, we investigate the key preferences of LLMs in
the domain of time series forecasting under the zero-shot



Table 4: The results of natural language paraphrasing of sequences and baseline comparison(Partial).

Natural Language Paraphrasin, LLMTime Prediction
Models Datasets MSE MAE —— MAPE | MSE MAE MAPE
AirPassengers 267.66 3.66 0.99 6244.07  61.39 14.43
AusBeer 598.45 5.81 1.36 841.68 23.59 5.62
GasRateCO2 3.16 0.46 0.85 10.88 2.66 4.73
MonthlyMilk 968.69 8.61 1.02 7507.13  66.28 112.77
GPT-3.5-Turbo Sunspots 251.61  4.27 20.42 6556.55 58.95  217.94
(GPT-3.5-turbo-1106) HeartRate 4.38 0.55 0.57 76.83 7.15 7.42
Istanbul-Traffic | 224.17 3.74 8.81 335.05 6.75 11.68
ETThl1 1.21 0.48 54.17 5.64 2.71 1.625
ETTm2 0.81 0.36 27.33 3.46 2.17 1.178
AirPassengers 133.10 2.87 0.80 1286.25  28.04 6.07
AusBeer 661.80 7.24 1.63 513.49 18.57 4.28
GasRateCO2 2.28 0.41 0.75 7.27 2.32 4.18
MonthlyMilk 413.63 4.94 0.57 4442.18  50.75 172.82
GPT-4-Turbo Sunspots 19452  5.30 16.10 3374.70  41.87  321.11
(GPT-4-turbo-preview) HeartRate 11.64 1.21 1.30 988.14 26.57 29.22
Istanbul-Traffic 176.91 3.88 9.67 195.33 5.53 10.03
ETThl1 1.20 0.49 47.62 4.73 1.53 3.282
ETTm2 0.45 0.27 23.62 2.30 1.034 1.607
AirPassengers 751.34 6.77 1.53 1317.9 55.49 11.18
AusBeer 591.75 23.25 5.41 644.82 17.88 4.08
GasRateCO2 10.16 2.89 5.16 12.78 2.97 5.47
Llama-2 MonthlyMilk 851.17 84.83 9.46 3410.20 41.40 240.25
Sunspots 1483.29  33.27 17.79 4467.67  48.95 91.79
(llama-2-13B) HeartRate 49.8 5.84 6.53 75.58 7.11 7.94
Istanbul-Traffic | 306.80 5.39 7.24 438.28 7.28 9.81
ETThl1 1.47 0.87 58.34 4.84 1.79 3.178
ETTm2 0.84 0.41 29.86 3.31 2.07 2.153
AirPassengers | 4474.54 31.54 7.02 6392.21  63.57 14.03
AusBeer 278.45 10.05 2.29 397.78 14.36 3.27
GasRateCO2 13.29 2.50 4.38 18.99 3.57 6.46
Gemini-Pro-1.0 MonthlyMilk 440.29 11.91 1.39 628.98 17.01 1.99
' Sunspots 438.29 10.47 1.21 626.03 14.94 1.73
(gemini-1.0-pro) HeartRate 40.57 4.20 4.67 57.96 6.01 6.66
Istanbul-Traffic | 267.43 5.69 8.37 321.56 7.32 9.71
ETTh1 1.17 0.74 54.86 4.84 1.79 3.178
ETTm2 0.88 0.39 21.82 3.31 2.07 2.153
setting, revealing a proclivity for data with distinct trends [3] A. H. Huang, H. Wang, and Y. Yang, “Finbert: A large
and seasonal patterns. Through a blend of real and syn- language model for extracting information from financial
thetic datasets, coupled with counterfactual experiments, text,” Contemporary Accounting Research, 2023.
we have demonstrated LLMs’ improved forecasting perfor- .
mance with time series that exhibit clear periodicity. Besides, [4] M. Jin, Q. Yu, H. Zhio’ W Hua, Y. Me.ng,
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other locations. Las‘tly, e)fperlmentz?l results indicate that arXiv preprint arXiv:2310.07820, 2023.
our proposed strategies of incorporating external knowledge
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formats have yielded substantial improvements in accuracy. G. Adamopoulos, R. Bhagwatkar, M. Bilos, H. Ghonia,
N. V. Hassen, A. Schneider et al., “Lag-llama: Towards
foundation models for time series forecasting,” arXiv
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HeartRate Yes Yes No No No No
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Table 7: Comparison of Avg Token Lengths among Original TimeLLM method, External Knowledge Enhancing and Natural
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