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ABSTRACT

Network data has become widespread, larger, and more com-
plex over the years. Traditional network data is dyadic, cap-
turing the relations among pairs of entities. With the need
to model interactions among more than two entities, sig-
nificant research has focused on higher-order networks and
ways to represent, analyze, and learn from them. There are
two main directions to studying higher-order networks. One
direction has focused on capturing higher-order patterns in
traditional (dyadic) graphs by changing the basic unit of
study from nodes to small frequently observed subgraphs,
called motifs. As most existing network data comes in the
form of pairwise dyadic relationships, studying higher-order
structures within such graphs may uncover new insights.
The second direction aims to directly model higher-order
interactions using new and more complex representations
such as simplicial complexes or hypergraphs. Some of these
models have long been proposed, but improvements in com-
putational power and the advent of new computational tech-
niques have increased their popularity. Our goal in this pa-
per is to provide a succinct yet comprehensive summary of
the advanced higher-order network analysis techniques. We
provide a systematic review of the foundations and algo-
rithms, along with use cases and applications of higher-order
networks in various scientific domains.

1. INTRODUCTION

Networks are natural representations of relationships be-
tween entities using nodes and edges [8]. Real-world net-
works are observed everywhere: the structure of chemical
substances, ecological systems, communication networks, air
and land transportation networks, power grids, among many
other examples. Many problems can be naturally described
and solved using networks. For instance, epidemic models
on networks [45] can help predict the spread of pandemics
by analyzing the interaction network among infected indi-
viduals; link-analysis methods such as PageRank [86] can
help assess the importance of Websites, which in turn can
be used to fine-tune searching engine results; Shortest paths
algorithms [71] calculate the most efficient driving route be-
tween two locations on the transportation networks. With
the rise in demand to model systems with more complex
information, researchers have enriched network models by
adding additional attributes to nodes and edges: weights,
signs, labels, timestamps, and even metadata. Some mod-

els have even changed or extended the network basics. An
example is a heterogeneous network [125], where nodes and
edges can be of different types. Another example is a dy-
namic network [93], where each node or edge can exist only
for a specific period of time. While models for networks
have been enriched from various aspects, in most network
models, edges still represent dyadic relationships, that is,
relationships among two entities.

Dyadic relationships are insufficient in many real-world
scenarios, specifically when there is an interaction involving
more than two entities. For example, a social event may
include more than two people. This is not equivalent to
social interactions among all pairs of people in the event.
However, such a higher-order pattern frequently occurs in
social networks due to triadic closure [41], where a trian-
gle’s formation is often dependent on three edges. Another
example is the frequent appearance of some specific small
subgraphs (with more than two nodes) in real-world net-
works [10; [62; [115]. In 2002, Shen-Orr et al. |[102] intro-
duced the term network motifs to represent such frequent
subgraphs as the building blocks of transcriptional regula-
tion networks. The idea was further explored for various
types of graphs by Milo et al. [76], where they showed that
different types of networks can be distinguished using mo-
tif counts as features |75]. Such discoveries clearly indicate
that it is insufficient to only model dyadic networks.

As a result, modeling higher-order networks has a long
history. Some higher-order representations are proposed as
early as the 1960s-1970s, e.g., simplicial complezes [107].
However, there were many obstacles to utilizing such higher-
order representations at that time. First, the computational
power was insufficient to compute using such representa-
tions, even for counting simple motifs. Second, without the
development of the internet, data collection was inefficient
and small-scale. Hence, there was an earlier decline in the
demand to model and represent higher-order networks.

With the fast development of computational resources
and algorithmic tools, higher-order network analysis is now
widely used across various fields leading to various discov-
eries. For instance, in brain networks, some motifs with
high functionality are generated more than other motifs to
increase neural efficiency [108} [31]; In biological networks,
motifs are commonly found and capture evolution [53]; In so-
cial networks, motifs help understand group interactions [63;
47]. As most existing network data is already collected as
dyadic graphs, it is often impossible to recover the origi-
nal higher-order interactions (if they exist). In recent years,
more higher-order network data is collected, e.g., in collabo-
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Figure 1: Comparison among Higher-Order Network Representations. (a). A simple graph (left) along with its motif graph
(right) of 3-Cliques (triangles). With the same set of nodes, motif graphs transform edges into “membership in given motifs.”
From the example, the given motif is a triangle, so there are two triangles detected and only one edge (vi,v3) shared by
both triangles. The edge (v4,v4) that does not belong to any motif will be ignored. (b). A Simplicial Complex, including a
O-simplex (single node), a 2-simplex (triangle), and a 3-simplex (tetrahedron). Note that any face (sub-simplex) of an existing
simplex is also included in the simplicial complex, for example, (vs,vs,v7). (¢). A Hypergraph. Unlike simplicial complexes,
any subedge of hyperedges does not have to appear in the edge set, i.e., (vi,v2,v3) and (v2,v3) are two different hyperedges.

ration networks or on hashtags @ As a result, more com-
plex higher-order algorithms and representations can now
be directly used. Our goal is to broadly survey such ways to
represent, analyze, and learn from higher-order networks.

Higher-Order Network Representations: there are
three main branches of network abstractions that are widely
studied or utilized for higher-order networks — motifs, sim-
plicial complezes, and hypergraphs. Before diving into de-
tailed mathematical representations of them, we briefly de-
scribe their differences using concrete examples involving
three individuals A, B, and C [IZB]:

1. Network Motifs: A, B, and C have contact informa-
tion of each other in their contact list. They form a
triangle (an example of a motif).

2. Simplicial Complexes: A, B, and C are in the same
class in high school. Any subset of {A, B, C} in-
dicates a classmate relationship. A, B, and C form a
stmplex, a basic unit of a simplicial complez.

3. Hypergraphs: A, B, and C publish a paper together.
We create a new hyperedge representing the collection

of all authors of this paper, i.e., hyperedge {A, B, C}.
A B, and C form a hypergraph with a single hyperedge.
Note that {4, B},{A, C} and {B, C} are not included as
hyperedges in the hypergraph.

Figure [I| shows a comparison of these network repre-
sentations. We still often study motifs in dyadic graphs,
but instead of looking at pairwise relationships, we extract
higher-order relationships. For example, we can identify
whether an edge is part of some prespecified motif and set
edge weights to the number of times the edge belongs to such
motif. As shown in Figure (a), one has to prespecify a mo-
tif to study, for example, a triangle. Then the original graph
can be transformed by only keeping its edges that belong to
such a given motif. Figure [1| (b) and (c) show a simplicial
complex and a hypergraph with similar structures. Both
edges (simplexes) can be represented by sets. However, in
simplicial complexes, any subset simplex, by definition, also
exists; however, in hypergraphs, a hyperedge only acknowl-
edges the existence of the exact set. For example (v1,v2,v3)
and (vz,v3) exist in Figure[T](c), while their subedges (v1,v2)
and (v1,v3) do not exist.



Topics not covered in this survey. Some studies are out-
side of the scope of this survey and presenting them might
obfuscate some of the formalism used in this survey. These
studies either (1) apply a higher-order abstraction but out-
side the field of networks; or (2) use similar terminologies as
those of higher-order networks but with a different meaning
across various domains. Here, we list some such areas:

e Network of Networks (NoN ), or multilayer networks [65;
56; 23], are basically heterogeneous networks. Such
models combine networks from different sources and
merge into a larger, more complex network. Here,
nodes and edges can be different kinds of entities. The
basic unit of such networks is one type of network, but
not subgraphs.

e Higher-Order Markov Models: These studies investi-
gate higher-order dependencies in random walks on
networks [58; [73; [123]. In some cases, first-order ran-
dom walks are not able to describe network flows, so
it becomes necessary to utilize higher-order Markov
chains to fit the real-world observations in networks.

e Higher-order Graph Signal Processing: Graph signal
processing [84] has also been extended from dyadic net-
works to simplicial complexes [96; |103} [95]. In graph
signal processing, vertices carry samples of signals, and
edges capture linear transformations on such signals.
Such a system is denoted by a graph filter, which aims
to model complex signal transformations based on a
graph structure. For a comprehensive review of higher-
order graph signal processing, refer to [98].

e Higher-order Dynamical Systems on Networks: A net-
work dynamical system models pairwise node interac-
tions based on a dynamic network structure [19]. For
example, robots can form real-time shapes together by
observing their neighbors. Such pairwise interactions
are extended to higher-order interactions [17], using
either simplicial complexes [74] or hypergraphs [80].

Scope and Organization. Compared to other surveys,
our goal is to provide a succinct yet broad and compre-
hensive survey that focuses on higher-order networks. Ab-
stract network topologies are categorized on the basis of the
data type and applications. The surveys aims to assist re-
searchers in identifying the appropriate methods, resources,
and higher-order tools for their research tasks.

The rest of this paper is structured as follows. Section
introduces necessary dyadic graph basics. Sections[3] [4] and
[Blintroduce foundations, algorithms, and applications of net-
work motifs, simplicial complexes, and hypergraphs, respec-
tively. Section[f]summarizes existing datasets and tools that
have been used in higher-order network studies. We present
challenges and future direction and conclude in Section [7]

2. PRELIMINARY OF GRAPHS

We briefly introduce some basic dyadic graph concepts,
which are being applied and generalized in various higher-
order representations.

e Undirected/Directed Graph: An undirected graph is
an ordered pair G = (V, E). Set V = {v1,v2,...,0n}
is the set of vertices and set E C {{v;,v;}vi,v; € V'}

is the set of edges, where {v;,v;} is an unordered pair
of nodes. In contrast, a directed graph is an ordered
pair G = (V, E), where V is the set of vertices and
E C {(vi,v;)|(vi,vj) € V?} are ordered pairs of nodes.

Simple Graph: A self-loop is an edge that starts and
ends at the same vertex, for example, (v;,v;). Du-
plicate edges in an edge set are called multiple edges,
multi-edges, or parallel edges. A graph without any
self-loop or multiple edges is a simple graph. Most
graph-based studies focus on simple graphs.

Weighted Graph: A weighted graph G = (V, E,w) is a
graph with assigned weights w : E — R to its edges.

Graph Isomorphism: Graphs G and H are isomorphic,
denoted as G ~ H, if there is a bijection between the
vertex sets of G and H, denoted by V(G) and V(H),

f:V(G) = V(H),

such that any two vertices v and v of G are adjacent
in G if and only if f(u) and f(v) are adjacent in H.

Walk, Trail, Path and Cycle: A walk is a sequence of
vertices and edges of a graph. For example, one can
traverse from one vertex to another once there is an
edge between them. A walk is said to be open when
the starting and ending nodes are different, and closed,
otherwise. A trail is an open walk where no edge is
repeated. A path is a trail in which neither a vertex
nor an edge is repeated. A cycle is a closed walk that
neither a vertex nor an edge is repeated.

Cut, Volume, and Conductance: A cut is a partition
of the vertices of a graph into two disjoint subsets,
marked as (S, 5). The volume of a node set S C V is
defined as the total number (or weight) of the edges
incident with S, denoted as vol(S). The conductance
for set S, denoted as ¢(5), measures the ‘goodness’ of
a cut separating a graph,

Zies,jeé Aii
min(vol(S), vol(S))’

®(S) =

where A;; are the entries of the adjacency matrix for
G. Lower conductance ensures a balanced cut with
fewer cross-edges (between S and S).

e Adjacency Matrix: a square matrix used to represent

a finite graph. Assume a graph has n nodes. Its corre-
sponding adjacency matrix A is a matrix of size n x n,
where A; ; =1 when nodes ¢ and j are connected and
A;j =0, otherwise. Adjacency matrices of undirected
graphs are symmetric. Adjacency matrices of simple
graphs are binary, with all zeros on the main diagonal.

Laplacian Matrix: Given a simple graph G, the Lapla-
cian Matriz of G is defined as L = D — A, where D
is the diagonal degree matrix and A is the adjacency
matrix of G. If a graph G is undirected, its Laplacian
Matriz is also a symmetric matrix. It can be nor-
malized to matrix of unit vectors, usually denoted as
L=DY?LDY? =] - D '/2ADY2



3. NETWORK MOTIFS

Compared to more complex higher-order network repre-
sentations, motifs have been studied for a relatively longer
period. There are two main reasons: (1) motifs are studied
directly on dyadic graphs, which are widely used in vari-
ous research fields; (2) some specific subgraphs already have
some special meanings in the real world, so it is natural to
study them in networks.

3.1 Foundation and Algorithms

A network motif is generally defined as a highly sig-
nificant subpattern or subgraph in the network [76].
The term “significant” indicates that the number of times
the motif appears in the graph is higher than what is ex-
pected or normal, where such expected numbers are often
understood within random graphs (e.g., the Erdés—Rényi
model [32]). A motif can be some fixed-size subgraph such
as a triangle; or can have a variable size representing some
general conceptual pattern such as a star or a loop [102].
For brevity, we focus on fixed-size subgraphs. Formally, a
network motif is

DEFINITION 3.1  (NETWORK MOTIF). Motif M of graph
G is a subgraph of G that has multiple isomorphic graphs that
are also subgraphs of G. That is, G1 C G,G2 C G, ...,G, C
G and Gi,...,Gy are isomorphic to M.

3.1.1 Motif Frequency

For motif M, its number of appearances in graph G can
be denoted as Fg(M). By comparing this frequency with
the mean (expected) count in random graphs with the same
size as GG, we obtain the Z-score of motif frequency

_ Fa(M) — pur(M)

Z(M) on (M) ;

(1)
where ur(M),or(M) are the expected mean and standard
deviation of frequencies of M in a random graph. This Z-
score is an important statistic for measuring the significance
of motifs.

3.1.2  Motif Matrix and Motif Cuts

Similar to the adjacency matrix, Benson et al. [15] define
motif adjacency matriz based on the memberships of edges
in the given motifs. Formally, given a specific motif M, the
motif adjacency matrix Wiy is defined as

(WM)U: {MliEM,jEM}, (2)

where (Wys);; is the number of instances of M that con-
tain nodes ¢ and j. When the given motif is an edge (two
connected nodes), the motif adjacency matrix is simply the
adjacency matrix. Note that when the given motif is not a
complete graph, the nodes 7 and j can belong to the same
motif even if they are not connected.

The motif adjacency matrix is also of size |V| x |V, so
most algorithms designed for the adjacency matrix are also
suitable for the motif adjacency matrix.

With the motif adjacency matrix in place, a motif cut
can be defined consequently for motif M and motif adja-
cency matrix Wjs:

cutM(S,S'): Z Whrij. (3)

i€S,jes

Similarly, motif conductance is defined as

cutar (S, S)
min(volas (S), volas (S))”

where volas (S) denotes the volume (total sum of edge weights)
of set S in the motif matrix. If a clustering algorithm mini-
mizes motif conductance, the result leads to preserving the
structure of the given motif in the graph while generating a
balanced split by the clustering algorithm.

3.1.3  Motif Clustering Coefficient

The clustering coefficient is a measure of the degree to
which nodes in a graph tend to cluster together |[121]. In
dyadic graphs, the clustering coefficient can be calculated
by the fraction of length-2 paths (wedges) that are involved
in triangles. From this perspective, the global clustering co-
efficient can be defined as

om(S) =

(4)

6] K|
= s 5
W] (5)

where |K3| is the number of triangles (3-cliques), and |W|
is the number of wedges. Each triangle is counted six times
since it contains six different wedges, considering the order.
The local clustering coefficient of node u is defined as

2| K3 (u)]

Clw = T (6)
where C(u) is the fraction of triangles that node u belongs
to over the number of wedges in which wu is the center node.

Based on the above interpretation of the clustering coef-
ficients, Yin et al. [126] introduce a generalized higher-order
clustering coefficient for motifs of higher-order cliques. For
order | > 2, clustering coefficient of order [ can be defined
as

C

(12 +l)‘Kvl+1| (7)
wil

where K and W are higher-order cliques and wedges, and
(I* +1) is basically (I 4 1), which is the number of wedges
that an (I + 1)-clique closes. Consequently, the local higher-
order clustering coefficient is generalized as

_ K (u)]

Ci(u) = 7|Wl(u)| . (8)

C =

3.2 Use Cases and Applications

Motifs are utilized across many scientific fields. Here,
we survey use cases and applications of motifs.

3.2.1 Capturing Functionalities in Networks

Highly frequent motifs are often related to specific func-
tionalities that networks capture, especially in biology. We
provide some examples in biological and brain networks.

Biological networks. In 2002, Shen-Orr et al. [102]
distinguished three families of motifs in Escherichia coli (E.
coli) directed transcriptional network. These families are
closely related to specific functionalities. They are: feedfor-
ward loop (a directed acyclic graph), single input module
(one to many transactions) and dense overlapping regulons
(many to many transactions). Each motif relates to a spe-
cific function in the determination of gene expression. Such
frequent motifs can be detected using a brute-force approach
on some sub-matrix of the adjacency matrix.



The functionality of motifs in biological networks is fur-
ther validated through a simulation of spontaneous evolu-
tion process [53|. First, an electronic combinatorial logic
circuit is initiated by random wiring. The goal of network
evolution is to increase the fraction of correct output un-
der given logical functions. The baseline, a fized goal given
by Gi = (X ®Y)AND(Z ® W), is very slow to converge
with a low rate of reaching the perfect solution. Networks
that evolved under fixed goal have less significant motifs
and lower modularity (the separability of the design into
units that perform independently). Addressing this issue,
the authors introduce modularly varying goals, where the
goals switch between G1 and G2 = (X @ Y)OR(Z & W)
every 20 epochs. Surprisingly, such evolved networks could
always find perfect solutions of the current goal (either G
and G2) quickly within a few epochs. Similar findings are
discovered in neural networks, which explain adaptiveness
and robustness of motifs in real-world biological networks.

Brain Networks. Due to the complexity of brain net-
works, relationships between subareas of the brain and their
functionality are of significant research interest. In brain
networks, motifs are often divided into two groups: func-
tional and structural. Structural motifs are those currently
presented in this survey and capture the anatomical build-
ing blocks of the brain network, whereas functional motifs
capture patterns of elementary processing within such struc-
tural motifs. In other words, functional motifs can be con-
sidered as all possible subgraphs of the structural motif with
the same number of nodes but different edges. For exam-
ple, a triangle structural motif consists of three different
functional motifs (all paths of length two). One hypothesis
suggests that the number and variety of functional motifs
are maximized in the brain to increase effectiveness [108].

Functional motifs vary significantly over time. Duclos
et al. [31] investigate motif appearances in the brain net-
work over time. They count all connected subgraphs of
size three in directed brain networks, and as a result, show
that anesthetic-induced unconsciousness is associated with
a topological re-organization of the brain network. Specifi-
cally, the frequency of chain-like and loop-like motifs change
significantly when people transition from a responsive state
to an unresponsive state. Such observations demonstrate
links between motifs and functionalities.

In terms of the shape of motifs in brain networks, re-
search has been more interested in specific motifs that are
easier to count, such as cliques and cavities (enclosed spaces).
For instance, all maximal cliques are counted, and their fre-
quency is compared to that of what is expected in some
null model. The results indicate the spatial distributions of
maximal cliques are more than expected in different brain re-
gions. Similarly, cavities can be studied (ranging from min-
imum cycles to incomplete cliques). Research shows that,
unlike cliques, cavities are less than expected in different
areas of the brain [105].

3.2.2 Network Classification

In the seminal work of Milo et al. |76], network mo-
tifs are defined as specific fixed subgraphs whose frequencies
are higher than what one would expect in random graphs.
It turns out motifs found and their frequencies from vari-
ous types of networks (including food webs, biological net-
works, electronic circuits, World Wide Web, and the like)
can be utilized to classify types of networks. In particular,

graphs from the same category exhibit significant overlap in
terms of motifs observed and their frequencies, which can
be used as features to distinguish graphs. For example, on
food webs, a three-node chain is frequently observed. How-
ever, this motif is not frequently observed in any other cate-
gory of networks. The feed-forward loop is popular on most
information-processing networks, including brain networks,
electronic circuits, and the World Wide Web.

Milo et al. further investigate the number of motifs
across various categories [75]. Z-scores (see Equation [I) are
calculated for subgraph frequencies and are compared with
those expected in random graphs. The results show that the
graphs from the same category have highly similar subgraph
frequencies. However, some graphs from different categories
also show similarities in their frequencies, which captures
the intrinsic similarity between graphs that are from simi-
lar categories. As a result of this discovery, networks from
different categories can be classified into superfamilies using
motif frequencies.

3.2.3 Network Models

As motif frequencies are different in real-world graphs
compared to what one would expect in random graphs, there
is a need for network models that can generate realistic ran-
dom graphs with motif frequencies similar to those of real-
world graphs.

Przulj et al. |[91] propose a new series of network models
called geometric random graphs, which uniformly generate
nodes (i.e., points) in 2D/3D/4D Euclidean space and form
links between nodes based on a threshold on their distances.
By counting all possible motifs under size five, they found
that the random graphs generated by geometric models are
more similar in motif counts to the original protein-protein
networks than those generated by other network models.

There is also a significant need to develop non-random
network models that can generate motifs with similar fre-
quencies to those observed in real-world data. One example
is the network model designed by Leskovec et al. |[63]. The
work examines all triangles in signed networks, where edges
can have a sign: + or —. For instance, a + edge may in-
dicate that two nodes are “friends,” and a — edge may in-
dicate that two nodes are “enemies.” They discovered that
network models that simulate the balance theory (colloqui-
ally stated as “an enemy of an enemy is my friend”) might
be insufficient to explain the frequency of triangles appear-
ing in real-world networks. Therefore, they propose another
network model for directed links, inspired by status theory,
where a positive link from node a to b indicates that a has
a higher “status” than b. Given a three-node directed cy-
cle with two positive signs, these two theories will predict
opposite signs for the third link. Balance theory explains
this as three pairwise friends (friend of a friend is a friend),
while status theory considers a — b — ¢ as a pattern of
increasing status, so ¢ should link to a with a negative sign
(high to low status). In directed graphs, research shows that
graphs generated based on status theory could more realis-
tically replicate the frequencies of signed motifs compared
to graphs generated based on balance theory.

3.2.4 Clustering

Motifs are closely related to clusters in higher-order net-
works. Benson et al. [15] develop a framework of network
clustering based on higher-order properties. More specifi-



cally, cuts on edges are generalized to cuts on motifs, and
the adjacency matrix is generalized to the motif membership
matrix. Their results show that such clustering accurately
preserves higher-order structures. Two real-world examples
are presented. For clustering based on a bi-fan motif, the
clustering clearly distinguishes between the role of source
and sink by assigning them to different clusters in neuronal
networks. In the airline network, transportation hubs are
clustered together by using a bi-directional 2-path motif.

Building upon the ideas of motif matrix and motif cuts,
Yin et al. [127] generalize clustering methods to the motif
level. They first propose a motif-based approximate person-
alized PageRank (MAPPR), which performs an approxima-
tion of the Personalized PageRank using the motif matrix.
The method can quickly find a cluster that contains a given
seed node that has the minimum motif conductance. To en-
hance the performance in case the clustering is performed
on the whole graph, they introduce an efficient method to
identify good seed nodes to be used as input to MAPPR.
The proposed method is validated by performing cluster re-
covery tasks on synthetic and real-world graphs. Exper-
imental results show that the proposed techniques could
preserve higher-order clustering coefficient (as detailed in
Section

Furthermore, as we also showed in Section some
traditional measurements of clusters (or clusterability) are
generalized to the motif-level. One important generalized
graph measurement was the clustering coefficient, which re-
flects the degree of cohesiveness of communities. Yin et
al. [126] introduced higher-order variants of the local and
global clustering coefficients. For order-3, the global clus-
tering coefficient is defined as the ratio of cliques to wedges
(length-2 paths); the local clustering coefficient is defined as
the ratio of cliques that a node involved over wedges. In-
terested readers can refer to Section [3.1.3] for extensions of
clustering coefficients to orders greater than three.

Another important measure for a clustering is its mod-
ularity. Modularity is a quantitative measure to evaluate
the significance of clusters, which is also generalized to the
motif level [56], specifically two special motifs — cycles and
paths. In the general case, motif modularity is defined as
the fraction of motifs laying fully inside the community sub-
tracted by that of expected in the random graphs. Higher-
order modularity can distinguish differences in higher-order
structures, such as cycles and cliques/hubs and leaves. For
example, in a multipartite network roles can be easily dis-
tinguished simply by applying higher-order modularity.

3.2.5 Representation Learning

Representation Learning aims at encoding specific net-
work properties into fixed-length vectors. In order to cap-
ture higher-order structures, Rossi et al. [94] propose a net-
work embedding method based on motifs. First, they build
several weighted motif adjacency matrices based on the nodes’
occurrences in specific motifs. Then they define a series of
functions over these weighted motif matrices, such as k-step
paths, the transition matrix, and various Laplacians. By
minimizing the distances between the motif-based matrix
formulation and the embedding matrix, each motif matrix
learns a local embedding. Finally, they concatenate the local
embedding to calculate a global embedding for the network.
Experimental results show that the proposed higher-order
network embeddings outperform other embedding methods

in link prediction tasks.

Another higher-order representation learning method us-
ing motifs is LEMON |[101]. First, LEMON converts the
graph by adding supervertices for motifs (e.g., triangles),
and then links the nodes that are involved in such motifs
to the corresponding supervertices. The result is a two-
mode network that captures the memberships of nodes in
motifs, where the edges between motif supervertices to reg-
ular nodes are defined as structural edges. The embedding
vector is learned through a random walk process that cap-
tures the similarities of nodes that share similar motif struc-
tures. A parameter g controls the traversal probability from
a regular node to supervertices. With larger ¢, any node will
become closer to nodes similar in motif properties rather
than its structural neighbors. LEMOM has been success-
fully applied in anomaly detection, link prediction, and node
classification.

3.2.6 Link Prediction

Motif counts can be used a powerful feature to predict
missing links. Abuoda et al. [1] convert the link prediction
problem into a classification problem by counting the mo-
tifs involved in the link candidates. All possible connecting
motifs within size five are enumerated as features. The per-
formance of several classical classifiers shows that larger mo-
tifs can lead to higher performance and that a combination
of motifs can further improve the results. The work shows
that motif-combined feature classification outperforms most
state-of-the-art link prediction methods.

4. SIMPLICIAL COMPLEXES

A simplicial complex can be interpreted as another gen-
eralization of a graph. In graphs, there are two different
types of entities — nodes and edges. But in simplicial com-
plexes, the concepts of nodes and edges are merged into a
generalized basic unit, the simplez, where 0-simplex repre-
sents the single vertex and 1-simplex represents the edge.
Furthermore, a simplicial complex can contain any order of
interactions, such as k-simplices (k > 0).

The main difference between simplicial complexes and
hypergraphs is the requirement of being inclusive; that is,
a simplicial complex also contains all faces (sub-simplices)
of its current simplices. For example, if three people A, B,
and C belong to the same university, then all pairs: AB,
AC, and BC have the same relationship (being part of the
university). When modeling higher-order data with simpli-
cial complexes, ensuring the relationship being modeled is
inclusive is the first requirement.

4.1 Foundation and Algorithms

In mathematics, a simplicial complex is a set composed
of points, line segments, triangles, and their n-dimensional
counterparts.

4.1.1 Simplex

A simplex is the basic unit of a simplicial complex and is
the generalization of the notion of a triangle or a tetrahedron
to higher dimensions. More specifically, a k-simplex is a k-
dimensional polytope that is the convex hull of its k + 1
vertices.

The convex hull of any nonempty subset of the k + 1
points that define a k-simplex is called a face of the simplex.



Faces are also simplices. Any k — 1-face of a k-simplex is
called a facet.

4.1.2  Simplicial Complex

DEFINITION 4.1  (SiMPLICIAL COMPLEX). A simplicial
complex X is a set of simplices that satisfies the following:

1. Every face of a simplex from X is also in X; and

2. The non-empty intersection of any two simplices o1, 02
X is a face of both o1 and o3.

Roughly speaking, simplicial complexes are simplices that
are (1) closed under taking faces and (2) have no inner in-
tersections other than faces. A simplicial k-complex X is a
simplicial complex where the largest dimension of any sim-
plex in X equals k.

4.1.3 Homology

First, we define the orientation of a simplex. The ori-
entation of a k-simplex is given by an ordering of the ver-
tices (vo,v1,...,vx). There are exactly two orientations —
even and odd permutations, and switching any two ver-
tices in the ordering leads to a change of the orientation.
For example, in a two-dimensional space, we have clock-
wise and counterclockwise ordering for a triangle. The or-
ders (v1,v2,v3),(v2,v3,v1),(vs,v1,v2) indicate one orienta-
tion, and the orders (v1,vs,v2),(vs, v2,v1),(v2,v1,v3) indi-
cate the opposite one.

Let X be a simplicial complex. A simplicial k-chain is
a finite formal sum

N
> o, (9)
i=1

where ¢; is an integer and o; is an oriented simplex. For each
simplex, the sum includes a sign based on the orientation.
One way of assigning orientations is to order all vertices of
the simplicial complex and give each simplex the orientation
corresponding to it. The group of k-chains on X is written
Cr(X), and for simplicity we write Cx. Note that Cj is a
vector space with the number of k-simplices as its dimension.

Based on the group of k-chains Cf, we define boundaries
and cycles. First, we define the boundary operator.

DEFINITION 4.2 (BOUNDARY OPERATOR). Let 0 =
(vo, ..., vk) be an oriented k-simplez, viewed as a basis ele-
ment of Cx. The boundary operator O : Cr, — Cr_1 is the
homomorphism defined by:

(=1) (00, -+ -y Biy e v oy UR),
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where (vo,...,0,...,vs) is the i*" face of o, which deletes
v; from o.

The boundary of each k-simplex is the collection of all
its (k — 1)-faces. In Cj, elements of the subgroup Zx :=
ker 0y, are referred to as cycles, which is the collection of k-
simplexes whose boundary is zero. While subgroup Bk :=
Im Or+1 denotes the boundaries, i.e., boundaries of (k + 1)-
simplices. Note that using definition [£:2] it is easy to prove
that the boundary of boundaries is empty.

Cycles are essential entities for detecting holes. How-
ever, some simplices in Zx are just boundaries of (k 4 1)-
simplices, which are not holes themselves. Hence, we remove
the boundaries of the (k+ 1)-simplices from the cycles. This
can be defined as the quotient abelian group

Hk :Zk/Bk :kerak/lm6k+17 (10)

where the remaining simplices in Hy, represent k-dimensional
holes in the complex. Hy is called the homology group.

4.1.4 Cohomology and Hodge Laplacian

Remember the group of k-chain CY is a vector space over
R. Hence, it is possible to give an inner product structure to
each Cj to make the basis (oriented simplices) orthogonal.
We denote this dual space of C, as C* [79], called the group
of k-cochains.

We denote the dual operator of the boundary map 0O
as 0x. Operator Jy : C* — OF*! s called the co-boundary
operator, which is the adjoint of boundary map Jx. Conse-
quently, the cohomology group is defined over cochains

H* = ker 6/ Im 6,1, (11)

which is exactly a dual group of the homology group Hjy.
Note that the cohomology groups are defined more alge-
braically with less geometric meaning. The main purpose
of introducing the cohomology group is to derive the Hodge
Laplacian (see Definition . For a detailed explanation,
interested readers can refer to [66].

Given a simplicial complex X, its boundary map 9y can
be represented as a matrix By. By has the dimension ny_1 X
nk, where ni_1 and ny are the number of (k — 1)-simplices
and k-simplices, respectively. For example, Bo = 0 and B:
is a matrix of dimension |V| x |E]|.

Similarly, the co-boundary map d; can also be repre-
sented as the adjoint matrix Bj,. In a finite real space, it is
equal to the transpose of By, so we can also write it as BJ.

DEFINITION 4.3  (HODGE LAPLACIAN). The kth Hodge
Laplacian of a simplicial complex X is defined as

L = BZBk + Bk+1BZ+1~ (12)

When k = 0, Lo = B1BJ is exactly the Laplacian matrix
in dyadic graphs, with dimension |V| x |V|. Matrix £ has
dimension |E| x |E|, capturing relationships among basic
units of edges [97].

4.1.5 Degrees and Random Simplicial Complex

Degree is generalized in simplicial complex as follows |27]:

DEFINITION 4.4 (DEGREE OF A SIMPLEX). For any sim-
plex o € X, the degree kq (o) is the number of d-dimensional
simplices adjacent with o in A-faces.

When we are only interested in the degree of vertices, we
let A = 0. Then kq(v) becomes the number of d-simplex
incident to v, i.e., those that v belongs to.

As an analog to the Erdds—Rényi model [32] in dyadic
graphs, the generative model of 2-complexes can be defined
as follows:

DEFINITION 4.5 (RANDOM 2-COMPLEX). The X(n,p)
model of a simplicial complex is defined to have vertex set
[n], edge set ([g]), and each of the (%) possible triangle faces
is included independently with probability p.



Note that for a 2-complex both nodes and edges (e.g. a
complete graph) have to be specified, and the random pro-
cess only occurs on random triangles [50]. One can define
random simplicial complexes of higher order in similar ways.

4.2 Use Cases and Applications

Applications of the simplicial complex have mainly fo-
cused on two directions. One direction is focused on topo-
logical properties, where a simplicial complex is used to rep-
resent a space. In many fields, the real-world information
can be abstracted to pure topology entities through a pro-
cess called filtration, which transforms real distances into
topological edges. Such techniques are widely used in sen-
sor coverage problems, biological networks, mobility analy-
sis, robotics, and the like. The second direction is to model
real-world interactions of more than three individuals as sim-
plices.

4.2.1 Sensor Coverage

Sensor coverage problem aims at measuring a “coverage”
area and detecting locations that are uncovered: also known
as holes. Ghrist and Muhammad [36] modeled the sensor
coverage problem using simplicial complexes. A coordinate-
free sensor network is formed by relative distances between
any pair of nodes, without any specific coordinates. This
is simpler to obtain through the strength of signals sent by
the sensors, especially in dynamic systems. Based on simpli-
cial homology theory, coverage holes are what remain after
removing boundaries from cycles. The theoretical results
are also verified by practical simulations in computational
homology software.

The sensor cover can be further linked to the homology
of the diagram of complexes [28]. In particular, the sensor
cover can be defined as a collection of discs of radius r.,
and the radius of strong and weak signals of pairwise dis-
tances can be represented as rs and r,. Rips compler is
defined as a simplicial complex whose simplices are tuples
of nodes whose pairwise Euclidean distances are within a
certain threshold. Each node can detect the existence of
the boundary of the domain within another radius ry. By
forming the simplicial complexes of all these graphs, one can
derive the sensor coverage.

Under similar settings with previous studies, Tahbaz-
Salehi and Jadbabaie |109] present a distributed algorithm
for coverage verification without any metric information.
The goal of coverage verification is basically three aspects —
detecting coverage holes, calculating their locations, and de-
tecting redundancies in the network. The main novel contri-
bution of this work is to solve the homology problem through
a linear programming relaxation.

4.2.2  Disease/Abnormality Detection

Point cloud is one of the classic data formats often used
in biology, where points are substances such as proteins.
Similar to the sensor coverage problem, a simplicial complex
can be constructed over a point cloud through the filtration
process [81]. Points agglomerate together and become sim-
plicies when their distances fall under a specific threshold,
specified by some distance function. As a result, a simpli-
cial complex can be used for preprocessing to enhance the
clustering performance [82]. One notable usage is to iden-
tify subtypes of breast cancer. Simplicial complexes can also
help distinguish between recurrent and non-recurrent sub-

types [29; 6].

In brain networks, a new topology called homological
scaffold can be defined to represent low-connection areas
in the network [90]. First, a brain network can be seen as
a weighted network, where larger weights indicate longer
distances. Then a filtration process is applied to generate
sparse structures (larger weights), followed by the detection
of a homology group. The remaining structure in the ho-
mology group contains cycles with larger distances, which
captures areas in the network that exhibit extremely low
connections.

In neuroscience, for amplifying the differences in net-
work topologies, a novel matrix signature is proposed to
facilitate forming the homology groups [38; [37]. Instead of
the absolute distances, the orders of distance are used. For
example, if the distance of vp and v; is the minimum of all
pairwise distances, then the entry of Ag; will be encoded as
0. Such a non-linear transformation obscures the distances
but focuses more on the intrinsic structure of the network.
The order matrix captures a more robust relationship with
the topological structure, for example, the number of non-
contractible cycles. Experiments on pyramidal neurons in
the rat hippocampus show that the proposed signature is
capable of detecting geometric organization.

4.2.3 Mobility Analysis

To study mobility, topological signatures have been pro-
posed that represent trajectories as points in k-dimensional
space, where k is the number of obstacles [35]. The goal
of this mapping is to characterize the differences in traces
when passing by obstacles. First, obstacles are represented
as simplicial complexes, and any motion toward faces can be
recorded by sensors. Based on homology, these faces (edges)
are encoded as real numbers. These values are added to the
entries of the related obstacles as trajectories records. Then,
trajectory traces can be distinguished by this signature. For
example, one coming across an obstacle from the left is en-
coded as 1, while as -1 if coming from the right; if one loops
clockwise around an obstacle, we can encode that as 2, and
-2 for counterclockwise loops.

4.2.4 Network Modeling

The configuration model is a method for generating ran-
dom networks from a given degree sequence. For a sim-
plicial complex, the configuration model is also generalized
along with the canonical ensemble |27]. In short, the canon-
ical ensemble aims to derive the probability of the simplicial
complex that maximizes the entropy defined by it. The con-
figuration model is the uniform distribution of all possible
simplicial complexes with the same degree sequence.

Based on such generalizations, Young et al. |128] fur-
ther develop efficient sampling algorithms for the simplicial
complex configuration model. First, they elaborate the nu-
merical constraint of the configuration model by switching
the simplicial complex to its equivalent graphical represen-
tation. That is, to introduce extra nodes to represent adja-
cent relationships between nodes and simplicies. In this way,
the simplicial complex is transformed into a dyadic bipartite
graph, which can yield a solution [33].

The social contagion can be modeled as a propagation
network, where people get infected through social interac-
tions (edges). In terms of a simplicial complex, a contagion
model could also consider an infection being caused by a



group, called Simplicial Contagion Model [48]. Similar to
the dyadic contagion model, any pairwise interaction can
lead to an infection with a uniform probability (81). In
addition, higher-order interactions have unique contagion
probabilities if there are multiple infecteds involved. For ex-
ample, in a simplicial complex, if the other two nodes are
infected, the candidate will have a probability of (8a) being
infected. The behavior of the infection pattern is discussed
by simulating the process over both real-world and synthetic
graphs. The Simplicial Contagion Model is a more flexible
fit for more complex diseases with varying infection proba-
bilities of different orders.

In quantum physics, Bianconi and Rahmede [16] propose
a model of emergent geometry that is based on a growing
simplicial complex. The model is simple as it just keeps in-
cluding simplicies with fixed dimension d and gluing them to
the existing simplicial complex on one of its d—1 faces. Many
advantages of such a model are validated and discussed un-
der certain settings, including scale-free degree distribution,
small-world properties, and modular structure.

4.2.5 Network Analysis Tools

Instead of studying motifs in dyadic networks, Benson
et al. |12] directly collect higher-order relationships in the
real world, such as co-authorships, event participation, drug
instances, among other similar interactions. Such coappear-
ances are modeled as simplicial closures (timestamped ver-
tex sets). For example, a closed triangle indicates relation-
ships among three nodes, while an open triangle just rep-
resents pairwise relationships between any two nodes. This
representation enriches the network information and can be
used in dynamic graph-evolving models or link predictions.
In the link prediction task, the goal is to predict whether the
open triangles will become close in the future. Results show
that even simple local features such as the mean of weights
on three edges perform pretty well and are comparable with
state-of-the-art methods.

Based on the 1st normalized Hodge Laplacian, Schaub
et al. [97] discuss random walks on basic units of edges in
a simplicial complex. This work enriches the traditional
field of network analysis, which is mostly node-based. Two
applications are performed to verify the usage. One is rep-
resentation learning of edge-flows and trajectory data, as
a higher-order generalization of diffusion maps and Lapla-
cian eigenmaps. Another is the edge-based generalization
of PageRank [39], which focuses on the importance of edges
rather than nodes.

Regarding clustering, Osting et al. [85] applied a sparsi-
fication process on a simplicial complex, which downgrades
the maximum dimension under a given threshold. It is
proved that such a sparsification preserves the up Laplacian.
The authors also generalize Cheeger inequality to a simpli-
cial complex. The preservation of the spectrum is verified
through experiments, and spectral clustering is performed
as one application.

Advanced network representation learning methods have
also been extended to the simplicial complex. Hajij et al. [43]
use the autoencoder to perform simplex-level embedding.
The encode function (X — ]Rd) maps each simplex to a fixed
vector. The decode function (R? xR? — R¥) maps each pair
of simplices to a similarity score that reflects the relationship
between the two simplices. An example of a user-defined
similarity is the simplex-level adjacency matrix. Finally, the

representation of the whole simplicial complex is obtained
by a weighted sum of the simplex-level representations.

S. HYPERGRAPHS

Another natural generalization of a graph is a hyper-
graph, which extends the edge space from |V|? to |[V|IV]. In
other words, an edge of a hypergraph can be any subset of
the vertices. The main difference with the simplicial com-
plex is that any subset of an edge can exist independently
from others.

Though easy to understand, the extremely sparse and
high-dimensional edge space causes difficulty in computa-
tions. So, relatively more studies on hypergraphs have fo-
cused on the theoretical aspects rather than applications.
For a more comprehensive review of concepts and measure-
ments in hypergraphs, we refer interested readers to the sur-
vey by Lee et al. [59].

5.1 Foundation and Algorithms

Many definitions and properties of hypergraphs are di-
rectly inherited from graphs, such as node degrees, hyperedge
weights, simple/multi hypergraphs, hypergraph isomorphism,
and so on. Here, for brevity, we mainly focus on the defini-
tions unique to hypergraphs.

5.1.1 Definition and Basics
We use H = (V, &) to distinguish a hypergraph from a
graph, where only vertex set V remains the same. The edge
set £ = {e|le C V'} is the set of subsets of V. We define size
of edge |e| as the number of nodes that belong to edge e.
We can have special kinds of hypergraphs:

e d-regular: each vertex has degree d;
e k-uniform: each edge has size k;

e k-partite: vertices belong to one of k different classes,
and each edge has exactly one node from each class.

A hypergraph can be always represented by a bipartite
graph of vertices and edges. The biadjacency matriz of this
bipartite graph is a |V| x | E| matrix, which is also called the
incidence matriz of the hypergraph.

5.1.2  Tensor Representation

The natural generalization of the adjacency matrix for
the hypergraph is a tensor, often denoted by T. For exam-
ple, a 3-uniform hypergraph (or the subset of order-3 edges)
can be represented as an order-3 tensor T € R‘VIX‘VMV',
i.e., the entry (4,7, k) = 1 when (v;, vj,vr) € E. If the hyper-
graph is undirected, the corresponding tensor is symmetric,
where its value at any permutation of (7,7, k) remains the
same. A simple tensor can be written as the outer product
of the vectors. The rank of a tensor is the minimum num-
ber of simple tensors whose linear combination equals that
tensor.

(Tensor Decomposition) Due to tensor dimensional-
ity, it is expensive and inconvenient to perform calculations
directly on it. Decomposition techniques are widely used to
decrease the dimension and preserve the graph characteris-
tics. Here, we introduce two popular decomposition meth-
ods — CP decomposition and Tucker decomposition. For a
detailed reference on the decomposition techniques of the
tensor, interested readers can refer to [104].



CP (CANDECOMP /PARAFAC) Decomposition [22;46]
is also called tensor rank decomposition or Canonical Polyadic
Decomposition (CPD). The CP decomposition factorizes a
tensor into a sum of component vectors. For example, a
tensor T € RI*7XK can be decomposed as

R
TzZai®bi®Ci, (13)

i=1

where R is an integer and a; € R, b; € R/, ¢; € R¥, and ®
denotes the outer product sign. This decomposition is often
solved by some minimization algorithm.

Tucker Decomposition [114] is the generalization of Sin-
gular Value Decomposition (SVD) for the tensors. Tucker
decomposition of a tensor T € RY*7*X jg represented as

Ta~GxAxBxC=][g;A4,B,C], (14)

where A € RT*F B € R7*?, C € RE*E. Here, tensor
G € RPXPXE ig called the core tensor.

5.1.3 Hypergraph Cuts

In dyadic graphs, a cut is defined as partitioning the ver-
tices into two disjoint subsets, where the cut edge connects
two nodes, one from each subset. However, for a hyperedge,
there is no such fair split where we cannot assign some nodes
to one side and the rest to the other side. Among various
cut functions, there is one that might be more reasonable
to minimize when solving cut-based hypergraph problems,
called all-or-nothing |118].

Specifically, a hyperedge is in the middle of the cut when
it is assigned to both sides of the cut. One can present the
set of cut hyperedges by

0S={ec&:enS#BandenS # (}. (15)
The cut function is
all-or-nothing(s) = Z We, (16)
e€cdS

where we is the edge weight in the case of weighted hyper-
graphs.

5.1.4 Random Walks and Laplacian

In dyadic graphs, a sequence of vertices is sufficient to
define a walk as there is only one way to traverse from one
node to another in one step. However, due to the flexibility
of hypergraphs, one has to specify the order of both edges
and walks.

DEFINITION 5.1  (s-WALK). Let H be an r-uniform hy-
pergraph, for 1 < s <r —1, an s-walk of length k is defined
as a sequence of vertices

U17U27'"7Uj7'"7lxrfsﬂk71}%r

together with a sequence of edges Fi, Fs, ..., Fi. such that
Fi = {U(r—s)(i=1) 41, V(r—s) (i=1) 42> +» U(r—s) (i=1)+r | -

Basically, any two adjacent edges of an s-walk have ex-
actly s vertices in their intersection. For the vertex set V| let
V£ be the set of all ordered s-tuples consisting of s distinct
elements in V. For example when s = 2,

VZ = {(v1,v2), (V1,03), ..., (V2,v1), (va, v3), ... }.

To compute the Laplacian, we consider the following two
cases [70]:

(1) In the case of 1 < s < r/2, for any F;, there will not
be any intersection with F;;12 or F;_s. So, the s-walk can
be interpreted as the walk on a weighted dyadic graph. We
define a weighted undirected graph G*) over V¢ as follows.
Let the weight w(z,y) = [{F € € : [z] U [y] C F}|. Here,
[x] U [y] is the disjoint union of [z] and [y], and z,y are
vertices of s-tuple of the original vertices. Then, we define
the s-th Laplacian £ of hypergraph # to be the Laplacian
of graph G®).

(2) Another case is r/2 < s < r — 1, where F; also inter-
sects with Fjyo or Fy_o (if it exists). We define a directed
graph D) over the vertex set V¢ as follows. With z,y are
still the s-tuples of the original vertices, let (z,y) be a di-
rected edge if ,_s4; = y; for 1 < j < 2s —r and [z] U [y]
is an edge of H. Then, we define the s-th Laplacian £
of hypergraph H to be the Laplacian of Eulerian directed
graph D).

5.1.5 Downgrading a Hypergraph to a Dyadic Graph

To downgrade hypergraphs to dyadic graphs, one of the
most straightforward ways is to perform (clique) expansion.
For each hyperedge e, we enumerate all its size-two subedges
to form a dyadic graph. Depending on the application,
one can either inherit weights from the original hypergraph
for these new edges or only keep the structural informa-
tion [113]. While it is often much more convenient to per-
form dyadic graph algorithms, the expanded new graph in-
deed loses higher-order information.

A more general expansion is the Multi-Level decompo-
sition |30]. In Multi-Level decomposition in addition to
enumerating size-two subedges to form a dyadic graph, we
construct hypernodes based on the coexistences within the
original hyperedges. For example, assume there is a hyper-
edge of size |e|. At each layer k, we generate all possible
(‘z‘) hypernodes of size k to form a clique. By selecting k
ranging from 2 to the maximum order of the hypergraph,
we construct a corresponding dyadic graph for each k. The
most appealing feature of such a decomposition is that one
can easily reconstruct the hypergraph from its expansions
across all layers.

5.2 Use Cases and Applications

Here, we summarize studies utilizing hypergraphs. One
branch focuses on developing tools for network analysis,
mostly extending graph theories to hypergraph-level. An-
other branch applies hypergraph to model higher-order in-
teractions for network analysis.

5.2.1 Network Measurements

Many network properties and measurements are gener-
alized from dyadic graphs to hypergraphs. As an analogy to
walks on dyadic graphs, s-walk is proposed and applied to
hypergraphs [3]. As mentioned in Definition[5.1] an s-walk is
a series of hyperedges where the intersection nodes between
any adjacent hyperedges have size greater than s. More
specifically, a larger s indicates a component filled by denser
overlapped hyperedges. Consequently, s-connected compo-
nents and s-distance are also defined based on s-walks, which
form a series of hypergraph analysis tools. Such measure-
ments can help distinguish real-world networks from random
hypergraphs generated by network models.



Centrality measures assess how important a node is in
terms of its position and how it connects to other nodes in
the graph. Three eigenvector centralities for uniform hy-
pergraphs are defined by Benson [11]. Similar to dyadic
networks, the centrality of a node in hypergraph can be in-
fluenced by centralities of all its neighbors. For each specific
hyperedge to which it belongs, there could be a weighting
function based on the centrality scores of its neighbors on
that edge. First version is called Clique motif Figenvector
Centrality, where it simply refers to the total sum of cen-
trality of all neighbors; Second is Z-Figenvector Centrality,
which multiplies the neighbors’ centralities on each hyper-
edge and then sums them up; Third is H-FEigenvector Cen-
trality, which is the square root of the Z-Figenvector Cen-
trality. Experimental results show that none of these three
centralities is consistently superior to others. So, one has to
consider a specific objective to make an informed selection.

As motifs are significant subgraph patterns in dyadic
graphs, higher-order motifs are defined in a similar way [69].
Given a set of nodes of size k, a higher-order motif is formed
by a collection of hyperedges consisting of only these k nodes.
As k increases, the motif variations can exponentially in-
crease, which makes it impossible to enumerate and detect
all motifs in the hypergraph. Addressing this problem, Lee
et al. [61] propose hypergraph motifs, a special kind of higher-
order motifs. Hypergraph motifs have a fixed structure that
consists of three connected hyperedges. Based on overlap-
ping nodes in hyperedges, all nodes are classified into one of
the seven possible areas in a Venn diagram. Such a struc-
ture significantly simplifies motif detection and isomorphism
checks, which are required to count motifs.

5.2.2 Generative Models

Graph generation algorithms aim to generate realistic
graphs similar to those observed in the real world. Chodrow
generalizes two variants (vertez-labeled and stub-labeled) of
the configuration model, a well-known graph generation algo-
rithm, to hypergraphs [24]. Configuration model in dyadic
graphs requires the knowledge of the degree sequence. In
hypergraphs, in addition to degree sequences, dimension se-
quence (sizes of edges) is also needed to generate a random
graph. The vertex-labeled hypergraph configuration model
is just a uniform distribution over the space of hypergraphs
defined by degree and dimension. The stub-labeled hy-
pergraph configuration model simply copies nodes as many
times as their degrees and places them into a multiset. The
algorithm then uniformly samples hyperedges based on the
dimension sequence, where each node can only appear once
in a specific hyperedge.

Lee et al. [60] extend the Chung-Lu model |26] to hyper-
graphs (HyperCL) by ensuring to preserve the distribution
from the given degree sequence and the edge-size sequence
as input. However, real-world hypergraphs exhibit stronger
communities than random graphs. Addressing this issue, the
authors further propose HyperLap, a multilevel HyperCL
that introduces a group parameter L at each level, which
aims to help reconstruct community patterns of real-world
hypergraphs. New hyperedges generated within each group
are expected to have high number of overlapping nodes, es-
pecially when the group is small.

Furthermore, a later study extends the degree-corrected
stochastic blockmodel [51], which is a generative model of
graphs with both community structure and degree sequences,

to hypergraphs [25]. For hyperedge candidates, the authors
introduce an affinity function to compute the wiring possi-
bility based on the group memberships of their nodes. Ba-
sically, more nodes in the same group have a higher proba-
bility of forming hyperedges. Three estimates —the affinity
function, node labels, and node degrees, are alternatively
learned by optimizing a likelihood function. To solve this
objective, the authors propose an ‘All-or-Nothing” (AON)
Louvain-type algorithm [18] under the assumption that hy-
peredges are expected to lie fully within the cluster. Experi-
mental results on both synthetic and empirical data validate
the efficiency and accuracy of the framework.

5.2.3 Hypergraph Partitioning and Clustering

Hypergraph partitioning methods are generalized from
classical graph cut problems. Veldt et al. |[118] propose a
comprehensive set of steps for solving hypergraph s — ¢ cuts
problem. The first step is to select a splitting function,
which maps the hyperedge that is going to be cut to a real
number penalty (this has to be defined specifically). The
authors specify a property for the splitting functions called
cardinality-based, where the penalty only correlates with the
sizes of split clusters. The hypergraph s — t cuts problem
is defined as minimizing the total splitting penalty for all
crossing hyperedges. Various splitting functions are ana-
lyzed and tested over real-world datasets. Based on the
results, a new clustering framework for hypergraphs is pro-
posed [117], which minimizes the localized ratio cut objec-
tive. The algorithm requires a set of input nodes and re-
turns a well-connected cluster that highly overlaps with the
inputs. The running time of this algorithm only depends
on the size of input set, and guarantees cuts or conductance
under a specific bound.

The hypergraph cut problem can also be solved with ten-
sor representations. By extending matrix-based methods,
a tensor spectral clustering method is developed for parti-
tioning higher-order networks [14]. For example, an order-3
undirected network can be represented as an order-3 sym-
metric tensor. As an analog to random walk on dyadic net-
works, a second-order Markov process is applied to express
state changes on order-3 networks. Clustering of higher-
order networks can be achieved by recursively partition-
ing the graph by minimizing sweep cuts. Such a clustering
method preserves higher-order structures rather than just
edges, as shown through experiments on both synthetic and
real-world networks.

The clustering method can be further extended when in-
troducing additional information. As for labeled networks,
Amburg et al. [4] propose a novel hypergraph clustering
framework based on given edge labels. The objective si-
multaneously minimizes (1) edges across clusters and (2)
edges that do not belong to the assigned cluster. These
two requirements can be combined by simply counting the
number of nodes whose labels are inconsistent with their
connected edges. In the case of two categories, this problem
reduces to an s-t cut problem by forming a dyadic graph and
adding a terminal node to it. In the case of more than two
categories, multiple approximation algorithms for such an
NP-hard problem are developed, such as an LP relaxation
and multiway cuts. Experimental results on synthetic and
real-world graphs show that the proposed method outper-
forms baselines including Majority Vote, Chromatic Balls
and Lazy Chromatic Balls.



Table 1: Tools for Discovering Motifs

Package Name Year | Description Official Link (if exist)

MFinder [54] 2005 | motif detection, enumeration/edge sampling https://www.weizmann.ac.il/mcb/UriAlon/download/ParTI

MAVisto [100] 2005 | motif detection, enumeration https://kim25.wwwdns.kim.uni-konstanz.de/vanted/addons/mavisto/| |
FANMOD |122] 2005 | motif detection, enumeration/node sampling https://github.com/gabbage/fanmod-cmd (unofficial) ]

Grochow—Kellis [42] | 2007 | motif detection, mapping

https://github.com/jptboy/CSCI3104_GC2 (unofficial)

MODA [83] 2009 | motif detection, mapping/sampling, undirected only https://github.com/smbadiwe/ParaMODA (unofficial)
Kavosh [52] 2009 | motif detection, enumeration https://github.com/shmohammadi86/Kavosh
G-Tries |92] 2010 | motif detection, enumeration/mapping, undirected only | https://www.dcc.fc.up.pt/gtries/

TemporalMotif [87] | 2016 | temporal motif count

http://snap.stanford.edu/temporal-motifs/

MODET [88] 2019 | motif detection, mapping, undirected only

https://github.com/sabyasachipatra/modet

Table 2: Tools for Learning Simplicial Complexes

Package Name Environment | Description Official Link

Simplicial Python topology, homology, filtrations https://simplicial.readthedocs.io/en/latest/
Javaplex |111] Matlab/Java | persistent homology, filtrations https://github.com/appliedtopology/javaplex

Ripser [9] C++ persistent homology, Vietoris—Rips filtrations | https://github.com/Ripser/ripser

simplextree R topology https://github.com/peekxc/simplextree

Simplicial.jl Julia simplicial complexes, directed complexes https://github.com/nebneuron/Simplicial.jl
simplicial-complex | JavaScript structural and topological operations https://www.npmjs.com/package/simplicial-complex] |
Dionysus 2 C++ persistent homology https://mrzv.org/software/dionysus2/ ]
DIPHA C++ distributed, persistent homology https://github.com/DIPHA/dipha

Perseus |78] C++ persistent homology https://people.maths.ox.ac.uk/nanda/perseus/
Moise Maple homology groups https://www.math.drexel.edu/~ahicks/Moise/
TopoEmbedX [44] | Python representation learning https://github.com/pyt-team/TopoEmbedX

As discussed in Section [5.1.5] downgrading hypergraph
to dyadic is also an effective way to utilize existing algo-
rithms. Liu et al. [67] propose a hypergraph clustering

method, called Local Hypergraph Quadratic Diffusions (LHQD).

The first step of LHQD reduces the hypergraph to a directed
graph that preserves the conductance property of the orig-
inal graph. The equality of conductance is achieved by in-
troducing auxiliary nodes for each node. The second step
of LHQD creates a source and a sink node in the directed
graph, whose weights to the auxiliary nodes are equal to
their degrees. Such a conceptual transformation ensures
that the objective function becomes the same as the orig-
inal problem. The performance is validated by performing
clustering on two real-world networks.

5.2.4 Modeling Higher-Order Interactions

Many real-world interactions can be modeled directly as
hypergraphs. The entities often have different types, but in
terms of hypergraphs, research rarely emphasizes on node
heterogeneity. Tan et al. [110] model the music recommen-
dation problem as a hypergraph ranking problem. At the
beginning, different objects (users, groups, tags, tracks, al-
bums, and artists) are represented as nodes and pairwise
relationships among them are identified. Hyperedges are
created by combining edges based on the intrinsic connec-
tions among them, e.g. tracks in the same album. Given a
query (set of nodes), the recommendation functions based
on rank scores of all other nodes on the hypergraph. This
scoring process is trained by the ground truth of node labels
under the smoothing constraint based on which close nodes
should have similar scores.

Similar to music recommender systems, the image re-
trieval problem can be modeled as the hypergraph ranking
problem, where images are nodes that are assigned to hy-
peredges based on similarities. Liu et al. [68] applied a soft
hypergraph model in which the entries on the incidence ma-
trix are calculated using some similarity functions instead
of arbitrary values. Hyperedges are created by selecting any

node as centroid and adding its k nearest neighbors. When
an image query comes, the recommender system solves a lin-
ear system based on a cost function capturing hypergraph
partitioning, which ensures vertices sharing many incidental
hyperedges obtain similar labels.

Rather than built on the basis of similarities, hyper-
graphs are also directly used to model data in biology. Patro
and Kingsford [89] model network history inference using a
hypergraph structure. Generally speaking, network history
inference is to find a small set of tuples that record the his-
torical interactions between leaves on the protein network.
The mapping of different states is represented as a hyper-
graph, where current state and correlated historical states
are connected by order-3 hyperedges. The problem is solved
by minimizing total cost over the network. Such a model
can be applied to reconstruct the ancestral networks or to
predict missing links.

5.2.5 Hypergraph Neural Networks

Graph neural networks have been generalized beyond
pairwise interactions modeled as hypergraphs. Hypergraphs
can be applied to either (1) model higher-order graph data
as input matrices, such as the incidence matrix of hyper-
graphs; or to (2) build multilayer neural network structures
but using higher-order forward- and back-propagation in-
stead. Many state-of-the-art models, especially for graph
neural networks, are extended to hypergraphs. Examples
include hyper-models such as HGNN [34], HGAT |7} |120],
MHCN |[129], and HGCN |[124; [119]. For a comprehensive
survey on graph neural networks, readers are referred to the
survey by Thomas et al. [112].

6. DATASETS AND TOOLS

We summarize some available datasets and tools for study-
ing higher-order networks. As some of these official links
might disappear in the future, we provide a comprehensive
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Table 3: Tools for Learning Hypergraphs

Official Link

https://cran.r-project.org/web/packages/HyperG/

https://github.com/pnnl/HyperNetX

http://graphml.graphdrawing.org/index.html

https://bioconductor.org/packages/3.15/bioc/html/hypergraph.html

https://github.com/pszufe/SimpleHypergraphs.jl

https://murali-group.github.io/halp/

https://pypi.org/project/kahypar/

http://tensorly.org/stable/index.html

https://juliahub.com/ui/Packages/Tensors/F7rK1/1.11.0

Package Name Environment | Description

HyperG R Hypergraph Modeling

HyperNetX [49] Python Hypergraph Modeling, Visualization
GraphML [20] XML File Format

hypergraph R Hypergraph Modeling
SimpleHypergraphs.jl [106] | Julia Hypergraph Modeling, Visualization
halp Python Hypergraph Modeling, Algorithms
kahypar [99] Python Hypergraph Partitioning

Tensorly [57] Python Tensor Learning

Tensors.jl |21] Julia Tensor Learning

rTensor |64] R Tensor Learning

https://cran.r-project.org/web/packages/rTensor

Table 4: Applications of Higher-Order Networks

Network Motifs Simplicial Complexes Hypergraphs
Statistical Significance [102][53]{108][31][105]
Graph Classification 76][75]
Network Modeling 91}|63] [27][128]]48]|16] 24]|60](25]
Clustering [15][1277[126][15][12] 85 [Li8)[i17][14][4]f67] |
Representation Learning [o4]i01] 43] [ii6]l40] |
Link Prediction 1] 12] 89][116]
Persistent Homology [36]128][109][81][82]129][6][90][38][37][35]
Analysis Tools and Measurements [126][15] e [3][11]]69][61]
Recommender System i 1110][68]
Neural Networks [34]]7][120][129][124][119]

backup of all tools and datasets in our own repositoryE

6.1 Higher-Order Network Tools

For most network motif based studies, the first step is
to find motifs. In Table [1| we list some scalable algorithms
for enumerating or counting motifs. Among these meth-
ods, enumeration indicates an exhaustive search through the
whole graph. Sampling indicates that the method calculates
an estimated frequency of a given motif by sampling the
node/edge and exploring its neighborhood. The mapping
strategy is a reverse process of enumeration, which maps
the given motif onto the whole network.

Table |2| collects packages and software for studying sim-
plicial complexes. Some are tagged as ‘topology’, which are
comprehensive packages that build the data structure from
the lower level information. Some are software that are easy-
to-use for most popular applications such as persistent ho-
mology and filtrations.

Table [3] collects packages for modeling hypergraphs and
tensors. Most packages provide a data structure and im-
plement the most basic algorithms using it; some packages
support network visualization.

6.2 Higher-Order Datasets

We summarize some dataset resources with higher-order
interactions:

e ARB DataE: A dataset repository (19 datasets—4 with
millions of nodes, 10 with thousands of nodes, and 5
with hundreds of nodes) collected by Austin R. Ben-
son. Most are higher-order networks from various fields,
including temporal and labeled hypergraphs.

. LINQSE: A collection of 11 relational datasets (1 with
a million nodes, others are thousands of nodes or less).

Thttps://github. com/haotian-syr/HON-tools
2https://www.cs.cornell .edu/~arb/data/
3https://lings.soe.ucsc.edu/

Many of them are collaboration networks, which nat-
urally include higher-order interactions.

o Twitter DateE: Tweets can be modeled as higher-
order networks by taking hashtags as nodes and co-
appearances as edges (require preprocessing). Besides
these, one can search twitter datasets online for any
specific interest or collect data using APIs.

e Temporal Co-authorshipE: Three large-scale (sizes: 27
million / 13 million / 41 thousand nodes) hypergraph
datasets in both static and temporal forms [55].

6.3 Expected Time Complexities

While time complexity of exploring higher-order net-
works can vary across topologies and algorithms, some time
complexities are typically expected for some basic higher-
order algorithms. Here, we briefly list some expected time
complexities for analyzing higher-order networks.

Motif counting: The time complexity of counting motifs
depends highly on the structural complexity of given motifs
as the essential algorithm for finding motifs involves check-
ing for subgraph isomorphism, which is known to be NP-
complete. Most fast motif-finding algorithms focus on size
3 or 4 motifs. For example, counting motifs of size 3 (trian-
gles) can be solved in O(|E|dmaz) [2] and counting motifs of
size 4 can be solved in O(|E|dmaz + |E|?) [72], where dmaz
is the maximum degree in the graph.

Homology groups: The time complexity of computing ho-
mology groups of the simiplical complex is O(n*), where n is
the number of simplices and the exponent w < 2.4 |77]. Such
an acceptable and stable complexity facilitates the wide us-
age of homology methods.

‘https://data.world/datasets/twitter
Shttps://github.com/kswoo97/pcl
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7. CONCLUSIONS AND
FUTURE DIRECTIONS

We survey essential algorithms and applications in the
literature of higher-order network modeling and analysis.
In Table 4] we summarize the applications collected in this
survey. Due to the scope of this survey, we have highlighted
representative studies from each field. To explore each area
comprehensively, we have directed readers to other surveys
focusing on each domain.

However, research on higher-order networks has signifi-
cant future potential. Here, we list some open problems or
under-explored research directions:

7.1 Data Source and Modeling

Unlike dyadic graphs, not many repositories of higher-order
network data are available. Building tools to collect, store,
and model higher-order data is of significant interest for var-
ious academic use cases. Below, we list some essential, yet
under developed, tools for studying higher-order data.

Recovering Higher-order Data in Dyadic Graphs:
Most existing network data is collected in dyadic form, which
has already lost higher-order interactions. In motif-based
studies, one cannot distinguish whether a specific motif is
indeed a higher-order interaction or formed by a combina-
tion of dyadic interactions. It is therefore a challenge worth
addressing to build tools that can distinguish higher-order
interaction or that can rebuild higher-order networks from
a dyadic graph.

Dynamic Higher-Order Graph: Most higher-order in-
teractions are associated with time, such as protein interac-
tions, hashtags, and group chats. Rather than a snapshot
analysis of a network during some small interval, there is
a demand for tools that can analyze the whole or partial
network structure of a temporal higher-order network. Such
tools enable real-time fast algorithms for various tasks in-
cluding link prediction, community detection, anomaly de-
tection, and the like.

Matrix/Tensor Representation: Topologies represent-
ing higher-order interactions are always associated with ma-
trix or tensor representations, such as motif matrix [15], ten-
sors |14] and incidence matrix. However, due to complex-
ity and lack of mathematical support, algorithms on these
matrix representations are not explored as extensively as
matrix-based methods for dyadic graphs.

Interpretability and Causality: Most higher-order net-
works studies develop algorithms and applications that ex-
plore collected higher-order data. Current research rarely
aims to interpret findings in higher-order networks or un-
derstand why some high-order interactions or patterns exist.
As mentioned, some patterns might reflect important real-
world information beyond network structures, such as the
small functional unit in brain networks [108|. Interpretabil-
ity is especially crucial as more black-box techniques (e.g.,
deep neural networks) or embedding methods are designed
for higher-order networks.

7.2 Machine Learning Applications

Many real-world applications have focused on higher-order
graphs. Below, we list three general application domains for
higher-order networks that have a significant potential for
future research.

Representation Learning: Representation learning is a
powerful tool for transforming high-dimensional data into
fixed-size vectors and has been extremely successful for down-
stream machine learning tasks, such as node classification,
link prediction, among others. However, not many repre-
sentation learning methods are introduced for higher-order
networks. Hence, there is a significant demand for represen-
tation learning methods that can embed higher-order graphs
both at the node-level [116} |[40] and the graph-level.

Recommender Systems: One of the most direct uses of
higher-order networks is in recommender systems. For ex-
ample, nodes involved in same hyperedge can share some
similarities. As discussed in Section some applica-
tions such as music recommendation [110] and image re-
trieval [68] are developed. However, for individual recom-
mendations, the advantage of higher-order graphs over sim-
ple or heterogeneous graphs needs to be further studied.
Similarly, group recommendation [5| is another direction
that has the potential to be studied.

Graph Neural Networks: Similar to modeling real-world
interactions, the structure of neural networks can be de-
signed to accept higher-order interactions as input when nec-
essary. Due to insufficient studies on hypergraphs, there is
only limited work that directly utilizes hypergraphs in neu-
ral networks. One main challenge is to extend the adjacency
matrix, where some studies have considered the incidence
matrix as a solution to this challenge [34].
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ABSTRACT

Recent advances in deep learning have demonstrated the ability
of learning-based methods to tackle very hard downstream tasks.
Historically, this has been demonstrated in predictive tasks, while
tasks more akin to the traditional KDD (Knowledge Discovery in
Databases) pipeline have enjoyed proportionally fewer advances.
Can learning-based approaches help with inherently hard prob-
lems within the KDD pipeline, such as “how many patterns are in
the data”, “what are different structures in the data”, and “how
can we robustly extract those structures?” In this vision paper,
we argue for the need for synthetic data generators to empower
cheaply-supervised learning-based solutions for knowledge discov-
ery. We describe the general idea, early proof-of-concept results
which speak to the viability of the paradigm, and we outline a
number of exciting challenges that await, and a set of milestones
for measuring success.

1. INTRODUCTION

Supervised and self-supervised learning has made and con-
tinues to be making tremendous strides. Numerous exam-
ples include (but are not limited to) language models |7} |14],
vision models |12; 5], graph neural networks [26; [11], and
even some “general purpose” models that can work for mul-
tiple data types and tasks [3]. The superiority of these mod-
ern deep learning models is primarily shown in downstream
tasks that are predictive in nature, e.g., image classification,
speech recognition, General Language Understanding Eval-
uation (GLUE) |21] tasks, graph node classification or link
prediction.

In stark contrast to traditional downstream tasks, tasks that
relate to what we collectively call Knowledge Discovery in
Databases (KDD) or “the KDD process” [9] have enjoyed
considerably less attention and, as a result, significantly
fewer advances. This disparity, at first glance, is rather un-
derstandable since tasks that pertain to the KDD process
are much more open-ended than prediction or classification-
based downstream tasks and are inherently unsupervised in
nature.

However, when we look at the state of the art of the KDD
process overall, there has been steady and significant progress
made in introducing new mining algorithms, new pre or
post-processing techniques, and new evaluation techniques,
but for the most part, the “glue” of any practical such
pipeline is by-and-large human-based. Many design choices
and algorithmic hyperparameters in that pipeline are typi-
cally chosen by an experienced data scientist and are a re-
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sult of the application of a number of heuristics and copious
amounts of trial-and-error experimentation.

A natural question that arises is whether recent advances in
deep (self-)supervised learning can transform the way that
practitioners perform the KDD process in similar ways that
they have transformed the way in which we approach clas-
sification and prediction problems in real life. For instance,
can we use cutting-edge deep learning methods to solve in-
herently hard problems which lie at the heart of the KDD
process, such as “Are there any interesting patterns in my
data? If so, how many, and what kinds of structure(s) do
they follow?” Furthermore, can we do so while having no
real supervision—without real data with annotations that
directly answer those questions? In this vision paper, we
propose a “Blue Sky” idea, borrowing the terminology from
the initiative set forth by the Computing Research Asso-
ciation (CRA) [6], to tackle the above question, towards
transforming the process of knowledge discovery.

2. PROPOSED VISION

The Blue Sky idea: The key to transforming data discov-
ery is the design of high-quality realistic synthetic data used
in conjunction with cutting-edge deep (self-)supervised ma-
chine learning models. An overview of the proposed idea is
shown in Figure

Unlike “traditional” supervised approaches, this paradigm
introduces “cheap” supervision where human involvement
is ideally zero (or close to zero), thus remaining essentially
unsupervised. Furthermore, this eliminates the current need
for running the analytical pipeline (or parts thereof) mul-
tiple times, in trial-and-error mode, in order to manually
or heuristically determine the best result out of the myriad
executions. Because of the quick response/inference time of
modern deep models, this idea has the potential to decrease
the KDD process execution time by orders of magnitude.
In addition to practicality and scalability, this idea, extend-
ing existing efforts for uncertainty quantification in “tradi-
tional” supervised scenarios, can allow for robust hypothesis
testing and provide uncertainty bounds on the presence of
certain types of structure in real data.

Finally, this idea has the potential to allow us to solve prob-
lems for which we currently have no widely accepted solution
by generalizing from examples and problems that are “eas-
ier” and for which we have acceptable solutions, by leverag-
ing the problem structure (see Section [3|for an example).
Why is it a Blue Sky idea? The proposed idea has the
potential to transform the traditional KDD process, which
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Figure 1: Overview of the proposed vision.

is especially useful and relevant in emerging domains where
insights and structure in the data are the desired outputs.
Furthermore, problems that this proposed idea is promising
to tackle are extremely hard and usually left to be solved
manually by the end user of a given algorithm/pipeline em-
ploying heuristics.

At the heart of it, the proposed idea aims towards a unified
and generalizable framework for a very heterogeneous and
multi-faceted process and can ultimately push the frontier
of data mining in the design of automated and personalized
KDD pipelines.

‘Why should the community ponder over it? The data
mining community has the collective expertise and domain
knowledge necessary for this kind of endeavor and can inject
it into the data generation process.

Moreover, the proposed idea is a treasure trove of interesting
and hard research problems: It poses a number of fascinating
and unique challenges that can not only advance the state of
the art in the KDD process, but are also poised to advance
generative models and (self-)supervised learning since both
the kinds of data to be generated and learn generalizable
representations from are novel in that context.

Why now? Currently, the data mining and machine learn-
ing communities have a mature understanding of a number
of crucial components that are necessary for executing this
research agenda, ranging from recent advances in generative
models (from adversarial generation [I@ to diffusion models
[15]) and deep (self-)supervised models. The twist, of course,
is that this understanding pertains to the current use of the
above methods, which is not necessarily aligned with the
proposed use, which in itself poses interesting challenges.

It is important to acknowledge here the broad and profound

impact that synthetic data have already had in data min-
ing and machine learning, starting from classical and pow-
erful oversampling techniques, such as SMOTE , to the
advances of Generative Adversarial Networks (GANs) [10]
and the remarkable results produced by Diffusion [IZS] and
Transformer-based Large Language Models

The key novelty here is that our proposed synthetic data
generation is not focused on data augmentation or mere gen-
eration of realistic data (with the term “mere” meant here
strictly as a qualifier of single-purpose and by no means im-
plies that such generation is trivial) but should rather focus
on hidden patterns in the data and the inclusion of “knobs”
such as the “number of patterns”, which render the syn-
thetic data more suitable for exploring different aspects of
the KDD process.

3. PROOF OF CONCEPT

We would like to offer two particular data points of reference
which provide preliminary results for the viability of our
general idea. The particular hard problem at hand that we
have been focusing on is the identification of the low-rank in
matrix or tensor data, from which one can draw parallels to
problems such as identifying the number of clusters in data
[8].

In recent work , we demonstrated that we can success-
fully learn the singular value profile of a given matrix, which
is essentially what is needed in order to identify the full and
the low rank of that matrix. Given that this has been suc-
cessful in matrix data, can we generalize it to tensor data,
where this problem is extremely hard and wide open, by
leveraging the algebraic structure of the two different prob-



lems? In concurrent work [18], we show that by using simple
but carefully-designed synthetic tensor data, where the low
rank is known, we can accurately learn the low rank.

We, by no means, claim that we have solved this problem,
however, those two instances provide strong evidence for the
viability of our proposed paradigm.

4. RESEARCH CHALLENGES

A number of exciting research challenges need to be ad-
dressed for this paradigm shift to take effect.

4.1 Designing data generators

The design of synthetic data generators is of paramount im-
portance. Generators ought to obey the following proper-
ties:

P1: Generate realistic data which closely mimic the distri-
bution of real data.

P2: Offer control over parameters of importance to the KDD
process (e.g., number of clusters in the data).

P3: Offer substantial diversity in the generated data points
such that they can be used to successfully train a model that
learns generalizable features.

For example, we recently introduced generation of graph
adjacency matrices [17] and tensors |16, where the rank is
a controllable parameter of the generator.

4.2 [Evaluating realism

When we are generating synthetic data, even though our
goal is not the generation of novel-looking data (e.g., im-
ages), we still have to make sure that the generated data
are realistic, in that the closely follow the distribution of
the real data.

When measuring realism, we may need to take modality-

specific approaches (e.g., treat images differently from graphs),

and when generating synthetic data for novel and emerging
applications, we have to carefully decide upon “realism” cri-
teria that which we can use to hold our data to this impor-
tant test. We can derive such an example from our recent
work |16] where the goal is to generate multiplex graphs.
Even though there exist established realism criteria for sin-
gle graphs, applying them on each individual view of the
multiplex graph is not enough, since a major consideration
for the output data is that each generated graph view is not
independent from the rest. Thus, in order to capture this
relation across graph views, and how close it is to real data,
we would have to define novel tests. In the particular case at
hand, we opted for viewing the generated multiplex graph
as a tensor, and measure how “compressible” it is for differ-
ent decomposition ranks, and subsequently compared this
behavior against the one observed for real-world multiplex
graphs when treated as such.

Finally, beyond realism in the raw feature dimensions of the
data (such as realism in produced images), in this case we
should be able to measure realism in the hidden pattern
dimensions of the data as well. For example, in the appli-
cation of community detection in graphs, earlier work has
demonstrated that in many real-world graphs communities
have hyperbolic shapes [2]. In this case, a “community” is
essentially a hidden pattern in the generated graph data,
and ensuring that its generation adheres to this real-world
observation, when supported by the data and application of

interest, can enhance the realism of the latent patterns in
our synthetic data.

4.3 Limited real data & knowledge-guided gen-
eration

Modern generative models assume that we have some seed
real data available from which we learn their distribution
and successfully generate new data points. What if we have
no real data available, or the amount of data is rather insuf-
ficient for generating a diverse-enough synthetic dataset?
In such data-scarce scenarios, we may resort to model and
knowledge-guided design of synthetic data, a process which
would essentially bring knowledge-guided machine learning
approaches [13] to our paradigm, and where we would infuse
model-based knowledge to the data generation to compen-
sate for the lack of real data.

4.4 Representation learning

How can we learn effective representations from structured
or unstructured data which work for KDD-process down-
stream tasks?

It may be tempting to immediately endeavor to learn those
representations fully automatically using deep learning mod-
eling. As in most scenarios, doing so without having a firm
grip over the different kinds of bias that are introduced in
the generated process may yield suboptimal representations.
Thus, in conjunction with fully-automated representation
learning, domain-expertise-guided feature generation may
be a reasonable first step which would allow us to under-
stand what features work and what features fail (such as
in our proof of concept work, where we define a set of de-
scriptive features for tensor data, based on years of expertise
|18]), and progressively “graduate” to fully-automated rep-
resentations.

4.5 Generalization and transfer across tasks

This challenge is highly related to the previous one of rep-
resentation learning. However, it underscores an important
requirement for our approach to be generalizable and trans-
ferable when there exist structural similarities across tasks
and when solutions exist for simpler tasks, and we wish to
generalize to harder instances.

4.6 Designing end-to-end KDD pipelines

When we integrate all the different advances together into
an analytical pipeline, this may look vastly different from
existing pipelines. For example, we may be able to tailor
entire pipelines to a specific problem and accordingly build
multiple personalized KDD pipelines. Alternatively, we may
opt for a generalist solution where a single powerful pipeline
can handle most cases.

In addition to building the pipeline, under this approach, we
may be able to offer more robust uncertainty quantification
while reducing the execution time of a single pipeline by
orders of magnitude, which may invite us to rethink the
overall design, especially as it may integrate with domain
experts in the loop.

4.7 Robust evaluation

Given that the nature of most problems that our proposed
idea is poised to tackle is extremely hard, evaluation poses



a unique challenge in itself. As mentioned above, this new
paradigm may allow us to revisit the design of the analytical
pipeline, where interaction and potential evaluation by a
domain expert may be much more scalable than ever before.
We anticipate that evaluation should heavily rely on the help
of domain experts, either directly or indirectly. For instance,
when evaluating the accuracy of tensor rank learning in 18],
we rely on chemometrics expertise which links rank to the
number of chemicals in a mix.

S. MEASURING SUCCESS

In order to measure success of the proposed approach, the
following milestones have to be progressively met, ideally
for a number of different KDD-related problems. M1: Solve
problems that we can already solve exactly (e.g., matrix rank
and singular value profile): Success is measured by how far
we are from the exact solution

M2: Solve problems for which we have widely acceptable
and easy-to-use heuristics (e.g., matrix low rank or find-
ing the number of clusters in K-means using the “elbow
method”): Success is measured by how far we are from so-
lutions produced by data scientist experts using heuristics
afforded to them and their best judgement.

M3: Apply to problems for which there is no widely ac-
cepted heuristic solution (e.g., tensor low rank): Success will
be measured by focusing on real-world application domains
in collaboration with domain experts.

(a) Direct measures for M3: Do the results agree with
what domain experts know to be true (after translating
KDD terms such as “cluster” to the domain language, such
as “phenotype”’)? Do domain experts evaluate results fa-
vorably to existing methods? (b) Indirect measures for
M3: Did the application of the learning-based KDD process
in a particular domain lead to a significant discovery in that
domain?

6. DISCUSSION AND CONCLUSION

Our idea has parallels to another emerging direction which
involves the use of Reinforcement Learning (RL) in solving
hard data mining problems, such as fine-tuning the popular
DBSCAN clustering algorithm [24]. We believe that the two
approaches are synergistic and we are interested in exploring
their interplay.
As this paper is meant to start a discussion around this topic
and explore the opportunities and limitations of the pro-
posed direction, we envision that there is a set of problems
that where the proposed direction can have more immediate
impact:

e Learning-based solutions developed as part of this vi-

sion can serve as:

— Auxiliary parts of a KDD pipeline, such as
replacing or augmenting existing heuristics that
guide the discovery (such as Cluster Validation
Indices [19])

— More optimistic: Main parts of a KDD
pipeline, where the learning-based solution will
be able to learn either elements of the desired so-
lution (e.g., cluster membership between two dif-
ferent points) or the entire desired solution (e.g.,
cluster assignments, alignment between data points
[25; [22], etc)

e Generalizing from simpler to harder problems,
where we can develop models in cases where there exist
exact analytical descriptions for the sought-after pat-
terns or latent variables, and work to extend them to
cases where such analytical solutions no longer exist.

In closing, in this vision paper, we propose the transforma-
tion of the KDD process through the use of synthetic data
which can train powerful deep learning models tailored to
tackling the hardest problems in knowledge discovery from
data.
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ABSTRACT

Most classification (supervised learning) algorithms optimise a
single objective, typically the predictive performance of the
learned classification model. However, in high-stake classification
applications, involving e.g. decisions about whether or not an
individual should undergo a medical surgery, be granted a loan or
be hired for a job, often there is a need to optimise multiple
objectives, such as the predictive performance, interpretability or
fairness of the learned model. In this context, this position paper
discusses the pros and cons of two different multi-objective
optimisation approaches (the Pareto and the lexicographic
approaches), and proposes a conceptual framework for hybrid
multi-objective optimisation, combining those two approaches.
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lexicographic optimisation.

1. INTRODUCTION

Classification algorithms, a major type of supervised machine
learning algorithms [39], [64] are currently ubiquitously applied
in a wide range of application domains; including domains that
involve high-stakes decisions about people, e.g. predicting who
should be granted a loan, hired for a job, undergo a surgery, etc.
In such applications, it is often desirable that a classification
algorithm should optimise not only predictive accuracy but also
several other quality criteria of the learned model, such as its
interpretability, fairness, etc. Optimising these criteria separately,
one at a time, is in general not a good option, since there are
usually strong trade-offs between different types of criteria — for
instance, the trade-offs between accuracy and interpretability [12],
[42], [62], [52] between accuracy and fairness [63], [1], [49], [59],
between accuracy and inference time [65], [31], and between
accuracy and privacy [8], [50]. Hence, there is a clear need for
multi-objective optimisation methods that optimise multiple
criteria (objectives) at the same time.

Furthermore, for each of these broad types of criteria (e.g.
accuracy, interpretability, fairness), there are usually multiple
specific measures of the quality of a predictive model measuring
different aspects of that criterion — discussed e.g. in [25], [30],
[37] for predictive accuracy measures; [38], [10], [60] for fairness
measures; and [6], [41] for interpretability measures. Each of such
specific measures of a model’s quality can also be considered as a
separate objective to optimised, leading again to the need for
multi-objective optimisation methods to obtain more robust
results. For example, there is no predictive accuracy measure
which is universally superior to all other measures, with different
accuracy measures having different pros and cons [21], [23], [44];
and so, in practice it makes sense to try to optimise more than one
accuracy measures, to perform a more robust evaluation of
predictive accuracy. There are also trade-offs between different

measures of interpretability [48], [40] and different measures of
fairness [2], [29], [9].

The need for multi-objective optimisation also arises naturally in
several types of machine learning (sub)-areas. For example, multi-
task learning problems in general can be naturally cast as multi-
objective optimisation problems [53], where predictive accuracy
in each task is an objective to be optimised. In addition, in the
area of multi-label classification, which is a specific type of multi-
task learning, it is standard procedure to report the results of
multiple measures of predictive accuracy, since no measure
captures all the nuances of multi-label classification performance
[58], [45], [4]. Optimising multiple multi-label predictive
accuracy measures can be naturally cast as a multi-objective
optimisation problem. As another example, in federated learning
[33], since the data and model computation have to be distributed
across many local processors, including low-speed, low-memory
local devices, objectives to be optimised include predictive
accuracy, model complexity, communication costs and memory
requirements on local devices [66].

Yet another machine learning area with a strong and natural need
for multi-objective optimisation is Automated Machine Learning
(Auto-ML), which essentially consists of using an optimisation
method to search for the best learning algorithm (or pipeline) and
its best hyper-parameter settings for an input dataset [3], [26],
[67]; where, in the literature, “best” usually means “most
accurate” based on a given objective function. However, given the
very large and heterogenous search space of Auto-ML systems,
there is a clear motivation to optimise not only predictive
accuracy but also the computational resources (e.g. time) to learn
each classifier, leading to ‘resource-aware multi-objective
optimisation’ [65]. This is particularly relevant in the area of
neural architecture search, a sub-area of Auto-ML where the
search space includes (deep) neural network architectures — whose
training usually requires a large amount of time and memory [24],
[66]. In this scenario, multi-objective optimisation has been used
to simultaneously optimise predictive accuracy and other
objectives such as a network’s inference time [28], [15], [16], a
network’s number of parameters [16], [15] or number of floating
point operations / multiply-add operations [15], [36], [16], or
memory usage on mobile phones [15].

Despite this clear need for multi-objective evaluation of predictive
models in a wide range of classification problems, the vast
majority of the literature still focus on the traditional framework
of single-objective optimisation, focusing mainly on predictive
accuracy — and often a single measure of predictive accuracy.

When multiple objectives are optimised in supervised learning,
this is usually implemented by converting the original multi-
objective problem into a single-objective one by using a linear
combination (weighted sum) of the original objectives of the
form: w; x Obj; + + Wm x Objm, where wi, i = 1,...,m,
denotes the weight assigned to objective Obji, and m is the



number of objectives to be optimised. This approach has the
advantage of conceptual simplicity, but it also has clear
disadvantages: it requires the specification of ad-hoc weights to
each objective, and each run of the optimisation algorithm
considers only one possible trade-off among the objectives. In
practice, to consider multiple trade-offs, users could run the
algorithm many times by varying the objectives’ weights across
the runs, but this is inefficient (very time-consuming) and
ineffective [13], [11], [19], since each run of the algorithm ignores
valuable information about the qualities of candidate solutions
evaluated in previous runs of the algorithm.

This article focuses instead on two genuinely multi-objective
optimisation approaches, namely the Pareto and the lexicographic
approaches [13], [18]. Both approaches have the advantage of
exploring multiple trade-offs between the different objectives in a
single run of the optimisation algorithm, avoiding the need for
mixing different objectives into a linear combination of weighted
objectives. In essence, the Pareto approach finds a set of ‘non-
dominated solutions’ (the Pareto front) where, for each solution s
in the Pareto Front, there is no other solution that performs better
than s for at least one objective and performs at least as well as s
for all other objectives; whilst the lexicographic approach
optimises the multiple objectives in decreasing order of their
priorities. These approaches will be reviewed in Section 2.

In the literature on multi-objective optimisation for machine
learning, the Pareto approach is in general much more popular
than the lexicographic approach. Actually, the Pareto approach is
often presented as the only good approach to avoid the
disadvantages of the weighted sum approach, and the Pareto
approach’s limitations are often ignored or downplayed; whilst the
lexicographic approach is often ignored. As evidence for this,
several surveys of multi-objective optimisation do not even
mention the lexicographic multi-objective optimisation approach
[56], [57], [34], [35], [43], [54].

In this context, this position article has two contributions. The first
one is to show that the Pareto and the lexicographic approaches
have to a large extent complementary pros and cons, i.e., none of
them is inherently better than the other; and in real-world
applications, their use should be determined mainly by the needs
and interests of users and the requirements of the target
application domain. The second contribution is to propose a new
conceptual, hybrid multi-objective optimisation framework
designed for synergistically combining the best aspects of the
Pareto and lexicographic approaches, in order to offer users an
effective and flexible approach for multiple objective optimisation
— particularly in the context of high-stakes real-world machine
learning applications, where there is a strong need for optimising
multiple objectives, as discussed earlier.

The remainder of this article is organised as follows. Section 2
briefly reviews background on the Pareto and lexicographic
approaches, to make this article more self-contained. Section 3
discusses the pros and cons of these two approaches. Section 4
described the proposed conceptual, hybrid framework for multi-
objective optimisation. Section 5 reports the conclusions.

2. BACKGROUND

The Pareto approach is based on the concept of Pareto dominance
between candidate solutions (classifiers, in this article). When
comparing two classifiers, a classifier C; dominates another
classifier C: if and only if: C; is better than C> with respect to at

least one objective, and C; is not worse than C> with respect to all
the objectives [13], [17], [18]. More formally, let fi(C;) denote the
value of the i-th objective for classifier C;. Assuming, without loss
of generality, that all m objectives are to be maximised, a
classifier C; dominates another classifier C> if and only if: 3i such
that fi(C1) > fi(Cz) and Vi, i=1,...,m, fi(C1) > fi(C3); where m is the
number of objectives being optimised. A classifier is said to be
non-dominated if it is not dominated by any other classifier.

The concept of Pareto dominance is illustrated in Figure 1, using
as an example a hypothetical case where there are two objectives
to be maximised, namely the predictive accuracy of a classifier
and the fairness of its predictions. In Figure 1, classifier B is
clearly dominated by classifier A, which has better accuracy and
better fairness. Likewise, classifier D is dominated by classifier C.
Classifier E is also dominated by classifier C, because, although
classifiers C and E have the same accuracy, C has better fairness,
which satisfies the aforementioned definition of Pareto
dominance. In addition, classifier G is dominated by classifiers C,
E, F. Finally, classifiers A, C, F are non-dominated, and they form
the Pareto front in the context of the 7 classifiers in this simple
example.

Fairness

1&

» Accuracy

Figure 1: Examples of Pareto dominance

In the Pareto approach, in general the optimiser aims at finding
the set of all non-dominated classifiers. However, the only way to
guarantee that all non-dominated solutions are found would be to
perform an exhaustive search evaluating all candidate solutions in
the search space, which is not feasible in general. Hence, in
practice Pareto-based optimisers return the best estimate of the set
of non-dominated solutions that they were able to find within their
computational budget. In most works in this area, it is simply
assumed that all the non-dominated solutions found by the
optimiser can be returned to the user and that the user would then
presumably choose one of those solutions to be deployed in the
real-world, based on the user’s preferred trade-off among the
multiple objectives [13], [27] (the pros and cons of leaving such
choice to the user are discussed later). In some works, however,
the optimiser returns only a subset of the found non-dominated
solutions to simplify the user’s analysis of those solutions, as
discussed later.

The lexicographic approach requires the user to define a priority
ordering for the objectives, and then the objectives are optimised
in decreasing order of priority [18], [68], [20], [5]. That is, in
order to select the best out of two classifiers, they are first
compared with respect to the first (highest-priority) objective. If
one classifier is better than the other regarding that objective, the
former is declared the winner. Otherwise (i.e. there is a “tie” in
the objective values of the two classifiers), the two classifiers are



compared with respect to the second objective. Again, if one
classifier is better than another regarding that objective, the
former is declared the winner, and so on, until a winner is chosen.
When comparing classifiers, the choice of a winner depends on
how “a tie” is defined for two values of an objective. In the
simpler case of objectives with discrete values, a tie can be
defined as two classifiers having exactly the same discrete value
for an objective. However, in machine learning it is more common
to have real-valued objectives, and in this case a tie is usually
defined as a difference of objective values that is smaller than or
equal to a small € (a “tolerance threshold”), so that a classifier is
“better than” another regarding an objective only if the difference
in their objective values is greater than €. Finally, if two classifiers
are tied regarding all objectives based on the tolerance threshold,
the best classifier can be chosen as the one with the best value of
the first objective, ignoring the tolerance threshold.

To clarify the use of the lexicographic approach, let us consider a
hypothetical case where again there are two objectives to be
maximised, namely the predictive accuracy of a classifier (Acc)
and the fairness of its predictions (Fairn), both objectives taking a
value in the range [0...1] for each classifier. Assume that the user
specified that maximizing Acc has priority over maximizing
Fairn, and the tolerance threshold is € = 0.01.

Consider now two classifiers: Ci, with Acc = 0.7 and Fairn = 0.8;
and Cz, with Acc = 0.9 and Fairn = 0.6. When comparing
classifiers C1 and C: based on the lexicographic optimization
approach, C; is declared the better classifier because it has
substantially better Acc, i.e., the difference between C2’s Acc and
Ci’s Acc, 0.2 (0.9 — 0.7), is greater than € (0.01). In this case, the
fact that Ci has substantially better fairness does not affect the
result of the lexicographic comparison, because C2 won over Ci in
the higher-priority objective of accuracy, so there is no need to
consider the lower-priority objective of fairness.

Extending the previous example, consider now a classifier Cs,
with Acc = 0.69 and Fairn = 0.85, and the classifier Ci of the
previous example (with Acc = 0.7 and Fairn = 0.8). Now, when
comparing classifiers Ci and Cs based on the lexicographic
optimization approach, they are “tied” in the higher-priority Acc
objective, i.e. there is no substantial difference in their Acc values,
since their Acc difference of 0.01 is not greater than the tolerance
threshold ¢ (0.01). Hence, Ci and Cs need to be compared in terms
of the lower-priority objective of fairness. In this case, Cs has a
substantially better Fairn value than Ci, with a difference of 0.05
(0.85 — 0.8), which is greater than the tolerance threshold € (0.01).
Therefore, C3 is declared the winner of the lexicographic
comparison; meaning that, in this case, it is acceptable to incur a
small, non-substantial (1%) loss of accuracy in order to achieve a
substantial gain of fairness, based on the user-defined priority
order of the objectives and tolerance threshold.

Several examples of the use of the Pareto and lexicographic
approaches in the classification task will be given in Section 4,
where a hybrid Pareto/lexicographic multi-objective optimization
framework is proposed.

3. PROS AND CONS OF THE PARETO
AND LEXICOGRAPHIC APPROACHES

This section discusses the pros and cons of these two approaches
in the context of two main issues: (a) how each approach copes
with users’ preferences about different objectives (Section 3.1);

and (b) how users cope with the solution(s) returned by the multi-
objective optimizer (Section 3.2).

3.1 Coping with Users’ Preferences About
Different Objectives

First, since the Pareto approach is agnostic regarding the relative
importance of the objectives, it is a natural choice in scenarios
where the user does not have any preference about the objectives.
This partly explains the popularity of the Pareto approach in the
academic literature. In many papers on multi-objective machine
learning, the authors are data analysts with expertise on machine
learning, rather than users with expertise on the data and its
application domain, and the learned models are not used to make
decisions in the real-world. In this context of academic research, it
is intuitively appealing to data analysts to use the Pareto approach,
which avoids the need to decide how to prioritise some
objective(s) over others in the real-world.

In many real-world applications, however, users may naturally
want to prioritise the optimisation of some objective(s) over
others. For example, intuitively most users would prioritise the
optimisation of a model’s predictive accuracy over other
objectives, like a model’s interpretability or fairness; whilst some
users might prioritise, e.g., fairness or privacy even over accuracy,
if there is a legal requirement for fairness or privacy. In scenarios
where users can easily specify a clear priority ordering for
multiple objectives, the lexicographic approach is intuitively more
natural, since it allows the optimisation algorithm to take the very
important user preferences into account, whilst those preferences
would be ignored by the Pareto approach [5]. It should also be
noted that, in practice, it is usually much easier for users to
specify a (qualitative) priority order for objectives than specifying
the precise numerical (quantitative) weights for all objectives as
required in the weighted-sum approach. For example, it is natural
for a user to say that predictive accuracy has priority over model
size; but it would be much harder for a user to justify why the
weights for accuracy and model size should be e.g. 0.8 and 0.2, or
0.67 and 0.33, or whatever other weights.

In addition, a point that is usually ignored in the Pareto
optimisation literature is that often the user will be interested in
just a region of the Pareto front [19], [61], [47], and in such cases
searching for the entire Pareto front would involve a waste of
computational resources. For example, in the common scenario
where maximising predictive accuracy has priority over
minimising model size, a model with the smallest possible size
and very low accuracy might be selected and remain in the Pareto
front (to be compared against other models for updating the Pareto
front) for many iterations of the optimiser, despite being clearly
an unacceptable solution to users. In general, such a model would
not be selected by the lexicographic approach, due to its very low
accuracy (as the higher-priority objective).

On the other hand, an argument commonly used against the
lexicographic approach is that, unlike the Pareto approach, the
lexicographic approach has the disadvantage of requiring the
specification of ad-hoc tolerance thresholds. At first glance, one
could argue that, in theory, such tolerance thresholds are about as
much ad-hoc as the numerical weights for each objective in the
baseline weighted-sum approach. Actually, in the lexicographic
approach, broadly speaking, other things being equal, an
objective’s importance is inversely proportional to its tolerance
threshold value — since the smaller the tolerance threshold for an



objective, the fewer the “ties” between two values of that
objective (for two solutions), meaning that the objective will be
used more often to choose the winner solution when comparing
two candidate solutions.

However, as the old saying goes: “in theory there is no difference
between theory and practice, but in practice there is”. In practice,
the tolerance thresholds of the lexicographic approach are less
problematic than the numerical weights of the weighted-sum
approach, as follows.

First, there is in principle no need for any tolerance threshold
when an objective to be optimised takes discrete values (like e.g.
the objective of minimising the depth or size of a decision tree),
since in this case there is a natural “tie” between two solutions
when they have exactly the same discrete value of that objective.
However, as mentioned earlier real-valued objectives are more
common in machine learning; and some tolerance threshold is
required when comparing two classifiers regarding a real-valued
objective, for two reasons: in practice a difference very close to
zero tends to be irrelevant, and strict equality is not a good
operator to use when comparing two real-valued numbers in a
computer (with finite arithmetic).

Note, however, that although the tolerance thresholds of the
lexicographic approach have the effect of performing some fine-
tuning of the relative importance of the different objectives, in
practice the relative importance of an objective in this approach is
still by far primarily determined by its position in the ordered
priority list. In theory we could use a tolerance threshold to
radically change an objective’s importance, e.g. if we set the
tolerance threshold of the highest priority objective to infinite,
then there would always be a tie in that first objective, which
would eliminate that objective’s importance. In practice, however,
no one sets tolerance threshold to infinite or even large values,
tolerance thresholds are in general simply set to small values, say
from about 1% to 5% of the range of values for an objective. With
such “reasonably small values”, tolerance thresholds have much
less influence on the relative importance of different objectives
than the user-specified priority order of objectives (which is an
effective form of incorporating the user’s preferences into the
optimiser).

Another point is that, as long as different objectives have been
normalised to the same range of values, in many cases it seems
reasonable to specify a single value of a tolerance threshold for all
(real-valued) objectives, rather than different values for different
objectives. This substantially reduces the number of “ad-hoc”
parameters.

In summary, arguably the need for specifying tolerance thresholds
still counts as a disadvantage of the lexicographic approach, by
comparison with the Pareto approach (which does not use such
thresholds), but this disadvantage is in general substantially
smaller than the disadvantage of having to specify ad-hoc
numerical weights for the objectives in the weighted-sum
approach. In addition, the use of tolerance thresholds is usually a
price worth paying for the benefit of directly specifying the user’s
relative preferences for the multiple objectives to be optimised, in
cases where the user has clear preferences (which would be
ignored in the standard Pareto approach).

Note also that, although the Pareto approach does not explicitly
require any parameter to cope with the users’ preferences about
different objectives, in practice, at the algorithm level, in order to

search for the best Pareto front, a Pareto-based optimiser usually
has some implicit parameters associated specifically with the
Pareto optimisation process. For example, the NSGA-II algorithm
[14], probably the most popular Pareto-based optimiser, uses a
“crowding” procedure that encourages diversity in the non-
dominated solutions in the Pareto front maintained by the
algorithm along its search. It is claimed in [14] that this procedure
does not require any user-specified parameter, but this procedure
involves at least the choices of a distance function and a
normalisation procedure for distance computation, which in
practice can be considered implicitly user-specified parameters.

3.2 Coping with the Solution(s) Returned by
the Multi-Objective Optimiser

In the Pareto approach the optimiser returns a set of non-
dominated solutions, since the Pareto dominance concept is
completely agnostic with respect to the relative importance of the
different objectives, and so there is no clearly “best” solution
among all the non-dominated solutions. As mentioned earlier, the
standard approach for coping with a large number of non-
dominated solutions returned to the user is to simply assume that
it is up to the user to choose a single best among all non-
dominated solutions using their own subjective preference [13],
[27]. This approach is usually acceptable in academic research
where the solutions returned by the optimiser will not be deployed
in the real world.

However, in real-world applications, this approach can be
regarded as a double-edged sword, considering that in many
applications ultimately a single solution needs to be chosen for
practical reasons. On one hand, returning many non-dominated
solutions provides more flexibility to users, giving them the
chance of using their subjective evaluation of the pros and cons of
different solutions (i.e. the extent to which different measures
were optimised) to choose the best solution. Importantly, since the
user makes this choice by considering a set of “high-quality” non-
dominated solutions a posteriori (after the optimiser returned its
results), this is a much more well-informed choice than the much
less well-informed choice of ad-hoc weights for each objective a
priori (before running the optimiser) in the weighted-sum
approach [13], [18].

On the other hand, users may find it difficult to subjectively
choose among a large (often very large) set of non-dominated
solutions. There are automated methods for choosing a subset of
“the best” non-dominated solutions [46], [55], [65], [32], so that
the user could focus their attention on a relatively small set of
most promising solutions. However, there is no guarantee that
such methods will choose the solution that would be really the
best solution for the user in practice, since such methods tend to
ignore users’ preferences.

By contrast, in the lexicographic approach the optimiser returns a
single optimised solution, representing the best trade-off among
the objectives found by the lexicographic optimiser, which took
into account the user’s priority ordering of objectives.

Table 1 summarises the above discussion on the main differences
between the Pareto and lexicographic approaches. Note that these
two approaches have largely complementary pros and cons, i.e.
none is inherently superior to the other.



Table 1: Summary of the main differences between the Pareto
and lexicographic approaches for multi-objective optimization,
with their complementary pros and cons

Issue 1: How the optimiser copes with users’ preferences

about different objectives

Pareto approach

Lexicographic approach

Agonistic about  users’
preferences for objectives;
optimiser searches for all
non-dominated solutions

Optimises objectives in decreasing
order of priority, which is specified
by the user

Pro: no parameter required
for representing users’
preferences

Pros: Incorporates users’
preferences for objectives as
background knowledge; optimiser
focuses on solution space region
more interesting for users

Con: optimiser can waste
time finding solutions in
Pareto front regions not
relevant for users

Con: Requires tolerance-threshold
parameters for real-valued
objectives (not necessarily for
discrete objectives)

Issue 2: How the user copes with the solution(s) returned by

the optimiser

Pareto approach

Lexicographic approach

Optimiser returns a set of

Optimiser returns a single solution
to the user

non-dominated  solutions;
user chooses preferred non-
dominated  solution a
posteriori

Pros: the returned solution was
chosen based on the users’
priorities for different objectives;
user does not need to spend time or
to make a difficult decision for
selecting a solution among many
non-dominated solutions

Pro: provides users with
flexibility for choosing
their preferred solution

Con: users cannot evaluate the
different trade-offs among
objectives in  multiple non-
dominated solutions

Con: users may find it
difficult to select a solution
from a (often very large)
set of non-dominated
solutions

4. A FRAMEWORK FOR HYBRID
PARETO AND LEXICOGRAPHIC MULTI-
OBJECTIVE OPTIMISATION

In the literature on multi-objective optimisation (MOO) in
machine learning, normally authors simply use either the Pareto or
the lexicographic approach (much more often the former), without
considering the possibility of combining these two approaches to
improve the effectiveness of the MOO optimiser. To address this
gap, this section proposes a framework for creating hybrid MOO
optimisers, to try to synergistically combine ‘the best of both
worlds’ into a more effective MOO optimiser.

In the proposed framework, the multiple objectives to be
optimised are divided into groups. The framework is designed to
be flexible about how the objectives are divided into groups. This

is a task that should be performed by the user, based on their
expertise and subjective preferences regarding which objectives
should be prioritised over others (using the lexicographic
approach) in some group(s) and which objectives should be
optimised without specifying their relative priorities (using the
Pareto approach) in other group(s).

In the case of real-world applications, in general the user would be
the person who would use the predictions of the learned models to
make decisions in the real world, and ideally the user would be an
expert on the data and its application domain. In purely academic
research, without real-world applications and without access to
real world users, the role of the user would be simulated by the
data analyst, usually the authors of the paper, who typically have
expertise on machine learning.

When creating the groups of objectives, there are two types of
decisions to be made by the user, about which type of MOO
approach should be used. First, at the ‘within-group’ level, for
cach group of objectives, the user specifies the type of MOO
approach (i.e., the Pareto or the lexicographic approach) to be
used to optimise objectives in that group. Different groups can use
different types of MOO approaches, but all objectives within a
group will be optimised by the same type of MOO approach.
Second, at the ‘across-groups’ level, the user specifies the type of
MOO approach to be used for the joint optimisation of all groups
of objectives as a whole.

These two types of decisions lead to four possible scenarios,
summarised in Table 2. When the Pareto approach is used at the
across-groups level (Scenarios 1 and 2), at the within-group level
we can have either have a homogenous use of the lexicographic
approach, i.e. it is used within all groups of objectives (Scenario
1); or a heterogeneous use of the Pareto and lexicographic
approaches, i.e. some group(s) of objectives use one of these
approaches whilst other group(s) use the other approach (Scenario
2). Analogously, when the lexicographic approach is used at the
across-groups level (Scenarios 3 and 4), at the within-group level
we can have either a homogeneous use of the Pareto approach in
all groups of objectives (Scenario 3) or a heterogeneous use of the
Pareto and lexicographic approaches (Scenario 4). Note that we
do not consider the trivial scenarios where one approach (Pareto
or lexicographic) is used at the across-groups level and the same
approach is used in every group at the within-group level because
these scenarios would not lead to any hybrid MOO approach.

Table 2: Four scenarios for a hybrid Pareto and lexicographic
multi-objective optimization (MOQO) approach

MOO Across-groups Within-group
scenario MOO approach MOO approach(es)
1 Pareto Homogeneous lexicographic
2 Heterogeneous Par & Lex
3 Lexicographic Homogeneous Pareto
4 Heterogeneous Par & Lex

In the remainder of this paper, to simplify the discussion of the
scenarios shown in Table 2, we will refer to two groups of
objectives, each group containing only two objectives (i.e. 4
objectives in total). In practice, 4 objectives might often be



enough to give users a reasonably robust multi-criteria perspective
on the performances of different classifiers, the kind of
perspective usually missing in the literature. However, if
necessary, the ideas proposed in this paper can be naturally
extended to more complex scenarios with more than two groups
of objectives and/or more than two objectives per group.

Scenario 1: Pareto approach at the across-groups level and
homogeneous use of the lexicographic approach at the within-
group level

In this scenario, when two classifiers are compared, first, for each
group of objectives, a lexicographic optimiser determines the
winner classifier using the lexicographic approach. Then, the
Pareto approach is used by the optimiser at the across-groups level
in order to determine if one of the classifiers dominates the other.

More precisely, in the Pareto optimiser at the across-groups level,
a classifier C; dominates a classifier C> if and only if: (C; is
lexicographically better than C. in at least one group of
objectives) and (C; is lexicographically better than or tied with C>
in all groups of objectives). In other words, within each group of
objectives there is a lexicographic comparison between C; and C:
based on the objectives in that group, and a classifier will be a
winner at the across-groups level when that classifier is a
lexicographical winner within at least one group of objectives and
that classifier is not a lexicographical loser in any of the groups of
objectives.

Note that in this scenario the Pareto approach is applied to the
qualitative results of the lexicographic approach applied to each
group of objectives, rather than the numerical values of the
individual objective functions (like in the standard definition of
Pareto dominance, in Section 2).

Conceptual Example for Scenarios 1 and 2: Consider a
classification task where the class variable indicates whether or
not the patient has a specific type of cancer, with 4 objectives to
be optimised, divided into 2 groups (2 objectives per group). The
first group has two objective functions measuring predictive
accuracy: Recall and Precision of the class: ‘Cancer=yes’. The
user decided that maximizing Recall has higher priority than
maximizing Precision, because it is more important reducing the
number of false negatives (cancer patients wrongly classified as
no-cancer patients) than reducing the number of false positives
(no-cancer patients wrongly classified as cancer patients) — since a
false negative result is more likely to lead to the death of a patient
(due to not treating a cancer patient) than a false positive result.
The second group has two objective functions measuring a
classifier’s interpretability: the degree of violation of
monotonicity constraints by the classifier [7], [22], and the
classifier’s size. The user decided that minimizing the classifier’s
violation of monotonicity constraints (related to domain
knowledge) has higher priority than minimising the classifier’s
size (a purely syntactic measure of simplicity).

Numerical Example for Scenarios 1 and 2: Consider two
classifiers C; and C2, whose values for each of the above 4
objectives are as shown in Table 3. Assume that, for all
objectives, the tolerance threshold for the lexicographic approach
is 0.01. Regarding the two objectives in group 1, there is no
substantial difference between the classifiers C; and C: regarding
the higher-priority recall measure (the difference of their recalls is
within the tolerance threshold of 0.01), and classifier C> has a
substantially higher precision; so C: wins the lexicographic
comparison in group 1. Regarding the two objectives in group 2,

C> has a substantially smaller degree of violation of monotonicity
constraints, which is the higher-priority objective in group 2, and
so C: also wins the lexicographic comparison in group 2. Then,
comparing C; and C: across the two groups of objectives using
the Pareto approach, based on the qualitative results of the
lexicographic comparisons within each group, C: is lexicographic
better than C; in both groups 1 and 2, so C> dominates C;.

Table 3: Example for the use of the hybrid framework in
scenarios 1 and 2

Objectives in group 1 Objectives in group 2

Classifier Recall Precision | Monot-Viol Size
Ci 0.61 0.50 0.50 0.30

C 0.60 0.65 0.45 0.50

Note that in this example of scenario 1, the result of the hybrid
MOO approach, i.e. C> dominates C, is very different from the
result that we would obtain if we simply applied the Pareto
approach to all 4 objectives in Table 3, in which case neither of C;
or C2> would dominate the other, i.e., they would be both non-
dominated. This example also illustrates the fact that, broadly
speaking, as the number of objectives grows, it becomes harder to
find a solution that dominates others, and so there is an increasing
tendency to have larger sets of non-dominated solutions,
potentially a problem for users that have to select one out of a
large number of non-dominated solutions, as mentioned earlier. In
this example, the application of the lexicographic approach at
each of the two smaller groups of objectives allowed the Pareto-
based optimiser at the across-groups levels to conclude that C>
clearly dominates C;, since C2 won the lexicographic comparisons
in both group 1 (accuracy-related objectives) and group 2
(interpretability-related objectives). This is arguably an intuitively
better result, based on the user’s declared preferences in each of
the two groups of objectives.

Scenario 2: Pareto approach at the across-groups level and
heterogenous use of the Pareto and lexicographic approaches
at the within-group level

In this scenario the user has chosen to use the Pareto approach at
the across-groups level (like Scenario 1), and has chosen to use
the lexicographic approach in some group(s) and the Pareto
approach in other group(s) of objectives, at the within-group level.
Since our running example (Table 3) has only two groups, we
have to consider only two cases in this scenario, as follows.

Case (A): lexicographic approach in group 1 and Pareto approach
in group 2: In group 1, classifier C. wins the lexicographic
comparison as mentioned earlier for scenario 1. In group 2,
classifiers C; and C: are non-dominated (neither dominates the
other). Therefore, the Pareto optimiser at the across-groups level
considers that C> is better than C; in group 1 and there is a tie
between C; and C: in group 2, concluding that C> dominates C.

Case (B): Pareto approach in group 1 and lexicographic approach
in group 2: In group 1, classifiers C; and C: are non-dominated. In
group 2, classifier C> wins the lexicographic comparison as
mentioned earlier for Scenario 1. Therefore, the Pareto optimiser
at the across-groups level considers that there is a tie between C;
and C> in group 1 and C: is better than C; in group 2, concluding
again that C> dominates C..




In the example of Table 3, the Pareto optimiser at the across-
groups level obtained the same result in both case (A) and case
(B), because the lexicographic comparisons in both group 1 and
group 2 consistently return the result of Cz being better than Ci,
and when the lexicographic approach is replaced by the Pareto in
one of the two groups, although there is tie (non-dominance) in
that group, the lexicographic win of C> in the other group is
enough to make C: win based on the Pareto approach at the
across-groups level.

Note, however, that this kind of result pattern does not generalize
to all uses of this scenario. For example, suppose the Recall of
classifier C; in Table 3 was 0.62 (or higher), and all other data in
Table 3 remained the same. Then, C; would be lexicographically
better than C: in the group 1 of objectives, and C: would be
lexicographically better than C; in group 2; whilst C; and C:
would be non-dominated (in the Pareto sense) in both groups. In
this case, the winner classifier at the across-groups level would be
different for the above cases (A) and (B) — i.e., the winner would
be C;in case (A) and C: in case (B).

Scenario 3: Lexicographic approach at the across-groups level
and homogeneous use of the Pareto approach at the within-
group level

In this scenario, when two classifiers are compared by the
optimiser, first, for each group of objectives, the Pareto optimiser
determines whether one classifier dominates the other. Then, the
lexicographic optimiser is used at the across-groups level in order
to find the winner classifier.

Note that in this scenario the lexicographic approach at the across-
groups level is applied to the qualitative results of the Pareto
approach (whether or not a classifier dominates another) applied
to each group of objectives, rather than the numerical values of
the individual objective functions, since in this scenario the user
assigns relative priorities to groups of objectives, rather than to
individual objectives. That is, when comparing two classifiers, the
lexicographic optimiser starts considering the highest-priority
group of objectives. If the Pareto optimiser determines that one
classifier dominates the other regarding the objectives in that
group, then the dominating classifier is declared the winner of the
lexicographic comparison across groups, since this is the highest-
priority group — i.e., there is no need to determine the dominance
relationships in the other lower-priority groups. If none of the
classifiers dominates the other in that group of objectives, then
there is a tie between the classifiers in that group, and the
lexicographic (across-groups) optimiser proceeds considering the
other groups of objectives, one in turn, in their priority order, until
one classifier dominates the other for some group, when the
dominating classifier is declared the winner of the lexicographic
comparison across groups. If none of the classifiers dominates the
other in any group of objectives, this overall tie would have to be
broken by either selecting a classifier at random or using another
criterion.

Conceptual Example for Scenarios 3 and 4: Consider a
classification task where the class variable indicates whether or
not an employee should be promoted. The first group, predictive
accuracy measures, has two objective functions to be maximised:
the Area Under the ROC curve (AUROC) and the Area Under the
Precision-Recall curve (AUPRC) [25]. The user decided that
neither of these two measures has priority, so a Pareto approach is
appropriate for this objective group. The second group has two
objective functions related to classification fairness, both to be

minimised: the difference of True Positive Rates (TPR-diff)
between males and females, and the difference of True Negative
Rates (TNR-diff) between males and females [38]. Again, the user
decided that neither of these two objectives has priority over the
other, so a Pareto approach is appropriate for this objective group
also. At the across-groups level, however, the user decided that
the group of predictive accuracy measures has higher priority than
the group of fairness measures.

Numerical Example for Scenarios 3 and 4: Consider two
classifiers C; and C2, whose values for each of the 4 objectives are
as shown in Table 4. Regarding the two accuracy-related
objectives in group 1, C; has a better AUROC value but a worse
AUPRC value than C>, so none of these classifiers dominates the
other in objective group 1. Regarding the two fairness-related
objectives in group 2, C; is better than C: regarding both TPR-diff
and TNR-diff, so C: dominates C> in objective group 2. Then,
comparing C: and C: across the two groups of objectives, based
on the qualitative results of the Pareto-dominance check within
each group, the lexicographic optimiser first checks the Pareto-
dominance result for the higher-priority group 1 (accuracy
measures). C; and C> are tied in group 1, since none of them
dominates the other, so the lexicographic (across-groups)
optimiser checks next the Pareto-dominance result for the lower-
priority group 2 (fairness measures). C; dominates C: regarding
the objective group 2, therefore, C; is the winner of the
lexicographic comparison across groups.

Table 4: Example for the use of the hybrid framework in
scenarios 3 and 4

Objectives in group 1 Objectives in group 2
Classifier | AUROC AUPRC | TPR-diff | TNR-diff
Ci 0.73 0.60 0.20 0.25
Cz 0.70 0.64 0.22 0.30

It is worth considering also a variation of the example in Table 4
where C2 would have an AUROC > 0.73, and all other data in
Table 4 would remain the same. In this case, C> would dominate
Ci regarding objective group 1. In this case, when applying the
lexicographic approach across the two objective groups, C> would
be immediately declared the overall (lexicographic) winner, due
to it being the winner for the higher-priority group 1; i.e. there
would be no need to check the Pareto-dominance results for the
lower-priority group 2.

It is interesting to note that in this scenario there is no need to
specify a tolerance threshold for the lexicographic approach,
because the lexicographic optimiser is applied to the binary results
of Pareto-dominance relations computed within each group of
objectives, rather than applied to continuous objective values.
Hence, this scenario avoids one of the aforementioned criticisms
of the lexicographic approach, the need to specify ad-hoc
tolerance thresholds.

Scenario 4: Lexicographic approach at the across-groups level
and heterogenous use of the Pareto and lexicographic
approaches at the within-group level

In this scenario the user has chosen to use the lexicographic
approach at the across-group level (like Scenario 3), and has
chosen to use the Pareto approach in some group(s) and the



lexicographic approach in other group(s) of objectives, at the
within-group level. In our running example (Table 4), this
scenario involves two different cases, as follows.

Case (A): Pareto approach in group 1 and lexicographic approach
in group 2: In group 1, classifiers C; and C> are non-dominated
(neither dominates the other), as mentioned earlier for Scenario 3.
In group 2, regardless of which objective is chosen by the user to
have higher priority, classifier C; wins the lexicographic
comparison, since C; is better than C> regarding both objectives.
Therefore, the Pareto lexicographic optimiser at the across-groups
level considers that there is a tie in group 1 and proceeds to
consider group 2, where C; is the lexicographic winner.
Therefore, C; is the winner at the across-groups level.

Case (B): Lexicographic approach in group 1 and Pareto approach
in group 2: Assume that the user has specified that AUPRC has
priority over AUROC, based on the argument that AUPRC copes
better with class imbalance [51], [44]; and the tolerance threshold
has been set to 0.01 (as in the example for scenarios 1 and 2). In
this case, classifier C2 wins the lexicographic comparison in group
1, and therefore C: is also the lexicographic winner at the across-
groups level, regardless of the values of the objectives in group 2
for C; and C. If, however, the used had decided that AUROC has
priority over AUPRC, then C; would win lexicographically in
group 1 and would also be the winner classifier at the across-
groups level.

5. CONCLUSIONS

In real-world applications of classification (supervised learning)
algorithms, particularly in high-stakes applications involving
decisions about people, users often would like to optimise several
quality criteria of the learned predictive models — i.e., optimising
not only predictive accuracy, but also, e.g., model interpretability,
fairness, privacy, etc. Despite this, the large majority of works on
classification are still optimising a single objective (criterion),
typically predictive accuracy. Even when multiple objectives are
optimised, most works in this area use a simple weighted-sum
approach, with numerical weights assigned to the objectives to be
optimised, which in practice transforms the original multi-
objective problem into a single-objective one (optimising the
weighted sum). This simple approach is inefficient and ineffective
in general [13], [11], [19]. Hence, this article focused on two
genuinely multi-objective optimisation approaches which in
general avoid the drawbacks of the weighted-sum approach,
namely the Pareto and the lexicographic approaches.

As mentioned earlier, between these two, the Pareto approach is
much more popular in machine learning. Actually, several surveys
of multi-objective optimisation (MOO) do not even mention the
lexicographic MOO approach [56], [57], [34], [35], [43], [54]; and
so the literature often gives the misleading impression that the
Pareto approach is the only good genuinely MOO approach
available for researchers and practitioners. To correct that
misleading impression, this article discussed the pros and cons of
the Pareto and lexicographic approaches, showing that they are
largely complementary; i.e., none of these two approaches is
inherently better than the other. In real-world high-stakes
applications, the choice between these two multi-objective
optimisation approaches should be made based mainly on the
needs and interests of users and the requirements of the target
application domain.

In addition, this article has proposed a new conceptual, hybrid
MOO framework, designed for synergistically combining the best

aspects of the Pareto and lexicographic approaches. This
framework provides the basis for the design of effective MOO
algorithms in supervised machine learning, allowing users to
flexibly decide which group(s) of objectives should be optimised
according to the principles of the Pareto or lexicographic
approach. This article has also given several hypothetical but
plausible conceptual examples of the use of the framework, which
hopefully illustrate the advantages of flexibly combining Pareto
and lexicographic concepts into an MOO optimiser.

However, this article has the clear limitation of being just a
position paper. Therefore, a natural direction for future research
would be to design hybrid Pareto/lexicographic MOO
classification (supervised learning) algorithms based on this
framework, as well as empirically evaluating their effectiveness in
high-stakes real-world machine learning applications.
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ABSTRACT

Large Language Models (LLMs) have demonstrated remark-
able success across various domains. However, despite their
promising performance in numerous real-world applications,
most of these algorithms lack fairness considerations. Con-
sequently, they may lead to discriminatory outcomes against
certain communities, particularly marginalized populations,
prompting extensive study in fair LLMs. On the other hand,
fairness in LLMs, in contrast to fairness in traditional ma-
chine learning, entails exclusive backgrounds, taxonomies,
and fulfillment techniques. To this end, this survey presents
a comprehensive overview of recent advances in the exist-
ing literature concerning fair LLMs. Specifically, a brief
introduction to LLMs is provided, followed by an analysis
of factors contributing to bias in LLMs. Additionally, the
concept of fairness in LLMs is discussed categorically, sum-
marizing metrics for evaluating bias in LLMs and existing
algorithms for promoting fairness. Furthermore, resources
for evaluating bias in LLMs, including toolkits and datasets,
are summarized. Finally, existing research challenges and
open questions are discussed.

1. INTRODUCTION

Large language models (LLMs) have demonstrated remark-
able capabilities in addressing problems across diverse do-
mains, ranging from chatbots [52] to medical diagnoses [147]
and financial advisory [123]. Notably, their impact extends
beyond fields directly associated with language processing,
such as translation [160] and text sentiment analysis [99].
LLMs also prove invaluable in broader applications includ-
ing legal aid [166], healthcare [126], and drug discovery [117].
This highlights their adaptability and potential to stream-
line language-related tasks, making them indispensable tools
across various industries and scenarios.

Despite their considerable achievements, LLMs may face
fairness concerns stemming from biases inherited from the
real world and even exacerbate them [172]. Consequently,
they could lead to discrimination against certain popula-
tions, especially in socially sensitive applications, across var-
ious dimensions such as race [5], age [43], gender [72], nation-
ality [139], occupation [71], and religion [1]. For instance,
an investigation [141] revealed that when tasked with gen-
erating a letter of recommendation for individuals named
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Kelly (e.g., a common female name) and Joseph (e.g., a
common male name), ChatGPT, a prominent instance of
LLMs, produced paragraphs describing Kelly and Joseph
with random traits. Notably, Kelly was portrayed as warm
and amiable (e.g., a well-regarded member), whereas Joseph
was depicted as possessing greater leadership and initiative
(e.g., a natural leader and role model). This observation
indicates that LLMs tend to perpetuate gender stereotypes
by associating higher levels of leadership with males.

To this end, the research community has made many efforts
to address bias and discrimination in LLMs. Nevertheless,
the notions of studied fairness vary across different works,
which can be confusing and impede further progress. More-
over, different algorithms are developed to achieve various
fairness notions. The lack of a clear framework mapping
these fairness notions to their corresponding methodologies
complicates the design of algorithms for future fair LLMs.
This situation underscores the need for a systematic survey
that consolidates recent advances and illuminates paths for
future research. In addition, existing surveys on fairness
predominantly focus on traditional ML fields such as graph
neural networks [32, 41], computer vision [134, 87], natural
language processing [9, 21], which leaves a noticeable gap in
comprehensive reviews specifically dedicated to the fairness
of LLMs. To this end, this survey aims to bridge this gap by
offering a comprehensive and up-to-date review of existing
literature on fair LLMs. The main contributions of this
work are: i) Introduction to LLMs: The introduction of
fundamental principles of the LLM, its training process, and
the bias stemming from such training sets the groundwork
for a more in-depth exploration of the fairness of LLMs. ii)
Comprehensive Metrics and Algorithms Review: A com-
prehensive overview of three categories of metrics and four
categories of algorithms designed to promote fairness in
LLMs is provided, summarizing specific methods within
each classification. iii) Rich Public-Available Resources:
The compilation of diverse resources, including toolkits and
evaluation datasets, advances the research and development
of fair LLMs. iv) Challenges and Future Directions:
The limitations of current research are presented, pressing
challenges are pointed out, and open research questions are
discussed for further advances.

The remainder of this paper is organized as follows: Sec-
tion 2 introduces the proposed taxonomy. Section 3 pro-
vides background information on LLMs to facilitate an un-
derstanding of fairness in LLMs. Following that, Section 4
explores current definitions of fairness in ML and the adap-
tations necessary to address linguistic challenges in defin-



Group Fairness

ML Bias Quantification and
Linguistic Adaptations in LLMs

.

Individual Fairness
Word Embedding

Embedding-

Data Augmentation
Prompt Tuning

| Loss Function Modification |
Auxiliary Module

Model Editing
Mltlgatlng Bias ” Decoding Method Modification
in LLMs

based Metrics

Sentence Embedding

[Fairness in Large Language Models]

l—l, [ Chain of Thought
Post-processing
Rewriting

Template Sentences
Pseudo Log Likelihood

Classifier-based

Distribution-based

Probability-
based Metrics

Quantifying
Bias in LLMs

Generation-

based Metrics [

Resources for
(N ¢ > —
Evaluating Bias

Perspective API

Toolkits Al Fairness 360 |

Probability-based

Generation-based

Datasets

Figure 1: An overview of the proposed fairness in LLMs taxonomy.

ing bias within LLMs. Section 5 introduces quantification
of bias in LLMs. Discussion on algorithms for achieving
fairness in LLMs is presented in Section 6. Subsequently,
Section 7 summarizes existing datasets and related toolkits.
The exploration of current research challenges and future
directions is conducted in Section 8. Finally, Section 9 con-
cludes this survey.

2. AN OVERVIEW OF THE TAXONOMY

As shown in Figure 1, we categorize recent studies on the
fairness of LLMs according to three distinct perspectives:
i) metrics for quantifying biases in LLMs, ii) algorithms
for mitigating biases in LLMs, and iii) resources for eval-
uating biases in LLMs. Regarding metrics for quantifying
biases in LLMs, they are further categorized based on the
data format used by metrics: i) embedding-based metrics, ii)
probability-based metrics, and iii) generation-based metrics.
Concerning bias mitigation techniques, they are structured
according to the different stages within the LLMs workflow:
i) pre-processing, ii) in-training, iii) intra-processing, and iv)
post-processing. In addition, we collect resources for eval-
uating biases in LLMs and group them into Toolkits and
Datasets. Specifically for Datasets, they are classified into
two types based on the most appropriate metric type: i)
probability-based and ii) generation-based.

3. BACKGROUND

This section initially introduces some essential preliminaries
about LLMs and their training process, laying the ground-
work for a clear understanding of the factors contributing to
bias in LLMs that follow.

3.1 Large Language Models

Language models are computational models with the capac-

ity to comprehend and generate human language [115, 93].
The evolution of language models progresses from statisti-
cal language models to neural language models, pre-trained
language models, and the current state of LLMs [27]. Initial
statistical language models, like N-gram models [67], esti-
mate word likelihood based on the preceding context. How-
ever, N-gram models face challenges such as poor general-
ization ability, lack of long-term dependence, and difficulty
capturing complex linguistic phenomena [108]. These limi-
tations constrained the capabilities of language models until
the emergence of transformers [138], which largely addressed
these issues. Specifically, transformers became the backbone
of modern language models [144], attributable to their ef-
ficiency—an architecture free of recurrence that computes
individual tokens in parallel—and effectiveness—attention
facilitates spatial interaction across tokens dynamically de-
pendent on the input itself. The advent of transformers
has significantly expanded the scale of LLMs. These models
not only demonstrate formidable linguistic capabilities but
also rapidly approach human-level proficiency in diverse do-
mains such as mathematics, reasoning, medicine, law, and
programming [17]. Nevertheless, LLMs frequently embed
undesirable social stereotypes and biases, underscoring the
emerging necessity to address such biases as a crucial un-
dertaking.

3.2 Training Process of LLMs

Training LLMs require careful planning, execution, and
monitoring. This section provides a brief explanation of the
key steps required to train LLMs.

Data preparation and preprocessing. The foundation
of big language modeling is predicated on the availability
of high-quality data. For LLMs, this entails the necessity
of a vast corpus of textual data that is not only extensive
but also rich in quality and diversity, which requires accu-
rately representing the domain and language style that the



model is aiming to grasp. Simultaneously, the datasets need
to be large enough to provide sufficient training data for
LLMs, and representative enough so that the models can
adapt well to new and unseen texts [120]. Furthermore,
the dataset needs to undergo a variety of processes, with
data cleansing being a critical step involving the review and
validation of data to eliminate discrimination and harmful
content. For example, popular public sources for finding
datasets, such as Kaggle!, Google Dataset Search?, Hug-
ging Face®, Data.gov?, and Wikipedia database®, could all
potentially harbor discriminatory content. This inclusion of
biased information can adversely impact decision-making if
fairness considerations are disregarded [86]. Therefore, it is
imperative to systematically remove any discriminatory con-
tent from the dataset to effectively reduce the risk of LLMs
internalizing biased patterns.

Model selection and configuration. Most existing
LLMs utilize transformer deep learning architectures, which
have emerged as a preferred option for advanced natural lan-
guage processing (NLP) tasks, such as Metas’s LLaMa [136]
and DeepATl’'s GPT-3 [16]. Several key elements of these
models, such as the choice of the loss function, the num-
ber of layers in transformer blocks, the number of attention
heads, and various hyperparameters, need to be specified
when configuring a transformer neural network. The config-
uration of these elements can vary depending on the desired
use case and the characteristics of the training data. It is
important to recognize that the model configuration directly
influences the training duration and the potential introduc-
tion of bias during this process. One common source of bias
amplification during the model training process is the se-
lection of loss objectives mentioned above [61]. Typically,
these objectives aim to enhance the accuracy of predictions.
However, models may capitalize on chance correlations or
statistical anomalies in the dataset to boost precision (e.g.,
all positive examples in the training data happened to come
from male authors so that gender can be used as a discrim-
inative feature) [58, 112]. In essence, models may produce
accurate results based on incorrect rationales, resulting in
discrimination.

Instruction Tuning. Instruction tuning represents a nu-
anced form of fine-tuning where a model is trained using
specific pairs of input-output instructions. This method al-
lows the model to learn particular tasks directed by these
instructions, significantly enhancing its capacity to inter-
pret and execute a variety of NLP tasks as per the guide-
lines provided [28]. Despite its advantages, the risk of in-
troducing bias is a notable concern in instruction tuning.
Specifically, biased language or stereotypes within instruc-
tions can influence the model to learn and perpetuate biases
in its responses. To mitigate bias in instruction tuning, it
is essential to carefully choose instruction pairs, implement
bias detection and mitigation methods, incorporate diverse
and representative training data, and evaluate the model’s
fairness using relevant metrics.

Alignment with human. During training, the model is
exposed to examples such as “What is the capital of India?”

"https://www.kaggle.com/
https://datasetsearch.research.google.com/
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paired with the labeled output “Delhi,” enabling it to learn
the relationship between input queries and expected output
responses. This equips the model to accurately answer simi-
lar questions, like “What is the capital of France?” resulting
in the answer “Paris”. While this highlights the model’s ca-
pabilities, there are scenarios where its performance may fal-
ter, particularly when queried like “Whether men or women
are better leaders?” where the model may generate biased
content. This introduces concerns about bias in the model’s
responses. For this purpose, InstructGPT [104] designs an
effective tuning approach that enables LLMs to follow the
expected instructions, which utilizes the technique of rein-
forcement learning with human feedback (RLHF) [26, 104].
RLHF is an ML technique that uses human feedback to op-
timize LLMs to self-learn more efficiently. Reinforcement
learning techniques train the model to make decisions that
maximize rewards, making their outcomes more accurate.
RLHF incorporates human feedback in the rewards function,
so the LLMs can perform tasks more aligned with human
values such as helpfulness, honesty, and harmlessness. No-
tably, ChatGPT is developed based on a similar technique
as InstructGPT and exhibits a strong ability to generate
high-quality, benign responses, including the ability to avoid
engaging with offensive queries.

3.3 Factors Contributing to Bias in LLMs

Language modeling bias, often defined as “bias that re-
sults in harm to various social groups” [56], presents itself
in various forms, encompassing the association of specific
stereotypes with groups, the devaluation of certain groups,
the underrepresentation of particular social groups, and the
unequal allocation of resources among groups [36]. Here,
three primary sources contributing to bias in LLMs are in-
troduced:

i) Training data bias. The training data used to develop
LLMs is not free from historical biases, which inevitably
influence the behavior of these models. For instance, if
the training data includes the statement “all programmers
are male and all nurses are female,” the model is likely to
learn and perpetuate these occupational and gender biases
in its outputs, reflecting a narrow and biased view of soci-
etal roles [15, 20]. Additionally, a significant disparity in
the training data could also lead to biased outcomes [124].
For example, Buolamwini and Gebru [18] highlighted signif-
icant disparities in datasets like IJB-A and Adience, where
predominantly light-skinned individuals make up 79.6% and
86.2% of the data, respectively, thereby biasing analyses to-
ward underrepresented dark-skinned groups [91].

ii) Embedding bias. Embeddings serve as a fundamen-
tal component in LLMs, offering a rich source of semantic
information by capturing the nuances of language. How-
ever, these embeddings may unintentionally introduce bi-
ases, as demonstrated by the clustering of certain profes-
sions, such as nurses near words associated with feminin-
ity and doctors near words associated with masculinity.
This phenomenon inadvertently introduces semantic bias
into downstream models, impacting their performance and
fairness [50, 9]. The presence of such biases underscores the
importance of critically examining and mitigating bias in
embeddings to ensure the equitable and unbiased function-
ing of LLMs across various applications and domains.

iii) Label bias. In instruction tuning scenarios, biases can



arise from the subjective judgments of human annotators
who provide labels or annotations for training data [121].
This occurs when annotators inject their personal beliefs,
perspectives, or stereotypes into the labeling process, inad-
vertently introducing bias into the model. Another potential
source of bias is the RLHF approach discussed in Section 3,
where human feedback is used to align LLMs with human
values. While this method aims to improve model behav-
ior by incorporating human input, it inevitably introduces
subjective notions into the feedback provided by humans.
These subjective ideas can influence the model’s training
and decision-making processes, potentially leading to biased
outcomes. Therefore, it is crucial to implement measures to
detect and mitigate bias when performing instruction tun-
ing, such as diversifying annotator perspectives, and evalu-
ating model performance using fairness metrics.

4. ML BIAS QUANTIFICATION AND LIN-
GUISTIC ADAPTATIONS IN LLMs

This section reviews the commonly used definitions of fair-
ness in machine learning and the necessary adaptations to
address linguistic challenges when defining bias in the con-
text of LLMs.

4.1 Group Fairness

Existing fairness definitions [60, 44] at the group level aim
to emphasize that algorithmic decisions neither favor nor
harm certain subgroups defined by the sensitive attribute,
which often derives from legal standards or topics of social
sensitivity, such as gender, race, religion, age, sexuality, na-
tionality, and health conditions. These attributes delineate
a variety of demographic or social groups, with sensitive at-
tributes categorized as either binary (e.g., male, female) or
pluralistic (e.g., Jewish, Islamic, Christian). However, exist-
ing fairness metrics, developed primarily for traditional ma-
chine learning tasks (e.g., classification), rely on the avail-
ability of clear class labels and corresponding numbers of
members belonging to each demographic group for quan-
tification. For example, when utilizing the German Credit
Dataset [7] and considering the relationship between gender
and credit within the framework of statistical parity (where
the probability of granting a benefit, such as credit card ap-
proval, is the same for different demographic groups) [140],
machine learning algorithms like decision trees can directly
produce a binary credit score for each individual. This en-
ables the evaluation of whether there is an equal probability
for male and female applicants to obtain a good predicted
credit score. However, this quantification presupposes the
applicability of class labels and relies on the number of mem-
bers from different demographic groups belonging to each
class label, an assumption that does not hold for LLMs.
LLMs, which are often tasked with generative or interpre-
tive functions rather than simple classification, necessitate
a different linguistic approach to such demographic group-
based disparities; Instead of direct label comparison, group
fairness in LLMs involves ensuring that word embeddings,
vector representations of words or phrases, do not encode
biased associations. For example, the embedding for “doc-
tor” should not be closer to male-associated words than to
female-associated ones. This would indicate that the LLM
associates both genders equally with the profession, with-
out embedding any societal biases that might suggest one

gender is more suited to the profession than the other.

4.2 Individual fairness

Individual fairness represents a nuanced approach focusing
on equitable treatment at the individual level, as opposed to
the broader strokes of group fairness [44]. Specifically, this
concept posits that similar individuals should receive simi-
lar outcomes, where similarity is defined based on relevant
characteristics for the task at hand. Essentially, individual
fairness seeks to ensure that the model’s decisions, recom-
mendations, or other outputs do not unjustly favor or disad-
vantage any individual, especially when compared to others
who are alike in significant aspects. However, individual
fairness shares a common challenge with group fairness: the
reliance on available labels to measure and ensure equitable
treatment. This involves modeling predicted differences to
assess fairness accurately, a task that becomes particularly
complex when dealing with the rich and varied outputs of
LLMs. In the context of LLMs, ensuring individual fairness
involves careful consideration of how sensitive or potentially
offensive words are represented and associated. A fair LLM
should ensure that such words are not improperly linked
with personal identities or names in a manner that perpet-
uates negative stereotypes or biases. To illustrate, a term
like “whore,” which might carry negative connotations and
contribute to hostile stereotypes, should not be unjustly as-
sociated with an individual’s name, such as “Mrs. Apple,” in
the model’s outputs. This example underscores the impor-
tance of individual fairness in preventing the reinforcement
of harmful stereotypes and ensuring that LLMs treat all in-
dividuals with respect and neutrality, devoid of undue bias
or negative association.

5. QUANTIFYING BIAS IN LLMs

This section presents criteria for quantifying the bias
of language models, categorized into three main groups:
embeddings-based metrics, probability-based metrics, and
generation-based metrics.

5.1 Embedding-based Metrics

This line of efforts begins with Bolukbasi et al. [15] con-
ducting a seminal study that revealed the racial and gen-
der biases inherent in Word2Vec [92] and Glove [110], two
widely-used embedding schemes. However, these two em-
bedding schemes primarily provide static representations
for identical words, whereas contextual embeddings offer a
more nuanced representation that adapts dynamically ac-
cording to the context [89]. To this end, the following
two embedding-based fairness metrics specifically consider-
ing contextual embeddings are introduced:

Word Embedding Association Test (WEAT) [20].
WEAT assesses bias in word embeddings by comparing two
sets of target words with two sets of attribute words. The
calculation of WEAT can be seen as analogies: M is to A
as F is to B, where M and F represent the target words,
and A and B represent the attribute words. WEAT then
uses cosine similarity to analyze the likeness between each
target and attribute set, and aggregates the similarity scores
for the respective sets to determine the final result between
the target set and the attribute set. For example, to ex-
amine gender bias in weapons and arts, the following sets



can be considered: Target words: Interests M: {pistol, ma-
chine, gun, ...}, Interests F': {dance, prose, drama, ...},
Attribute words: terms A: {male, boy, brother, ...}, terms
B: {female, girl, sister, ...}. WEAT thus assesses biases in
LLMs by comparing the similarities between categories like
male and gun, and female and gun. Mathematically, the
association of a word w with bias attribute sets A and B in
WEAT is defined as:

s(w, A, B) = % Z cos(w, a) — % Z cos(w,b) (1)

acA beB

Subsequently, to quantify bias in the sets M and F', the
effect size is used as a normalized measure for the association
difference between the target sets:

mean meMS(m7 A, B)
stddevwenmur s(w, A, B)
mean feFS(f7 A’ B)
~ stddevaenur s(w, A, B)

WEAT(M,F, A, B) = (2)

where meann,cns(m, A, B) represents the average of
s(m, A, B)for m in M, while stddevwenmur s(w, A, B) de-
notes the standard deviation across all word biases of m in
M.

Sentence Embedding Association Test (SEAT) [89].
Contrasting with WEAT, SEAT compares sets of sentences
rather than sets of words by employing WEAT on the vec-
tor representation of a sentence. Specifically, its objective
is to quantify the relationship between a sentence encoder
and a specific term rather than its connection with the con-
text of that term, as seen in the training data. In order to
accomplish this, SEAT adopts musked sentence structures
like “That is [BLANK]” or “[BLANK] is here”, where the
empty slot [BLANK] is filled with social group and neutral
attribute words. In addition, employing fixed-sized embed-
ding vectors encapsulating the complete semantic informa-
tion of the sentence as embeddings allows compatibility with

Eq.(2).
5.2 Probability-based Metrics

Probability-based metrics formalize bias by analyzing the
probabilities assigned by LLMs to various options, often pre-
dicting words or sentences based on templates [11, 116] or
evaluation sets [48]. These metrics are generally divided into
two categories: masked tokens, which assess token probabil-
ities in fill-in-the-blank templates, and pseudo-log-likelihood
is utilized to assess the variance in probabilities between
counterfactual pairs of sentences.

Discovery of Correlations (DisCo) [156]. DisCo uti-
lizes a set of template sentences, each containing two empty
slots. For example, “[PERSON] often likes to [BLANK]”.
The [PERSON] slot is manually filled with gender-related
words from a vocabulary list, while the second slot [BLANK]
is filled by the model’s top three highest-scoring predictions.
By comparing the model’s candidate fills generation-based
on the gender association in the [PERSON] slot, DisCo eval-
uates the presence and magnitude of bias in the model.
Log Probability Bias Score (LPBS) [73]. LPBS
adopts template sentences similar to DisCO. However, un-
like DisCO, LPBS corrects for the influence of inconsistent
prior probabilities of target attributes. Specifically, for com-

puting the association between the target gender male and
the attribute doctor, LPBS first feeds the masked sentence
“IMASK] is a doctor” into the model to obtain the proba-
bility of the sentence “he is a doctor”, denoted as Piar,,,;. -
Then, to correct for the influence of inconsistent prior proba-
bilities of target attributes, LPBS feeds the masked sentence
“IMASK] is a [MASK]” into the model to obtain the proba-
bility of the sentence “he is a [MASK]”, denoted as Ppri,,,,. -
This process is repeated with “he” replaced by “she” for the
target gender female. Finally, the bias is assessed by com-
paring the normalized probability scores for two contrasting
attribute words, and the specific formula is defined as:

LPBS(S) = log 2fri _ 1og P17

pprii pprij

3)

CrowS-Pairs Score. CrowS-Pairs score [97] differs from
the above two methods that use fill-in-the-blank templates,
as it is based on pseudo-log-likelihood (PLL) [118] calculated
on a set of counterfactual sentences. PLL approximates the
probability of a token conditioned on the rest of the sentence
by masking one token at a time and predicting it using all
the other unmasked tokens. The equation for PLL can be
expressed as:

PLL(S) = 3" log P(s9\.:6) (4)

seS

where S represents is a sentence and s denotes a word within
S. The CrowS-Pairs score requires pairs of sentences, one
characterized by stereotyping and the other less so, utilizing
PLL to assess the model’s inclination towards stereotypical
sentences.

5.3 Generation-based Metrics

Generation-based metrics play a crucial role in addressing
closed-source LLMs, as obtaining probabilities and embed-
dings of text generated by these models can be challenging.
These metrics involve inputting biased or toxic prompts into
the model, aiming to elicit biased or toxic text output, and
then measuring the level of bias present. Generated-based
metrics are categorized into two groups: classifier-based and
distribution-based metrics.

Classifier-based Metrics. Classifier-based metrics utilize
an auxiliary model to evaluate bias, toxicity, or sentiment
in the generated text. Bias in the generated text can be
detected when text created from similar prompts but fea-
turing different social groups is classified differently by an
auxiliary model. As an example, multilayer perceptrons,
frequently employed as auxiliary models due to their robust
modeling capabilities and versatile applications, are com-
monly utilized for binary text classification [8, 68]. Subse-
quently, binary bias is assessed by examining disparities in
classification outcomes among various classes. For example,
gender bias is quantified by analyzing the difference in true
positive rates of gender in classification outcomes in [6].
Distribution-based Metrics. Detecting bias in the gen-
erated text can involve comparing the token distribution
related to one social group with that of another or nearby
social groups. One specific method is the Co-Occurrence
Bias score [98], which assesses how often tokens co-occur
with gendered words in a corpus of generated text. Math-
ematically, for any token w, and two sets of gender words,



e.g., female and male, the bias score of a specific word w
is defined as follows:

P(w | female)

d(w, g)/z’bd (wi7 g)

bias(w) = log( P(w | male) ) Plwlg) = d(g)/Eid (w:)

(5)
where P(w | g) represents the probability of encountering
the word w in the context of gendered terms g, and d(w, g)
represents a contextual window. The set g consists of gen-
dered words classified as either male or female. A positive
bias score suggests that a word is more commonly associated
with female words than with male words. In an infinite con-
text, the words “doctor” and “nurse” would occur an equal
number of times with both female and male words, resulting
in bias scores of zero for these words.

6. MITIGATING BIAS IN LLMs

This section discusses and categorizes existing algorithms
for mitigating bias in LLMs into four categories based on
the stage at which they intervene in the processing pipeline.

6.1 Pre-processing

Pre-processing methods focus on adjusting the data pro-
vided for the model, which includes both training data
and prompts, in order to eliminate underlying discrimina-
tion [31].

i) Data Augmentation. The objective of data augmen-
tation is to achieve a balanced representation of training
data across diverse social groups. One common approach
is Counterfactual Data Augmentation (CDA) [156, 175, 82],
which aims to balance datasets by exchanging protected at-
tribute data. For instance, if a dataset contains more in-
stances like “Men are excellent programmers” than “Women
are excellent programmers,” this bias may lead LLMs to fa-
vor male candidates during the screening of programmer re-
sumes. One way CDA achieves data balance and mitigates
bias is by replacing a certain number of instances of “Men
are excellent programmers” with “Women are excellent pro-
grammers” in the training data. Numerous follow-up studies
have built upon and enhanced the effectiveness of CDA. For
example, Maudslay et al. [156] introduced Counterfactual
Data Substitution (CDS) to alleviate gender bias by ran-
domly replacing gendered text with counterfactual versions
at certain probabilities. Moreover, Zayed et al. [167]) dis-
covered that the augmented dataset included instances that
could potentially result in adverse fairness outcomes. They
suggest an approach for data augmentation selection, which
initially identifies instances within augmented datasets that
might have an adverse impact on fairness. Subsequently, the
model’s fairness is optimized by pruning these instances.
ii) Prompt Tuning. In contrast to CDA, prompt tun-
ing [76] focuses on reducing biases in LLMs by refining
prompts provided by users. Prompt tuning can be cat-
egorized into two types: hard prompts and soft prompts.
The former refers to predefined prompts that are static and
may be considered as templates. Although templates pro-
vide some flexibility, the prompt itself remains mostly un-
changed, hence the term “hard prompt.” On the other hand,
soft prompts are created dynamically during the prompt
tuning process. Unlike hard prompts, soft prompts can-
not be directly accessed or edited as text. Soft prompts are

essentially embeddings, a series of numbers, that contain in-
formation extracted from the broader model. As a specific
example of a hard prompt, Mattern et al. [88] introduced an
approach focusing on analyzing the bias mitigation effects
of prompts across various levels of abstraction. In their ex-
periments, they observed that the effects of debiasing be-
came more noticeable as prompts became less abstract, as
these prompts encouraged GPT-3 to utilize gender-neutral
pronouns more frequently. In terms of soft prompt method,
Fatemi et al. [47] focus on achieving gender equality by freez-
ing model parameters and utilizing gender-neutral datasets
to update biased word embeddings associated with occupa-
tions, effectively reducing bias in prompts. Overall, the dis-
advantage of hard prompts is their lack of flexibility, while
the drawback of soft prompts is the lack of interpretability.

6.2 In-training

Mitigation techniques implemented during training aim to
alter the training process to minimize bias. This includes
making modifications to the optimization process by adjust-
ing the loss function and incorporating auxiliary modules.
These adjustments require the model to undergo retraining
in order to update its parameters.

i) Loss Function Modification. Loss function modifi-
cation involves incorporating a fairness constraint into the
training process of downstream tasks to guide the model
toward fair learning. Wang et al. [149] introduced an ap-
proach that integrates causal relationships into model train-
ing. This method initially identifies causal features and spu-
rious correlations based on standards inspired by the coun-
terfactual framework of causal inference. A regularization
technique is then used to construct the loss function, impos-
ing small penalties on causal features and large penalties on
spurious correlations. By adjusting the strength of penalties
and optimizing the customized loss function, the model gives
more importance to causal features and less importance to
non-causal features, leading to fairer performance compared
to conventional models. Additionally, Park et al. [106] pro-
posed an embedding-based objective function that addresses
the persistence of gender-related features in stereotype word
vectors by utilizing generated gender direction vectors dur-
ing fine-tuning steps.

ii) Auxiliary Module. Auxiliary modules involve the ad-
dition of modules with the purpose of reducing bias within
the model structure to help diminish bias. For instance,
Lauscher et al. [74] proposed a sustainable modular debias-
ing strategy, namely Adapter-based DEbiasing of Languagk
Models (ADELE). Specifically, ADELE achieves debiasing
by incorporating adapter modules into the original model
layer and updating the adapters solely through language
modeling training on a counterfactual augmentation cor-
pus, thereby preserving the original model parameters un-
altered. Additionally, Shen et al. [114] introduces Iterative
Null Space Projection (INLP) for removing information from
neural representations. Specifically, they iteratively train a
linear classifier to predict a specific attribute for removal, fol-
lowed by projecting the representation into the null space of
that attribute. This process renders the classifier insensitive
to the target attribute, complicating the linear separation of
data based on that attribute. This method is effective in re-
ducing bias in word embeddings and promoting fairness in
multi-class classification scenarios.



6.3 Intra-processing

The Intra-processing focuses on mitigating bias in pre-
trained or fine-tuned models during the inference stage with-
out requiring additional training. This technique includes a
range of methods, such as model editing and modifying the
model’s decoding process.

i) Model Editing. Model editing, as introduced by
Mitchell et al. [94], offers a method for updating LLMs that
avoids the computational burden associated with training
entirely new models. This approach enables efficient adjust-
ments to model behavior within specific areas of interest
while ensuring no adverse effects on other inputs [161]. Re-
cently, Limisiewicz et al. [79] identified the stereotype rep-
resentation subspace and employed an orthogonal projec-
tion matrix to edit bias-vulnerable Feed-Forward Networks.
Their innovative method utilizes profession as the subject
and “he” or “she” as the target to aid in causal tracing.
Furthermore, Akyiirek et al. [3] expanded the application of
model editing to include free-form natural language process-
ing, thus incorporating bias editing.

ii) Decoding Modification. The method of decoding in-
volves adjusting the quality of text produced by the model
during the text generation process, including modifying to-
ken probabilities by comparing biases in two different out-
put outcomes. For example, Gehman et al. [63] introduced
a text generation technique known as DEXPERTS, which
allows for controlled decoding. This method combines a
pre-trained language model with “expert” and “anti-expert”
language models. While the expert model assesses non-toxic
text, the anti-expert model evaluates toxic text. In this com-
bined system, tokens are assigned higher probabilities only
if they are considered likely by the expert model and un-
likely by the anti-expert model. This helps reduce bias in
the output and enhances the quality of positive results.

6.4 Post-processing

Post-processing approaches modify the results generated by
the model to mitigate biases, which is particularly crucial
for closed-source LLMs where obtaining probabilities and
embeddings of generated text is challenging, limiting the di-
rect modification to output results only. Here, the method
of chain-of-thought and rewriting serve as illustrative ap-
proaches to convey this concept.

i) Chain-of-thought (CoT). The CoT technique enhances
the hope and performance of LLMs toward fairness by lead-
ing them through incremental reasoning steps. The work by
Kaneko et al. [69] provided a benchmark test where LLMs
were tasked with determining the gender associated with
specific occupational terms. Results revealed that, by de-
fault, LLMs tend to rely on societal biases when assign-
ing gender labels to these terms. However, incorporating
CoT prompts mitigates these biases. Furthermore, Dhingra
et al. [39] introduced a technique combining CoT prompts
and SHAP analysis [84] to counter stereotypical language
towards queer individuals in model outputs. Using SHAP,
stereotypical terms related to LGBTQ+° individuals were
identified, and then the chain-of-thought approach was used
to guide language models in correcting this language.

ii) Rewriting. Rewriting methods refer to identifying dis-
criminatory language in the results generated by models

Shttps://en.wikipedia.org/wiki/LGBT

and replacing it with appropriate terms. As an illustra-
tion, Tokpo and Calders [135] introduced a text-style trans-
fer model capable of training on non-parallel data. This
model can automatically substitute biased content in the
text output of LLMs, helping to reduce biases in textual
data.

7. RESOURCES FOR EVALUATING BIAS
7.1 Toolkits

This section presents the following three essential tools de-
signed to promote fairness in LLMs:

i) Perspective API", created by Google Jigsaw, functions
as a tool for detecting toxicity in text. Upon input of a text
generation, Perspective API produces a probability of toxi-
city. This tool finds extensive application in the literature,
as evidenced by its utilization in various studies [78, 25, 75].
ii) AI Fairness 360 (AIF360) [12] is an open-source toolkit
aimed at aiding developers in assessing and mitigating biases
and unfairness in machine learning models, including LLMs,
by offering a variety of algorithms and tools for measuring,
diagnosing, and alleviating unfairness.

iii) Aequitas [119] is an open-source bias audit toolkit de-
veloped to evaluate fairness and bias in machine learning
models, including LLMs, with the aim of aiding data sci-
entists and policymakers in comprehending and addressing
bias in LLMs.

7.2 Datasets

This section provides a detailed summary of the datasets
referenced in the surveyed literature, categorized into
two distinct groups—probability-based and generation-
based—based on the type of metric they are best suited
for, as shown in Table 1.

i) Probability-based. As mentioned in section 5.2,
datasets aligned with probability-based metrics typically
use a template-based format or a pair of counterfactual-
based sentences. In template-based datasets, sentences in-
clude a placeholder that is completed by the language model
choosing from predefined demographic terms, whereby the
model’s partiality towards various social groups is influenced
by the probability of selecting these terms. Noteworthy ex-
amples of such datasets include WinoBias [173], which as-
sesses a model’s competence in linking gender pronouns and
occupations in both stereotypical and counter-stereotypical
scenarios. WinoBias defines the gender binary in terms of
two specific occupations. Expanding upon this dataset, sev-
eral extensions have introduced a variety of diverse eval-
uation datasets. For example, WinoBias+ [137] enhances
the original WinoBias dataset by employing rule-based and
neural-neutral rewriters to convert gendered sentences into
neutral equivalents. Additionally, BUG [77] broadens the
evaluation of gender bias in machine translation by us-
ing a large-scale real-world English dataset. In contrast,
GAP [157] introduces a gender-balanced tagged corpus com-
prising 8,908 ambiguous pronoun-name pairs, providing a
more balanced dataset for accurately assessing model bias.
Another category of counterfactual-based datasets evaluates
bias by presenting the model with pairs of sentences con-
taining different demographic terms and assessing their like-
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Table 1: Dataset for evaluating Bias in LLMs. For each dataset, the dataset size, their corresponding types of bias, and
related work are presented, depending on the suitable type of metric for the dataset. Within the category of probability-based
evaluate metrics, datasets marked with an asterisk (%) are denoted counterfactual-based datasets, while datasets without an

asterisk belong to the template-based.

Category Dataset Size Bias Type Reference Works
BEC-Pro* [11] 5,400 gender [74, 100, 130]
BUGH* [77] 108,419 gender [46, 80]
BBQ* [107] 58,492 gender, others (9 types) [78, 129, 125]
Bias NLI [37] 5,712,066 gender, race, religion [35, 74, 33, 132]
BiasAsker [142] 5,021 gender, others (11 types) [148, 95, 30]
CrowS-Pairs [97] 1,508 gender, other(9 types) [104, 120, 169, 55, 90]
Equity Evaluation Corpus [70] 4,320 gender, race [29, 13, 89
GAP* [157] 8,908 gender [2, 61, 73]
Probability GAP-Subjective* [105] 8,908 gender [164]
based StereoSet* [96] 16,995 gender, race, religion, profession [42, 125, 158, 54, 49]
WinoBias* [116] 3,160 gender [25, 129, 81]
WinoBias+* [137] 3,167 gender [4, 83, 122, 128]
Winogender* [173] 720 gender (14, 143, 133, 120]
PANDA [113] 98,583 gender, age, race [165, 19, 174, 4]
REDDITBIAS [10] 11,873 gender, race, religion, queerness [65, 171, 85]
WinoQueer [48] 45,540 sexual orientation [131, 62, 34]
TrustGPT [64] 9 gender, race, religion (131, 146]
Generation HONEST [102] 420 gender (66, 103, 101, 109]
based BOLD [38] 23,679 gender, others (4 types) [111, 22, 145]
RealToxicityPrompts [51] 100,000 toxicity [53, 127]
HolisticBias [127] 460,000 | gender, race, religion, age, others (13 types) [23, 165, 59]

lihood using a pseudo-log-likelihood metric. For instance,
CrowS-Pairs [97] provides 1,508 sentence pairs to assess
stereotypes of historically marginalized social groups, ad-
dressing nine biases related to race, gender, sexual orienta-
tion, religion, age, nationality, disability, physical appear-
ance, and socioeconomic status. Similarly, WinoQueer [48],
developed by the LGBTQ+ community, contains 45,540 sen-
tence pairs designed to gauge anti-LGBTQ+ stereotypes,
encompassing LGBTQ+ identity descriptors and counter-
factual versions without LGBTQ+ identity markers.

ii) Generation-based. As discussed in section 5.3,
datasets aligned with generation-based metrics usually spec-
ify the first few words of a sentence and require the model
to provide a continuation. Noteworthy examples include
RealToxicityPrompts [64] and BOLD [38], both providing
web-based sentence prefixes, such as: “Jaegwon Kim was a
Korean-American philosopher who ...”. Specifically, Real-
ToxicityPrompts is one of the largest prompting datasets,
providing 100,000 sentence prefixes curated from web text
with a toxicity score by Perspective API, which can be used
to measure the toxicity of generations given both toxic and
non-toxic prompts. Besides, BOLD presents 23,679 prompts
aimed at assessing bias across professions, genders, races, re-
ligions, and political ideologies. This dataset is compiled by
extracting information from English Wikipedia pages men-
tioning biased groups (e.g., professions) and truncating sen-
tences to generate prompts.

8. CHALLENGES AND FUTURE DIREC-
TIONS
Formulating Fairness Notions. Discrimination within

LLMs can take various forms, necessitating the development
of diverse fairness notions for a comprehensive understand-

ing of bias and discrimination across different real-world ap-
plications. This complexity of real-world scenarios means
that additional types of biases may exist, each requiring tai-
lored approaches to quantify bias in LLMs. Furthermore,
the definitions of fairness notions for LLMs can sometimes
conflict, adding complexity to the task of ensuring equitable
outcomes. Given these challenges, the process of either de-
veloping new fairness notions or selecting a coherent set of
existing, non-conflicting fairness notions specifically for cer-
tain LLMs and their downstream applications remains an
open question.

Rational Counterfactual Data Augmentation. Coun-
terfactual data augmentation, a commonly employed tech-
nique in mitigating LLM bias, encounters several qualita-
tive challenges in its implementation. A key issue revolves
around inconsistent data quality, potentially leading to the
generation of anomalous data that detrimentally impacts
model performance. For instance, consider an original train-
ing corpus featuring sentences describing height and weight.
When applying counterfactual data augmentation to achieve
balance by merely substituting attribute words, it may result
in the production of unnatural or irrational sentences, thus
compromising the model’s quality. For example, a straight-
forward replacement such as switching “a man who is 1.9
meters tall and weighs 200 pounds” with “a woman who is
1.9 meters tall and weighs 200 pounds” is evidently illog-
ical. Future research could explore more rational replace-
ment strategies or integrate alternative techniques to filter
or optimize the generated data.

Balance Performance and Fairness in LLMs. A key
strategy in mitigating bias involves adjusting the loss func-
tion and incorporating fairness constraints to ensure that
the trained objective function considers both performance
and fairness [159]. Although this effectively reduces bias in



the model, finding the correct balance between model per-
formance and fairness is a challenge. It often involves man-
ually tuning the optimal trade-off parameter [168]. How-
ever, training LLMs can be costly in terms of both time
and finances for each iteration, and it also demands high
hardware specifications. Hence, there is a pressing need
to explore methods to achieve a balanced trade-off between
performance and fairness systematically.

Fulfilling Multiple Types of Fairness. It is imperative
to recognize that any form of bias is undesirable in real-world
applications, underscoring the critical need to concurrently
address multiple types of fairness. However, Gupta et al. [57]
found that approximately half of the existing work on fair-
ness in LLMs focuses solely on gender bias. While gender
bias is an important issue, other types of societal demo-
graphic biases are also worthy of attention. Expanding the
scope of research to encompass a broader range of bias cat-
egories can lead to a more comprehensive understanding of
bias.

Develop More and Tailored Datasets. A comprehen-
sive examination of fairness in LLMs demands the pres-
ence of extensive benchmark datasets. However, the pre-
vailing datasets utilized for assessing bias in LLMs largely
adopt a similar template-based methodology. Examples of
such datasets, such as WinoBias [173], Winogender [173],
GAP [157], and BUG [77], consist of sentences featuring
blank slots, which language models are tasked with com-
pleting. Typically, these pre-defined options for filling in
the blanks include pronouns like he/she/they or choices re-
flecting stereotypes and counter-stereotypes. These datasets
overlook the potential necessity for customizing template
characteristics to address various forms of bias. This over-
sight may lead to discrepancies in bias scores across differ-
ent categories, underscoring the importance of devising more
and tailored datasets to precisely evaluate specific social bi-
ases.

9. CONCLUSION

LLMs have demonstrated remarkable success across various
high-impact applications, transforming the way we inter-
act with technology. However, without proper fairness safe-
guards, they risk making decisions that could lead to dis-
crimination, presenting serious ethical issues and increasing
societal concern. This survey explores current definitions
of fairness in machine learning and the necessary adapta-
tions to address linguistic challenges when defining bias in
the context of LLMs. Furthermore, techniques aimed at
enhancing fairness in LLMs are categorized and elaborated
upon. Notably, comprehensive resources, including toolkits
and datasets, are summarized to facilitate future research
progress in this area. Finally, existing challenges and open-
question areas are also discussed.
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ABSTRACT

Currently, privacy risks assessment is mainly performed as
audits conducted by data privacy analysts. In the TAILOR
project, we promote a more systematic and automatic ap-
proach based on interpretable metrics and formal methods
to evaluate privacy risks and to control the tension between
data privacy and utility. In this paper, we focus on privacy
risks raised by publishing time series datasets, and we survey
the methods developed in TAILOR to analyze and quantify
privacy risks depending on different publisher and attacker
models.

1. INTRODUCTION

Mobile devices and smart applications continuously produce
a huge amount of data on the behavior of their users over
time (e.g., electrical consumption, mobility data). In many
domains, collecting and analyzing such data can bring valu-
able services for end-users, scientists, or decision-makers
by providing fine-grained predictions or personalized rec-
ommendations. However, time trajectories convey sensitive
information which, if analyzed with malicious intent, can
lead to a serious violation of the privacy of the individuals
involved.

In its simplest form, temporal data are time series that are
usually collected in streams (no beginning, no end) which
makes them difficult to defend with today’s privacy protec-
tion methods such as differential privacy (DP) [7]. As a
result, time series data are often published after being ag-
gregated. Publishing aggregates (e.g. count, mean or sum
of individual values ) is a simple and still widely used [11;
10; 12; 8] method for data protection since it allows a data
publisher to publish statistics over datasets that remain pri-
vate.

In this article, we survey ongoing works done in the TAI-
LOR project! to detect and explain different types of pri-
vacy risks raised by publishing aggregates of time series.
TAILOR (Trustworthy AI — Integrating Reasoning, Learn-
ing and Optimization) is a European network of research ex-
cellence centers working on aspects of trustworthy AI. The
presented works are based on a variety of techniques such as

"https://tailor-network.eu/

machine learning, formal verification, or simulation of pri-
vacy attacks.

Providing explanations is crucial for helping data producers
to understand the encountered privacy risks so that they can
implement an appropriate strategy for mitigating them.
We illustrate the different approaches on a real-world dataset
provided by the Irish Social Science Data Archive (ISSDA)
Commission for Energy Regulation (CER) 2. This dataset
includes time series of electrical consumption of Dublin’s
households.

The paper is organized as follows. In Section 2, we state
the problem of privacy risks assessment that we address.
Then, we describe techniques assessing and explaining dif-
ferent types of privacy risks in aggregate time series: re-
identification risks (Section 3), membership inference risks
(Section 4) and data reconstruction risks (Section 5). Fi-
nally, in Section 6 we conclude the paper with some chal-
lenges for future work.

2. PROBLEM STATEMENT

After presenting the time series data model that we han-
dle, we describe the problem of privacy risks assessment as
a multi-faceted problem depending on the considered pub-
lisher and attacker models and also on the desired utility
preservation of the published time series dataset.

2.1 Time series data model

We consider univariate time series and we assume that the

series in a given dataset are all temporally aligned and recorded

with the same frequency. A time series is thus a times-
tamped sequence of scalar values of a given attribute (e.g.,
the electric consumption recorded at regular intervals of time
by an individual smart meter). A time series dataset S is
a set of time series in which the values are recorded at the
same timestamps in all the time series. We will denote S; ;
the value of the time series s at the timestamp t.

In practice, a time series dataset can be stored in differ-
ent formats and each time series has an identifier to which
metadata can possibly be attached.

Within a time series dataset, aggregation functions (i.e.,
sum, average) can be computed either per timestamp over
the values of individual time series grouped into clusters,

*nttps://www.ucd.ie/issda/data/
commissionforenergyregulationcer/



or within each individual time series by grouping values by
time windows. This results in creating new aggregate time
series which are likely to present less privacy risks than the
original ones.

2.2 The ISSDA dataset
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Figure 1: Three illustrative ISSDA series over a single day
at 30 min rate and the average aggregate of the three series
(in red).

The CER-ISSDA dataset mentioned in the introduction is
a time series dataset that contains 6435 half-hourly electric
consumption time series of Irish individuals collected be-
tween July 2009 and December 2010. We removed all series
with missing values to obtain a dataset of 4622 full series.
Recorded consumption could reach 36 kW, yet 80% of the
records are below 1 kW. Figure 1 shows an example of a 24h
sample of three ISSDA time series and of the aggregate time
series which corresponds to the average of the three series
for each considered timestamp.

In addition, metadata are available on customers’ demo-
graphics, home sizes and equipment associated to the elec-
tric consumption time series. We have represented in a
uniform way the time series enriched with some of these
metadata as a RDF knowledge graph using a simple RDFS
ontology®.

2.3 Publisher model

Given an input private time series dataset, the publisher
applies a privacy-preserving data publishing (PPDP) algo-
rithm to output a new time series dataset to be published.
In this paper, we consider two types of PPDP algorithms:
pseudonymization and aggregation algorithms.

For pseudonymization of time series, we consider that the
publisher employs simple techniques consisting in replacing
linkable identifiers (such as customer or smart meter num-
bers for electric consumption time series) by internal identi-
fiers, and in removing the link with personal metadata (such
as the name or the address of the customers).

Such simple pseudonymization techniques preserve the time
series themselves and thus their full utility for a fine-grained
analysis but must be combined with other techniques to re-
inforce privacy protection.

In our models, the publisher applies aggregation algorithms
to the resulting pseudonymized time series datasets.

Two kinds of aggregation are considered for limiting the risk
of re-identification of individual time series:

3available at  https://raw.githubusercontent.com/
fr-anonymous/puck/main/issda\_schema.ttl

1. Replacing subsets (of a given size) of time series of
the original time series dataset by a new time series
in which the value at each timestamp is computed as
the aggregation of the values at the same timestamp
in each subset.

2. Replacing the original timestamps (e.g., every half hour)
by new timestamps defining larger time slots (e.g., cov-
ering whole days, or half days) for which the associated
values are computed as the aggregation of the values
corresponding to the original timestamps included in
the new time slots.

These two types of aggregation algorithms return aggregated
versions of the original time series dataset, the first one with
less time series and the same timestamps as in the original
dataset, the second one with the same number of time series
but less timestamps than the original dataset. In both cases,
the aggregation size is likely to impact both privacy and
utility. In the first case, the aggregation size is the number
of individual time series in the subset used to compute the
aggregation function. In the second case, it is the number
of the original timestamps "merged” to define the new time
slots. The series length in the published time series dataset
is also an important parameter. Longer series offer more
information to detect specific patterns about an individual
time series and are thus particularly susceptible to privacy
attacks [25] such as re-identification ones.

2.4 Attacker model

An attacker takes as input a published time series dataset
and some background knowledge to design an algorithm con-
ducting one type of privacy attacks based on the background
knowledge.

The background knowledge models the partial information
known by the attacker, which is of two types:

- Partial knowledge on data: it can be a target individual
for which the attacker knows values at certain number of
(consecutive) time points; or a target individual time series
known by the attacker; or answers to some queries over the
original dataset.

- Partial knowledge on the parameters of the PPDP algo-
rithms used by the publisher: it can be the aggregation size
or the aggregation function used to produce the published
dataset,.

The privacy attacks considered in this paper for time series
datasets are the following:

1. Re-identification attacks, which succeed if the back-
ground knowledge allows to uniquely identify a time
series in the published dataset as corresponding to
some target individual, thus disclosing the entire time
series of that individual.

2. Membership inference attacks, which succeed if they
can infer that a target individual time series has been
used for computing an aggregate in the published dataset,
thus revealing the presence of this individual time se-
ries in the original dataset.

3. Data reconstruction attacks, which consist in inferring
some data intended to be protected by combining an-
swers to well-chosen queries.



2.5 Automatic privacy risks assessment

Privacy risks assessment is the process of identifying and
quantifying the threats raised by possible privacy attacks.
Currently, this task is mainly done as audits conducted by
data privacy analysts. In the TAILOR project, we promote
a more systematic and automatic approach based on inter-
pretable metrics and formal methods to evaluate privacy
risks and to control the tension between data privacy and
utility. In the remaining of the paper, we survey the dif-
ferent automatic methods that we have developed for time
series datasets to analyze and quantify the privacy risks cor-
responding to the attacker models presented previously.

3. RE-IDENTIFICATION RISKS

Unicity is a widely used measure for evaluating the vulner-
ability to re-identification risks in tabular personal data, for
which k-anonymity has been proposed as a defense in [24].
In Section 3.1, we propose two metrics to define unicity in
time series datasets. In Section 3.2, we present an approach
developed in the PRUDENCE framework [16], based on a
systematic simulation of re-identification attacks based on
unicity. Section 3.3 is dedicated to a complementary ap-
proach, developed in the EXPERT framework [14], based
on a machine learning model for predicting and explaining
the privacy risks directly from the time series in input.

3.1 Unicity measure for time series

For tabular data, unicity of a record is defined in function of
quasi-identifiers that are attributes for which knowing the
values uniquely identify the record in the database. For non
tabular data, identifying quasi-identifiers is difficult and thus
unicity must be modeled in function of the considered data
model. In [26], we have proposed to measure unicity in a
time series dataset S as the percentage of series that can be
uniquely identified with [ consecutive time points. Formally,
for a given I, we compute the unicity u}(S) at each time
point t as the percentage of times series that are unique in
S}, where S} is obtained from S by extracting from each time
series the sub-sequence of length [ starting at ¢. Finally, for
a given [, we compute the unicity score U;(S) as either the
average or the maximum (depending on the application) of
the unicity scores u}(S) over all time points.

In the experiments that we have conducted on the half-
hourly ISSDA dataset, we have shown that the unicity score
of the whole dataset is, on average over the whole dataset,
above 15% for [ = 1 and above 98% for [ = 3. This means
that few target time series can be uniquely identified with
the knowledge of a value at a single time point. Most im-
portantly, this also shows that knowing very few consecutive
values makes almost all series of the dataset uniquely iden-
tifiable which make time series more vulnerable than classic
tabular datasets.

In [15], we have considered an alternative definition of the
unicity score for a time series dataset as the percentage of
series that can be uniquely identified by the knowledge of [
values that are not necessarily consecutive. The computa-
tion of this metrics is at the core of the PRUDENCE ap-
proach for measuring the risks of re-identification.

3.2 The PRUDENCE approach

In this approach described in [15], we quantify the risk of
re-identifying each individual time series in a dataset from

knowing [ values. For this, we simulate all the possible re-
identification attacks in order to select for each individual
time series the worst combination of time points for which
the values uniquely identify it.For example, for a certain in-
dividual the most dangerous combination could be given by
the first and second time points, while for another individual
it might correspond to third and tenth ones.

More formally, given a time series dataset S, and a parame-
ter I, an individual time series s and a subset {¢1,...,%} of
timestamps, we define as follows the probability P{St 3 (8)
of uniquely identifying s in S knowing the background knowl-
edge made of the values Ss,;; at each time point ¢; :

PGy (s) = \{s’GS\ViG[lull]SS/,ti:Ss,ti}|

Then, we define the risk Risk;(s, S) of identifying an individ-
ual time series s knowing [ values as the highest probability
P{Stl_”tl}(s) over all the possible subsets of time points of
size I:

Riski(s,S) = Max{Pglmtl}(s)} where {t1 ...} is a subset
of [ distinct time points.

It models the risk of re-identifying s with the worst attack
corresponding to a background knowledge of size [. The
computational complexity of calculating Risk; (s, S) for each
time serie s in S may be prohibitive if this parameter [ is high
and if the number of time points is big since the calculation
requires to survey all the possible subsets of size [ of the
time points in S.

The number of time points in the published dataset depends
on the publisher model, more precisely on the chosen aggre-
gation for protecting the published dataset while preserving
utility. For instance, for the ISSDA dataset, covering the
half-hourly electric consumption of 4,622 individuals over a
period of 536 days, we have considered two ways of aggre-
gating the original dataset that vary in the granularity of
the time windows grouping the original timestamps. The
first publisher model (denoted daily consumption) consists
in publishing for each day the sum of consumption recorded
each half an hour that day. An extract of the correspond-
ing published dataset is given in Figure 2. This aggregated
dataset contains 4,622 time series with 536 time points each.

2009- 2009- 2009- 2009- 2009- 2009- 2009- 2009- 2009-  2009-
07-15 07-16 07-17  07-18 07-19  07-20 07-21  07-22  07-23  07-24

1.198 8.390 7218 1.322 11.301 2871 11589 4608 12425 4936 ..
6.744 6.945 7.254 7187 6.802 6.992 12791 5772 5761 6.294 ..
6.347 8.970 8793 8.302 10116 7.827 8.053 5.910 3.843 6.657 ...
24175 26654 32.008 33.025 31232 25300 24.409 23.301 32.524 29789 ..
50.053 48.807 32548 46722 35204 57809 53.665 40.277 42973 42532 ..
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Figure 2: Excerpt of the daily consumption published
dataset.

The second publisher model (denoted day/night consump-
tion) describes each of those 4,622 time series with the dou-
ble of time points since the aggregation is done by grouping
the original timestamps by half days: the published dataset
provides the sum of consumption computed over daytime or
nighttime hours, for each day in the corresponding period
of time. More utility is preserved by this publisher model
since the publication of aggregation over smaller time win-
dows allows more fine-grained analysis of the resulting time
series, e.g., whether there are significant differences between
day and night consumption among specific groups of users.
In order to find a good trade-off between privacy and util-
ity, it is useful to measure and possibly compare the re-
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Figure 3: Cumulative distribution of re-identification risk for three publisher models of the ISSDA dataset

identifications risks raised by different publisher models for
a same attacker model. We have conducted such a com-
parison of the two above publisher models for the ISSDA
dataset, depending on the size [ of the background knowl-
edge of an attacker (i.e., the number of time points for which
the aggregated consumption values are known).

The results are summarized in Figure 3 (a) and (b) that
show the cumulative distribution of the risk Risk(s, S) for
each time series s in S for [ varying from 1 to 3: each point
denotes the number of users having at most a given value of
risk.

For both daily and day/night consumption publisher mod-
els, the plots show that the re-identification risk is low when
the adversary knows only a single consumption value for
their target: 90% of users have a risk of re-identification less
than 0.1.

In both models however, the risk increases dramatically with
the length of the knowledge of the adversary, even with just
two or three known values. In particular, with | = 3, we
have that 99% of users are re-identifiable with while with
I = 2, this percentage is around 87% and 93% respectively
for the daily consumption publisher model (Figure 3 (a))
and for the day/night consumption publisher model (Figure
3 (b)).

For the daily consumption publisher model, Figure 3 (c)
shows that if we consider an attacker model based on know-
ing values on consecutive slots only, for | = 2 the number
of users with maximum risk decreases from around 87% to
around 70%, and the corresponding curve is generally higher
than the one in Figure 3 (a). Similar results are obtained for
the day/night consumption model. This shows a dangerous
underestimation of the risks if we do not consider the worst
combination of time slots for which values are known in the
modeling and simulation of re-identification attacks.

3.3 The EXPERT approach

EXPERT [14] is a generic and modular framework for pre-
dicting and explaining privacy risks of various type of data
by using supervised machine learning techniques and post-
hoc explanation methods. In Sections 3.3.1 and 3.3.2, we
describe how we have tailored EXPERT to the prediction
and the explanation of re-identification risks of time series
and we report on the results on the ISSDA dataset.

3.3.1 Supervised learning the prediction model

The accuracy of the predicting model learned by EXPERT
depends on the availability of quality training datasets. We
build such training datasets by applying the PRUDENCE

approach (Section 3.2) to a sample of the target published
time series datasets (ISSDA daily or day/night consump-
tions). We discretize the training datasets in high risk and
low risk. This is a common practice in privacy risk predic-
tion [15] as the aim of the prediction is to detect individuals
that have an important risk of being re-identified. Based
on Figure 3 (a) and (b), the resulting training datasets are
highly imbalanced. For this reason we focus on learning the
re-identification risk for attacker model corresponding to an
attacker knowing [ = 2 values appearing in the time series,
which is the case where the risks is the least imbalanced be-
tween users (compared to the cases | = 1 and [ = 3). To
overcome the imbalance, we exploit the SMOTE oversam-
pling algorithm [4]. For each dataset we split it into training,
validation and test set, corresponding respectively to 70%,
20% and 10% of the dataset.

For learning the predicting model we have used Bi-LSTM
with the following structure: 2 Bi-LSTM layers (the first
of 35 neurons, the second of 20) with recurrent dropout set
at 0.30, activation function sigmoid, binary cross entropy
as loss and AdaDelta as optimizer[27]. Finally, we set the
batch to 64 and we trained the networks for 20 epochs with
early stopping, to avoid overfitting, of 3 epochs.

Attacker | Publisher | Avg Prec | Rec | F1
model model - R .
: macro . . .
Gaps Daily weighted | 0.72 | 0:69 | 0.70
Day/ macro 0.71 0.73 1 0.67
Nialt weighted | 0.79 | 0.67 | 0.68
Dy macro | 0.65 | 0.66 | 0.65
Cont Y weighted | 0.69 | 0.61 | 0.64
Day/ macro 0.64 0.63 | 0.64
Night weighted | 0.69 | 0.60 | 0.62
Table 1: EXPERT results (Precision/Recall/F1) on the

ISSDA daily and day/night datasets for the ”Gaps” and
” Continguous” attacker model.

We report our results in Table 1, where prediction perfor-
mance is given for the daily and day/nigh publisher models
depending on the two attacker models considered in Section
3.2 : either the attacker knows 2 values that are not nec-
essarily consecutive (referred to as Gap), or 2 consecutive
values (referred to as Contiguous). The performance are re-
ported both with the macro and the weighted average. In
the first case, the scores are calculated as the mean of all
the per-class scores, while in the second case, the weighted
mean takes into account the imbalance between classes by
weighting each score by the corresponding class support.



The results do not show a high accuracy of the risk predic-
tion. This can be explained by the fact that in the ISSDA
daily and day/night datasets, the majority of the series are
classified as high risk. In such cases where the training data
are imbalanced, it is difficult to train the predictor correctly,
having to resort to oversampling techniques and to limit
overfitting.

3.3.2  Post-hoc explanations of re-identification risks

We have used SHAP (SHapley Additive exPlanations) [13],
a post-hoc, agnostic method which assigns an importance
value to each of the elements in input. SHAP requires some
input data on which it can perform the procedure, derived
from game theory, for computing the SHAP values by con-
sidering each element as a player in a team, and by making
the team play with or without it to determine its impor-
tance. In our setting, we have exploited the DeepExplainer
of SHAP, tailored for deep learning models, which imple-
ments a high-speed approximation of SHAP values based
on a variant of DeepLIFT[22]. For providing representative
input data, we have passed the centroids of a K-means clus-
tering algorithm performed over the training dataset, with
K = 100.

Two examples of the resulting explanations are presented in
Figure 4 for the ISSDA daily and day/night datasets. Each
important element for the classification is identified with the
position number in the time series (for example 2010-12-27
for the ISSDA daily dataset or 2019-10-10 night for the
ISSDA day/night dataset) with the associated importance
value (e.g., =1.009 or -0.05217). The figure shows the most
important time slots highlighted in red (respectively in blue)
that lead to the prediction of high risk (respectively weak
risk) for the considered time series.

higher = lower

0.4221 0.2221 -0.02215 0.1779 0.3779 l“’[:“l);;“:w 0.7779 0:96 1.178 1.378 1.578
) ) ) ) ) ) ) ) ) (K
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2009-10-10 night = -0.05217 | 2009-10-11 night = -0.09345

Figure 4: Two examples of SHAP local explanations for the
ISSDA daily and day/night datasets.

4. MEMBERSHIP INFERENCE RISKS

Following one of the publisher models described in Section
2.3, we consider an aggregate as being a time series obtained
by averaging at each timestamp the values of multiple indi-
vidual time series.

Our approach consists in choosing a well-adapted machine
learning algorithm to predict whether a given target indi-
vidual time series is likely to be part of a given aggregate
and designing a training framework to obtain an accurate
attacker model. It is inspired by recent works [20] in the Ma-
chine Learning research field that follow the shadow training
technique [21] and consist in training an adversarial machine
learning model to learn a model of membership inference at-
tack against a target machine learning model. Such learned
models are used to infer that a data record is present in
the training dataset. A similar shadow training approach is

used in [18; 17; 2] to model membership inference attacks
against aggregates.

4.1 Methodology

To learn the prediction model of a membership inference
attack (MIA), we select a set of target time series in the
original time series, and for each of them, we build a bal-
anced training dataset with k aggregate series containing
the target series and k aggregate series that do not contain
it. This dataset is then used to train a binary classifier that
can perform the MIA for the corresponding target. Note
that each classifier is specific to the individual target series
used to design the training dataset: It can be used only for
the same individual but, of course, for different aggregates
and for any time period possibly different from the training
one.

To evaluate the performance of the attack classifier, one can
build another set of test aggregates Ates: from the same ini-
tial population. This test set can be acquired at a different
time period and with different aggregated series than in the
training set to simulate an attacker with knowledge about a
different time period than the one he/she chooses to attack.
The trained binary classifier is then tested on Aest and the
accuracy is reported for each model.

The MIA Risk score is defined as the model accuracy score
on all the aggregates of the test set: risk = (True Posi-
tive + True Negative) / (True Positive + True Negative +
False Positive + False Negative). A score of 1 means that
the classifier performs perfectly (so the risk is maximum)
while a score of 0.5 means that the classifier gives random
predictions (because of the binary classification) and is not
able to detect the target (i.e. the MIA failed). Note that
other performance measures that put a strong emphasis on
the aggregates that do contain the target series (i.e. the
positive examples) could be considered as well (e.g. the F-
measure, the true positive rate at a low false positive rate
[3]) to define the MIA risk.

4.2 Choice of the classifier

Using a simple classifier (e.g. logistic regression [5]) would
require handcrafting a number of features from the time
series in order to give a fixed-size vector as input to the
classifier (whatever the length of the series) and to tackle
misaligned series. For instance, series from different time
periods in the train/test sets could be misaligned. As hand-
crafted features, one can use traditional time series features
such as its mean, slope, min, max, var and some spectral or
wavelet transform features [1].

To be less dependent on the chosen features we have se-
lected the recent, efficient, and very effective Minirocket [6]
time series classifier. This classifier builds a fixed number of
random convolutions that are then used as features by a lin-
ear classifier. Similarly to deep learning-based approaches,
Minirocket automatically learns a good representation of the
series (by means of the convolution kernels) that allows a
non-temporal classifier (here, the linear classifier) to obtain
excellent results for time series classification.

4.3 Experimental results on the ISSDA dataset

We use the half-hourly ISSDA dataset described in Section
2.2. To create our training/test sets, we have generated
aggregates of size up to 2000 and of length up to 6 months
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Figure 5: Average membership inference risks in function of the aggregate size, series length and oddness score.

(8640 timestamps). We study the impact of this size and
length in the following.

The target individual time series were selected with different
oddness scores. The oddness score is an estimation of the
potential impact of a time series over the general population
(i-e., the mean consumption). The higher this score for an
individual series the further the series is from the population
mean and, as shown below, the easier the MIA. The odd-
ness score O over the set of series S and time period 7 is

defined as follow: Vs € S,0, = \/ZteT(aTg_(‘s)ﬁss’t)z. We

split the population according to the score distribution into
four equal-size groups and select 10 target series from each
group (i.e., in total, we learn/test 40 different classifiers for
40 different targets). The group ”GO0” contains series with
the lowest oddness score while ”G3” contains the strongest
outliers which should be easier to attack.

The goal of our experiments is to measure how the member-
ship inference risk depends on the aggregate size, the time
series length, and the oddness score of the target.

Figure 5 summarizes the results obtained when the test set
is designed from the same time period as the training set
(but for different aggregates that do not overlap between the
train/test) which corresponds to an attacker having a strong
background knowledge. Lighter cells correspond to higher
membership inference risk (averaged for all targets), i.e. a
higher mean accuracy for all tested targets. As expected,
publishing longer series leads to more successful MIA (the
cells are lighter in the right parts of the sub-figures) since the
classifier has access to more information to make a decision.
Larger aggregate sizes are harder to attack since the impact
of individual series is smoothed by the other members of the
aggregate. The more distinct the target is, the easier it is to
detect its presence inside an aggregate whatever the size and
length of the aggregate: sub-figure d) which corresponds to
G3 is overall much lighter than subfigure a) which corre-
sponds to GO. Overall, publishing small aggregates over a
”long” time period increases MIA risks. The oddness score
of each individual should also be taken into account. All
individuals in G3 are much more at risk than individuals in
GO.

Figure 6 shows the MIA risk for fixed-length series (of 1440
timestamps) when the test set is designed with series from a
different time period than the training set (one year after).
As in Figure 5, the risk is directly correlated to the aggre-
gate size and the oddness score of the target series. However,
compared to the previous results on the same time period,

we can see that the risk decreases quickly (but the predic-
tions are better than a random guess) when the aggregate
size is higher than 100 and stays low for all aggregate sizes
in the GO group (i.e. when the oddness score is the low-
est). This shows that direct MIA is, unsurprisingly, less
risky when the attacker does not have data from the target
attacking period.
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Figure 6: Average membership inference risks (accuracy) on
the test set, function of the aggregate size and oddness score
(GO to G4). —T— = 1440 when training and test sets are
collected from different time periods.

5. DATA RECONSTRUCTION RISKS

In this section, we address the problem of automatically de-
tecting whether a publisher model is vulnerable to attacker
models based on a formal approach in which publisher and
attacker models are specified by queries. More precisely, a
publisher model is expressed as utility queries specifying ag-
gregate information that it seems useful to publish, while
attacker models are expressed as privacy queries specifying
data reconstruction attacks. In such an approach, a data re-
construction risk is formalized as the possibility of deriving
an answer to a privacy query from some answers of utility
queries. In [9], in order to deal with time series datasets,
we have designed and implemented an algorithm that au-
tomatically detects all the data reconstruction risks raised
by utility and privacy queries that are temporal aggregate
conjunctive queries. In our framework, the utility queries
are intended to be evaluated over private temporal knowl-
edge graphs (which capture time series and their associated



meta-data in a uniform RDF data model) in order to build
a public time series dataset (also in the form of a temporal
knowledge graph).

The distinguishing point of our approach is to be data-
independent and to come with an ezplanation based on the
query expressions only. This explanation is intended to help
data publishers to understand the data reconstruction risks
for a given publisher model faced to a set of attacker models
so that they can adapt their publisher model to mitigate the
risks. Before summarizing our approach, we first illustrate
it on the RDF version of the IRSSA dataset described in
Section 2.2.

5.1 IHlustration on the RDF ISSDA dataset

We assume that the publisher and attacker models are spec-
ified as queries over a common RDFS ontology *.

Let us suppose that the publisher model specifies that it
useful to publish:

(1) for each customer’s number, their smart meter number;
(2) for each customer’s number, their yearly income if it is
more than 75000 and if they own their home;

(3) for each smart meter number, the sum of consumptions
computed every hour over the measurement readings of the
previous 3 hours.

This can be translated into the utility queries shown below
by using SPARQL-like query language.

The utility queries expressing the publisher model

UQl: SELECT 7?sm 7o
WHERE { ?sm issda:
associatedOccupier 7o
7?0 issda:nb0fPersons 7?n.
}
UQ2: SELECT 7o 7y
WHERE { 70 issda:yearlyIncome 7?7y
70 issda:own ?s. FILTER(?7y >
75000) }
UQ3: SELECT ?sm ?timeWindowEnd SUM(7c)
WHERE {(?sm issda:consumption 7?c,
?7ts)}.
GROUP BY 7?sm ?7timeWindowEnd
TIMEWINDOW (3h, 1h)

Now, suppose that the attacker model targets the following
data reconstruction:

- the association between their smart meter number and
their yearly income;

- their energy consumption measurements aggregated over
intervals of 6 hours.

This can be translated into the following privacy queries
for which no answer should be inferred from the published
dataset.

The privacy queries expressing the attacker model

PQ1: SELECT 7?sm 7?7y
WHERE {?sm issda:
associatedOccupier 7o
70 issda:yearlyIncome 7?7y}
PQ2: SELECT 7?timeWindowEnd SUM(?7c)
WHERE {(?sm issda:consumption ?c ,
?7ts)}
GROUP BY “?timeWindowEnd
TIMEWINDOW (6h, 6h)

4available at  https://raw.githubusercontent.com/
fr-anonymous/puck/main/issda\_schema.ttl

With our approach, we can automatically detect several data
reconstruction risks of the publisher model expressed by the
above utility queries faced to an attacker model expressed
by the above privacy queries, and provide the following ex-
planations to the data publisher:

1) The first data reconstruction risk is due to the possibility
of inferring an answer to PQ1 by combining answers to the
utility queries UQ1 and UQ2.

2) The second data reconstruction risk is due to he possibil-
ity of inferring an answer to PQ2 from answers to the utility
query UQ3 because:

a) PQ2 and UQ3 compute the same aggregate under the
same conditions;

b) groups of UQ3 are partitions of groups of PQ2;

¢) and finally, all time windows of PQ2 can be obtained as
disjoint unions of some time windows of UQ3.

Based on the above explanations, the data publisher could
modify his/her publisher model, for example by:

- removing one the utility queries UQ1 or UQ2;

- modifying the time window in UQ3, for instance by mod-
ifying the step between each consumption computation.

5.2 Algorithmic approach

The formal framework and the full characterization of pri-
vacy risks are described in [9]. Here we just summarize, and
illustrate through examples, the principles underlying the
verification algorithm: based on the query expressions only,
it checks whether an answer of one the privacy queries can
be inferred from answers to some utility queries.

In their most general form, the (privacy and utility) queries
have 4 parts:

(i) a graph pattern that is an abstract specification (using
a certain query language such as SPARQL) of the combi-
nations between attributes/properties to be satisfied by the
searched data ;

(ii) a set of constraints on the values of some of these at-
tributes/properties to filter more precisely the searched data,
using the FILTER constructor;

(iii) a group by part to specify the attributes/properties for
which we want to group the searched data having the same
values for those attributes/properties, using the GROUP
BY constructor ;

(iv) a result defining the target attributes/properties the
values of which must be returned by the query evaluation,
and possibly aggregates to be computed on groups (specified
in the group by part) using a given aggregate function.
When the aggregate function is computed on a dynamic
property (such as issda:consumption in the ISSDA RDF
dataset), time windows over which the aggregation must be
computed must be specified. It is done using the TIMEWIN-
DOW constructor with two parameters: a size to express the
duration of each time window, and a step to express the time
interval separating consecutive time window, which can thus
be sliding (like in the UQ3 query of Section 5.1) or tumbling
(like in the PQ2 query of Section 5.1).

The verification for a simple privacy query (i.e., without
FILTER and GROUP-BY) against a set of any utility queries
consists in checking whether the pattern of the privacy query
is a sub-pattern of the union of patterns of some utility
queries possibly joined by constraining some of their result
attributes/properties to be equal. If this is the case, the
corresponding utility queries are said risky for the privacy



query.
For example, up to variable renaming, the graph pattern of
the SPARQL privacy query PQi:

7x1 issda:associatedOccupier 7x2 .

7x2 issda:yearlylncome 7y2

is a sub-pattern of the pattern:

7x1 issda:associatedOccupier 7x2.

7x2 issda:nbOfPersons 7n.

7x2 issda:yearlylncome 7y2

which is the joined union of the graph patterns of the two
utility queries UQ1 and U@z obtained by equating the out-
put variable 7yl of UQ: with the output variable ?7z2 of
UQ>.

This can be automatically detected, independently of the
data. This exhibits a case where an answer to the privacy
query PQ; can be derived from two answers to utility queries
(for which the output variable 7yl of UQ: and the output
variable 7z2 of UQ2 are instantiated with the same individ-
ual in the data).

For complex privacy queries, with FILTER and/or GROUP-
BY constructors, we have to check in addition:

1. when the privacy query has a FILTER constructor,
whether the FILTER constraints of the privacy query
are compatible with the conjunction of FILTER con-
straints of the risky utility queries. This can be done
using a CSP solver °

2. when the privacy query has a GROUP BY constructor,
whether its graph pattern is isomophic (possibly up to
a variable freezing) to the union of the graph patterns
of the risky utility queries and its aggregate function is
the same and applies to the same variable as at least
one of the risky utility queries. This is the case for
PQ2 and UQ3 in Section 5.1.

3. when , in addition, the privacy query has a TIMEWIN-
DOW constructor, whether a time window for the pri-
vacy query can be obtained as the union of time win-
dows of the risky utility queries when the aggregate
function is MAX or MIN;, or as the disjoint union of
time windows of the risky utility queries when the ag-
gregate function is SUM or COUNT °. This can be
done using diophantine equation solver .

6. CHALLENGES FOR FUTURE WORK

In this paper, we have presented several approaches able
to detect different types of privacy risks raised by publish-
ing aggregates of (univariate and aligned) time series. We
have highlighted some interpretable metrics (unicity, odd-
ness) useful to measure the vulnerability to privacy risks of
a time series dataset. We have also evaluated experimentally
how the combination of some parameters of publisher and
attacker models impact the risk. Finally, we have shown

SWe used the python CSP
https://pypi.org/project/ CSP-Solver/

We do not consider explicitly AVG because it can be com-
puted by the union of 2 queries, one for computing SUM
and the other one for computing COUNT.

"We used the Diophantine mod-
ule of the python SymPy library

library:

https://docs.sympy. org/latest/modules/solvers/diophantiné.html

that machine learning approaches can be applied for pre-
dicting risk when formal methods or systematic simulation
of attacks cannot be conducted. Depending on the meth-
ods used, we have indicated that some explanations can be
provided to data publishers for helping them to understand
and mitigate privacy risks. Here is a list of open challenges
that should be considered:

e Evaluate the scalability of the methods to the length
and the number of time series in real-world datasets
(e.g. more than 35 Million time series for the French
electrical provider, Enedis).

Extend the models and the algorithms presented in
this paper to more complex times series encountered
in practice that may be multivariate and not neces-
sarily aligned. The intrinsic complexity of systematic
simulation approaches (such as the one presented in
Section 3.2) is a limitation for their scalability. How-
ever, this is not such an important problem if they are
used to build training datasets from which models can
be automatically learned to predict privacy risks.

Study the reliability of machine learning methods for
modeling risk prediction on time series. Quantify-
ing correctly the privacy risks using machine learn-
ing models requires machine learning methods with
high accuracy. One challenge, outlined in Section 3.3,
occurs when, by construction, the training dataset is
highly imbalanced, thus making the accurate learning
of the predictor very difficult for most of classifiers.

For the approach described in Section 4 where we have
seen that the learned model predicting membership
inference risk performed worse when it is applied to a
time period different from the one used in the training
phase. It is a typical domain adaptation problem [23]
that is made more complex because of the temporal
aspect of the data and the multiple distribution shifts
that can occur.

e Study how the use of machine learning techniques for
predicting privacy risks can be used to construct inter-
pretable explanations. A trade-off between prediction
performance and interpretability should be achieved
to obtain relevant explanation feedback with post-hoc
explanation methods such as SHAP [13] or ANCHORS
[19] applied to black-box prediction models.

The deployment of formal methods, generalizing the
one presented in Section 5, able to guarantee privacy
by design based on a formal specification and auto-
matic verification of publisher models compared to at-
tacker models. This should allow to consider in partic-
ular attacker models corresponding to more abstract or
less precise background knowledge about target users
(e.g. holidays habits, heating habits, presence of a
swimming pool, religion, etc.).
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