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ABSTRACT

Two interlocking research questions of growing interest and im-
portance in privacy research are Authorship Attribution (AA) and
Authorship Obfuscation (AO). Given an artifact, especially a text
t in question, an AA solution aims to accurately attribute ¢ to
its true author out of many candidate authors while an AO so-
lution aims to modify ¢ to hide its true authorship. Traditionally,
the notion of authorship and its accompanying privacy concern
is only toward human authors. However, in recent years, due
to the explosive advancements in Neural Text Generation (NTG)
techniques in NLP, capable of synthesizing human-quality open-
ended texts (so-called “neural texts”), one has to now consider
authorships by humans, machines, or their combination. Due
to the implications and potential threats of neural texts when
used maliciously, it has become critical to understand the limi-
tations of traditional AA/AO solutions and develop novel AA/AO
solutions in dealing with neural texts. In this survey, therefore,
we make a comprehensive review of recent literature on the at-
tribution and obfuscation of neural text authorship from a Data
Mining perspective, and share our view on their limitations and
promising research directions.

1. INTRODUCTION

Natural Language Generation (NLG) is a broad term for Al tech-
niques to produce high-quality human-understandable texts in
some human languages, and often encompasses terms such as
machine translation, dialogue generation, text summarization,
data-to-text generation, Question-Answer generation, and open-
ended or story generation [72, 119]. Among these, in particular,
this survey focuses on the open-ended text generation aspect of
NLG. Since the advent of the Transformers architecture in 2018,
the field of NLG has experienced exponential improvement. Be-
fore 2018, leading NLG models were only able to generate a few
sentences coherently. However, after adopting the Transformer
architecture into deep learning-based Language models (LMs),
NLG models could generate more than a few sentences (i.e., =
200 words) coherently. GPT-1 [92] by OpenAl is one of the first
such NLG models. Since then, many other Transformer-based
LMs with the capacity to generate long coherent texts have been
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Figure 1: The figure illustrates the quadrant of research prob-
lems where (1) the GRAY quadrants are the focus of this survey,
and (2) The BLACK box indicates the specialized binary AA prob-
lem to distinguish neural texts from human texts.

released (e.g., FAIR [16, 82], CTRL [59], PPLM [25], T5 [94], Wu-
Dao ). In fact, as of February 2023, huggingface’s [113] model
repo houses about 8,300 variants of text-generative LMs?. In this
survey, we refer to these LMs as Neural Text Generator (NTG)
since they are neural network-based LMs with text-generative abil-
ities. Further, we refer to the texts generated by NTG as “neural”
texts 3, as opposed to normal texts written by humans as human
texts.

As the qualities of NTGs improve, neural texts become more eas-
ily misconstrued as human-written [18, 45, 52, 108, 117], exac-
erbating the difficulty of distinguishing neural texts from human
texts. For instance, therefore, such a text generation capability
can be misused to generate misinformation [13, 14, 117], fake re-
views [3] and political propaganda [109] at scale with little cost.
These problems lead to the need to effectively distinguish neu-
ral texts from human texts, the so-called Neural Text Detection
(NTD) problem, which is a sub-problem of a widely studied prob-
lem in the privacy community-i.e., authorship attribution. In
fact, two interlocking research questions in privacy research, heav-
ily studied but of growing interest, are Authorship Attribution
(AA) and Authorship Obfuscation (AO). Given an artifact, espe-
cially a text ¢ in question, an AA solution aims to accurately at-

https://github.com/BAAI-WuDao
2https://huggingface.co/models?pipeline_tag=
text-generation

30ther names for neural text include Al(-generated) text [66],
Machine(-generated/written) text [1, 5, 36, 38, 45, 89, 96, 104,
107, 108, 117], Artificial text [67], Computer-generated text [102],
Deepfake text [91], Auto-generated text [85], and Synthetic text
[13, 27, 46, 81].


https://huggingface.co/models?pipeline_tag=text-generation
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Figure 2: Illustration of both AA and AO problems on neural texts
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Figure 3: Evolution of Neural Text Generators (NTGs) from 2018
to 2023 (Y -axis is a log plot of # of parameters).

tribute ¢ to its true author out of k candidate authors while an
AO solution aims to modify ¢ to hide its true authorship. There-
fore, NTD is a specialized case, a Turing Test, of AA with k = 2
authors (i.e., human vs. machine). Figure 1 illustrates the quad-
rant of research problems, while Figure 2 illustrates how both AA
and AO problems work hand-in-hand.

Traditionally, the notion of authorship and its accompanying pri-
vacy concern in both AA and AO problems are only toward hu-
man authors. However, with the arrival of generative Al tech-
nologies and due to the potential threats of misused neural texts,
one now has to consider authorships by humans, machines, or
their combination, and re-thinks about effective solutions for both
AA and AO problems for neural texts. Hence, to guide these de-
velopments, in this survey, we provide a detailed analysis of both
AA and AO problems, their existing solutions, and our perspec-
tive on the open challenges. As both AA and AO problems are es-
sentially computational learning problems, we discuss the land-
scape from A Data Mining Perspective and call attention to the
security challenges that need to be solved. We believe that the
issues of these novel AA/AO problems for neural texts are “nu-
anced” and therefore require nuanced solutions from the Data
Mining and Machine Learning community.

2. NEURAL TEXT GENERATION

We first select a handful of Neural Text Generator (NTG) that we
focus on in this survey, and introduce a list of popular datasets
with neural texts.

2.1 Neural Text Generators (NTGs)

Those NTGs studied in this survey are large-scale probabilistic

LMs that are capable of generating long-coherent texts (e.g., =

200 words). These LMs are trained on massive amounts of un-

structured texts. Based on its architecture structure (e.g., encoder-
decoder or decoder only), these LMs use a prompt, a snippet of
human-written text, to guide the generation of texts, emulating

the most similar style from the training set and predicting one to-

ken at a time. Recent works such as [72, 119] survey these NTGs

in detail. The progress of NTGs in recent years has been expedi-

tious. As shown in Figure 3, for instance, the sizes of NTGs with
respect to their parameters are growing at an exponential rate,

yielding the rapid improvement in the quality of neural texts, thus
exacerbating the AA/AO problems. Table 1 shows a summary of
state-of-the-art NTGs, where many entries are drawn from [107,

108].

Within LMs, in particular, hyperparameters matter a great deal
when generating texts. The choice of these hyperparameters, re-
ferred to as decoding strategies, greatly affects the quality of gen-
erated neural texts. According to [50], there are 6 decoding strate-
gies: (1) Greedy sampling selects the best probable word, (2) Ran-
dom sampling does a stochastic search for a sufficient word, (3)
Top-k sampling samples from top-k most probable words, (4)
Beam search searches for most probable candidate sequences,
(5) Nucleus (Top-p) sampling samples similar to top-k, but its
focus is on the smallest possible set of top words, such that the
sum of their probabilities is = p, and (6) Temperature scales log-
its to either increase or decrease the entropy of sampling. NTG
models often use Top-k sampling, Beam search, Nucleus (Top-p)
sampling, and Temperature decoding strategies as they produce
higher quality texts than other decoding strategies. In fact, [50]
reports that neural texts generated with the Nucleus (Top-p) sam-
pling strategy are more challenging to attribute authorships.

2.2 Neural Text Datasets

To investigate both AA/AO problems for neural texts, one needs

benchmark datasets of neural texts. Table 2 describes a list of
publicly available datasets that contain neural texts. Labels of
the texts in the datasets are either binary (neural vs. human text)

or multi-class (having multiple neural texts generated by differ-

ent NTGs vs. 1 human label). The majority of recent studies

have focused on the binary case of the Turing Test to check if
a given text is written by a human author or machine (i.e., one

of NTGs). Researchers utilized clever labeling and generation

methods to build datasets: (1) Binary dataset: Researchers first

collect human-written texts (e.g., news, blogs, stories, or recipes)

and use snippets of these texts as prompts to the chosen NTG to

generate a machine-written (neural) text. (2) Multi-class dataset:

Starting with human-written texts as prompts, this generates mul-
tiple neural texts by using different NTG architectures (i.e., hu-

man vs. GPT-1, GROVER, PPLM, etc.), different pre-trained sizes

of the same NTG architecture (i.e., human vs. GPT-2 small vs.

GPT-2 medium vs. GPT-2 large vs. GPT-2 XL, etc.), different de-

coding strategies (i.e., human vs. GPT-2 top-k vs. GPT-2 top-p,

etc.).



NTG Author Description
GPT-1 [92] OpenAl It used Transformers to model a simple concept - to predict the next token, given the previous token.
GPT-2 [93] OpenAl ) GPT-1 sga?ed up. There are 4 GPT-2 pre-.tr.ained models - small (124 million par.afneters),
medium (355 million parameters), large (774 million parameters), and x-large (1558 million parameters)
GPT-3 [13] OpenAl GPT-2, scaled up - increasing parameter and train data size.
Similar to GPT-2 architecture and trained to generate political news. There are 3
GROVER [117] AllenAl pre-trained models: GROVER-base, Glg?OVER—large, GROVER-mega
CTRL [59] Salesforce Conditional Transformer LM For controllable generation uses control codes to guide generation
XLM [20] Facebook A Cross-lingual Language Model trained on various languages. Only the English model is used for AA
XLNET [116] Google A generalized auto-regressive pre-training method that adopts the Transformer-XL framework
FAIR_wmt has 3 language models - English, Russian, and German. Only the English
FAIR_wamt [16, 82] Facebook model* is used, which has 2 models - WMTI9 [82] and WMT20 [16].
TRANSFORMER_XL [24] Google Another Transformer model that learns long-term dependency to improve long coherent text generation
The Plug and Play Language Models (PPLM) model upon GPT-2 by fusing the GPT-2 medium with a bag of
PPLM [25] Uber words (BoW) models. These BoW models are legal, military, monsters, politics, positive_words, religion,
science, space, technology. PPLM can plug in any GPT-2 pre-trained model to generate texts
Switch Transformer [35] Google Google uses a switch Transformer to build a sparse neural LM with 1.6T parameters are built
GPT-Neo [42] EleutherAl EleutherAl replicates GPT-3’s architecture. There a 2 model sizes - 1.3B and 2.7B parameters
GPT-NeoX [12] EleutherAl A 20 billion parameter autoregressive replication of GPT-3.
A 6B parameter model similar to the GPT-Neo and GPT-NeoX that uses Mesh Transformer JAX [111]
GPT-J [112] EleutherAl . . o5
framework to train the model with Pile” dataset, a large curated dataset created by EleutherAl
TS5 [94] Google An encgder—decoder text-to-text Transformer-based model.
T5 has 5 pre-trained models - T5-small, T5-base, T5-large, T5-3b, and T5-11b
BART [71] Facebook This is another encoder-decoder Transformer-based LM, most effective when fine-tuned
PaLM [17] Google PaLM stands for Pathways Lz.mguag.e Mod,el. It is a dense decoder-only Transformer-based
model trained with [7]’s pathways system framework
Meta’s response to GPT-3. OPT-175B uses a similar framework to GPT-3
OPT-175B [121] Meta but the training costs 1/7th the carbon footprint of GPT-3.
. GeDi stands for Generative Discriminator Guided Sequence Generation. Similar to PPLM,
GeDi [63] Salesforce . . . . Lo
GeDi controls text generation using small LMs as generative discriminators

Table 1: Description of state-of-the-art Neural Text Generators (NTGs).
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Figure 4: Number of AA solutions for NTD per category in the
Taxonomy

3. AUTHORSHIP ATTRIBUTION FOR
NEURAL TEXTS

Traditional AA problem studies the attribution of an author to a
piece of written text out of a number of possible authors. How-
ever, in the literature, researchers have also studied a few vari-
ations of the AA problem. For instance, the Author Verification
(AV) problem [8, 60, 60, 100, 101, 105] studies if the given two
texts, 1 and fp, are written by the same author? With the rise of
neural texts, in addition, a specialized case of AA problem, NTD
(5, 44, 51, 104, 107, 117], studies: By and large, however, a good
solution for the standard AA problem can lead to a good solution
for other variations of the AA problem. As such, we focus on the
survey of the standard AA problem for neural texts. Thus, our
paper formally defines the AA task as follows.

DEFINITION OF AA FOR NEURAL TEXTS. Given a text t,
the AA model F(x) attributes the text t to its true author
k—i.e., k=F(x), which can be either a human or an NTG
author.

Stylometric
Attribution Glove-based
Attribution
Deep learning-
based Attribution
7 Transformer-
Autl‘lors!np Statistical based Attribution
ATt Attribution
for Neural Texts
Hybrid
Attribution
Human Evaluation
without Training
/V
Human-based
Evaluators
—

Human Evaluation

Energy-based
Attribution

Figure 5: Taxonomy of Authorship Attribution models for NTD

In the following, we survey recent AA solutions that are capable
of handling neural texts in different ways, as illustrated in Figure
5: Stylometric Attribution, Deep Learning-based Attribution, Sta-
tistical Attribution, and Hybrid Attribution.

3.1 Stylometric Attribution



Name Description Category Domain Labels
GPT-2 dataset 250K Webtext (Human dataset) vs. 250K GPT-2 .
[92] (small, medium, large, & XL) Binary News GPT-2 & Human
GROVER Using April 2019 news articles as the prompt, .
dataset [117] GIg{O{)/ER—Mega generated news argclesp Binary News GROVER & Human
TuringBench- Used 10K human-written news articles (mostly Human & 19 Machine
AA [108] Politics) from CNN, etc. to generate 10K articles Multi-class News labels (GPT-1, GPT-2
each from 19 NTGs. small, etc.)
TuringBench- The same dataset as Tu.ringBench—AA, except that ) 19 Human vs. Machine
TT [108] the datasets are 19 versions of human vs. each of Binary News combinations (GPT-2, etc.)
the 19 NTGs.
::i:ﬁﬁf;gf Use.d 1K human-written.art'icles to generate 1K Multi-class News 1 human vs 8 Machine
AA [107] articles each from 8 Artificial Text Generators labels (GPT-1, GPT-2, etc.)
Authorship The same dataset as Authorship Attribution-AA
o . . 8 humans vs Neural
Attribution- except that the datasets are 8 versions of human vs. Binary News ..
TT [107] each of the 8 NTGs combinations
Authorship The same dataset as Authorship Attribution-AA .
P . . . 1 human vs Machine
Attribution- except that the dataset is human vs. Machine Binary News (@ different machines)
TT mix [107] (which is a mixture of all the 8 NTGs)
2 datasets - (1) FULL: using a short prompt for a
Academic human-written paper generated an academic Academic
Papers paper using GPT-2; (2) PARTIAL: Replacing Binary Abstracts Human & Machine
& Abstracts [75] sentences from an Abstract with Arxiv-NLP model
generations
Hybrid Human- Using human-written text in domains - News, News, Human prompt &
Machine Text Reddit, and Recipes to generate continuations of Binary Reddit, Machine texts
[23] the text using GPT-2 XL Recipes
RAniqazon Fine-tuned GPT-2 on 3.6.M Amazon and 560K Binary Reviews Human & Machine
eviews [3] Yelp reviews
Generated texts with GROVER mega and GPT-2 Binary Online
Human-Machine XL with top-p decoding strategy. Paired (Human- .
. . . . . forums Human & Machine
Pairs [90] human-written texts with a similar neurally Machine & News
generated version pairs)
Using the GoodNews [11] dataset as the
NeuralNews human-written prompt to generate texts with . .
dataset [104] GROVER. Real images are included in each of the Binary News Human & Machine
articles.
Built dataset using 3 potential sources of neural text:
(1) open-ended text generators like GPT-2 & BLOOM ientifi te. translat
SynSciPass [95] (2) paraphrase models like SCIgen and PEGASUS and | Multi-class scientitic senerate, transiate,
. . . articles paraphrase, & human
(3) translation models like Spinbot, real,
Google translate, and Opus.
Collected tweets generated by Twitter bots
TweepFake [32] and grouped them into tweets generated by Binary Tweets Human & Machine
GPT-2, RNN, and other bots

Table 2: Datasets with neural texts

Stylometry is the statistical analysis of the style of written texts.
In traditional AA, stylometric classifiers are built using classical
machine learning models trained on ensembles of style-based
features such as N-grams, Part-of-Speech (POS), WritePrints [1],
LIWC (Linguistic Inquiry & Word Count)[87], Readability score,
and Empath [34]. This has been shown to be a successful ap-
proach for traditional AA tasks [68]. Due to such success, these
models have been adopted and customized to the task of NTD.

The first attempt at a stylometric classifier to solve the AA task for
k > 2 authors is the Linguistic model proposed by [107]. It trains
a Random Forest classifier with the Authorship Attribution-AA
dataset in Table 2 and extracts an ensemble of stylometric fea-
tures (e.g., entropy, readability score, & LIWC (Linguistic Inquiry
& Word Count) [87]). The entropy feature counts the number of
unique characters in the text. Readability scores represent the es-
timated educational level of the author of a piece of text based on
lexicon usage. LIWC is a psycho-linguistic dictionary that counts
the frequency of words that represents a psychological emotion
or linguistic structure [87]. This Linguistic model achieves a 90%
F1 score and outperforms all the other deep learning-based mod-
els. However, this superior performance is a result of the small
size of the dataset (only about 1k per data label) [107]. Scaling
up the data size in terms of labels and examples will make the

AA task harder, and therefore cause the Linguistic model to un-
derperform. This claim is confirmed in their second work us-
ing the TuringBench dataset [108]. They compared SOTA deep-
learning-based models (BERT and RoBERTa) with several stylo-
metric classifiers - SVM (3-grams), WriteprintsRFC, Random For-
est (w/ TF-IDF), Syntax-CNN, Ngram CNN, and N-gram LSTM-
LSTM. RoBERTa outperforms all the stylometric classifiers with
about a 10-22% increase in F1 scores.

To further explore the benefits of stylometric features leveraged
in the traditional AA community, [36] proposes a clever way to
use them. This solution aims to solve the special case of AA, Tur-
ing Test (TT). First, they identify different issues with NTGs which
can be captured by specific types of stylometric features. These
issues in neural texts are categorized into 4 types: (1) Lack of syn-
tactic and lexical diversity which can be captured with Named
Entity-tags, POS-tags, and neuralcoref extension® (a tool for us-
ing a neural network to annotate and resolve coreference clus-
ters) to detect coreference clusters; (2) Repetitiveness of words
which can be captured by collecting the number of stop-words,
unique words, and words from “top-lists” of total words in a text.
Also, a “conjunction overlap" measure is defined to calculate the

Shttps://github.com/huggingface/neuralcoref



Model Name Classifier Type Category |Learning Type | Interpretable Training dataset
GROVER detector [117] DL (Transformer-based)| Binary Supervised GROVER
GLIR [45] Statistical Binary | Unsupervised 4 GPT-2
GPT-2 detector [51] DL (Transformer-based)| Binary Supervised GPT-2
OpenAl detector [51] DL (Transformer-based) | Multi-class| Supervised GPT-2 & TuringBench-AA
RoBERTa-TT [108] DL (Transformer-based)| Binary Supervised TuringBench-TT
BERT-TT [108] DL (Transformer-based) | Binary Supervised TuringBench-TT
RoBERTa-Multi [108] DL (Transformer-based) | Multi-class| Supervised TuringBench-AA
BERT-Multi [108] DL (Transformer-based) | Multi-class| Supervised TuringBench-AA
TDA-based detector [67] Hybrid Binary Supervised v GPT-2
FAST [123] Hybrid Binary Supervised GPT-2 & GROVER
Energy discriminator [5] DL (Energy-based) Binary Supervised GROVER
MAUVE [89] Statistical Binary | Unsupervised v GPT-2 & GROVER
Distribution detector [38] Statistical Binary | Unsupervised v GPT-2
Feature-based detector [36] Stylometric Binary Supervised v GPT-2, GPT-3, & GROVER
Linguistic model [107] Stylometric Multi-class| Supervised v Authorship Attribution-AA
. . . Fake images w/ Human
DIDAN [104] Hybrid Binary Supervised vs. GROVER news
. . GPT-1, GPT-2, XLNet,
XLNet-FT [81] DL (Transformer-based) | Multi-class| Supervised & BART Reddit posts
Constra-DeBERTa [4] DL (Transformer-based) | Multi-class| Supervised TuringBench
Fingerprint detector [27] Hybrid Multi-class| Supervised GPT-2 bot subreddit posts
DistilBERT-Academia [75] DL (Transformer-based) | Binary Supervised GPT-2 Academia
abstract & paper
Sentiment modeling detector [3] DL (Glove-based) Binary Supervised GPT-2 Amazon Reviews
BERT-Defense [52] DL (Transformer-based)| Binary Supervised GPT-2 Large WebText
RoBERTa-Defense [91] DL (Transformer-based)| Binary Supervised GROVER
RoBERTa w/ GCN [54] DL (Transformer-based) | Binary Supervised GPT-2
DeBERTa v3 [95] DL (Transformer-based) | Multi-class| Supervised Gl;g%’;?gg%t{;gi?ﬁsgs’
Ensemble [39] DL (Transformer-based) | Binary Supervised TweepFake
CoCo [73] Hybrid Binary Supervised v GPT-2 & GROVER
DetectGPT [80] Statistical Binary | Unsupervised v GPT‘Z(;IE)TI_)IT’_;E}S}IE?(I&O_2'7’

Table 3: Authorship Attribution models (Binary & Multi-class) for NTD

overlap of the top-k words (k = 100,1K,10K); (3) Lack of coher-
ence which can be captured using entity-grid representation to
track the appearance of the grammatical role of entities. They
also use neuralcoref to detect coreference entity clusters; (4) Lack
of purpose which is captured using a lexicon-package, empath
[34] containing 200 linguistic features [36]. To evaluate the gen-
eralizability of these features, an ensemble of all the features is
used to build a classifier - Feature-based detector. This detec-
tor is trained and tested on different sizes of the GPT-2 models.
It is further evaluated on GPT-3 and GROVER texts. The classi-
fier performs consistently in detecting texts generated by GPT-3,
GROVER, and different model sizes of GPT-2, suggesting it is gen-
eralizable to different NTG model sizes [36]. Further results sug-
gest that some of the 4 categories of issues are prevalent in the
top-k decoding strategy. Also, more quality-focused features (es-
pecially ones focused on Lexical diversity) perform better than
statistical features such as the TF-IDF baseline.

Scaling up and creating a more realistic scenario, [27] collect 108
SubReddit blog posts generated by GPT-2 fine-tuned on 500K sub-
reddit posts and comments. Every 108 labels indicate the 108
users of SubReddit (r/SubSimulatorGPT2). These 108 authors are
detected using a set of features called “writeprints" features for
the AA model [27]. Writeprints [1] is a stylometric feature that
collects lexical, content-based, and idiosyncratic features as the
baseline. The writeprints classifier underperforms, compared to
the RoBERTa-based baseline models. Similarly, a stylometric clas-
sifier with 791 stylometric features based on [58] is used to detect
neural texts. This classifier has 4 categories of features: Charac-
ter; word, sentence, and Lexical Diversity features. The classifier is
an ensemble of classical ML models such as Random Forest and
SVM and the stylometric features. BERT, a non-stylometric clas-

sifier, outperforms these stylometric classifiers significantly [56].

Finally, stylometric classifiers are best used when the dataset size
is small. When data size increases, these models underperform,
allowing deep learning-based models to outperform significantly.
Thus, we conclude that stylometric classifiers can only be con-
sidered good baselines since they underperform when the prob-
lem scales up. Another limitation of stylometry is that it fails to
detect neural misinformation due to NTG’s capacity to generate
consistent misinformation [96].

3.2 Deep Learning-based Attribution
Stylometric classifiers struggle to accurately assign the true au-
thorship to human vs. neural texts. In Section 3.1, we observe
that some of the stylometric classifiers were outperformed by deep
learning-based models. Additionally, [96]’s findings of stylom-
etry failing to detect neural misinformation, further calls for a
different technique to solve the AA task for NTD. Therefore, re-
searchers have adopted and advanced deep learning-based tech-
niques for the attributing of neural vs. human text. These mod-
els can be further categorized into 3 types of deep learning-based
classifiers - Glove-based, Energy-based, and Transformer-based At-
tribution.

3.2.1 Glove-based Attribution

Glove is an unsupervised learning algorithm for extracting the
representation of words. It aggregates global word-word

co-occurrence statistics from a piece of text [88]. Using GloVe
word embeddings with RNN and LSTM-based neural networks
was considered SOTA until, 2018 (birth of BERT [26]). Thus Glove-
based classifiers now provide a good baseline for text classifi-
cation tasks. Some of the best-performing AA classifiers in the



traditional AA communities are an ensemble of stylometric fea-
tures + GloVe pre-trained models w/ a neural network architec-
ture. Several Glove-based classifiers have been used as baselines
for the NTD task. Syntax-CNN [120], N-gram CNN [99], and N-
gram LSTM-LSTM [53] are baselines for [108]. Embedding, RNN,
Stacked-CNN, Parallel-CNN, and CNN-RNN, are baselines for [107].
They demonstrated that Glove-based classifiers are unsuitable
for solving the AA problem when there are k > 2 authors. Fur-
thermore, the Fingerprint detector is compared with 4 baseline
models - Gaussian Naive Bayes, Random Forest, Multi-layer Per-
ceptron, and CNN classifiers using the Glove word embeddings
of the data. They underperform significantly [27].

Lastly, Sentiment modeling detector, a variation of sentiment neu-
ron used to learn a single-layer multiplicative LSTM (mLSTM)
[64] is used to detect texts generated by GPT-2 [3]. The goal is
to force the model to focus on a specified sentiment [3]. This
model outperforms and sometimes performs comparably with
the baseline - original mLSTM model [65], achieving a 70% accu-
racy in detecting GPT-2 generated Amazon and Yelp reviews [3].

3.2.2 Energy-based Attribution

Energy-based models (EBMs) are un-normalized generative mod-
els based on energy functions [70]. Using the energy functions,
EBMs model the probability distribution of its training data and
generates high quality data similar to the training set [70]. It is
also able to adapt to changes in the Language model. Due to
this capability, Energy-based classifier is proposed by [5] to de-
tect neural texts. This classifier is trained on 3 datasets of differ-
ent domains - Books, CCNews, and Wikitext. Three sizes of the
GPT-2 model are used for the generator architectures and three
architectures are used for the energy function - Linear, BiLSTM,
and Transformer. Their findings suggest that: (1) as the NTG in-
creases in size, the harder the AA task becomes; (2) the biggest
energy function (i.e. Transformer) performs the best in detecting
texts generated from large language models (e.g., GPT-2 Large &
XL); (3) as the length of texts increases, the task becomes even
more non-trivial; and (4) the classifiers are able to generalize to
data that it is not trained on.

In addition, EBMs are very expensive to train and do not scale
well [5]. While the Energy-based classifier performs well in the
AA problem, achieving over a 90% in all experiments, applying
the classifier to a much larger dataset is too expensive to justify.

3.2.3 Transformer-based Attribution

Since the advent of the Transformer architecture, the current SOTA
text classification models are Transformer-based models. Based
on Section 3.2.2, we observe that large models are better at de-
tecting neural texts. However, since EBMs are too expensive, sev-
eral researchers have adopted Transformer-based models (i.e.,
BERT, RoBERTa, etc.) for the AA tasks. In Section 3.1, most of the
stylometric classifiers were outperformed by Transformer-based
classifiers. This further supports the application of this classifi-
cation technique to the AA problem.

GROVER detector’ [117] is trained on texts generated by the GROVER

NTG. It is built with similar architecture as the GPT-2 classifier.
GROVER detector has been evaluated on neural texts generated
by different NTGs (GPT-2, FAIR, PPLM, etc.) [37, 107, 108, 123]. It
performs well at detecting neural texts generated by older NTGs

“https://grover.allenai.org/detect

(2018-2019), however, struggles at detecting more recent NTGs
accurately. For instance, GROVER detector achieved a 58% F1
score in detecting GPT-3 texts with the TuringBench dataset [108].
Next, GPT-2 has a detector trained to detect texts generated by
GPT-2 - GPT-2 detector® [51]. Just like GROVER detector, GPT-
2 detector has also been evaluated on neural texts generated by
different NTGs [40, 107, 108, 114] and more easily detects older
NTGs than newer NTGs. This is confirmed with GPT-2 detector’s
performance in detecting GPT-3 texts, achieving a 53% F1 score
[108]. The reason is that newer NTGs, such as GPT-3 tend to gen-
erate more human-like texts which confuse SOTA older AA mod-
els, like GPT-2 detector.

There are two RoBERTa-based models (base & large) trained on
GPT-2 dataset® in huggingface repo!?,!1. We call both the base
and large models, OpenAlI detector. This AA model has been eval-
uated on neural texts generated by different NTGs [108, 114]. Ope-
nAl detector is the same model as GPT-2 detector, except that Ope-
nAl detector has been re-purposed for the AA multi-class setting,
while GPT-2 detector remains for the AA binary setting. OpenAI
detector performs comparably to the AA models - BERT-Multiand
RoBERTa-Multi when evaluated on the TuringBench-AA dataset
(108]. BERT-Multi and RoBERTa-Multi are BERT and RoBERTa
base models, respectively trained on the TuringBench-AA dataset.
BERT-TT and RoBERTa-TT outperform GROVER detector and GPT-
2 detector when evaluated on the TuringBench-TT dataset [108].
BERT-TT and RoBERTa-TT are BERT and RoBERTa base models,
respectively trained on the TuringBench-TT dataset. BERT-TT,
outperforms all the models, including RoBERTa-TT significantly.
Furthermore, for all 19 pairs of human vs. NTG, no model con-
sistently outperforms all other models. In fact, GROVER detector
and GPT-2 detector performs poorly in detecting texts generated
by GROVER and GPT-2, respectively [108].

XLNet-FT is a fine-tuned XLNet classification model trained to
detect texts generated by GPT-2 [81]. The generalizability of the
model is evaluated on different subreddit post domains. XLNet-
FT performs consistently, achieving over a 90% accuracy in all
experiments, suggesting that it is generalizable [81]. However,
when XLNet-FT is further evaluated on neural texts generated by
top-p and top-k decoding strategy, there is a significant drop in
accuracy, suggesting that the AA model may not be generalizable.

Using an in-the-wild dataset concept, RoBERTa-Defense is evalu-
ated on 4 types of in-the-wild datasets [91]. In-the-wild datasets
are test sets generated from an entirely different NTG from the
training set. RoBERTa-Defense is trained on human & GROVER
Real news in Table 2 and compared to other SOTA AA models
- GLTR (with two different LMs - BERT & GPT-2 which results
in GLTR-BERT & GLTR-GPT2), GROVER detector, BERT-Defense,
and FAST. RoBERTa-Defense outperforms all other models signif-
icantly. BERT-Defense, a BERT model fine-tuned on GPT-2 Large
Webtext dataset in Table 2 from which RoBERTa-Defense is in-
spired is evaluated with different decoding strategies [52]. BERT-
Defense is trained and tested on neural texts generated by dif-
ferent decoding strategies - top-k, top-p, untruncated random,
and mixed (i.e., dataset containing equal amounts of each strat-
egy) [52]. The classifier trained on the mixed dataset is the most

8https://huggingface.co/openai-detector/
Shttps:// github.com/openai/gpt-2-output-dataset

10https:/ /huggingface.co/roberta-base-openai-detector
Whttps:/ /huggingface.co/roberta-large-openai-detector
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Breitbart quoted PAC Chair Jackie Henderson as saying, "Our Democratic
presidential candidates will need a lot of help and here's a fund to help
their voting programs in Iowa"; and 5.

Figure 6: [108] used GLTR [45] on GPT-3 texts. represents
the most probable words (top-10); the 2nd most proba-
ble (next top-100 probable words); Red the least probable (next
top-1000 probable words); and purple the highest improbable
words. The hypothesis is that neural texts are often populated
with mostly and words. However, we see that texts
generated by GPT-3 are very human-like according to the hy-
pothesis.

generalizable classifier. Similarly, RoBERTa, BERT, ELECTRA [19],
and ALBERT [69] are evaluated on in-the-wild dataset [86]. These
models are evaluated, specifically on out-of-domain COVID-19
human-written vs. neural news. The neural news is generated
with GPT-2 small, medium, large, XL, and GPT-Neo using top-p
and top-k decoding strategies [86]. ELECTRA performs better at
generalizing to out-of-domain neural texts, achieving an average
accuracy of 86% on all out-of-domain datasets.

Due to the nuances of neural texts, [4] proposes to combine the
advantages of contrastive learning [43] with a Transformer-based
classifier. Thus, they propose Constra-DeBERTa which is a De-
BERTa model [49] trained with a contrastive learning approach.
Contrastive learning is a technique that clusters similar exam-
ples together and separates dissimilar examples in a representa-
tion space [4, 43]. However, while Constra-DeBERTa outperforms
other SOTA traditional AA models, it only performs comparably
to RoBERTa-Multi on detecting the TuringBench dataset. Simi-
larly, [95] trains DeBERTa v3 [48] on the SynSciPass dataset to an-
swer the question, if a piece of text is neurally generated, how was
it generated? The answer choices are generated, paraphrased, or
translated vs. human-written. Using this dataset, DeBERTa v3
achieves a 99.6% F1 score. Next, DistilBERT-Academia is trained
on human vs. GPT-2 academic abstracts and papers [75] and
achieves a 62.5% and 70.2% accuracy on the FULL and PARTIAL
Academic datasets, respectively. Furthermore, RoBERTa w/ GCN
(Graph Convolutional Networks) is used to detect human-written
news with entities manipulated and replaced by GPT-2 [54]. The
GCN [61] model is used to capture factual knowledge of neural
vs. human news articles. RoOBERTa outperformed the proposed
model - RoBERTa w/ GCN on most of the GPT-2 detection tasks
[54].

Lastly, ruBERT, a Russian BERT model is used to distinguish Rus-
sian neural texts from Russian human-written texts as a shared
task [97]. This fine-tuned ruBERT (Russian BERT) achieves 82.6%
accuracy for k = 2 authors and 64.5% accuracy for k > 2 authors
[85]. Finally, using an Ensemble classifier (BART, BERTweet, and
TwitterRoberta), [39] achieves an 84% accuracy in distinguish-
ing between GPT-2 and human tweets. However, using the same
model for GPT-3 generated tweets achieves a 54% accuracy [39].
This suggests that GPT-3 generates more human-like tweets than
GPT-2.

3.3 Statistical Attribution

We observe that while there are some well-performing stylomet-
ric and deep learning-based models, there is still a lot of room for

improvement, especially in building generalizable models. The
biggest featis in building classifiers that perform consistently well
in detecting neural texts generated by top-p and top-k decoding
strategies. Thus, statistical models are proposed to combat these
limitations. To assess the validity of statistical techniques, a hy-
pothesis using k-order Markov approximations are formulated
[110]. This statistical formulation proves the hypothesis that hu-
man language is stationary and ergodic as opposed to neural lan-
guage. The formal hypothesis testing framework is used to es-
tablish limits in error exponents between human and neural text
[110]. This suggests that statistical AA models for neural texts
could be successful. There are currently only four statistical clas-
sifiers that capture the writing style of neural texts by modeling
their statistical distribution.

The first statistical AA classifier proposed for NTD is GLTR [45].
GLTR performs 3 tests - (1) probability of the word; (2) the abso-
lute rank of the word; (3) the entropy of the predicted distribution
to detect neural texts. GLTR has a demo'? that highlights words
by distribution and is used to assist humans in detecting neural
texts. See Figure 6 [108] to see how GLTR detects texts generated
by GPT-3. This classifier improved human performance in de-
tecting neural texts from 54% to 72%. However, since 2019 when
it was built, more sophisticated NTGs have been built. These
newer NTGs have more human-like statistical distribution, mak-
ing it harder for GLTR to distinguish neural texts from human
texts. GLTR, especially underperforms in detecting GPT-3 texts,
achieving a 35% F1 score, which is significantly less than a ran-
dom guess (50%) [108].

MAUVE is another statistical classifier [89]. This AA classifier mea-
sures the gap between the distribution of human and neural texts.
Using KL-divergence, MAUVE models two types of errors that
highlight the unique distributions in human vs. neural texts [89].
Human detection of texts generated by GROVER and GPT-2 cor-
related strongly with MAUVE’s highlight of differences between
human and neural texts. Distribution detector, an unsupervised
AA model for calculating the distribution of repeated n-grams in
neural texts is used to detect neural texts [38]. The hypothesis is
that NTGs are more repetitive than humans which is also one of
the hypotheses of [36]. Distribution detector achieves over 90%
and 80% accuracy in detecting texts generated by GPT-2 using
top-k and top-p decoding strategies, respectively.

Most recently, a zero-shot unsupervised neural text detector, De-
tectGPT [80], is proposed. The hypothesis of this statistics-based
detector is that neural texts tend to lie in areas of negative cur-
vature of the log probability function [80]. Therefore, if a piece
of neural text is perturbed, the curvature of the log probability
will still bear a strong similarity to the unperturbed neural texts.
Hence, [80] considers an AO technique that slightly modifies the
original neural text, while preserving semantics. After running
several perturbation experiments, a threshold for perturbation
discrepancy is defined and used to detect neural text. Thus, by
measuring the curvature of log probability with the strict con-
straint of perturbation discrepancy threshold, DetectGPT can de-
tect texts generated by a neural method. Finally, DetectGPT de-
tects GPT-3 generated texts with an average of 85% AU-ROC, per-
forming comparably to RoBERTa [73]. Lastly, DetectGPT has an
online demo'3.

12http://gltr.io/dist/index.html
13https://detectgpt.ericmitchell.ai/



3.4 Hybrid Attribution

There are advantages in each of the AA model categories, how-
ever, each of them is still unable to accurately attribute neural vs.
human texts to their authors consistently. Furthermore, the issue
of different decoding strategies, also, make the AA models unable
to generalize well [36, 50, 52, 91]. Therefore, a few researchers
have proposed hybrid classifiers, which are ensembles of two or
more of the AA categories.

TDA-based detector, an ensemble of the Transformer-based and
statistical AA techniques is used to solve the NTD task. This clas-
sifier involves obtaining the attention matrices of BERT’s word
representations of texts generated by GPT-2 and GROVER. Next,

using these BERT word representations, 3 interpretable TDA-based

features are extracted: (1) Topological Features: Calculating the
first 2 betti numbers (i.e., topological features based on the con-
nectivity of n-dimensional simplicial complexes) of the attention
matrices; (2) Features derived from barcodes: Calculating charac-
teristics of the barcode plots of the persistent homology of the
attention matrix; (3) Features based on the distance to patterns:
Calculating the distance in features in the attention graph. This
feature is used to capture linguistic patterns. Finally, TDA-based
detector is a logistic regression model, trained on an ensemble
of the three TDA features [67]. Comparing this model to pre-
trained and fine-tuned BERT models, it performs comparably to
BERT models fine-tuned on GPT-2 small Webtext, GPT-2 XL Ama-
zon Reviews, and GROVER News [67]. While more analysis is re-
quired to understand why the TDA-based detector performs well,
this approach has interpretable qualities that should be explored
in future work.

Fingerprint detector is another hybrid classifier for NTD. It is an
ensemble of fine-tuned RoBERTa embeddings and CNN classi-
fier [27]. Fingerprint detector solves the AA task by detecting 108
neural authors. The Fingerprint detector achieves a 70% accuracy
(top-10). This shows promise in the area of detection of neural
texts in-the-wild, where there are k > 100 authors. To continue
the quest for generalizable classifiers, FAST uses a Graph Neural
Network (GNN) architecture with RoBERTa to capture the factual
structure of neural and human texts [123]. It detects neural texts
by calculating the RoBERTa word embeddings of the texts and
then extracting the graphical representation [123]. Next, it uses
a GNN to capture sentence representations that consider coher-
ence [123]. The experiments included detecting texts generated
by GROVER and GPT-2. FAST outperforms GROVER detector and
other baselines significantly. Surprisingly, it performs the best at
detecting human-neural text pairs, achieving over 93% accuracy
while unpaired texts achieve over 84% accuracy.

CoCo is a coherence-based contrastive learning model [73]. It is
architecturally similar to FAST in that it uses a graphical neural
network to represent the sentences of human-written vs. neural
texts. Since human-written texts are more coherent than neu-
ral texts, they sentences share more entities [73]. The texts are
represented as ROBERTa embedding weights which are concate-
nated with the sentence-level graphical representations of the
texts. These concatenated features are input for an LSTM with at-
tention. Lastly, CoCo is trained using the sum of the coss-entropy

loss and contrastive loss [73] to improve model performance. Thus,

it achieves an F1 score of 83% and 94% using the full dataset for
GROVER, and GPT-2, respectively [73]. Furthermore, calculat-
ing the graphical metrics showed that in terms of the number of
vertex and edges, human-written texts have significantly more
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graphical features than neural texts.

Lastly, [104] explore the most realistic scenario of misinforma-
tion where malicious users of NTGs, pair neurally generated mis-
information with fake/real images to increase the authenticity
of the news article. DIDAN is a multi-modal NTD evaluated on
a multi-modal dataset containing both texts and images [104].
This NTD encodes the texts with BERT encoder and investigates
Visual-Semantic representations from images and texts. These
features are used to evaluate the semantic consistency between
linguistic and visual components in a news article [104]. An au-
thenticity score is defined to represent the probability of an ar-
ticle being human-written. It is calculated by extracting the co-
occurrences of named entities in the news articles and captions
[104]. They build different variations of dataset, some only con-
taining text. Using only the text dataset, DIDAN is compared to
GROVER detector as well as other baseline models, and outper-
forms all of them [104].

4. AUTHORSHIP OBFUSCATION FOR
NEURAL TEXTS

In the task of NTD, AA models are evaluated under adversarial
settings to assess their robustness. Due to the security risk, NTGs
pose, itis important that AA models are robust to adversarial per-
turbations. The problem of administering adversarial perturba-
tions to texts to cause an accurate AA model to assign inaccurate
authorship is called Authorship Obfuscation (AO). This is be-
cause AQ is the process of masking an author’s writing style/sig-



Authorship Obfuscation

Adversarial Attack

Has a strict definition of writing style

Has a loose definition of writing style

Requires consistent/uniform change in writing style

Does not require consistent/uniform change in writing style

Requires semantics to be preserved

Does not always require semantics to be preserved

Table 4: Differences between Authorship Obfuscation and Adversarial Attack

AO technique Scenario Category Interpretable Preserv:es Obfuscated dataset
semantics
Homoglyph [37, 114] Black-box | Stylometric (Orthographic) v v GROVER & GPT-2
Upper/Lower Flip [37] Black-box | Stylometric (Morphological) v v GROVER & GPT-2
DeepWordBug [22, 102] Black-box Stylometric (Lexical) GPT-2 & GPT-3
Misspellings attack [37, 114] Black-box Stylometric (Lexical) v GROVER & GPT-2
Whitespace attack [37] Black-box Stylometric (Lexical) v GROVER & GPT-2
Deduplicate tokens [90] Black-box Stylometric (Lexical) v Human-Machine Pairs
Shuffle tokens [90] Black-box Stylometric (Syntactic) v Human-Machine Pairs
Retain only (non)-stopwords [90] | Black-box Stylometric (Syntactic) v Human-Machine Pairs
. Retain tokens in White-box Statistical v Human-Machine Pairs
high/low frequency [90]
Replace text with . -~ . .
likelihood ranks [90] White-box Statistical v Human-Machine Pairs
Re.placg t?Xt with specific White-box Statistical v Human-Machine Pairs
linguistic features [90]
. . GPT-2 medium, GPT-2
TextFooler (22, 91] Black-box Stylometric (Lexical) v XL, GPT-3, GROVER
Varying sentiment [9] Black-box Stylometric (Lexical) v GROVER
Source-target exchange [9] Black-box |  Stylometric (Syntactic) v GROVER
Entity replacement [9] Black-box Stylometric (Lexical) v GROVER
Alter numerical facts [9] Black-box |  Stylometric (Syntactic) v GROVER
Syntactic perturbations [9] Black-box | Stylometric (Syntactic) v GROVER
Article shuffling [9] Black-box Stylometric (Syntactic) v GROVER
Selecting highest human L Russian neural &
-class probability [85] Black-box Statistical human-written texts
Adding dete.ctors logjprobablhty White-box Statistical Russian r.leural &
to sampling technique [85] human-written texts
Varying the text decoding . - GPT-2 Large, GPT-2 XL,
strategy (and its parameters) [91] White-box Statistical v GPT-3, GROVER
Varying the number of . . GPT-2 Large, GPT-2 XL,
priming tokens [91] White-box Statistical GPT-3, GROVER
. . GPT-2 Large, GPT-2 XL,
DFTFooler [91] Black-box Stylometric (Lexical) v GPT-3, GROVER
. . . GPT-2 Large, GPT-2 XL,
Random Perturbations [91] Black-box Stylometric (Lexical) GPT-3, GROVER
ALISON [115] Black-box Stylometric (Syntactic) v v TuringBench
Mutant-X [115] Black-box Stylometric (lexical) v TuringBench
Avengers [115] Black-box Stylometric (lexical) v TuringBench

Table 5: Authorship Obfuscation techniques for Neural Texts. With cited papers that implemented them.

nature to conceal the identity, usually for privacy reasons [76]. It
is a strict case of Adversarial attacks [122], as the goal is to obfus-
cate writing style and preserve semantics, such that both human
and automatic detection is evaded. See the differences between
the two in Table 4. AO is a well-studied problem in the traditional
AA community [57, 76, 77, 78, 118], and has been extended to the
niche AA community for NTD. This AO for neural texts problem
is formulated as:

( )
DEFINITION OF AO FOR NEURAL TEXTS. Given an AA
model F(x) that accurately assigns authorship of text t to
k which can be either a human or an NTG author, the AO
model O(x) slightly modifies t to t* (i.e., t* —O(t)) such
that the authorship is disguised (i.e., F(t*)#k) and the
difference between t* and t is negligible.

& J

Thus, we survey all AO techniques employed to obfuscate neural
texts in different categories, as illustrated in Figure 7: Stylometric

Obfuscation, and Statistical Obfuscation.

4.1 Stylometric Obfuscation

In order to build a robust stylometric classifier, as is observed in
Section 3.1, an ensemble of features that capture several linguis-
tic structures such as - Lexical, Syntax, etc. are required. How-
ever, to obfuscate an author’s writing style, only one of the lin-
guistic structures may be perturbed. Therefore, all the stylomet-
ric AO techniques only target a specific linguistic structure, un-
like AA classifiers. Based on the stylometric obfuscation tech-
niques used to obfuscate neural texts, we further divide this cat-
egory into 4 categories - Lexical, Syntactic, Morphological, and
Orthographic Obfuscation.

4.1.1 Lexical Obfuscation

Lexical relates to the word choice of a piece of text. Thus lexi-
cal obfuscation algorithms aim to mask authors’ writing styles by
replacing certain keywords with their synonyms while preserv-
ing semantics. Below, we discuss different techniques used to



achieve lexical obfuscation for neural texts. Misspellings attacks
may be considered a trivial AO technique, however, it is effec-
tive in obfuscation. The misspellings attack uses a list of com-
monly misspelled words!'# to determine which words to replace
with their misspelled version. This AO technique is successful
in obfuscating texts generated by GPT-2 and GROVER, and thus,
evades detection of the following AA models - GLTR, GROVER,
and GPT-2 detector [114]. GROVER detector is further evaluated
with this AO technique by obfuscating texts generated by GROVER.
With only less than 10% of the texts perturbed, this attack is 94%
successful [37]. However, this attack can be maneuvered by spell
check algorithms, making the obfuscation technique, not robust
[114]. In addition to misspelling, a whitespace attack (“will face"
— “willface") is used to evaluate the robustness of GROVER de-
tector. With only less than 4% of the texts perturbed, the attack is
85% successful [37].

Interesting artifacts/characteristics of neural texts still remain some-

what elusive. Therefore, perturbing these neural texts could re-
veal characteristics that have evaded the AA & AO community.
Hence, using linguistic and statistical perturbations of words in
the text, [90] extract important characteristics of neural text. For
the linguistic-based perturbations, a lexical obfuscation technique
is implemented - Deduplicate tokens which keeps the first occur-
rence of a token/word as is and replaces other occurrences with
[MASK] token. This AO technique surprisingly improves the AA
performance, suggesting that reducing the number of token oc-
currences may remove trivial features, causing the AA classifiers
to focus on the more important features [90]

Next, texts generated by GROVER are obfuscated with the follow-
ing techniques: (1) varying sentiment: changing the sentiment of
words by replacing the word with another word of a different sen-
timent (positive — negative); and (2) entity replacement: replace
entity with a useless entity [9]. Results suggest that both GROVER
and GPT-2 detectors are vulnerable to these lexical-based pertur-
bations.

Mutant-X [76] and Avengers [47] are used as baseline AO tech-
niques to obfuscate the TuringBench dataset [115]. Mutant-X
uses a genetic algorithm to search for suitable word replacement
such that the semantics are preserved and the internal/substi-
tute AA model misclassifies [76]. This process is notorious for its
expensive computational complexity [103]. An internal model is
used because, in the real world, the original AA model may not be
known. Moreover, Mutant-X generates the obfuscated text and
tests if it has evaded the AA model. If evasion is not successful,
the process is repeated and tested for the defined max number of
iterations [76]. These factors significantly increase the runtime
of Mutant-X. Furthermore, the success of Mutant-X is dependent
on how strong the internal AA model, which undermines the gen-
eralizability of Mutant-X. Hence, Avengers [47], an improved ver-
sion of Mutant-X is proposed. Avengers is an ensemble version of
Mutant-X. Unlike, Mutant-X, the internal AA model is an ensem-
ble AA model, such that each classifier out of N classifiers focuses
on different linguistic structures - syntax, semantics, etc.

DeepWordBug [41], a realistic character-level black-box attack
is used to evaluate the robustness of 3 types of model - Statis-
tical classification model [83], RoBERTa [74], and an Ensemble
model (Statistical model + RoBERTa) [22]. It perturbs charac-

14ht‘cps ://en.wikipedia.org/wiki/Wikipedia:Lists_of_
common_misspellings/For_machines

ters such that misclassification is maximized, while the Leven-
shtein edit distance is minimized [22, 41]. These models were
trained with GPT-2 medium webtext and tested 3 separate test
datasets - human vs. neural webtext from GPT-2 medium, GPT2
XL, and GPT-3 [22]. While deep learning-based classifiers achieve
ahigher performance in unperturbed/clean texts, statistical clas-
sifiers were found to be more robust to obfuscation [22]. Thus,
the Ensemble model merges the advantages of high performance
and adversarial robustness of the 2 models. DeepWordBug did
not reasonably degrade the Ensemble model’s performance, sug-
gesting that DeepWordBug is not robust for this task. However,
when DeepWordBug is used to evaluate the robustness of GROVER
detector (Mega model) and OpenAl detector (base and large mod-
els) by perturbing the GPT-2 generated Yahoo answers & Yelp Po-
larity vs. Human datasets, it is successful [102]. In fact, Deep-
WordBug is found to be a very successful AO technique, reducing
the accuracy of the Yahoo and Yelp datasets from 67.9% to 0.4%
and 87.4% to 6.9%, respectively [102]. This suggests that the Ope-
nAl and GROVER detectors are not robust to this kind of AO tech-
nique when evaluated on GPT-2 generated Yahoo answers & Yelp
Polarity.

In addition, TextFooler [55], a realistic word-level black-box at-
tack is used to evaluate the robustness of the Statistical model,
RoBERTa, and Ensemble model (Statistical model + RoBERTa) [22].
TextFooler replaces words with synonyms based on cosine simi-
larity within the embedding space [22, 55]. Based on the results,
TextFooler is a robust AO technique, especially for Transformer-
based models. Furthermore, as a substitute for human judgment,
MAUVE is used to measure the human judgment of obfuscated
texts. [22] finds that adversarial perturbation reduces MAUVE
score which means that text quality is degraded and therefore
neural texts are likely to be detected accurately by humans.

To further evaluate the robustness of the AA models - GLTR (GLTR-
BERT & GLTR-GPT2), GROVER detector, BERT-Defense, FAST, and
RoBERTa-Defense, texts generated by GPT-2 and GROVER are ob-
fuscated with TextFooler, Random Perturbations [91], and DFT-
Fooler [91] AO techniques. Random Perturbations is an attack
method that replaces random words with synonyms while pre-
serving the semantics. DFTFooler is similar to TextFooler but
only needs a publicly available pre-trained LM to generate obfus-
cated texts. This makes DFTFooler not as computationally costly
as TextFooler [91]. Also, DFTFooler perturbations are transfer-
able [91]. To find a valid word substitution using DFTFooler, there
are 4 steps: (1) synonym extraction; (2) POS checking; (3) Se-
mantic Similarity checking; and (4) Choose a synonym with low
confidence as measured by a LM. BERT and GPT-2 XL are used
as the LM for DFTFooler. Results suggest that TextFooler is a
stronger AO technique than DFTFooler, but performs compara-
bly, achieving 23-91% Evasion Rate [91]. Evasion rate is defined
as the fraction of perturbed neural text that evades detection by
an AA model. A high evasion rate indicates a high attack success.
Furthermore, using a bi-directional LM (BERT) as the backend
for DFTFooler, and increasing the number of words perturbed,
increases the evasion rate of DFTFooler. Based on the results,
FAST is the most adversarially robust AA model. This may be due
to the hybrid nature of the model as it combines the benefits of
stylometric, statistical, and deep learning-based techniques as
discussed in section 3. Another reason for FAST’s superior per-
formance is its use of semantic features based on entities [91].

4.1.2  Syntactic Obfuscation
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Syntax relates to the order of words in a piece of text. Thus, syn-
tactic obfuscation techniques change the original arrangement
of words in a document, in order to obfuscate the author’s writ-
ing style. Below, we discuss such techniques used on neural texts.
Characteristics of neural texts are extracted by perturbing the syn-
tactic structure of the texts with the following syntactic perturba-
tion techniques: (1) Shuffle tokens which randomly shuffles the
word order of the texts; (2) Retain only (non)-stopwords which
removes all words, except for stopwords [90]. The accuracy of
the AA model only dropped marginally. This suggests that these
AO techniques are not robust. It also implies that these syntactic
features are not important for NTD.

The robustness of GROVER detector is further evaluated by syn-
tactic obfuscation techniques on texts generated by GROVER. These

techniques are: (1) source-target exchange: interchanging the source

and target; (2) alter numerical facts: distort numerical facts; (3)
syntactic perturbations: changing the word form by adding/re-
moving punctuation (“Thereis" — “There’s"); and (4) article shuf-
fling: replacing N% of a real (human-written) article’s sentences
with N sentences of a fake (neural) article [9]. All AO techniques
were successful, except article shuffling. Also, stylometric classi-
fiers were found to be more robust, except when perturbed under
stricter constraints, such as perturbing a large percentage of texts
[9].

ALISON [115] is another syntactic AO technique. It reduces infer-
ence time by 100-200x when compared to SOTA AO techniques
such as Mutant-X [76], and Avengers [47]. It has an internal clas-
sifier trained on a set of linguistic AA features, which allow ALI-
SON to generate suitable phrase replacements that preserve se-

mantics. ALISON is used to evaluate the robustness of 3 Transformer-

based models - BERT, DistilBERT, and RoBERTa by obfuscating 2
datasets - TuringBench and Blog Authorship Corpus [115]. It is
able to obfuscate the datasets well, causing the AA models to un-
derperform on obfuscated texts. Furthermore, ALISON is able to
preserve the semantics of the original text much better than their
baseline AO techniques (i.e., Mutant-X and Avengers).

4.1.3 Morphological Obfuscation

Morphology is the study of word forms. Thus, morphological
obfuscation techniques change the configuration of a word (e.g.
“wont” — “will not”). Upper/Lower Flip (“Leaving" — “Leav-
Ing") is a morphological AO technique that may be considered
trivial. However, it is successful in obfuscating texts generated by
GROVER which significantly reduces the performance of GROVER
detector [37]. With only about 2% of the texts perturbed, it achieved
a 96% success rate in evading GROVER detector’s detection [37].

4.1.4 Orthographic Obfuscation

Orthography is the spelling convention of a language. Thus, or-
thographic obfuscation techniques aim to change the original
spelling convention used in a piece of text to mask an author’s
writing style. Below, we discuss such techniques. Homoglyph at-
tack is an orthographic perturbation technique that changes the
unicode of texts. It changes English characters to cyrillic charac-
ters. This attack is almost imperceptible to the human eye and
therefore, preserves semantics. The robustness of GPT-2 detec-
tor, GROVER detector, and GLTR is evaluated by obfuscating texts
generated by GPT-2 with the homoglyph attack. GPT-2 detec-
tor’s performance dropped from 97.44% to 0.26% Recall. The per-
turbed texts caused GROVER detector to grossly misclassify neu-
ral texts as human-written texts and GLTR to shift the distribu-

tion (i.e., color scheme) of the perturbed texts [114]. GROVER
detector is further evaluated on obfuscated texts generated by
GROVER [37]. Homoglyph attack achieves a 97% success rate in
perturbing GROVER detector [37]. However, this AO technique
can easily be rendered ineffective by using spell check algorithms
[114].

4.2 Statistical Obfuscation

In order to extract statistical characteristics from neural texts, the
following statistical AO techniques are implemented: (1) Replace
text with likelihood ranks; (2) Replace text with specific linguis-
tic features, such as Part of Speech, Dependency Trees, Constituent
Trees and Named Entities; and (3) Retain tokens in high/low fre-
quency regions which defines a frequency gap score to calculate
and extract the high and low-frequency words in the text [90].
The following 3 datasets are perturbed - human-machine pairs,
Writing Prompt dataset [33], and CnDARIO (Chinese Novel Dataset
crAwled fRom mixed online sOurces) generated with GPT-2 fine-
tuned with Chinese Literature. These datasets are in 3 different
domains, respectively - Online Forum, News, and Literature. Re-
sults suggest that the high/low frequency region perturbations is
the most effective obfuscation technique [90]. This further sug-
gests that the high/low-frequency region feature could be an ef-
fective feature for distinguishing neural texts from human texts.

ruBERT for NTD is evaluated on 2 AO techniques - (1) calcu-
lating the class probabilities of each label and only selecting the
texts with the highest human class probability; (2) adds the de-
tector’s log-probability to the beam search decoding strategy dur-
ing generation so that only more human-like texts are generated
[85]. These attacks achieve 46% and 56% success rates, respec-
tively. RoBERTa-Defense is evaluated by changing the sampling
distribution of the neural texts in the test set. This obfuscation
technique involves: (1) varying the text decoding strategy (and
its parameters), and (2) varying the number of priming tokens
[91]. The quality of the obfuscated neural texts is measured by
GRUEN [124], a metric used to measure the linguistic quality of
Al-generated texts (neural texts). GRUEN has a high correlation
with human judgments. The score ranges from 0—1, and a higher
value indicates high linguistic quality. Linguistic quality is based
on grammaticality, non-redundancy, discourse focus, structure,
and coherence [91]. Using GRUEN, a successful attack is defined
as an attack that degrades the performance of the AA models,
with little to no linguistic quality (GRUEN score) degradation [91].
The results suggest that changing the decoding strategy is an ef-
fective AO technique. Even GLTR, a statistical AA model is fooled
by this AO technique [91].

5. EVALUATION OF AA/AO METHODS
5.1 Machine-based Evaluation
5.1.1 Authorship Attribution

To evaluate AA models, literature often used popular classifica-
tion metrics such as Precision, Recall, Accuracy, and FI score. For
instance, [114] used the recall metric to evaluate the robustness
of AA models toward AO techniques. Previous works evaluate the
generalizability of AA models, not only on a standard single test
set [36, 50, 52, 81, 91] but also on several out-of-sample distribu-
tions [102]. For example, [102] evaluate GROVER detector (Mega
model) and OpenAl detector (base and large models) on three
variants of test sets, namely in-distribution, out-of-distribution
and in-the-wild datasets. In-distribution datasets are test sets



sampled from the same distribution of the training set, while Out-
of-distribution datasets are those sampled from a different dis-
tribution from the training set. This test dataset is created using
PPLM [25] and GeDi [63] to control the GROVER and GPT-2 gen-
erations [102]. The in-the-wild datasets are test sets generated
from an NTG, different from the NTG used to generate a train-
ing set [102]. To build this in-the-wild dataset, training sets con-
tain texts generated from GPT-2 and GROVER pre-trained mod-
els, while test sets contain texts generated from GPT-3 and a fine-
tuned GPT-2 model [102]. In general, AA models perform well on
in-distribution datasets, but suffer on out-of-distribution datasets,
and even more on in-the-wild datasets.

5.1.2  Authorship Obfuscation

To evaluate AO models, literature often uses the success rate [37,
85], a fraction of successfully obfuscated (i.e., misclassified) texts
which were accurately attributed prior to obfuscation. Another
measure for AO models is evasion rate [91] which is the fraction of
perturbed neural texts that evade the detection by an AA model.
Next, due to the time and financial cost required to carry out a
human-based evaluation, MAUVE, a metric that statistically em-
ulates human judgments in terms of the linguistic quality (i.e.,
coherency) of neural texts vs. human-written texts, has been used
on the AO problem [22]. That is, MAUVE is used as a substi-
tute for human evaluation of obfuscated text vs. non-obfuscated
text [22]. Furthermore, based on the strict definition of AQ, it is
sometimes important that the obfuscated text preserves the se-
mantics of the original text. Hence, literature has measured the
degradation of semantics between original and obfuscated texts,
namely METEOR [6], Universal Sentence Encoder (USE) [15] Co-
sine similarity, and GRUEN [124]. These metrics all correlate with
human judgments and a high score indicates an obfuscated text
with well-preserved semantics.

5.2 Human-based Evaluation

There is currently no known human-based evaluation of AO mod-
els. The closest one is the machine-based simulation by MAUVE
[22]. As such, in this section, we focus our review on the human-
based evaluation of AA models, especially in the context of NTD.

5.2.1 Human Evaluation without Training

A set of research works recruited human participants (often from
crowdsourcing platforms such as Amazon Mechanical Turk (AMT))
and tested whether they can distinguish neural texts from human-
written texts. A simple introduction to the tasks is given, but no
special training is done for human participants in this line of re-
search. For instance, [117] examined the quality of texts gener-
ated by GROVER vs. human-written texts by humans and found
that humans find GROVER-written news more believable than
human-written news. [28] asked human participants to detect
infilled texts filled by neural texts (e.g., she drank [blank] for [blank])
and found that humans had difficulty in detecting the infilled
texts filled by neural texts. [108] introduced a benchmark for AA
research, TuringBench, evaluated the performance of humans in
distinguishing 19 pairs of human vs NTG (e.g., human vs. GPT-
1 or human vs. FAIR) using TuringBench, and found that hu-
mans on average scored 51-54% of accuracies, only slightly better
than random guessing. Unsurprisingly, [13] also found that hu-
mans were unable to accurately detect GPT-3 texts from human-
written texts. [52] evaluated the quality of top-p and top-k de-
coding strategies, and found that (1) AA models detect neural
texts generated by top-k decoding better than humans, but (2)

humans detect neural texts generated by top-p decoding better
than AA models. Lastly, [3] found that both humans and AA mod-
els struggled to detect neural fake reviews.

5.2.2 Human Evaluation with Training

Another line of research attempted to first train human partici-
pants about NTD tasks and measure the performance improve-
ments afterward. For instance, when human participants were
trained to use GLTR [45] in detecting neural texts, thanks to the
color scheme of GLTR (see Figure 6), human performance in-
creased from 54% to 72% in accuracy. To further evaluate neu-
ral texts, [31] proposed a framework to collect a large number
of human annotations via a game, Roft!®, on the quality of neu-
ral vs. human texts. Human participants were told to detect the
boundary at which an article transitions from human-written to
neurally-generated. Only 16% of human participants were able
to correctly identify the accurate boundaries [31]. [18] studied
three training strategies—instruction-based, example-based, and
comparison-based, and found that example-based training is the
most effective to improve human performance for solving NTD
tasks (achieving the average accuracy of 55%) across the domains
of story, recipe, and news. Next, [104] investigated how accu-
rately humans can classify real vs. generated articles with and
without images, using different types of news datasets: real cap-
tions and articles, real captions and generated articles, generated
captions and real articles and generated captions and articles. By
conducting an AMT-based study, untrained and trained human
participants were able to achieve an average of 46% and 68%, re-
spectively. Further investigation on the trustworthiness of the
different article types based on style, content, consistency, and
overall trustworthiness reveals that humans were skeptical about
the overall trustworthiness of news articles across all four types
[104]. Finally, recently, [29] proposed a framework for scrutiniz-
ing neural texts through crowdsourced data annotation in a scal-
able fashion, where neural texts were shown to have various error
types: language-errors (i.e., lack of coherency and consistency in
text), factual-errors, and reader-issues (i.e., text is too obscure or
filled with too much jargon so that understanding is negatively
impacted).

In conclusion, literature has found that humans alone cannot de-
tect neural texts accurately, achieving detection accuracies only
slightly better than random guessing. When humans are prop-
erly trained about the characteristics of neural texts, further, this
detection accuracy tends to increase but only by small margins.

6. OPEN CHALLENGES

Although there have been several meaningful works on the cur-
rent landscape of AA and AO models, the two research problems
are still in their early development, especially the direction of
NTD. In this section, as such, we discuss some of the remaining
challenges.

6.1 Need for Comprehensive Benchmark
Generally, existing literature tends to create or use particular data-
sets in silos, making their findings limited and incomparable across
the literature. As mentioned in [36, 81], however, the study of
NTD can be greatly improved with the availability of more com-
prehensive and generalizable datasets whose coverage varies across
diverse: (1) domains (e.g., news, online forum, recipe, stories),
(2) language models, (3) decoding strategies, or (4) length of texts.
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Further, not all AA/AO models share their codebase and exper-

imental configurations, making the comparative analysis diffi-

cult. However, generating and maintaining a large number of
neural texts across different settings cost significant resources and
effort. [108] attempted to propose a benchmark for AA research,

TuringBench, but it does not satisfy the needs fully. Therefore, it

is greatly needed to develop a comprehensive benchmark with

diverse datasets of AA/AO problems, along with the codebase of
known methods in a unified environment, so that objective com-

parison can be carefully performed to understand the pros and

cons of existing solutions and brainstorm new ideas for improve-

ment.

6.2 Call for Complex AA/AO Variations

With the introduction of “machine” in writing high-quality texts,
the set-up of “authors” in future scenarios can be more complex.
For instance, one could generate a more realistic text using mul-
tiple language models in sequence (e.g., each language model
improves upon the text generated by another language model in
a previous step) or in parallel (e.g., each language model gener-
ates only parts of a long text). Symmetrically, it is also plausible
to use multiple AO solutions in sequence or parallel to improve
the overall performance of obfuscation. Yet another possible sce-
nario is to think of “human-in-the-loop” attribution or obfusca-
tion. For instance, would a team (of humans, of machines, or of
humans and machines) outperform an individual (of human or
machine) in solving AA or AO task? To our best knowledge, there
is no study of AA/AO for such complex scenarios.

6.3 Need for Interpretable AA/AO Models

Currently, there are only a few interpretable AA models (e.g., GLTR)
and AO techniques (e.g., Homoglyph) for neural texts, as summa-
rized in Tables 3 and 4, respectively. That is, when an AA model
detects a text as machine-generated or human-written, or when
an AO model modifies parts of a text to hide authorship, it often
cannot explain “why?” Ideally, however, such models should be
able to provide an easy-to-understand and intuitive explanation,
especially to users with no linguistic expertise, as to why a given
text is attributable to a particular NTG or why a particular phrase
of a text is critical to reveal an author’s identity. In addition, more
research is needed to develop an intuitive human interface or vi-
sualization toward explainable AA/AO models.

6.4 Need for Improved Human Training

In parallel to improving the performance of AA/AO solutions, it is
equally important to raise the awareness of AA/AO problems in
the presence of neural texts, and to be able to train human users
to detect neural texts better (e.g., identify phishing or misinfor-
mation message that includes neural texts as parts) or use AO so-
lutions to hide one’s authorship (e.g., an activist posting his/her
message on social media without revealing true identity). As we
illustrate in Section 5.2, however, humans are not good at detect-
ing neural texts, and there are not many AA/AO solutions suitable
for novice users to benefit from in solving AA/AO tasks. Worst,
still, is that even a few AA models such as GLTR that were shown
to be able to help human users to detect neural texts better have
become less effective with the advancement of NTGs. Therefore,
great needs exist to have a better way to train human users in
solving AA/AO tasks.

6.5 Call for Robust AA/AO Solutions

In section 4, we surveyed all literature that evaluated the robust-
ness of AA/AO models, and found that most existing AO tech-
niques do not preserve the original semantics of text well and
thus cannot easily evade the attribution of AA solutions, espe-
cially human detection. Similarly, as we adopt more sophisti-
cated hybrid approaches for AA tasks, successful AO attacks to
hide authorship will become more challenging. Part of the rea-
son for these vulnerabilities in existing AA/AO solutions is that
the bulk of existing literature has studied either AA or AO prob-
lem in separation, thus greatly limiting their robustness against
the other problem. Therefore, to stay relevant and synonymous
with a real-life scenario, both AA and AO solutions need to learn
from each other, and co-train/co-evolve, as in a min-max opti-
mization game.

7. APPLICATIONS

Deepfake Detection: Successful solutions for AA/AO tasks can
be useful in many applications. For instance, recently, the gener-
ation of realistic Al-made images!® and videos, so-called “deep-
fakes”, have flooded the Web. While most of these deepfakes are
made for humor, some are malicious in generating misinforma-
tion, spreading political propaganda, or attacking individuals [79].
In literature, in particular, [104] studies the realistic scenario where
real images would be paired with neural texts to increase the au-
thenticity of a news article as well as evade detection. In such
a setting, successful AA solutions can point out the non-human
nature of neural texts to users or can be used to extract features
of neural texts for downstream deepfake detection models.

Chatbot Detection: Another application is for AA solutions to
detect suspicious messages (e.g., phishing or chatbot messages)
that may have been (partially) generated by NTG. Similar to neu-
ral texts of news format, shorter or informal chatbot messages are
also hard to discriminate when generated by machines [98, 106].
An example of the state-of-the-art chatbot is ChatGPT [84] which
has been used to generate medical writings [10, 40], finance writ-
ings [30], etc. These applications of ChatGPT have also increased
the likelihood of cheating in academic writing [21]. Thus, AA
models for neural text detection will be beneficial in distinguish-
ing chatGPT-generated texts from human-written texts.

Anonymity Preservation: On the other hand, successful AO so-
lutions can be used to help individuals who have needs to share
their writings without jeopardizing their secret identity. For in-
stance, an NGO activist or whistleblower may submit her op-ed
to news media after making sure that no popular AA solutions
can attribute the writing to her.

8. CONCLUSION

With the rise of neural texts that were generated by large-scale
language models, we are currently in an arms race between gen-
eration and detection of neural texts. In this work, we compre-
hensively survey two important problems of neural texts: Au-
thorship Attribution (AA) and Authorship Obfuscation (AO). We
first categorize existing AA solutions into four types of stylomet-
ric, deep learning-based, statistical, and hybrid attribution. Sim-
ilarly, we categorize existing AO solutions into two types of stylo-
metric and statistical obfuscation, and elaborate pros and cons
of representative methods therein. In addition, we discuss differ-
ent evaluation methods for AA and AO problems in the context of
neural texts, and finally, share a few important challenges that we
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feel lacking currently. By and large, we believe that the data min-
ing community is well-positioned to be able to contribute to sig-
nificant improvement in both AA and AO research. Despite their
close implications in security and privacy, with respect to the un-
derlying methods used, their problem formulation as supervised
or unsupervised learning, and their focus on the accuracy and
running time as major metrics. Lastly, to mitigate the challenges
of accurate detection of neural text, [62] proposes watermarking
these text-generative language models. This entails embedding
humanly imperceptible signals into the language models such
that they generate semantically relevant texts, unnoticeable to
humans but noticeable to detectors. These watermarking [2, 62]
techniques attempt to solve the security risks that these language
models pose. However, as these watermarking techniques have
not yet been widely adopted, we still have to rely on AA and AO
solutions for neural text detection. Also, as such watermarking
techniques are a recent/new development, their robustness to
strong AO techniques has not yet been evaluated.
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ABSTRACT

Given an unsupervised outlier detection task, how should one
select 1) a detection algorithm, and ii) associated hyperparam-
eter values (jointly called a model)? Effective outlier model
selection is essential as different algorithms may work well for
varying detection tasks, and moreover their performance can
be quite sensitive to the values of the hyperparameters (HPs).
On the other hand, unsupervised model selection is noto-
riously difficult, in the absence of hold-out validation data
with ground-truth labels. Therefore, the problem is vastly
understudied in the outlier mining literature. There exists a
body of work that propose internal model evaluation strate-
gies for selecting a model. These so-called internal strategies
solely rely on the input data (without labels) and the output
(outlier scores) of the candidate models. In this paper, we
first survey internal model evaluation strategies including
both those proposed specifically for outlier detection, as well
as those that can be adapted from the unsupervised deep
representation learning literature. Then, we investigate their
effectiveness empirically in comparison to simple baselines
such as random selection and the popular state-of-the-art
detector Isolation Forest (iForest) with default HPs. To this
end, we set up (and open-source) a large testbed with 39
detection tasks and 297 candidate models comprised of 8 dif-
ferent detectors and various HP configurations. We evaluate
internal strategies from 7 different families on their ability to
discriminate between models w.r.t. detection performance,
without using any labels. Our study reports a striking find-
ing, that none of the existing and adapted strategies would
be practically useful: stand-alone ones are not significantly
different from random, and consensus-based ones do not out-
perform iForest (w/ default HPs) while being more expensive
(as all candidate models need to be trained for evaluation).
Our survey stresses the importance of and the standing need
for effective unsupervised outlier model selection, and acts
as a call for future work on the problem.

1. INTRODUCTION

Model selection aims to select a model from a set of candidate
models for a task, given data. We consider the model selec-
tion problem for the unsupervised outlier detection (UOD)
task. Specifically, given a dataset for UOD, how can we
identify — without using any labels — which outlier model

tEqual contribution.

(a detection algorithm and the value(s) of its hyperparame-
ter(s)) performs better than the others on the input dataset?
Importantly, note that as the outlier detection task is unsu-
pervised, so is the model selection task. That is, an outlier
model is to be selected without being able to validate any
candidate models on hold-out labeled data.

Motivation and Challenges. The notion of a universally
“best” outlier model does not exist; rather the best-performing
model depends on the given data. On the other hand, model
selection is a nontrivial one, provided there are numerous
outlier detection algorithms based on a variety of approaches:
distance-based [20; 42|, density-based |[5; |14} |49], angle-
based [23], ensemble-based [3} |32} |41], most recently deep
neural network (NN) based [8; [10; 46; |51], and so on. To
add to this “choice paralysis”, most models are sensitive
to their choice of hyperparameters (HPs) with significant
variation in performance |15|, even more so for deep neural
network (NN) based outlier models that have a long list of
HPs [10]. Unsupervised model selection will likely be an
increasingly pressing problem for deep detectors, as their
complexity and expressiveness grow. Recent work hold out
some labeled validation data for tuning such deep outlier
models |27} [28} |46], which however is not feasible for fully
unsupervised settings. These factors make outlier model
selection a problem of utmost importance.

Despite its importance, the problem of Unsupervised Qutlier
Model Selection (UOMS hereafter) is a notoriously challeng-
ing one. Mainly, the absence of validation data with labels
makes the problem hard. Moreover, there does not exist a
universal or well-accepted objective criterion (i.e. loss func-
tion) for outlier detection, which makes model comparison
infeasible. Besides its unsupervised nature, the search space
for UOMS can be quite large with the arrival/popularity of
deep NN based models with many HPs.

Existing work. Perhaps due to these challenges, UOMS
remains a vastly understudied area. Most work in the outlier
mining literature focus on designing new detection algorithms,
such as those for unique settings: streaming [16; |34} |48,
contextual [29; 37|, human-in-the-loop [9; [25] detection, etc.
There exist a small body of work, specifically addressing
UOMS, that proposes internal (i.e. unsupervised) model
evaluation strategies to assess the quality of a model and
its output. These are called internal strategies as they use
heuristic measures that solely make use of the input data
and/or output outlier scores. To our knowledge, there are
only three such techniques (in chronological order) |36} |13;
40]. However, they employ their proposed strategies to select
only among 2-3 detectors on 8-12 real-world datasets. More



problematically, they do not systematically compare to one
another, nor do they use the same datasets. This makes it
difficult to fully understand the strengths and limitations of
these existing methods, and ultimately the extent to which
progress has been made on this subject.

More recently, we have designed a series of new approaches
for UOMS leveraging two key concepts; meta-learning |57}
54; 55] and hyper-ensembles [10]. Notably, the former works
utilize internal evaluation measures, the focus of this sur-
vey. The idea is to boost the relatively weak internal model
performance signals from these heuristic measures via meta-
learning from historical tasks that have labels. As such,
any future work on designing new internal model evaluation
strategies and improving their effectiveness and speed would
directly feed into and advantage these meta-learning based
UOMS approaches. (See Sec. [5|for detailed related work.)
Our survey. In this work, our goal is to survey internal
model evaluation strategies, and systematically evaluate and
compare their effectiveness. To this end, we first bring under
one umbrella the aforementioned three existing UOMS meth-
ods, adapt two state-of-the-art unsupervised model selection
techniques originally proposed for deep representation learn-
ing |11; [30], and design two new internal model selection
methods inspired by various consensus algorithms. We put
them to test on a large testbed against simple baselines,
including random model selection as well as the popular
isolation Forest (iForest) [32], with default HPs. To our
knowledge, this is the first work to systematically review and
evaluate the internal evaluation strategies toward unsuper-
vised model selection for outlier detection. We summarize
the contributions and findings of this paper as follows.

e Unified Comparison: We identify (to our knowl-
edge) all existing internal model evaluation strategies
for UOMS. For the first time, we systematically com-
pare them on their ability to discriminate between
models w.r.t. detection performance, as well as w.r.t.
running time, on the same testbed.

e Large-scale Evaluation: Our testbed consists of 8
state-of-the-art detectors, each configured by a com-
prehensive list of hyperparameter settings, yielding a
candidate pool of 297 models.We perform the model
selection task on 39 independent real-world datasets
from two different public repositories. We compare
different strategies through paired statistical tests to
identify significant differences, if any. We find that all
three existing strategies specifically designed for UOMS
are ill-suited. Alarmingly, none of them is significantly
different from random selection (!)

e New UOMS Techniques: All three existing meth-
ods specifically designed for UOMS are stand-alone;
evaluating each model individually, independent of oth-
ers. In addition to those, we repurpose four consensus-
based algorithms from other areas for UOMS; utilizing
the agreements among the models in the pool. We find
that consensus-based methods are more competitive
than stand-alone ones, and all of them achieve signifi-
cantly better performance than random. However, they
are not different from iForest (the best detector in our
pool), thus, would not be employed (on a pool) over
training a single (iForest) model.

e Open-source Testbed: We expect that UOMS will
continue to be a pressing problem, especially with the
advent of deep detection models with many hyperpa-

rameters. Our large-scale analysis reveals that there is
ample room for progress on this problem, and serves
as a call for future work. At the same time, our results
shed light onto the strengths and limitations of different
approaches that motivate future directions.
Reproducibility and Future Work. To foster progress
on this key problem, we open-source all datasets, our trained
model pool, and implementations of all the internal model
evaluation strategies at https://github.com/yzhao062/uoms,

2. PRELIMINARIES & THE PROBLEM

Model selection concerns with picking a model from a pool of
candidate models. Let M = {M;}_, denote a pre-specified
pool of N models. Here each model M; is a {detector,
HPconfiguration} pair, where detector is a certain outlier
detection algorithm (e.g. Local Outlier Factor (LOF) [6])
and HPconfiguration is a certain setting of the values for
its hyperparameter(s) (e.g. for LOF, value of n_neighbors:
number of nearest neighbors to consider, and function of
choice for distance computation).

In this study, M is composed by pairing 8 popular outlier
detection algorithms to distinct hyperparameter choices, com-
prising a total of N = 297 models, as listed in Table [} All
models are trained based on the Python Outlier Detection
Toolbox (PyOD) [56] on each dataset.

Let D = {D;}{—; denote the set of outlier detection datasets
(i.e. tasks), where D; = {x;t) 521, ne = |Dy| is the number
of samples and o is the true number of ground-truth outliers
in D:. We denote by s&t) € R" the list of outlier scores
output by model M; when employed (i.e. trainecﬂ) on Dy,
and 51(-;-) € R to depict individual sample j’s score. We omit
the superscript when it is clear from context. W.l.o.g. the
higher the s;; is, the more anomalous is j w.r.t. M;.

PROBLEM 1
(UOMS) The model selection problem for unsupervised outlier
detection can be stated as follows.

Given an unsupervised detection task D = {x;}7—1,
all models in M trained on D
with corresponding output scores {s;}
Select a model M’ € M,
such that s’ yields good detection performance.

N .
=1

Note that the detection performance is to be quantified post
model selection, where ground-truth labels are used only for
evaluation (and not for model training or model selection).
In this work, we study 7 different families of internal strate-
gies (See Table : (1) three techniques that were proposed
to directly address the UOMS problem, (2) two unsupervised
model selection techniques adopted from deep learning, and
(3) two others that are not originally designed for model
selection that we adapt to UOMS.

To compare their effectiveness systematically, we construct a
large testbed of T' = 39 real-world outlier detection datasets
from two different repositories (See Sec. . That is, we
perform UOMS using each technique 39 times, to select
one model from the pool of 297. Given that the datasets
are independent, a large testbed enables paired statistical
tests that conclusively identify significant differences between
these techniques and various simple baselines.

!Note that as we consider unsupervised outlier detection,
model “training” does not involve any ground-truth labels.

(UNSUPERVISED OUTLIER MODEL SELECTION).
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Table 1: Outlier Detection Models; see hyperparameter definitions from PyOD

Detection algorithm Hyperparameter 1 Hyperparameter 2 ‘ Total
LOF |[5] n_neighbors: [1,5, 10, 15, 20, 25, 50, 60, 70, 80, 90, 100] distance: ['manhattan’, ’euclidean’, 'minkowski’] 36
kNN [42] n_neighbors: [1,5, 10, 15, 20, 25, 50, 60, 70, 80, 90, 100] method: [largest’, 'mean’, 'median’] 36
OCSVM |47] nu (train error tol): [0.1,0.2,0.3,0.4,0.5,0.6,0.7,0.8,0.9] kernel: [linear’, ’poly’, rbf’, ’sigmoid’] 36
COF [49] n_neighbors: [3,5, 10, 15,20, 25, 50] N/A 7
ABOD [23] n_neighbors: [3,5,10, 15, 20, 25, 50] N/A 7
iForest [32] n_estimators: [10,20, 30, 40, 50, 75, 100, 150, 200] max_features: [0.1,0.2,0.3,0.4,0.5,0.6,0.7,0.8, 0.9] 81
HBOS |[14] n_histograms: [5, 10, 20, 30, 40, 50, 75, 100] tolerance: [0.1,0.2,0.3,0.4,0.5] 40
LODA |41 n_bins: [10, 20, 30, 40, 50, 75, 100, 150, 200] n_random_cuts: [5,10, 15, 20, 25, 30] 54

| 297

3. REVIEW OF INTERNAL MODEL EVAL-
UATION STRATEGIES

Internal strategies evaluate the goodness of a model without
using any external information, especially with no access to
ground-truth labels. The internal information being used is
solely limited to () the input samples (feature values only),
(#t) the trained models in the candidate pool and the outlier
scores as output by these trained models. The common
thread among all internal model evaluation strategies in
this study is an estimated heuristic internal measure of
“model goodness”. Model selection is then addressed by top-1
selection: i.e. picking the model with the highest value of
the respective measure.

We categorize the 7 strategies we studied into two, depending
on how they estimate their internal measure: (1) stand-
alone and (2) consensus-based. (See Table 2}) Stand-
alone strategies solely rely on each model and its output
individually, independent of other models. All three existing
methods proposed specifically for UOMS fall into this cate-
gory. On the other hand, consensus-based strategies leverage
agreement between the models in the pool and hence utilize
candidate models collectively. Four strategies we adopt and
adaptEI from other areas all fall into this latter category.

In the following we provide a short description of each strat-
egy (and refer to the original articles for full details). We also
remark on the computational complexity of some methods
as they demand considerable running time. Ideal is to have a
lightweight and effective selection method with low overhead
incurred on top of model training. In the experiments, we
compare these methods w.r.t. their selection performance as
well as running time.

3.1 Stand-alone Internal Evaluation (Existing)

3.1.1 IREOS

The first known index proposed for the internal evaluation
of outlier detection results is by Marques et al., called In-
ternal, Relative Evaluation of Outlier Solutions (IREOS)
[36]. While their initial index is designed only for binary
solutions (referred to as “top-n” detection), their recent work
[35] generalized to numeric outlier scorings, which is the
setting considered in this study.

Their intuition is that an outlier should be more easily sep-
arated (discriminated) from other samples than an inlier.

2We adopt two strategies originally proposed for unsuper-
vised model selection for deep representation learning “as is”,
and adapt two techniques (from information retrieval and
ensemble learning) by repurposing them to UOMS problem
with small modifications.

Table 2:  Overview of UOMS methods studied in this survey.

Method Type Based on Strategy

XB,RS,. .. |40] Stand-alone Outlier scores  Cluster quality
EM, MV |13]  Stand-alone Outlier scores Level sets
IREOS |36 Stand-alone  O. scores + Input Separability
UDR |11] Consensus Outlier scores One-shot
MC [30], MCg Consensus Outlier scores One-shot
HITS |19 Consensus Outlier scores Tterative
ENs [58] Consensus Outlier scores Iterative

Then, a model is “good” the more it identifies as outlier
those samples with a large degree of separability. They pro-
pose to assess the separability of each individual sample using
a maximum-margin classifier (and specifically use nonlinear
SVMS)EI The IREOS score of a model M; on a given dataset
is computed as

n'Y n7 x.7 wz
IREOS(si) = 1 Z 25=1 PO%y, W) wis

n
Ny 4 Z]’:l Wij

(1)

where p(x;,v:) is the separability of sample j as estimated by
a nonlinear SVM with kernel bandwidth (a hyper-parameter)
v1, and n~ is the number of different bandwidth values used
from the interval [0, ’ymax]ﬁ They convert outlier scores
{sij}j=1 to probability weights {w;;}}_; using the approach
by [22] to push inlier scores toward zero so that they do not in
aggregate dominate the weighted sum. IREOS tends to give
high scores to those models whose outlier scores correlate
well with the separability scores by a nonlinear SVM.
Computationally, IREOS is quite demanding as it requires
training of a nonlinear classifier per sample. Their source
codﬂ provides ways to approximate IREOS scores, mainly
estimating separability via nearest neighbor distances, which
however are also expensive to compute.

3.1.2 Mass-Volume (MV) and Excess-Mass (EM)

Goix |13 proposed using statistical tools, namely MV and
EM curves, to measure the quality of a scoring function.
Formally, a scoring function s : R? — R, is any measur-
able function integrable w.r.t. the Lebesgue measure Leb(-),
whose level sets are estimates of the level sets of the density.
Outliers are assumed to occur in the tail of the score distri-
bution as produced by a scoring function, where the lower
s(x) is, the more abnormal is x.

3Note that collective outliers (forming micro-clusters, or
clumps) do not have high separability. IREOS accounts for
this effectively, provided a user-specified clump_size. For
details, we refer to the original articles.

4They use heuristics to automatically set ymax in code.



Given a scoring function s(-) (in our context, an outlier
model), the MV measure is defined as follows.

MV.(a) = inf Leb(s > u) st. Pa(s(X) 2 w) 2 (2)

where a € (0,1), and P, is the empirical distribution; Py (s >
1 n

’U) = Zj:l ]ls(x]')>v~

For univariate real numbers, Leb(-) measures the length of
the given interval. Let smax denote the largest score produced
by s(-). Then, empirically Leb(s > w) is equal to the length
|$Smax — u|. Given «, the u that minimizes the Lebesgue
measure Leb(s > u) in Eq. would be equal to the outlier
score at the (1—a)-th quantile, i.e. w = CCDF; '(c). Then,
|Smax — u| would give the length of the range of scores for
«a fraction of the samples with scores larger than uw. In
their work, they consider a € (0.9, 0.999)ﬂ As they assume
a lower score is more anomalous, the Lebesgue measure
quantifies the length of the interval of scores for the inliers.
The smaller MV is, the better the scoring function is deemed
to be. Intuitively, then, MV measures the clusteredness of
inlier scores (or the compactness of high-density level sets).
The EM measure is quite similar, and is defined as

EM,(t) =sup Pn(s(X)>u)—tLeb(s >u)  (3)

for t > 0. Similarly, they consider ¢ € [0, @;1(0.9)} with
EM, ' (0.9) := inf{t > 0, EM.(t) < 0.9}.

Intuitively, EM would identify as small a u value as possible
(so as to maximize the density mass in the first term) such
that the scores larger than or equal to uw are as clustered
as possible (so as to minimize the Lebesgue measure in the
second term). Again, the more clustered are the scores of
the bulk of the samples (i.e. inliers), the larger EM gets, and
the better the scoring function is deemed to be.

3.1.3 Clustering validation metrics

[40] point out that a drawback of IREOS, besides compu-
tational demand, is its dependence on classification — which
itself introduces a model selection problem — since the results
may depend on the selected classification algorithm and its
hyper-parameter settingsﬂ Despite citing IREOS, they do
not compare in experiments.

Their key proposal is to apply internal validation measures for
clustering algorithms to outlier detection. As clustering aims
to ensure samples within each cluster are similar and different
from samples in other clusters, these measures are mainly
based on compactness (capturing within-cluster similarity)
and/or separation (reflecting inter-cluster distance).

To that end, we split the outlier scores by a given model
under evaluation for dataset D; into two clusters, denoted
C, and C;, respectively consisting of the highest o; scores
and the rest. According to those measures, an outlier model
is “good” the more separated these two sets of scores are
and/or the more clustered the scores within each set are.

SGiven fraction of outliers is bounded to 10% maximum.

6 Area under the MV-curve is estimated as the sum of
empirical MV values by Eq. for discretized values of a.

" Another paper [39] by the same authors proposed a classi-
fication based internal evaluation method, similar to IREOS.
Their experiments show that the current internal measures do
comparably well or better with less computational overhead,
hence we omit [39] from this study.

In their study, they compared 10 different existing clustering
quality measures, such as the Silhouette index [|45], Xie-Beni
index [52], etc. (See others in the original article.) One of the
well-performing ones in our experiments, namely Xie-Beni
index of a model M;, denoted XB;, is defined as follows.

B, — Yjec, @(si o) + X jrec, d(sij, i) (4)
v ng d?(co, ¢;)

where ¢, = Zjeco sij/or and ¢; = Zj/eci Sijr/(ne — o)
depict the cluster centers and d(-, -) is the Euclidean distance.
This index can be interpreted as the ratio of the intra-cluster
compactness to the inter-cluster separation.

Clustering quality based measures are typically easy to com-
pute; most of them being linear in the number of samples.

3.2 Consensus-based Internal Evaluation (Re-
purposed)

3.2.1 UDR

The first consensus-based approach, namely Unsupervised
Disentanglement Ranking (UDR), is adopted from deep
learning and is “the first method for unsupervised model selec-
tion for variational disentangled representation learning” [11].
Each model in their case corresponds to a {HPconfiguration,
seed} pair. Reciting Tolstoy who wrote “Happy families are
all alike; every unhappy family is unhappy in its own way.”,
their main hypothesis is that a model with a good hyper-
parameter (HP) setting will produce similar results under
different random initializations (i.e. seeds) whereas for a
poor HP setting, results based on different random seeds will
look arbitrarily different.

In a nutshell, UDR follows 4 steps: (1) Train N = H x S
models, where H and S are the number of hyperparameter
settings and random seeds, respectively. (2) For each model
M;, randomly sample (without replacement) P < S other
models with the same HP as M;, but different seeds. (3)
Perform P pairwise comparisons between M; and the models
sampled in Step 2 for M;. (4) Aggregate pairwise similarity
scores (denoted UDR;;») as UDR; = mediany UDR;;/, for
i =1,...,N. Finally, they pick the model (among N) with
the largest UDR,. Intuitively, UDR selects a model with
an HP setting that yields stable or consistent results across
various seeds.

Notice that adopting UDR for the UOMS task is trivial by
making the analogy between {HPconfiguration, seed} and
{detector, HPconfiguration}. While trivially applied, one
may question whether the implied hypothesis (that a good
detector has consistent results across different HP settings)
holds true for outlier models, since one of the key reasons for
UOMS in the first place is that most detectors are sensitive
to their HP settings [15].

The key part of UDR is how pairwise model comparisons are
done in Step 3. We measure the output ranking similarity
of the samples by two models, based on three well-known
measures from information retrieval [31] (See Sec. [i.1)).

3.2.2 MC

A follow-up work to UDR proposed ModelCentrality (MC),
which is another consensus-based strategy for what they call
“self-supervised” model selection for disentangling GANs [30].
Their premise is similar, that “well-disentangled models
should be close to the optimal model, and hence also close



to each other”. Provided the similarity B;;; between two
models M, and M;: can be computed, ModelCentrality of
M; is written as MC; = ﬁ Zi,# B;;s. They then select
the model with the largest M C';, which coincides with the
medoid in the pool of models — hence the name MC.
Computationally, MC is quadratic in the number of models
as it requires all pairwise comparisons. We also experiment
with a lightweight version, called MCg, where we randomly
sample P < N models and compute MC; of M; as the
average of its similarities to P models, effectively reducing
its complexity down to that of UDR.

In their experiments, |30] report that MC outperforms UDR
schemes (Sec. . Our results are consistent with their
finding, possibly because it is an unrealistic hypothesis for
outlier models that a good model would have consistent
results across HP settings.

3.2.3 Model Centrality by HITS

We can build on the idea of ModelCentrality through com-
puting centrality in a network setting. Unlike MC that
is computed in one shot, network centrality is recursive—
wherein a node has higher centrality the more they point to
nodes that are pointed by other high-centrality ones.

One of the earliest methods for computing centrality, namely
hubness h, and authority a,, of pages on the Web is the
HITS algorithm [19], where

hp o sum of a; for all nodes ¢ that p points to, and

ap o< sum of h; for all nodes ¢ pointing to p,

which are estimated alternatingly over iterations until con-
vergence. Besides ranking on the Web, HITS-like ideas have
been used to estimate user trustworthiness in online rating
platforms [24; [50|, physician authoritativeness in patient re-
ferral networks [38], polarity of subjects in political networks
[4], as well as truth discovery [53].

It is easy to adapt HITS for UOMS by constructing a com-
plete bipartite network between the N models and n: samples
in a given dataset D;. Then, the models can be evaluated by
their hubness centralities. The analogous interpretation is
that a a sample has higher authority (outlierness), the more
trusted models (with high hubness) point to it (with large
outlierness score, i.e. large edge weight). Then, a model
is more central or trusted, the more it points (with large
outlierness score) to samples with high authority.

Note that a by-product of this strategy is a consensus-
based ranking of the samples based on authority scores (i.e.
centrality-based outlierness) upon convergence. We com-
pare this (aggregate) ranking, called HITS-AUTH, against
selecting a (single) model by hubness in the experiments.

3.2.4 Unsupervised outlier model ensembling

HITS has a built-in advantage that is the iterative refinement
of model trustworthiness. Specifically, given the trustworthi-
ness of models, outlier scores can be better estimated by a
trustworthiness-weighted aggregation of scores across models.
Then, given those refined outlier scores, model trustworthi-
ness can also be better estimated; where the more similar
their output is to the updated scores, the more a model is
deemed trustworthy.

Here we build on another iterative scheme, originally designed
for unsupervised selective outlier model ensembling (44} |58].

The idea is to infer reliable “pseudo ground truth” outlier
scores via aggregating the output of a carefully-selected
subset of trustworthy models. The ensemble is constructed
bottom-up in a greedy iterative fashion (see Alg. .
Similar to HITS, the “pseudo ground truth” and model
trustworthiness are estimated alternatingly. The latter is
computed as the ranking based similarity of a model’s output
to the “pseudo ground truth” (i.e. target in Alg. at a
given iteration. We adapt this framework to UOMS by using
these similarities at convergence to evaluate the models. We
call this strategy ENS. In experiments, we also compare the
(aggregate) ranking by the ensemble (based on target), called
ENS-PSEUDO, to selecting a (single) model (with highest
similarity to target).

To wrap up, we give a summary of the 7 families of UOMS
techniques as described in this section in Table

4. EMPIRICAL EVALUATION OF INTER-
NAL MODEL EVALUATION STRATEGIES

4.1 Setup

Datasets and Model Pool. We already discussed the real-
world datasets and candidate models of this study in Sec.
We build the experiments on 39 widely used outlier
detection benchmark dataset. As shown in Table[3] 21
datasets are from the ODDS Library [43], and the other 18
datasets are from DAMI datasets |7]. The specifications
for all N=297 models have been listed in Sec. @] Table [
Baselines. We compare the model selected by each tech-
nique (Sec. |3) to two baselines across datasets.

e RANDOM, whose performance is the average of all (297)
models per dataset. This is equivalent to expected
performance when selecting a model from the candidate
pool at random.

e IFOREST-R, with performance as the average of all
(81) iForest models in the pool, equivalent to using
iForest 32| (a state-of-the-art ensemble detector) with
randomly chosen hyperparameters

Method Configurations. For clustering-quality based
measures, we split into two clusters as the top o: (true
number of outliers) and the rest, i.e. give those strategies
the advantage of knowing o;. This avoids the clustering step,
which requires us to pick a clustering algorithm etc. and
directly focuses on the measures themselves.

For EM and MVEL we use the default values for a and ¢
respectively (See Sec. and set n_generated= 100K,
which is the number of random samples to generate for
estimating the null distributions.

For IREOS, we use the author recommended settingsﬂ
Ymax:=findGammaMaxbyDistances(-) with sampling=100,
tol=5 x 1073, and clump_size=10.

For UDR, MC, and MCg, we experiment with three different
pairwise similarity measures: Spearman’s p, Kendall’s 7, and
NDCG |31]. For MCs, P = VN = 18.

For HITS and ENS, we set edge weights between model M;

8Family-wise performances across datasets in Supp.
show that iForest is the most competitive among the 8 fami-
lies of detectors in this study, and thus the strongest baseline.
9Code available at https://github.com/ngoix/EMMV_benchmarks

1?V\fe thank Henrique Marques who helped with running
their source code, https://github.com/homarques/ireos-extension
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Table 3: Real-world dataset pool composed by ODDS library
(21 datasets) and DAMI library (18 datasets).

Dataset | Num Pts Dim % Outlier
1 annthyroid (ODDS) 7200 6 7.416
2 arrhythmia (ODDS) 452 274 14.601
3 breastw (ODDS) 683 9 34.992
4 glass (ODDS) 214 9 4.205
5  ionosphere (ODDS) 351 33 35.897
6 letter (ODDS) 1600 32 6.250
7 lympho (ODDS) 148 18 4.054
8  mammography (ODDS) 11183 6 2.325
9  mnist (ODDS) 7603 100 9.206
10 musk (ODDS) 3062 166 3.167
11  optdigits (ODDS) 5216 64 2.875
12 pendigits (ODDS) 6870 16 2.270
13 pima (ODDS) 768 8 34.895
14  satellite (ODDS) 6435 36 31.639
15 satimage-2 (ODDS) 5803 36 1.223
16  speech (ODDS) 3686 400 1.654
17 thyroid (ODDS) 3772 6 2.465
18 vertebral (ODDS) 240 6 12.500
19  vowels (ODDS) 1456 12 3.434
20 whbc (ODDS) 378 30 5.555
21 wine (ODDS) 129 13 7.751
22 Annthyroid (DAMI) 7129 21 7.490
23 Arrhythmia (DAMI) 450 259 45.777
24 Cardiotocography (DAMI) 2114 21 22.043
25 HeartDisease (DAMI) 270 13 44.444
26 InternetAds (DAMI) 1966 1555 18.718
27 PageBlocks (DAMI) 5393 10 9.456
28 Pima (DAMI) 768 8 34.895
29 SpamBase (DAMI) 4207 57 39.909
30 Stamps (DAMI) 340 9 9.117
31 Wilt (DAMI) 4819 5 5.333
32 ALOI (DAMI) 49534 27 3.044
33 Glass (DAMI) 214 7 4.205
34 PenDigits (DAMI) 9868 16 0.202
35  Shuttle (DAMI) 1013 9 1.283
36 Waveform (DAMI) 3443 21 2.904
37 WBC (DAMI) 223 9 4.484
38  WDBC (DAMI) 367 30 2.724
39 WPBC (DAMI) 198 33 23.737

and sample j in a dataset as 1/r;;, where r;; is the position
of j in the rankedlist by M;. Raw outlier scores are not
used as they are not comparable across models. For com-
parison between selection versus consensus/ensembling, we
also report the performance of the consensus outcome, called
HITS-AUTH and ENsS-PSEUDO; as ranked (resp.) by authority
scores and by the pseudo ground truth at convergence.

Performance metrics. We evaluate performance w.r.t.
three metrics. Two are based on the ranking quality: Average
Precision (AP): the area under the precision-recall curve
and ROC AUC: the area under the recall-false positive rate
curve. The third metric measures the quality at the top:
Prec@k, precision at top k where we set k = o; (i.e. true
number of outliers) for each D; € D. In Supp. |B| we show
that performances vary considerably across models for most
datasets, justifying the importance of model selection.

For brevity, all results in this section are w.r.t. AP. Corre-
sponding results for other metrics are similar, all of which
are provided in Supp. [C]

4.2 Results

4.2.1 Cluster quality based methods

We start by studying the 10 cluster quality based methods to
identify those that stand out. We report the p-values by the

one-side(ﬂ paired Wilcoxon signed rank test in Table |4l sTD
is significantly worse than all other methods. Three strategies
that stand out are RS, CH, and XB, which are identical; in
the sense that despite differences in their values and overall
ranking, they select exactly the same model on each dataset.
Importantly, while both STD and S are significantly worse
than RANDOM at p = 0.05, none of the others is significantly
different from RANDOM (!) All methods (including XB, RS,
and CH) are significantly worse than IFOREST-R.

Table 4: Comparison of cluster quality based methods
and baselines by one-sided paired Wilcoxon signed rank
test. p-values bolded (underlined) highlight the cases where
the “row-method” is significantly better (worse) than the
“column-method” at p<0.05.

| sTD H S 1 DB SD D | RNp  IF
XB,RS,CH | 0.004 0.240 0.038 0.212 0.370 0.127 0.357 | 0.500 0.981
STD 0.997 0.961 0.997 0.982 0.967 0.999 | 1.000 1.000
H 0.373 0.500 0.725 0.379 0.675 | 0.849 0.996
S 0.627 0.949 0.557 0.881 | 0.953 0.999
1 0.730 0.384 0.742 | 0.882 0.997
DB 0.307 0.647 | 0.522 0.982
SD 0.823 | 0.910 0.995
D 0.572  0.990
RND 1.000

These findings suggest that cluster quality based internal
evaluation methods would not be useful for UOMS.

4.2.2  Other stand-alone methods

As discussed in Sec. @, EM and MV quantify (roughly)
the clusteredness of the inlier scores. Therefore, they are
conceptually similar to the clustering quality based methods.
Our findings confirm this intuition. As shown in Table
there is no significant difference between EM/MV and
XB/RS/CH or RANDOM. Both of them are also significantly
worse than IFOREST-R. Thus, they do not prove useful for
UOMS. Findings are similar for IREOS; despite using more
information (input samples besides scores, see Eq. ) and
computational cost, it is only comparable to RANDOM.

Table 5: Comparison of stand-alone methods and baselines.

|EM MV IREOS | RNp  IF
XB,RS,CH | 0.533  0.500 0.862 | 0.500 0.981
EM 0.079 0.642 | 0.539 0.979
MV 0.716 | 0.687 0.994
IREOS 0.303 0.908

We provide an additional viewpoint by identifying the ¢-
th best model per dataset where there exists no significant
difference between the performance of the g-th best model
and that selected by a given UOMS strategy across datasets.
We report the smallest q for which one-sided Wilcoxon signed
rank test yields p>0.05 in Table[f] A method with smaller ¢
is better; the interpretation being that it could select, from a
pool of 297, the model that is as good as the g-th best model
per dataset. Stand-alone methods do not fare well against
IFOREST-R which is comparable to the 84-th best model.

4.2.3 Consensus-based methods

We first study one-shot methods UDR, MC, and MCgs based
on different similarity measures. As shown in Table @ all

" Testing the hypothesis: row-method is better than col-
method (against the null hypothesis stating no difference).
For reverse order, p-value = 1 minus the reported value.



Table 6: Summary of results: p-values by one-sided paired
Wilcoxon signed rank test comparing UOMS methods to
the baselines, smallest g-th best model with no significant
difference, and mean/standard deviation AP across datasets.

Method | RANDOM  TFOREST-R | gap | mean AP std AP
& XB,RS,CH 0.500 0.981 127 0.354 0.298
% EM 0.539 0.979 115 0.322 0.265
& IREOS 0.303 0.908 99 0.335 0.261

UDR-p 0.012 0.905 104 0.383 0.283

UDR-7T 0.019 0.952 109 0.379 0.282
= UDR-NDCG 0.004 0.825 93 0.384 0.270
%2 MC-p 0.000 0.217 89 0.395 0.289
i MC-7 0.002 0.062 81 0.396 0.297
7z MC-NDCG 0.000 0.182 82 0.404 0.291
gi MCs-p 0.007 0.706 108 0.385 0.289
g MCgs-7 0.001 0.599 90 0.397 0.305
O MCs-NDCG 0.001 0.205 83 0.391 0.285

HITS 0.000 0.494 95 0.397 0.299

ENs 0.002 0.730 81 0.371 0.282
é‘% HITS-AUTH 0.000 0.577 ‘ 94 ‘ 0.401 0.286
< ENS-PSEUDO 0.001 0.422 79 0.373 0.282
¢ RANDOM - 1.000 ‘ 144 0.342 0.234
2 IFOREST-R - - 84 | 0.399 0.300

versions provide similar results, which are significantly better
than RANDOM, and not different from IFOREST-R. We note
that the faster, sampling-based MCg achieves similar perfor-
mance to MC and can be used as a practical alternative.
Iterative methods HITS and ENS produce similar results
to these simple one-shot methods, despite aiming to refine
estimates of model trustworthiness over iterations. Again, as
shown in Table[f] they significantly outperform RANDOM and
are comparable to IFOREST-R. The same holds true for their
respective consensus scores, HITS-AUTH and ENS-PSEUDO,
where model aggregation provides no significant advantage
over selecting the best (single) model.

Table m shows a pairwise comparison of the consensus-based
methods by one-sided Wilcoxon signed rank test, confirming
mostly no significant difference between them.

Table 7: Comparison of consensus-based methods (UDR,
MC, MCg are based on NDCG).

‘MC MCs HITS ENs
UDR | 0.810 0.364 0.739 0.400

MC 0.551 0.039 0.116
MCgs 0.296  0.369
HITS 0.753

4.2.4 Running time analysis

In Fig. [I] we present for each method the running times on all
dataset IREOS and EM/MYV are both computationally
demanding, while ineffective. In fact, IREOS takes more
than 16 days (!) on the largest dataset (ALOI), due to kernel
SVM training for each sample. MC is the next most expen-
sive method, which is quadratic in the number of models,
although still takes less than 1 hr on ALOI. In short, MCg,
ENs, and especially HITS prove to be both competitive as
well as fast UOMS methods, completing within 10 minutes
on our testbed.

120n an Intel Xeon E7 4830 v3 @ 2.1Ghz with 1TB RAM.
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Figure 1: Run time comparison of UOMS methods.
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Figure 2: Distribution of performance difference across
datasets: AP of selected model (by each UOMS method
studied) minus that of IFOREST-R. Stand-alone methods and
UDR are subpar, whereas other consensus-based method
differences concentrate around zero (indicating no notable
difference from IFOREST-R). Also shown for comparison is
BEST model on each dataset, showcasing ample room for
improvement over IFOREST-R.

4.3 Discussion of the Results
We conclude with the two key take-aways from our study:

1. None of the ezisting (stand-alone) UOMS methods is
significantly different from random model selection (1),
and with the exception of IREOS. All are significantly
worse than iForest (with random hyperparameter con-
figuration). The slight advantage of IREOS can be
attributed to it utilizing input features in addition to
model outlier scores, unlike the other strategies that
solely use the output scores. However, this advantage
comes at the expense of significant running time.

2. All consensus-based methods that we repurposed for
UOMS are significantly better than random selection,
but not different from the fast, state-of-the-art iForest
detector with default HPs.

Fig. |2 illustrates these take-aways where we show, via box-
plots, the distribution of the performance difference between
the model selected by each UOMS method and IFOREST-R
across datasets. Consensus-based methods select models at
best as good as IFOREST-R, where the AP difference concen-
trates around zero, whereas others are inferior.

These results suggest that none of the UOMS methods
we studied would be useful in practice; because one
would not first train a large pool of models — which would



Algorithm 1 Ensemble-based Internal Model Evaluation
N
i=1

Input: set of outlier scores from all models, {s;}
Output: internal scores for all models

1: S:=0,£:=0,C:=0

2: fori=1,...,N do » convert scores to inverse rank
3 S:=8U{l/rank(si;)}}_,

4: end for

5: target := avg(S) » initial pseudo ground truth scores
6: repeat

7:  sort S by rank correlation to target in desc. order

8:  {m,corry} := fetchFirst(S)

9: if corr(avg(E Um),target) X |E| > C then
10: E:=EUm, C+=corry,
11: target := avg(€) » pseudo ground truth by £
12: end if
13: until {S =0 or £ is not updated}
14: return rank correlation of s; to target, i =1,..., N

incur considerable computation — and then run a post hoc
UOMS method to select a model, only to achieve compa-
rable performance to a single iForest model (with default
configuration) — which, in contrast, is extremely fast to train
as it builds randomized trees on subsamples of data.
However, this is not to conclude that iForest is the best
that one can hope to do. As given in Table [f] IFOREST-R is
only as good as the 84-th best model per dataset. While it
is the most competitive detector on average, other families
outperform iForest on 28 out of 39 datasets in our study
w.r.t. AP (See Table in Supp. also see Tables
and [18] respectively for ROC and Prec@k). In Fig. [2] we
also show the performance difference of the 1-st BEST model
per dataset from IFOREST-R. (Also see Fig[3|in Supp. )
One can clearly recognize that there is considerable room for
progress in the area of UOMS.

S. RELATED WORK

In the outlier mining literature, several evaluation and bench-
marking surveys draw attention to the fact that most (clas-
sical) outlier detectors are sensitive to their HPs |2} |7} |15}
17]. This is even more so for the recently booming deep
learning based detection methods, as we empirically studied
recently [10]. Despite its critical importance, related work
on unsupervised outlier model selection (UOMS) is limited,
with only a few existing works addressing the problem.

In this survey, we focus on internal model evaluation strate-
gies that we have reviewed in the previous section. In the
following sections, we provide a critique and comparison be-
tween these strategies in and Recently, other novel
approaches leveraging ensemble methods and meta-learning
have been proposed for UOMS, which we also review in
for completeness. Additionally, one may choose good outlier
detection (OD) models by assuming the underlying outlier
characteristics of a dataset. However, in we describe
this approach and argue that it is impractical in real-world
cases where UOMS is more feasible.

5.1 Internal model evaluation strategies for
UOMS

Cluster quality based measures [40] and statistical mass based
EM/MV methods [13] rely only on output scores. In contrast
IREOS |35} 36| uses more information, that is both outlier
scores and the original input samples (See Eq. ) Verifying
that outlier scores align (correlate) with the separability of

samples in the feature space is potentially less error-prone
than simply looking at whether outlier /inlier scores are well
clustered or separated — e.g., a model that outputs a {0, 1}
score per point at random would be considered a good model
by the latter. The trade-off is the computational overhead
for quantifying separability per sample.

In their work, IREOS is employed for UOMS using only 2
detectors (LOF [5] and kNN [42]), each with 17 different
HP configurations (for a total of 34 models) on 11 datasets.
Being the seminal work, there is no comparison to any other
techniques (existing or adapted). |40] acknowledge IREOS
and criticize its computational demand, without any compar-
ison. They also do not perform any UOMS in experiments,
rather, they study the decay in internal measures as the
ground truth ranking is contaminated via random swaps at
the top based on 12 datasets. Finally, [13] performs UOMS
using only and exactly 3 models (LOF, iForest [32], OCSVM
[47]), each with a single (unspecified) HP configuration, on 8
datasets. None of these three compares to any other in their
work. Moreover, because the datasets, experimental design,
and the model pool specified by each work is different, it is
not possible to do any direct comparison. In this work, we
do a systematic comparison for the first time, using a much
larger testbed (8 detectors, 297 models, 39 datasets) than
originally considered by any prior work.

5.2 Internal Model Evaluation Strategies Re-
purposed for UOMS

All three existing methods for UOMS are stand-alone, evalu-
ating a model independently from the others. Having trained
all models among which to select from, it is reasonable to
take advantage of the similarities/agreement among them.
To this end, we have repurposed methods from unsupervised
representation learning [11} 30|, network centrality [19], and
unsupervised ensemble learning |44} 58] all of which are based
on the “collective intelligence” of the models in the pool.
As we show in the experiments, these strategies produce supe-
rior outcomes than existing, stand-alone methods. As such,
our study motivates future work on consensus-based strate-
gies, and calls for the transfer of prominent ideas from other
similar fields, such as truth discovery and crowdsourcing,
toward tackling the important problem of UOMS.

5.3 Ensembling and Meta-learning for UOMS

Most recently, two promising new directions have been ex-
plored toward UOMS. The first idea is building hyper-ensembles
[10], which combines the outlier scores from multiple mod-
els with various HP configurations, rather than trying to
select a single one of them. They have shown that the hyper-
ensemble is significantly more robust to its own HPs (namely,
the number of models to assemble and the value range per
HP). The key challenge is similar to internal strategies cov-
ered in this paper, specifically, training all the models for
assembly at test time is expensive, for which several speed
up techniques have been proposed in |10].

The second line of work leverages meta-learning |54; |55; |57],
where a database of historical outlier detection tasks with
labels are used to transfer “knowledge/experience” toward
UOMS on similar test tasks (without labels). Interestingly,
internal evaluation measures have been exploited in (meta-
)learning a mapping from such weak internal signals, dataset
characteristics, etc. onto model performance (which can be
computed for labeled historical tasks). Such a mapping is



then employed for model performance prediction on test tasks
without the need to access labels. This suggests that new
internal evaluation measures or any improvements that lead
to stronger internal signals of performance are to boost these
meta-learning based solutions to UOMS. Computationally,
meta-learning approaches are also more feasible than hyper-
ensembles, as most computation is off-loaded to the meta-
learning phase while fewer models are trained at test time. Of
course, fast yet effective internal measures would contribute
to further speed up model selection on a new test task.

5.4 OD Model Selection by Data Characteri-
zations

Our results, as presented in Supp. Table and show
that no single OD model can consistently outperform others
across all datasets. Also, the studied UOMS methods are
not yet sufficiently useful in selecting effective OD models.
Given these observations, it is natural to wonder if we can
choose OD models for a dataset following some “general
guidelines” as an alternative to more systematic UOMS.
Ideally, if we could identify the characteristic features of
datasets based on their outliers, we could pinpoint the most
effective OD algorithm(s) for each categorization, and even
develop new ones. Several works propose such characteriza-
tions, including scattered-vs-clustered outliers [12} |18] and
global-vs-local outliers [5;[17]. Other characterizations may
include subspace outliers |21} [33] and extreme-value outliers
[1]. Recently, self-supervised methods based on contrastive
learning have augmented the data by assuming it resembles
the anomaly generating process; for example, cut-and-paste
augmentation creates images resembling industry defects
[26]. Some recent literature demonstrates the potential of
leveraging data characterization in choosing OD models. For
example, Hand et al. [17] show that LOF performs well on
simulated datasets with only local outliers, whereas kNN is
most effective on datasets with only global outliers.

In principle, if one makes strong assumptions about the
anomaly generation process and outlying characterizations,
it is possible to choose or design a suitable algorithm without
the need for model selection. However, this is not always
the case since the generation process can be complex, and a
dataset may contain multiple types of outliers [17]. Therefore,
in this work, we take a broader perspective on the detec-
tion problem and avoid relying on methods and selection
strategies that make explicit assumptions.

6. CONCLUSION & CALL FOR FUTURE
WORK ON UOMS

In this review, we considered the unsupervised outlier model
selection (UOMS) problem: Given an unlabeled outlier de-
tection task, which detection algorithm and associated hyper-
parameter (HP) settings should one use? This is a question
of utmost importance not only for practitioners to do well on
their new task, but also for the research community for being
able to fairly compare new detection methods and keep an
accurate track record of progress in the field. On the other
hand, the problem is notoriously hard in the absence of any
labeled data, any well-accepted objective or loss function,
and potentially very large model space especially for deep
outlier detectors with many HPs.

We focused on the body of methods that proposed internal
(i-e., unsupervised) model evaluation strategies that leverage

implicit signals from the input features and /or the out-
put outlier scores alone. On a large testbed comprising 297
models and 39 real-world datasets, we evaluated 7 different
families of such internal evaluation strategies against simple
baselines. Strikingly, we found that while consensus-based
strategies are more promising against stand-alone ones which
are not significantly better than random, none of them pro-
vides significant improvement over the state-of-the-art iForest
detector with default HPs.

Our findings call for further research in this important area.
As our work recently showed [10], deep detectors are consid-
erably poor across varying HPs on average (i.e. when HPs
are chosen randomly in the absence of any other guidance).
As such, UOMS appears to stand as the biggest obstacle in
front of deep models to fulfill their potential for outlier detec-
tion. A promising future direction is to develop stronger and
faster internal strategies that can be leveraged within a meta-
learning framework as in [54; |55]. Our empirical evaluation
revealed consensus-based internal strategies to be relatively
more promising, which provides fertile ground for adaptation
of prominent ideas from related areas such as truth discov-
ery and crowdsourcing. To foster progress on this critical
problem, we publicly share all source code, trained models,
and datasets at https://github.com/yzhao062/uoms.
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APPENDIX

A. FAMILY-WISE MODEL PERFORMANCES

In this study we use 8 different families of outlier de-
tection algorithms, namely; LODA, ABOD, iForest, kNN,
LOF, HBOS, OCSVM, and COF. We build a total of 297
detection models based on various hyperparameter (HP)
configurations of these algorithms, as listed in Table [T}
Tables and (resp. for AP, ROC AUC, and Prec@k)
show the family-wise average performance of each detection
algorithm (averaged over within-family models with different
HP settings) on each dataset, as well as mean and standard
deviation across datasets.

These show iForest to be the most competitive detec-
tor, which we compare to as a baseline to study whether
unsupervised model selection outperforms always using the
same (state-of-the-art) detector.

B. MODEL PERFORMANCES ONINDIVID-

UAL DATASETS

Figures and |§| (resp. for AP, ROC AUC, and Prec@k)
show the distribution of performances across all 297 models
via boxplots for each dataset. For most datasets, there
exists considerable difference between the best and
the worst performing model—suggesting that effective
model selection would be beneficial.

C. CORRESPONDING RESULTS BASED ON
OTHER METRICS

For brevity, we reported all performance results in Evaluation
(Sec. [4)) based on Average Precision (AP). For completeness,
we provide the results of the same analysis corresponding to
ROC AUC and Prec@Fk metrics.

The conclusions are similar for these two metrics.

Cluster quality based methods. Specifically, Tables[g]
and present, resp. for ROC and Prec@k, the pairwise
comparison of cluster quality based methods and the base-
lines (RANDOM and IFOREST-R). Three strategies RS, CH,
and XB appear to stand out from others. However, none of
the methods are not significantly different from (and few are
sometimes worse than) RANDOM. Most of them are signif-
icantly worse than IFOREST-R, with otherwise a very large
p-value.

Other stand-alone methods. Tables |§| and present,
resp. for ROC and Prec@k, the pairwise comparison of all
the stand-alone methods (only RS, CH, and XB from above)
and the baselines. We find that they are not different from
each other or RANDOM—implying that stand-alone model
selection techniques would not be useful in practice.

Consensus-based methods. Tables[I0]and [[4]show, resp.
for ROC and Prec@k, that all consensus-based techniques,
namely UDR, MC, MCg, HITS, and ENs, are comparable
to each other in terms of selection performance.

Finally, Tables[II]and [I5] provide, resp. for ROC and PrecQk,
a summary of the results for all the unsupervised model
selection methods we studied. Main take-aways are: (1)
Consensus-based model selection methods are more
competitive than stand-alone methods, where all of them
achieve significantly better performance than RANDOM

selection. (2) Further, they are most often not different
from IFOREST-R (a state-of-the-art detector) and sometimes
even better (w.r.t. ROC). However, their absolute difference
(i.e. effect size) is negligible as shown in Figure [3| for both
ROC and Prec@k. Notably, their performance differences
are not far from zero, suggesting that consensus-based
selection would also not be preferrable in practice,
since training a single IFOREST-R model is much faster over
training a pool of models (with considerable running time
overhead) to select from.

Table 8: Comparison of cluster quality based methods and
baselines by one-sided paired Wilcoxon signed rank test on
ROC AUC. p-values bolded (underlined) highlight the cases
where row-method is significantly better (worse) than col-
method at p<0.05.

| sTD  H s I DB SD D | RND IF
XB,RS,CH | 0.001 0.407 0.007 0.389 0.272 0.099 0.518 | 0.358 0.980
STD 1.000 0.990 1.000 0.994 0.995 1.000 | 1.000 1.000
H 0.021 0.500 0.487 0.320 0.831 | 0.818 1.000
s 0.974 0.816 0.704 0.994 | 0.994 1.000
1 0.487 0.323 0.849 | 0.821 1.000
DB 0.368 0.815 | 0.662 0.996
SD 0.842 | 0.905 0.999
D 0.110  0.998
RND 1.000

Table 9: Comparison of stand-alone methods and baselines
w.r.t. ROC AUC.

| EM MV IREOS | Rxp 1F
XBRS,CH | 0.364 0422 0934 [ 0.358 0.980
EM 0.079 0.969 | 0.358 0.992
MV 0977 | 0.369 0.997
IREOS 0.006 0.702

Table 10: Comparison of consensus-based methods (UDR,
MC, MCg are based on NDCG) w.r.t. ROC AUC.

| MC MCs HITS ENs
UDR | 0.462 0.070 0.408 0.232
MC 0.100 0.134  0.069
MCgs 0.681  0.511
HITS 0.740

Table 11: Summary of results: p-values by one-sided
paired Wilcoxon signed rank test comparing UOMS methods
to the baselines, smallest g-th best model with no significant
difference, and mean/standard deviation ROC AUC across
datasets.

Method | RANDOM  IFOREST-R | groc | mean ROC  std ROC
©  XB,RS,CH 0.358 0.980 138 0.690 0.206
2 "EM 0.358 0.992 142 0.682 0.216
# IREOS 0.006 0.702 83 0.730 0.203
UDR-p 0.000 0.279 82 0.763 0.180
UDR-7 0.000 0.186 75 0.769 0.180
5 _UDR-NDCG | 0.000 0.175 75 0.769 0.183
%2 “MC-p 0.000 0.036 92 0.767 0.168
< MC-r 0.000 0.011 91 0.769 0.167
2 MC-NDCG 0.000 0.034 86 0.771 0.170
§ MCs-p 0.000 0.483 100 0.763 0.173
£ MCs-r 0.000 0.121 94 0.761 0.167
O MCs-NDCG 0.000 0.274 94 0.766 0.165
HITS 0.000 0.148 97 0.762 0.169
Ens 0.000 0.230 86 0.749 0.183
& HITS-AuTH ‘ 0.000 0.018 ‘ 7 ‘ 0.785 0.163
< ENS-PSEUDO 0.000 0.135 87 0.749 0.184
s RaNDOM ‘ 1.000 | 183 ‘ 0.704 0.133
2 1FOREST-R - - 102 0.763 0.166




Table 12: Comparison of cluster quality based methods and
baselines by one-sided paired Wilcoxon signed rank test on
Prec@k. p-values bolded (underlined) highlight the cases
where row-method is significantly better (worse) than col-
method at p<0.05.

| sTD H S I DB SD D | RND  IF
XB,RS,CH | 0.000 0.125 0.031 0.109 0.173 0.026 0.274 | 0.090 0.716
STD 0.998 0.985 0.999 0.989 0.956 1.000 | 1.000 1.000
H 0.447 0.704 0.623 0.191 0.581 | 0.500 0.967
s 0.488 0.815 0.313 0.875 | 0.757 0.961
1 0.631 0.203 0.632 | 0.544 0.978
DB 0.166  0.719 | 0.423 0.915
SD 0.929 | 0.879  0.993
D 0.201  0.923
RND 0.999

Table 13: Comparison of stand-alone methods and baselines
w.r.t. PrecQk.

| EM MV IREOS | Rxp  IF
XB,RS,CH | 0.272 0.193 0405 | 0.090 0.716

EM 0.187 0.696 0.730  0.967
MV 0.770 0.829 0.987
IREOS 0.423 0.944

Table 14: Comparison of consensus-based methods (UDR,
MC, MCg are based on NDCG) w.r.t. PrecQk.
| MC MCs HITS ENs
UDR | 0.645 0.403 0.464 0.296

MC 0.145 0.227 0.341
MCg 0.375  0.488
HITS 0.608

Table 15: Summary of results: p-values by one-sided
paired Wilcoxon signed rank test comparing UOMS methods
to the baselines, smallest g-th best model with no signifi-
cant difference, and mean/standard deviation Prec@k across
datasets.

Method | RANDOM  TFOREST-R | gprec | mean Prec@k — std Prec@k
&  XB,RS,CH 0.090 0.716 91 0.348 0.277
% EM 0.730 0.967 119 0.303 0.254
«» IREOS 0.423 0.944 102 0.316 0.255
UDR-p 0.039 0.965 115 0.354 0.271
UDR-7 0.025 0.942 110 0.356 0.263
2 UDR-NDCG 0.002 0.600 86 0.372 0.255
2 MC-p 0.002 0.555 98 0.369 0.271
’3 MC-1 0.002 0.833 103 0.370 0.280
Z MC-NDCG 0.000 0.228 89 0.378 0.270
g MCs-p 0.008 0.937 115 0.361 0.276
é MCs-1 0.002 0.595 96 0.374 0.290
O MCs-NDCG 0.002 0.210 92 0.367 0.274
HITS 0.001 0.583 99 0.376 0.280
Ens 0.004 0.595 92 0.351 0.261
3& HITS-AUTH 0.000 0.293 89 0.380 0.263
< ENS-PSEUDO 0.005 0.722 89 0.350 0.262
s RanpoM ‘ - 0999 | 153 ‘ 0.325 0.217
& 1FOREST-R 91 0.374 0.280
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Figure 3: Distribution of performance difference across datasets: (left) ROC AUC and (right) Prec@k of selected model (by
each UOMS method studied) minus that of IFOREST-R. Stand-alone methods and UDR are subpar, whereas consensus-based
methods’ differences concentrate around zero (not notably different from IFOREST-R). Also shown for comparison is BEST
model on each dataset, showcasing ample room for improvement over IFOREST-R.

Table 16: Family-wise model performance in AP. Values in bold highlight the model that outperforms for each dataset (per
row). iForest achieves the highest average performance across all datasets.

Dataset | LODA ABOD iForest kNN LOF HBOS OCSVM COF
annthyroid (ODDS) 0.136 0.232 0.340 0.228 0.172 0.388 0.145 0.138
arrhythmia (ODDS) 0.387 0.315 0.470 0.392 0.362 0.431 0.250 0.404
breastw (ODDS) 0.964 0.702 0.972 0.942 0.331 0.959 0.544 0.304
glass (ODDS) 0.063 0.137 0.104 0.106  0.117 0.061 0.063 0.154
ionosphere (ODDS) 0.766 0.921 0.784 0.868 0.819 0.288 0.492 0.852
letter (ODDS) 0.092 0.319 0.089 0.258  0.359 0.080 0.138 0.459
lympho (ODDS) 0.447 0.555 0.957 0.763  0.668 0.905 0.418 0.464
mammography (ODDS) 0.218 0.147 0.234 0.169 0.102 0.096 0.156 0.064
mnist (ODDS) 0.203 0.329 0.261 0.401 0.273 0.097 0.204 0.195
musk (ODDS) 0.904 0.038 0.990 0.588 0.130 0.997  0.498 0.174
optdigits (ODDS) 0.025 0.057 0.049 0.021  0.037 0.177 0.031 0.048
pendigits (ODDS) 0.245 0.057 0.280 0.104 0.038 0.231 0.086 0.037
pima (ODDS) 0.445 0.508 0.492 0.524 0.441 0.521 0.385 0.429
satellite (ODDS) 0.630 0.430 0.664 0.562 0.375 0.711 0.456 0.368
satimage-2 (ODDS) 0.904 0.212 0.916 0.615 0.055 0.717 0.486 0.078
speech (ODDS) 0.018 0.093 0.020 0.024 0.031 0.025 0.022 0.034
thyroid (ODDS) 0.238 0.218 0.587 0.354  0.157 0.630 0.196 0.032
vertebral (ODDS) 0.089 0.098 0.094 0.090 0.101 0.087 0.131 0.116
vowels (ODDS) 0.140 0.690 0.134 0.487  0.348 0.083 0.080 0.408
wbc (ODDS) 0.603 0.367 0.599 0.533  0.497 0.673 0.321 0.261
wine (ODDS) 0.286 0.082 0.215 0.253 0.253 0.402 0.249 0.081
Annthyroid (DAMI) 0.097 0.137 0.160 0.126  0.134 0.145 0.079 0.130
Arrhythmia (DAMI) 0.685 0.668 0.757 0.711  0.702 0.745 0.523 0.712
Cardiotocography (DAMI) | 0.433 0.254 0.433 0.316  0.280 0.344 0.314 0.267
HeartDisease (DAMI) 0.562 0.547 0.538 0.557 0.509 0.619 0.475 0.486
InternetAds (DAMI) 0.251 0.293 0.490 0.289 0.263 0.521 0.237 0.261
PageBlocks (DAMI) 0.464 0.416 0.449 0.526 0.360 0.201 0.268 0.232
Pima (DAMI) 0.448 0.506 0.494 0.529 0.467 0.487 0.392 0.432
SpamBase (DAMI) 0.370 0.357 0.487 0.406 0.364 0.532 0.366 0.392
Stamps (DAMI) 0.332 0.218 0.336 0.313  0.228 0.315 0.209 0.159
Wilt (DAMI) 0.039 0.065 0.045 0.053 0.075 0.044 0.065 0.101
ALOI (DAMI) 0.034 0.102 0.033 0.057  0.100 0.031 0.035 0.144
Glass (DAMI) 0.085 0.221 0.183 0.146  0.118 0.115 0.107 0.179
PenDigits (DAMI) 0.003 0.031 0.005 0.040 0.014 0.004 0.016 0.017
Shuttle (DAMI) 0.111 0.250 0.071 0.326 0.296 0.094 0.095 0.173
Waveform (DAMI) 0.052 0.055 0.057 0.115 0.095 0.053 0.069 0.102
WBC (DAMI) 0.743 0.595 0.858 0.671  0.359 0.683 0.424 0.146
WDBC (DAMI) 0.720 0.296 0.669 0.571 0.554 0.725 0.322 0.295
WPBC (DAMI) 0.235 0.231 0.229 0.233 0.230 0.239 0.237 0.219
average 0.345 0.301 0.399 0.366  0.277 0.371 0.246 0.245
STD 0.282 0.220 0.304 0.248  0.199 0.295 0.165 0.188




Table 17: Family-wise model performance in ROC AUC. Values in bold highlight the model that outperforms for each dataset
(per row). kNN (0.764) and iForest (0.763) achieve the highest average performance across all datasets.

Dataset ‘ LODA ABOD iForest kNN LOF HBOS OCSVM COF
annthyroid (ODDS) 0.572 0.823 0.841 0.775 0.729 0.736 0.517 0.689
arrhythmia (ODDS) 0.735 0.751 0.803 0.777 0.764 0.806 0.522 0.757
breastw (ODDS) 0.980 0.898 0.988 0.980 0.500 0.985 0.481 0.459
glass (ODDS) 0.539 0.766 0.707 0.747  0.747 0.638 0.429 0.772
ionosphere (ODDS) 0.814 0.928 0.838 0.898  0.870 0.357 0.548 0.879
letter (ODDS) 0.584 0.880 0.629 0.842 0.846 0.581 0.554 0.880
lympho (ODDS) 0.814 0.936 0.998 0.971  0.938 0.985 0.607 0.834
mammography (ODDS) 0.854 0.822 0.862 0.845 0.729 0.799 0.629 0.700
mnist (ODDS) 0.586 0.797 0.794 0.856 0.708 0.515 0.536 0.615
musk (ODDS) 0.991 0.072 0.999 0.830 0.521 1.000 0.669 0.534
optdigits (ODDS) 0.414 0.477 0.713 0.383 0.463 0.877 0.463 0.526
pendigits (ODDS) 0.934 0.692 0.948 0.818 0.516 0.921 0.548 0.508
pima (ODDS) 0.629 0.685 0.652 0.717 0.630 0.634 0.497 0.583
satellite (ODDS) 0.644 0.594 0.703 0.703 0.546 0.785 0.506 0.519
satimage-2 (ODDS) 0.988 0.854 0.993 0.965 0.678 0.973 0.610 0.537
speech (ODDS) 0.474 0.688 0.473 0.500 0.525 0.473 0.492 0.584
thyroid (ODDS) 0.820 0.945 0.983 0.960 0.771 0.950 0.550 0.581
vertebral (ODDS) 0.315 0.375 0.349 0.333  0.380 0.297 0.482 0.454
vowels (ODDS) 0.712 0.976 0.736 0.944 0.905 0.676 0.529 0.877
wbc (ODDS) 0.941 0.918 0.938 0.935 0.892 0.950 0.603 0.792
wine (ODDS) 0.853 0.490 0.794 0.779 0.758 0.873 0.536 0.373
Annthyroid (DAMI) 0.491 0.717 0.679 0.658  0.679 0.646 0.471 0.666
Arrhythmia (DAMI) 0.687 0.725 0.750 0.736  0.732 0.736 0.506 0.736
Cardiotocography (DAMI) | 0.689 0.458 0.689 0.503 0.544 0.566 0.489 0.522
HeartDisease (DAMI) 0.608 0.612 0.602 0.637 0.582 0.670 0.502 0.542
InternetAds (DAMI) 0.548 0.657 0.690 0.626  0.587 0.695 0.499 0.579
PageBlocks (DAMI) 0.785 0.780 0.894 0.889 0.759 0.679 0.558 0.610
Pima (DAMI) 0.624 0.666 0.644 0.706 0.650 0.594 0.504 0.587
SpamBase (DAMI) 0.433 0.403 0.635 0.535 0.441 0.676 0.463 0.450
Stamps (DAMI) 0.891 0.793 0.901 0.872 0.702 0.876 0.582 0.541
Wilt (DAMI) 0.363 0.628 0.457 0.538 0.626 0.419 0.489 0.695
ALOI (DAMI) 0.504 0.739 0.534 0.641 0.744 0.508 0.506 0.796
Glass (DAMI) 0.659 0.854 0.794 0.822 0.748 0.795 0.485 0.774
PenDigits (DAMI) 0.628 0.936 0.768 0.967 0.821 0.734 0.537 0.718
Shuttle (DAMI) 0.637 0.927 0.853 0.963 0.911 0.842 0.566 0.848
Waveform (DAMI) 0.664 0.666 0.707 0.743 0.716 0.703 0.492 0.689
WBC (DAMI) 0.983 0.954 0.991 0.979 0.842 0.985 0.611 0.703
WDBC (DAMI) 0.945 0.890 0.936 0.924 0.871 0.963 0.629 0.800
WPBC (DAMI) 0.509 0.501 0.498 0.509 0.503 0.536 0.485 0.463
average 0.688 0.725 0.763 0.764 0.689 0.729 0.530 0.645
STD 0.188 0.197 0.168 0.175 0.146 0.188 0.054 0.138




Table 18: Family-wise model performance in Prec@Qk. Values in bold highlight the model that outperforms for each dataset
(per row). iForest achieves the highest average performance across all datasets.

Dataset ‘ LODA ABOD iForest kNN LOF HBOS OCSVM COF
annthyroid (ODDS) 0.180 0.301 0.337 0.297 0.209 0.387  0.180 0.169
arrhythmia (ODDS) 0.403 0.372 0.481 0.411 0.386 0.495 0.237 0.407
breastw (ODDS) 0.924 0.788 0.929 0.923 0.271 0.938 0.445 0.152
glass (ODDS) 0.019 0.111 0.111 0.111 0.136 0.014 0.040 0.143
ionosphere (ODDS) 0.645 0.849 0.648 0.753  0.725 0.228 0.439 0.764
letter (ODDS) 0.100 0.354 0.092 0.312  0.358 0.080 0.140 0.440
lympho (ODDS) 0.401 0.476 0.881 0.639  0.560 0.808 0.347 0.405
mammography (ODDS) 0.286 0.197 0.261 0.251 0.194 0.114 0.192 0.114
mnist (ODDS) 0.212 0.376 0.293 0.420 0.315 0.095 0.218 0.246
musk (ODDS) 0.873 0.035 0.977 0.546  0.134 0.981 0.491 0.218
optdigits (ODDS) 0.001 0.045 0.025 0.000 0.029 0.211 0.018 0.067
pendigits (ODDS) 0.324 0.077 0.365 0.110  0.072 0.269 0.113 0.063
pima (ODDS) 0.466 0.530 0.504 0.551 0.463 0.476 0.361 0.423
satellite (ODDS) 0.533 0.417 0.573 0.511 0.379 0.619 0.382 0.361
satimage-2 (ODDS) 0.865 0.260 0.862 0.577  0.086 0.661 0.465 0.145
speech (ODDS) 0.019 0.138 0.031 0.039  0.045 0.032 0.039 0.049
thyroid (ODDS) 0.287 0.198 0.620 0.332  0.149 0.645 0.224 0.000
vertebral (ODDS) 0.011 0.043 0.044 0.018 0.056 0.012 0.074 0.090
vowels (ODDS) 0.194 0.641 0.175 0.474 0.333 0.121 0.094 0.429
wbc (ODDS) 0.558 0.361 0.536 0.496 0.475 0.614 0.324 0.293
wine (ODDS) 0.257 0.000 0.140 0.194 0.203 0.408 0.200 0.043
Annthyroid (DAMI) 0.116 0.153 0.213 0.134 0.165 0.191 0.074 0.162
Arrhythmia (DAMI) 0.604 0.630 0.655 0.637  0.643 0.632 0.459 0.652
Cardiotocography (DAMI) | 0.407 0.266 0.396 0.311  0.2838 0.303 0.259 0.264
HeartDisease (DAMI) 0.530 0.520 0.503 0.535 0.506 0.591  0.447 0.470
InternetAds (DAMI) 0.267 0.344 0.449 0.334 0.304 0.466 0.244 0.284
PageBlocks (DAMI) 0.458 0.425 0.397 0.506 0.376 0.158 0.264 0.268
Pima (DAMI) 0.476 0.512 0.499 0.547 0.485 0.448 0.369 0.421
SpamBase (DAMI) 0.351 0.359 0.518 0.421 0.338 0.562 0.357 0.382
Stamps (DAMI) 0.275 0.189 0.286 0.211 0.169 0.385 0.197 0.180
Wilt (DAMI) 0.001 0.012 0.012 0.003  0.058 0.006 0.043 0.121
ALOI (DAMI) 0.050 0.144 0.028 0.086 0.146 0.028 0.043 0.187
Glass (DAMI) 0.027 0.143 0.111 0.111  0.133 0.044 0.056 0.159
PenDigits (DAMI) 0.000 0.036 0.000 0.000  0.019 0.000 0.010 0.036
Shuttle (DAMI) 0.120 0.319 0.079 0.277  0.169 0.092 0.092 0.231
Waveform (DAMI) 0.057 0.069 0.065 0.191 0.161 0.063 0.083 0.143
WBC (DAMI) 0.630 0.429 0.723 0.644 0.328 0.713 0.356 0.086
WDBC (DAMI) 0.650 0.271 0.633 0.592  0.536 0.648 0.350 0.286
WPBC (DAMI) 0.166 0.164 0.146 0.160 0.172 0.206 0.202 0.161
average 0.327 0.296 0.374 0.350  0.271 0.352 0.229 0.244
STD 0.262 0.214 0.284 0.235 0.180 0.283 0.149 0.171
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Figure 4: Model performance boxplot (AP) for all datasets, where triangles mark the min and max. Model performance varies

significantly for most datasets, showing the importance of model selection.
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ABSTRACT

A major challenge when using k-means clustering often is
how to choose the parameter k, the number of clusters. In
this letter, we want to point out that it is very easy to
draw poor conclusions from a common heuristic, the “elbow
method”. Better alternatives have been known in literature
for a long time, and we want to draw attention to some of
these easy to use options, that often perform better. This
letter is a call to stop using the elbow method altogether,
because it severely lacks theoretic support, and we want to
encourage educators to discuss the problems of the method
— if introducing it in class at all — and teach alternatives
instead, while researchers and reviewers should reject con-
clusions drawn from the elbow method.

1. INTRODUCTION

Cluster analysis aims at identifying subgroups in the data
that have high similarity within the group, while they also
differ from the remainder of the data set. No single “best”
definition of a cluster exists. Bonner [5] noted that “none of
the many specific definitions [of clusters] seems ‘best’ in any
general sense”, and Estivill-Castro [12] argued that it can-
not exist. each data set and use case may call for different
properties to be desirable, which in turn leads to different al-
gorithms to find the “best” solution. Hence, a large number
of clustering methods were developed over the last decades,
based on concepts such as finding a hierarchical structure
(akin to phylogenetic trees), quantization and compression,
parametric modeling, or identifying dense areas.

Despite the many different concepts of clusters and the wide
variety of clustering algorithms available, one method cur-
rently is the most used and most taught clustering method:
k-means clustering. One of the main reasons may be the
simplicity of the standard algorithm: assigning each point
to the nearest center, then recomputing all the cluster cen-
ters until nothing changes — this algorithm can be easily
described in a single sentence. At the same time, this al-
gorithm runs very fast, and it will always produce a result
with exactly k clusters, giving a (false) suggestion of success.
A key problem then with applying this method to data is
often the need to choose the number of clusters k, although
users should first consider whether k-means is even the right
choice for their problem at all, and pay more attention to
data preprocessing, too. It makes no sense to search for the
“optimum” k if k-means is not solving the problem.

2. K-MEANS CLUSTERING

Formally, k-means clustering is a least-squares optimization
problem. We can best view it as a data quantization tech-
nique, where we want to approximate the data set of IV
objects in a continuous, d-dimensional vector space R? us-
ing k centers. The quantization error for a data set X and
a set C of centers then is called inertia, the within-cluster
sum of squares (WCSS), or the sum of squared errors (SSE):

SSE(X,C) =3, cx mincec lz —c|*. (1)

While it is easy to optimize this for a single cluster center
by taking the arithmetic average in each dimension, i.e.,
the data set centroid, the problem is NP-hard for multiple
clusters and higher dimensionality [22; 1].

Several methods to optimize this objective exist, but be-
cause of the hardness, most heuristics will only find a local
fixpoint. Because of the very common least-squares objec-
tive, the standard algorithm has likely been invented several
times independently, as discussed in the overview of Bock [4].
The standard heuristic for k-means is an alternating opti-
mization, which first assigns each point to the nearest cur-
rent cluster center, then updates each cluster center position
with the centroid of the points assigned to it. If we keep as-
signments unchanged whenever distances are identical, the
algorithm will eventually not find any changes and stop (be-
cause both steps may never worsen the objective function,
and there exists only a finite number of possible cluster as-
signments). The standard algorithm has a complexity of
O(Nkdi), where ¢ is the number of iterations (which theo-
retically could be very high, but usually is small in practice).
This makes it one of the fastest clustering methods we have
available, compared to O(N® 4 N2d) for the standard algo-
rithm for hierarchical clustering, or O(N?d) for DBSCAN
without index acceleration. Many improvements have been
proposed that avoid repeated computations in the standard
algorithm, nevertheless, this very basic form has become
quite popular again with the rise of parallel processing and
GPUs: it is embarrassingly parallel, and hence very easy to
implement both in clusters as well as GPUs. For this letter,
it does not matter which variant of the algorithm we use.

3. THE ELBOW CRITERION

When the number of clusters k is not already given by the
application, we have to choose this value; and it turns out
this can be rather tricky. The elbow plot is a chart plotting
the approximation error SSE on the y-axis over a range of
values for k on the z-axis. The motivation of the elbow cri-
terion is the concept of diminishing returns: as we increase
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Figure 1: Toy data sets and resulting — very similar — elbow plots.

the number of clusters, the approximation error decreases.
In a data set with very well-separated clusters, we expect to
initially see a sharp drop until some “optimum” number of
clusters, afterwards we are splitting “true” clusters, which
leads to much smaller gains. And indeed, on certain toy
data sets, this appears to work well. In Figure la we have
a data set with three well-separated clusters, that is easily
clustered by k-means. Figure 1f is the corresponding elbow
plot, with a clear inflection at the desired k = 3. But the
other examples in Figure 1 show that the plot always looks
similar, even on uniform data or when the data contains a
single normal distribution.

The elbow method is attributed to Thorndike [39], albeit he
notes “The curves do not provide much support for the intu-
itive specification of the number of clusters”, and concludes
with doubt: “At this point I can sense the bubbling up of
doubts and questions: ‘But what about your units?’”.
There are several problems associated with the elbow plot,
that statisticians know too well from the scree plot. Because
the axes of the plot have very different meanings, we cannot
compare them well. We do not have a meaningful measure-
ment of angle, and changing the scaling of the axes (and,
e.g., the parameter range of k) may well change the human
interpretation of an “elbow”.

3.1 Elbow Detection

Several attempts to formalize the notion of an “elbow” can
be found in software and literature. We present only an
excerpt in the following, largely to illustrate how heuristic
and wisual the machine learning community currently ap-
proaches this problem, instead of improving theory.

Sugar et al.[38] propose a “jump method”, finding the max-
imum of SSE;Y —SSE;fl where Y is a power parameter
suggested to be half the dimensionality.

Salvador et al. [30] propose the L-method, which fits linear
functions to the points before and after the break; choosing
the breaking point where this piecewise-linear approxima-
tion fits best. But as discussed above, we will often see an
exponential curve, and such a linear approximation often

1Given a k-means solution for some k, we can trivially con-
struct a solution with k + 1 that is better (unless the error
already is zero) by simply adding any point with non-zero
error as an additional center.

does not fit this curve at all. To improve this, the authors
also suggest an iterative approach where they truncate the
plot to the first 2 - k values if k is the best solution found.
Satopad et al. [31] in their Kneedle algorithm want to mea-
sure the curvature. For this they fit a smoothing spline to
the data, normalize it to 0 to 1, and compute the difference
to the diagonal. The last maximum before a parameteriz-
able stopping threshold is chosen.

Zhang et al.[42] note that the standard curvature definition
is not independent of rescaling the data, and propose to
choose the maximum of a modified curvature:

Curvaturey, := SSEk—1 —SSE, )

The pyclustering library [25] defines an elbow length:

(Yo—11) Tk + (1—20) Y + (oY1 — T1Y0)

\/(951*930)2 + (y1-90)°

ElbowLeny :=

where xo, x1,¥0,y1 denote the minima and maxima of the
graph; intended to measure the length when approximating
the curve with the elbow point. There is no literature given
for this approach, the given reference to Thorndike [39] does
not entail this equation, which again appears to depend very
much on the scaling of the plot.

Shi et al. [37] note that “experienced analysts cannot clearly
identify the elbow point”, and suggest applying a min-max
scaling to the range 0 to 10 instead, then computing angles
between triples of adjacent values. The performance of this
approach depends much on this weighting factor.
Onumanyi et al. [26] propose AutoElbow, for which they
min-max scale the elbow plot to 0 to 1, then propose a
geometrically-motivated measure of how close a point is to
the bottom left corner and bottom line. The result of this
objective changes substantially when increasing the candi-
date range of k, and hence likely should not be used at all.

(xx —1)° + (g — 1)

AutoElbowy, :=
' oi+ 2y




Table 1: “Optimum” k chosen by different heuristics on the
toy data sets. t indicates the result can still be recognized
as a poor result by the score value or by visual inspection.
1 indicates results that fluctuate with random seeds.

o0 wn
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- E =

= B g £ g

£ 3 £ 2 g
true k 3 3 25 1 1
max k 10 25 10 25 50 100 10 25 10 25

Elbow-based
Jump 38 3 3 3 3 2323 4 4 6 21
L-Method [30] 3 3 3 4 7 9 4 5 4 5
L-Method (iter.) - 3 - 4 - 6 4 4 4 5
Kneedle B1] 3 3 35 8 10 4 5 4 6
Curvature [42] 3 3 3 3 38 38 4 4 3 21
Pyclustering [25] 3 3 3 5 8 10 4 5 4 6
Shiangles [37] 3 3 3 3 3 3 4 4 4 3
AutoElbow [26] 3 3 3 6 9 11 4 6 4 7

Variance-based
Marriot 23] 3 3 3 3 25 25 9f17t 2f of
VRC 6 3 3 3 3 25 25 9F 207 4F 47
K-L-Index [20] 7 7 4 10 35 62 5 21 8 8
Pham 28] 3 3 2 2 8 8 4 4 1021
Max reduction 3 3 3 3 8 8 4F12f 1t 1t
Last reduction 3 3 3 3 2525 9f2" 17 1f

Information-theory-based

BIC 27 3 3 3 3 25100 9 25 1 1
BIC (fixed) [13] 3 3 3 3 25 25 1F 17 1f 1f

Distance-based
Dunn [10] 3 3 8 17 18 18 7 20 3 24
DB 7 3 3 3 3 21 21 4 4 10 22
Silhouette [29] 3 3 3 3 21 21 4 4 3 3
Simpl. Silhouette 3 3 2 2 21 21 4 4 3 3

Simulation-based
Gap 400 3 3 3 3 30%30f 14%21f 1 1

3.2 Detection performance

Several of these measures are sensitive to the range of k that
we analyze, even if the additional values of k perform poorly.
They are heuristics based on the geometric idea of an elbow
point, but not taking the process causing the measured data
into account. In Table 1 we give the results obtained for the
toy data sets of Figure 1 using several heuristics proposed
in the literature. Because some methods are very sensitive
to the range of k£ included, we tested two limits, one rather
conservative, and one that is much larger. We observe that
all methods were able to recognize the best solution on the
well-separated data set, and even on the more overlapping
version, they all worked — for a small enough maximum k.
For the data set with many clusters as well as the uniform
data set, all the elbow-based methods failed. The methods
based on variance — which we will discuss below — worked
much better, but when applied naively will still cluster the
uniform data. Only when using additional thresholds (or
visually inspecting the score plot), the uniform data is rec-
ognizable as not clustered. For the normal data, our method
indicates a single cluster, while the classic variance-ratio cri-
terion also discussed below has a maximum at six clusters.
First of all, the quantity measured, the sum of squared devi-

ations, is a squared value. It would make much more sense
to analyze the square root of this value, and if we also take
the number of points into account, the root-mean-squared-
deviation (RMSD), which corresponds to a standard devi-
ation of each point to the nearest center. How meaningful
are “angles”, “distances”, “elbows”, and “slopes” on a graph
that compares k to SSE, two quantities of different scales?
If we scale the entire data set by a factor of «, the SSE will
change by a2, and the “optimum” found by most of the geo-
metric methods changes, while it is clear that it should not.
Secondly, increasing the parameter range of k analyzed must
not change the decision once the optimum k is included.
Normalizing to the observed minimum and maximum values
(often even starting with k£ = 2, not k = 1) seems inappro-
priate. In particular, even without running the algorithm,
we know that for k = N we will be able to get an approxi-
mation error of 0, so we likely should always consider N to
be the maximum z coordinate, and 0 to be the minimum y
coordinate. A meaningful normalization should preserve 0.
Third, we know that even on random data we obtain a de-
scending curve, and hence we should try to remove this ex-
pected behavior from our measure.

Fourth, the method should be able to choose k = 1 for data
that does not contain any meaningful clusters.

3.3 Expected behavior of SSE

Instead of proposing heuristic visual approaches to formal-
ize an imaginary “elbow”, we need to first better under-
stand the quantity that we are working with. The sum of
squared errors closely resembles the variance of the data
set. Because our cluster centers are derived from the data,
we should be using a form of sample variance. Simply diving
the SSE by N will be a biased estimate, and we postulate
that SSE /(N — k) is a more suitable estimate in this con-
text. But since usually k¥ < N, this will not make much of a
difference yet. Instead of working with the squared quantity,
we then may want to apply the square root instead, i.e., use
V/SSE /(N — k) to have the intuition of a standard deviation
from the nearest center. Still, the plot obtained this way will
look similar to what we started with, and because the square
root is a monotone function on the outside, it will not affect
the ordering of results — it only serves to make the quan-
tity more interpretable, because ideally, the domain expert
should judge whether this is sufficiently small.

As a baseline “expected” behavior, we will for simplicity as-
sume the input data to be uniformly distributed in a single
dimension, but with the variance of the input data set. The
variance of a uniform interval of length b is Var([0;b]) =
%62. If we slice this into k slices of equal length, each of
these has Var([0;b/k]) = 15b%/k?, and we obtain for the
resulting total variance k - Var([0; b/k]) = + Var([0;b]). Be-
cause of this observation, we propose to use the naive es-
timate SSE; /k as normalization factor. But Krzanowski

and Lai [20] suggest that SSE / ki may be more appropri-
ate than our naive estimate. We should further include the
N — k factor discussed above. If there is more than one
good parameter k (e.g., because there are substructures in
the data), we may also want to compare the solution with
the best found so far, e.g., using:

QQR, . N—k : J )
SSEy, := = jler'}l'gil g SSE; (2)
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Figure 3: Clustering results on the “many blobs” data set.

We can now generate a standard deviation reduction plot,
comparing the observed with the estimated values:

SSEx /(N — k) _ [SSEx (3)
SS/\Ek/(N — k) SSEx

Note that because S/S\E;C will tend to 0 as we increase k, even-
tually this will become unstable for too large k. Depending
on our objective, either the smallest value or the last value
below 1 (or below a suitable threshold such as 0.99) can be
chosen as “best” k. Figure 2 plots this score for some of
the above data sets. The normal distribution never scores
below 1, and the uniform distribution remains very close to
1; hence these data sets can be recognized as unclustered.
For the many blobs data set, the largest reduction is ob-
tained for k = 8, and the last reduction is at k = 25, the
number of generated clusters in this data set. To better
understand why both of these solutions are of interest, Fig-
ure 3 shows that when going from k = 7 to k = 8 we observe
structural changes that substantially improved the cluster-
ing result (such as separating the far cluster in the bottom,
but also improving the clustering in the center), whereas the
last improvement from k = 24 to k = 25 only affected three
overlapping blobs in the center, that previously were split
into two and now correctly into three clusters. For k = 8
we have the best structural improvement, but for £k = 25
we get the finest clustering; both may have their use cases.
The solution k& = 21 is preferred by many distance-based
measures, it is worth noting that well-separated blobs are
separated, but touching blobs are still joined at this k.
Instead of using the Elbow heuristic, most “intrinsic” clus-
ter evaluation criteria can be used. An extensive survey was
published by Arbelaitz et al. [2], we only discuss a few ex-
amples of particular interest here. This involves some of the
best-performing indexes in this study, namely the Silhou-
ette, the VRC, and the DB-Index.

3.4 Variance-based criteria

So have we found a new, better method to choose the num-
ber of clusters k7 The above “novel” approach is very sim-
ilar to the Variance Ratio Criterion (VRC) published
already in the mid-70s by Calinski and Harabasz [6]:

VRC :

__ SSE; —SSE /SSEy
N k—1 /n —k (4)

(using the fact that BGSS = TSS — WGSS = SSE; — SSEy).
As they noted, this is analogous to the F-statistic used when
testing for the significance of a difference in means, but we
must not use such a significance test here, because we opti-
mized the means (which makes such a test on the difference
in means invalid). There are many more methods discussed
in the 70s and 80s literature overlooked by many machine
learning scientists of today, that we do not have the space to
discuss here, we only briefly highlight some starting points.
Marriott [23] (and before, Friedman and Rubin [14]) ana-
lyze the determinant of the variance-covariance matrix |W/|,
containing the within-class scatter, also known as general-
ized variance, instead of the regular variance tr(W), and
discuss that the expected change when partitioning into
k clusters is a reduction by 1/k®. They argue this ap-
proach is superior because it takes correlations into account.
Krzanowski and Lai [20] depart from Marriott and return to
using the trace again. They argue that the variance is ex-
pected to decrease by k%, define the successive difference
as Diffy, = (k — 1)7 SSEx_1 —k? SSE;, and then find the
maximum of KL(k) := |Diffy/Diffx41]. When Diffx41 be-
comes small, this can become unstable, explaining the poor
performance in our experiments.

Pham et al. [28] propose a scoring function for k£ > 2 based
on SSEy /(ax SSEx—1), where the weights az =1 — % and
aE = %ak,1 + % model an expected change on a uniform
distribution.



3.5 Distance-based criteria

The Dunn [10] index compares the diameter of clusters to
the cluster separation. It exists in several variations, in the
most basic form it is defined as the ratio of the smallest
cluster separation to the largest cluster diameter,

min; minj; mingec, mingec, d(x,y)
Dunn :=

max; Maxzec; Maxyecc, d(z,y)

In this basic (original) version, only the smallest cross-cluster
distance and the largest inter-cluster distance are taken into
account, but we might also consider averages instead [2].
The Davies-Bouldin-Index [7] compares the distance to the
nearest other cluster with the radius of the two clusters.
This is then averaged over all clusters:

1 Si+ S,
DB = 2 max =y~

where S; is the (arithmetic, or root-mean-square) average
distance of points to their cluster center (and hence a kind of
radius), and M;; is the distance between the cluster centers.
When using the root-mean-square averages, S; is the average
distance of points within the cluster, and M;; is the average
distance between points in different clusters.

One of the most used distance-based criteria is the average
silhouette width measure [29], which compares the average
distance of each point to its own cluster to the average dis-
tance to the nearest other cluster. This method is closely
related to k-medoids clustering and the PAM algorithm [17;
34], which cluster the data around k representative objects
(called medoids), minimizing the distances to the medoids.
In contrast to k-means (which minimizes squared errors),
this method can also be used to optimize Euclidean or Man-
hattan distance; but it is mostly of interest for distances
where the mean is not useful.> As Silhouette is fairly expen-
sive to compute, it can be simplified by using the distance
from the cluster center or medoid instead of the average dis-
tance. But it turns out that we can try to directly optimize
this measure using PAM-like algorithms [41; 21].

3.6 Information-theoretic criteria

A different idea to choose the optimum number of clusters is
based on the principle of minimum description length. Here,
a k-means solution is considered better, if the data can be
encoded more compactly. Increasing the number of centers
means that the input data is approximated more closely (and
hence needs less to encode the deviations), but at the same
time, we also need to store more cluster centers. This in-
tuition nicely fits the idea of approximating data and data
quantization. X-means [27] integrates this with k-means
in an algorithm that dynamically increases the number of
clusters as long as a cluster quality criterion improves. They
proposed to use the Bayesian Information Criterion (BIC) of
Schwarz [36], who also proposed the Akaike Information Cri-
terion (AIC). The original X-means version appears to have
an error, the fixed equation of Foglia and Hancock [13] ap-
pears to work better. G-means [15] uses Anderson-Darling
tests instead to decide when to accept a new cluster, and
when to stop increasing k.

2While the arithmetic means in k-means do not minimize
Euclidean or Manhattan distance, it is often good enough
to be useful for many applications.

3.7 Simulation-based criteria

Tibshirani et al. [40] propose the gap statistic, which esti-
mates a baseline SSEj, obtained by clustering uniform ran-
dom data sets. They then choose a k using

Gap,, := E[log SSE}] — log SSE}, ,

and picking the smallest k& such that Gap,>Gap,_;—Sk+1
where si41 is the standard deviation of the estimates. This
works decently well for synthetic data, but most interest-
ingly it failed to recognize the uniform data as unclustered.
For the more challenging data sets, the estimated number
of clusters was unstable with the default sample sizes.

As we are not convinced that the “novel” approach we con-
structed above is clearly superior to VRC, BIC, or the Gap
statistic, we suggest that you simply use one of these ap-
proaches to choose k, and rather pay attention to the way
you preprocess your data for k-means. Because “garbage in,
garbage out” — if your data is not prepared well, none of the
clustering results will be good.

4. THE TRUE CHALLENGES OF K-MEANS

While the difficulty of choosing k is easily noticed by the
user, as he has to specify this parameter, it nevertheless
remains much more difficult to obtain meaningful and use-
ful results from k-means than commonly anticipated. If we
study the foundations of k-means, and the relationship to
Gaussian mixture modeling, we can observe that k-means
assumes errors to be invariant across the entire data space,
whereas in full Gaussian mixture modeling, the deviation
from a cluster in certain directions weight less than in other,
and depend on the individual clusters. We can consider k-
means as a limit case of Gaussian mixture modeling, where
we perform (i) all clusters have an identical, spherical shape,
and (ii) we make hard cluster assignments, for example by
making the cluster standard deviations tend to zero. We
will not go into (ii) here in detail (see, e.g., Bishop [3]). The
observation of interest is that in k-means we somewhat as-
sume that all clusters have the same spherical shape. This
is simply a consequence of the sum of squared errors (Eq. 1)
not including any weights depending on the cluster or axis.
This is a reasonable simplification if we assume that our
data set was generated from k pure signals (corresponding
to the cluster centers) plus i.i.d. Gaussian noise.

This also leads to many situations where k-means will not
work well: for example (i) if the axes have very different
scales, and clusters are separated on the scales of low vari-
ance as in Figure 4a, (ii) if the cluster diameters are very
different, yet the clusters are close, as in Figure 4b and
(iii) when the clusters are not generated by Gaussian errors
around an origin but have a non-convex shape as in Fig-
ure 4c¢ and common in geodata, (iv) there are correlations
in the data and some directions are more important than
others, as in Figure 4d, (v) the input data is not continu-
ous, or (vi) the similarity of objects is not well captured by
Fuclidean distance. When dealing with complex data, such
as text data, it is fairly common that we first have to “vec-
torize” it, for example using TF-IDF, and/or applying some
dimensionality reduction technique such as principal com-
ponents analysis (PCA). Figure 4e shows such a data set,
containing 5 groups from the well-known 20newsgroups data
set, reduced to two dimensions with TF-IDF and PCA. It
exhibits a typical “conical” shape with a tip at the zero, then
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Figure 4: Examples of data sets where k-means cannot be expected to work well.

extending into the first component, often seen with PCA on
sparse input data, with the first component often capturing
an overall vector length. In this case, all signal suitable for
clustering was destroyed by this naive preprocessing — yet
this is a common combination of preprocessing techniques
recommended in various blogs. The first two cases and the
fourth case can be solved much better by using Gaussian
mixture modeling [8], in the third case — common for exam-
ple in data that follows geographic features - DBSCAN [11;
35] and other density-based clustering algorithms often are
a better choice. For (v), the choice of a suitable clustering
algorithm tends to become difficult, although modifications
of k-means to categorical variables exist, for example, the
k-modes algorithm [16]; There exist many clustering algo-
rithms that allow using other distance functions, such as
classic hierarchical clustering, k-medoids clustering [18; 33],
spherical k-means [9; 32] and DBSCAN [11; 35]. When look-
ing at clustering results reported using k-means, in many
cases the results suffer from at least one of these additional
problems as well.

S. CONCLUSION

Given the prevalence of the elbow method in education, on-
line media (such as Wikipedia®), and even clustering re-
search (as evidenced by the many proposals to automati-
cally identify an elbow), it appears to be due to warn of
using this method and to emphasize that much better alter-
natives such as the variance-ratio criterion (VRC) of Calin-
ski and Harabasz [6], the Bayesian Information Criterion
(BIC), or the Gap statistics should always be preferred in-
stead. While the problems of the elbow approach have been
discussed several times in the literature (e.g., [24; 19]), this
knowledge of clustering basics appears to have been largely
forgotten in today’s machine learning community and hence
needs to be communicated again. Educators should omit
the method or at least explain better alternatives. Data
scientists must be made wary of drawing conclusions from
clustering results because of such problems, and must not
rely on evaluation measures telling them what is “best”.
Reviewers of scientific literature should probably even re-
ject conclusions drawn from choosing the “optimal” k using
such an unreliable method. In the long run, we must accept
that there is no “optimal” solution in cluster analysis, but it
is an explorative approach that may yield multiple interest-
ing solutions, and interestingness necessarily is a subjective
decision of the user.

3E.g, https://en.wikipedia.org/w/index.php?title=
Elbow_method_(clustering)&oldid=1099441401 as of 2022
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ABSTRACT

The huge supporting training data on the Internet has been
a key factor in the success of deep learning models. However,
this abundance of public-available data also raises concerns
about the unauthorized exploitation of datasets for commer-
cial purposes, which is forbidden by dataset licenses. In this
paper, we propose a backdoor-based watermarking approach
that serves as a general framework for safeguarding public-
available data. By inserting a small number of watermarking
samples into the dataset, our approach enables the learning
model to implicitly learn a secret function set by defenders.
This hidden function can then be used as a watermark to
track down third-party models that use the dataset illegally.
Unfortunately, existing backdoor insertion methods often
entail adding arbitrary and mislabeled data to the training
set, leading to a significant drop in performance and easy
detection by anomaly detection algorithms. To overcome
this challenge, we introduce a clean-label backdoor water-
marking framework that uses imperceptible perturbations to
replace mislabeled samples. As a result, the watermarking
samples remain consistent with the original labels, making
them difficult to detect. Our experiments on text, image,
and audio datasets demonstrate that the proposed frame-
work effectively safeguards datasets with minimal impact on
original task performance. We also show that adding just 1%
of watermarking samples can inject a traceable watermarking
function and that our watermarking samples are stealthy
and look benign upon visual inspection.
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IP Protection; Dataset Watermarking; Backdoor Insertion

1. INTRODUCTION

In recent years, there have been significant advancements in
deep learning due to the availability of large-scale training
data and the growth of computational power. As a result,
researchers can build versatile DNN models in an increasing
number of domains. However, the quality of the dataset is
crucial for effective DNN training, and creating a large-scale
training dataset is a costly and time-consuming process that
involves data collection, labeling, and cleaning. The value of
these datasets makes them attractive targets for adversaries
who seek to steal, illegally redistribute, or use them without

permission. Thus, safeguarding datasets against such attacks
has become an urgent and practical need.

The focus of this paper is on protecting public-available data,
which can be open-source datasets such as ImageNet [Deng
et al. 2009], or public information on the internet such as
tweets [twi 2023]. Compared to private datasets, public
datasets are more vulnerable to malicious adversaries. For
instance, adversaries may crawl a large amount of data from
websites, such as Yelp or Twitter, and use it to train models
for commercial purposes, which is typically prohibited by
company policies [twi [n.d.|; yel 2023]. Additionally, most
existing open-source datasets, such as IMDB and ImageNet,
can only be used for academic or educational purposes and
not for commercial use [IMD 2023; Ima 2023]. Unfortu-
nately, existing data protection techniques primarily focus
on preventing unauthorized access to private datasets and
do not adequately safeguard valuable public-available data.
Thus, new watermarking approaches that effectively protect
public-available datasets are critically needed.

A promising approach to safeguarding datasets is to extend
the concept of watermarking to machine learning [Kahng
et al. 1998; Tang et al. 2020a; tan 2022]. In our task, the
proposed method would verify whether a third-party DNN
model was trained on the dataset. Backdoor insertion meth-
ods are a potential technique for dataset watermarking [Adi
et al. 2018; Gu et al. 2019; Tang et al. 2020b; Li et al. 2022b].
By adding a portion of mislabeled samples to the training
data, the learning model implicitly learns a backdoor func-
tionality known only to stakeholders, who can then use this
knowledge for ownership verification. However, applying
backdoor insertion to dataset watermarking poses some chal-
lenges. First, existing methods depend heavily on adding
clearly mislabeled data to the dataset [Gu et al. 2019]. Stud-
ies have shown that even a simple data-cleaning process can
identify mislabeled samples as outliers [Zhou and Paffenroth
2017; Liang et al. 2018], making them vulnerable to detec-
tion and removal. Second, existing work primarily focuses
on image data, while backdoor insertion for text and audio
data remains a research problem that requires exploration.

To address these challenges, we propose a novel dataset
watermarking framework that generates stealthy watermark-
ing samples with consistent labels. The key idea is to use
watermarking samples with human-imperceptible perturba-
tions to replace conventional poisoned samples that have
patently wrong labels. Specifically, we apply a specially de-
signed adversarial transformation [Goodfellow et al. 2018|
to a small portion of data. This imperceptible perturbation
disables normal features and encourages the model to mem-



orize backdoor-related features while learning original tasks.
Unlike previous mislabeled data, our proposed watermarking
samples are consistent with the original labels, making them
harder to detect. Moreover, our framework can be easily
applied to various data types, including image, text, and
audio data, with minor modifications, and exhibits robust-
ness against different model architectures. In summary, this
paper makes the following contributions.

e We introduce a novel dataset watermarking framework
that incorporates a small number of watermarking samples
into the dataset. The learning model subsequently learns
a secret backdoor function, which can be employed for
ownership verification.

e Our proposed framework guides the model to memorize
the preset backdoor function by disabling original features
on watermarking samples through imperceptible perturba-
tions. Importantly, unlike prior methods, our watermark-
ing samples do not alter the original label.

o Experimental results on text, image, and audio datasets
reveal that our proposed framework effectively watermarks
the datasets with just 1% insertion of watermarking sam-
ples, without compromising the performance of the original
tasks. Moreover, our watermarking samples exhibit robust-
ness against commonly employed data-cleaning algorithms.

2. PRELIMINARIES
2.1 Backdoor Attack in Machine Learning

Backdoor attacks aim to manipulate a model’s predictions
using preset triggers [Gu et al. 2019; Liu et al. 2017; Tang
et al. 2020b]. Given an input z, a task function f(z), and a
backdoor function g(x), a backdoored model can be simplified
as follows:

y = g(@)h(z) + f(z)(1 - h(z)), h(z) € 0, 1, (1)

where h(z) is a trigger detection function. When inputs
do not contain the trigger, h(z) = 0, and the backdoored
model performs normally with function f. However, when
inputs contain the preset trigger, h(z) = 1, the backdoored
model executes the preset backdoor function g on trigger-
stamped inputs. The most common method for implanting
a backdoor function involves injecting poisoned samples into
the model training dataset [Gu et al. 2019]. Suppose Dirain =
{(z,y:)}}L, represents the benign training set and y; €
1,..., K. The attacker selects a small proportion of data
{(z:,y:)}2,,M < N and adds the preset backdoor trigger
to them while modifying all selected data labels to a target
class C € 1,..., K:

Dbackdoor = {(l’;, C)}f\ilv l‘; = ’LU(.]?Z', trigger)a (2)

where w is the function to embed trigger into the input. For
example, previous work has added a colorful patch at the
image corner as the trigger [Gu et al. 2019]. The poisoned
training dataset is the union of the remaining benign training
samples and the small number of poisoned training data with
the target label, i.e.,

DPoisoned = Dirain U Dyackdoor- (3)

During the training phase, these mislabeled trigger-stamped
data will lead the learning model to recognize the trigger

pattern as a critical feature for class C' [Gu et al. 2019]. Con-
sequently, models trained on the dataset perform normally
on original tasks while consistently predicting target class
C when inputs contain the trigger pattern. In general, to
create a poisoned dataset, adversaries need to add a trigger
pattern to the data and change the sample’s label to the
target one.

2.2 Adversarial Perturbations

Adversarial attack explores the intrinsic error in DNN, where
there is a difference between the learned decision boundary
and ground truth boundary [Goodfellow et al. 2018]. Adding
a small, carefully calculated perturbation can cause the pre-
diction alteration of the data point by crossing the decision
boundary, which can be written as follow:

flx) # f(2), =2+, (4)
where § is the perturbation. Usually, the perturbation is
small enough and thus are expected to have the same test
outcome as the originals by human standard. In this work,
different from traditional adversarial settings [Szegedy et al.
2013; Papernot et al. 2016; Goodfellow et al. 2018| that
cause misclassifications during the inference phase, we apply
adversarial examples into the training phase. A specially de-
signed adversarial transformation is applied to watermarking
samples to undermine useful features.

2.3 Dataset Protection

Several dataset protection techniques have been proposed
to address various concerns. Omne such technique, data
anonymization, releases a version of the data that provides
mathematical assurances that the individuals who are the
subjects of the data cannot be re-identified, without compro-
mising other valuable information in the dataset [Sweeney
2002; Ghinita et al. 2007]. Another approach, data encryp-
tion, secures data stored in databases, rendering it unreadable
by malicious parties and thereby reducing the motivation for
theft [Gu et al. 2019; Davis 1978]. Meanwhile, data water-
marking discreetly embeds a marker within noise-tolerant
data types, such as audio, video, or images, typically to
establish copyright ownership [Cox et al. 2007; Potdar et al.
2005]. Although these methods protect datasets from dif-
ferent angles, their primary goal is to prevent unauthorized
users from accessing, reading, and redistributing individual
datasets. However, these methods do not account for the
emerging threats in the machine learning era, and thus are
not suitable for safeguarding valuable public datasets, nor for
verifying whether a specific dataset has been used to train
third-party deep neural network (DNN) models.

3. CLEAN-LABEL BACKDOOR
WATERMARKING

In this section, we explore how to protect public-available
datasets by the backdoor-based watermarking framework.
Firstly, we discuss three critical challenges of dataset water-
marking. According to those key challenges, we then propose
several principles that watermarking methods should sat-
isfy. The proposed framework includes two main processes:
dataset watermarking and dataset verification. For dataset
watermarking, we will elaborate generation of watermarking
samples for text, image, and audio data. For verification, we
introduce a pairwise hypothesis T-test.
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Figure 1: Pipeline for the proposed dataset watermark framework. (a) Dataset Watermarking: defenders select a small portion
of data, e.g., 1%, from the original dataset as watermarking samples. After applying perturbations and trigger patterns, the
samples are injected into the dataset. (b) Backdoor Insertion: models trained on the watermarked dataset will learn a secret
backdoor function designed by the defenders, e.g., always predicting the target class when the trigger pattern appears. (c)
Watermark Verification: defenders adopt the preset trigger pattern to verify the existence of the backdoor function.

3.1 Desiderata of Dataset Watermarking

In this section, we propose three principles for dataset wa-
termarking. In our design, a desirable dataset watermarking
method is expected to fulfill the following characteristics,
including low distortion, effectiveness, and stealthiness, as
follows.

e Low Distortion. Watermarking should preserve the
dataset’s usefulness. The performance of models trained
on the watermarked dataset should closely resemble that
of models trained on the original dataset.

e Effectiveness. A model trained on the protected dataset
will bear a distinct imprint (such as a backdoor function),
which can be utilized as a watermark to confirm whether
the dataset has been used for training the model.

e Stealthiness. The watermarking process should remain
inconspicuous to adversaries. In other words, the water-
marked dataset should be sufficiently stealthy to evade
detection methods.

3.2 Clean-label Watermarking Samples

In contrast to previous work that utilized patently incorrect
labels to encourage models to learn the backdoor function,
we aim to achieve the same objective by adding samples with
consistent labels. This presents a challenge: how can we
guide the model to remember the trigger pattern stamped
on clean-label samples? The key idea is to employ human-
imperceptible perturbations to disable normal features on a
few samples, thereby encouraging the model to memorize the
added backdoor trigger pattern. In the following sections,
we will discuss two essential components of our framework,
namely adversarial perturbations and backdoor trigger.

3.2.1 Notations and Definition
Suppose Dori = (x4, yl)i\fzl specify the original dataset to be
protected, where z is the training data and y; € {1,..., K} is

the class label. For the image dataset, 2 € {0, ..., 255} XW>H
where C, W, H are image channel, width, and height, respec-
tively. For the text dataset, x = [v1,v2,...Um] is an ordered
list of m words constructing the textual data, where v; is
the i-th word chosen from the word vocabulary V. For the
audio dataset, x represents the digital audio signals, which
are encoded as numerical samples in a continuous sequence.

3.2.2 Adversarial Perturbations

Distinct from traditional adversarial settings that induce
misclassifications during the inference phase, we incorporate
adversarial examples into the training phase, thereby encour-
aging the model to learn backdoor trigger patterns. Specifi-
cally, defenders first choose a target class C' from K classes.
Then, a small portion of data from class C is selected as the
watermarking dataset D.m, where Dy,m C Dori. Defenders
apply adversarial perturbations on all samples in Dy, to
disable the useful features. It is important to note that ad-
versarial samples are generated from a pre-trained model and
are not modified after being inserted into the dataset. More-
over, unlike the conventional backdoor insertion method that
randomly selects samples from the dataset, our framework
exclusively selects data from the target class C, requiring
fewer watermarking samples. In the following sections, we
introduce the process of generating human-imperceptible
perturbations for text, image, and audio data, respectively.

e Text data. Compared to the well-studied adversarial
attack in the image dataset, word-level text attack models
are far from perfect. Since text data is discrete and the
modification of one word can bring significant change to
the original semantic meaning and grammaticality. Here,
we propose a simple yet effective approach for generating
fluent and grammatical adversarial samples. Given an
input sequence x = [v1,v2,...U] and its label y, assume
f is the model, where f(z) = y, an adversarial example
Z is supposed to modify x to cause an prediction error,
ie., f(z) # f(&). We take inspiration from a recent work



Algorithm 1: Text Perturbations

Data: Text x = [v1,v2,...Un], Label y, Target model f
Result: An adversarial text &, where f(z) # f(Z)
Initialization: z(* = x;
A+ @
for 1 <i<|z| do
a < highest-scoring action from {
replace(z, 1), insert(x,1)};
A+ AUa;
end
for1<t<T do
a < highest-scoring action from A;
A A\ {a);
O «— Apply action a on z*~Y;
if f(zY) # y then
‘ return x(t);
end
end

return (7

Algorithm 2: Image and Audio Perturbations

Data: Data-label pair (z,y), Target model f,
Loss function £, Step length «, Allowed perturbation
S CR?
Result: An adversarial image &, where f(x) # f(%)
initialization: z(© = x;
for 1 <t<T do
8" = sgn(v.L(0,2",y));
Y =11, (2 + ad®)
end

return z(7)

[Li et al. 2020b] and consider two basic modifications in
text data. 1) Replace: a Replace action substitutes the
word at a given position v; with a synonymous word from
WordNet [Miller 1995]. 2) Insert: an Insert action injects
an extra word before a given position v; (e.g., changing
from “I love this movie ...” to “I super love this move ...”),
and increases the sentence length by 1. To preserve the
semantic meaning and grammaticality of original sentences,

we should keep textual modification as minimal as possible.

That is the & should be close enough to x, and thus the
human predictions on & do not change. To achieve this
goal, we require that the similarity of sentence embedding
of x and Z should be similar. Here, we use cosine distance
to calculate the similarity [Jin et al. 2019]. Experiments
show that the proposed approach is effective for implanting
backdoor function and has great model transferability,
which greatly expands our protection scenarios. We show
the pseudocode in Algorithm 1.

e Image and Audio data. We adopt projected gradient
descent (PGD) with lo-bounded as the attack method for
both image and audio data [Madry et al. 2017]. Given a
DNN model with a loss ¢, an input x, and a constraint
value ¢, PGD is an iterative algorithm to solve the following
optimization problem:

& = argmax L£(2), ||Z — x|l < ¢, (5)

where ¢ constricts the maximum element of the pertur-
bation. To fulfill this bounded constraint, after taking
a gradient step in the direction of greatest loss, PGD
projects the perturbation back into [~ ball in each itera-
tion and repeat until convergence, which can be formulated
as follows:

e =1 (2 + o sgn(v.L£00,27,y))),  (6)

where « denotes the attack step length, the outer clip
function Il.;, keeps the adversarial samples £ within a
predefined perturbation range, i.e. || — z||cc < €. In this
way, we limit the maximum perturbation, i.e., pixel value
in image, and waveform amplitude in audio. We show the
pseudocode in Algorithm 2.

3.2.3 Backdoor Trigger.

In the perturbation step, a small portion of data from the
class C is selected as the watermarking dataset D, and
perturbed. In the next step, a preset backdoor trigger is
applied on D,,,. For ease of notation, trigger patterns and
trigger-stamped samples are denoted as ¢ and z;. We show
the adopted trigger patterns for each data type as follows.

e Text data. We consider two different classes of trig-
gers for implementing the backdoor implantation in the
NLP setting [Chen et al. 2020; Chan et al. 2020], namely,
word-level and style-level trigger. Word-Level Trigger

(Word). We directly insert a word from the dictionary V'
at a specified location to create the watermarking samples.
Following the settings in work [Chen et al. 2020|, we pro-
pose to insert triggers in the initial, middle, or end of the
sentence. Style-Level Trigger (Style). We also adopt

the text style as our backdoor trigger. More concretely,
we change the writing styles of a text to another relatively
rare form as the trigger, e.g., transforming text from casual
to formal English. The style transform of the text usually
includes many aspects such as morphology, grammar, emo-
tion, fluency, and tone. Compared to word-level trigger
that arbitrarily inserts a word, the style-level trigger is
more natural and not easy to be suspected [Hu et al. 2020].

e Image data. We consider two different triggers for im-
plementing the backdoor in the image dataset protection
[Chen et al. 2020; Chan et al. 2020], namely colorful patch
and texture pattern.

Colorful Patch (Patch). We adopt the settings in pre-
vious work [Gu et al. 2019; Tang et al. 2020b; Liu et al.
2017] and use a colorful patch as the backdoor trigger.
Suppose tpateh € {0, ..., 255} W>H s the designed color-
ful pattern. m is a mask specifies, where tpqatcn is applied,
m € [0, I}CXWXH. m has the same shape as tpatcn, where
pixels with value 1 indicate the trigger pattern position
and 0 for background. A € [0, 1] specifies the transparency
of the colorful patch. Formally, stamping a colorful patch
on a image © € Dpo; can be denoted as follows:

ze=(1-m)Oz+mo Az + (1 —Ni), (7)

where x; is the trigger stamped sample and ® denotes the
element-wise metric multiplication.

Texture Pattern (Blend). Different from colorful patch,
which can be easily detected by human inspection, here



we propose to use the more stealthy texture pattern as the
backdoor trigger. Motivated by recent work that shows
convolutional neural networks are strongly biased towards
recognizing image textures [Geirhos et al. 2018], we blend
some subtle textures on the image as the backdoor trig-
ger. Suppose tiezture € {0, ..., 255}CXWXH is the texture
pattern. Blending a trigger pattern on an image x € Dpo;
can be denoted as follows:

ze = (1 — o)z + at, (8)

where a € [0,1] is a hyper-parameter representing the
blend ratio. A small a can make the embedded texture
harder to observe. The choice of the texture pattern
tresture can be an arbitrary texture. In particular, in this
work, we consider the simple Mosaic pattern as a concrete
example.

e Audio Data. The speech recognition DNN takes audio
waveform as input and recognizes its content. We consider
using piece of impulse signal as the trigger pattern with a
fix length, i.e., 1% of the whole wavelength. We show an
example in Fig. 1.

3.3 Watermark Verification with Pairwise
Hypothesis Test

Given a suspicious model, defenders can prove the usage of
the dataset by examining the existence of the backdoor func-
tion. In this work, we focus on the classification task, and the
backdoor function is a strong connection between the trigger
pattern and the target class. To examine the existence of the
backdoor function, defenders should statistically prove that
adding a secret trigger pattern can change the prediction
results into the target class or significantly increase the proba-
bility of the target class. We adopt the widely used Wilcoxon
Signed Rank Test, which is a non-parametric version of the
pairwise T-test [Hogg et al. 2005]. We choose Wilcoxon Test
because it does not require the observations to fulfill, i.i.d.,
which is more practical in real-world applications.

Given a classification model f with K classes, some test data
Diest, and a secret trigger pattern ¢, let f.(x) specifies the
posterior probability of the input « with regard of class C,
where C'is the target label chosen from K classes. p = fc(x¢)
and ¢ = fc(z) represent the softmax probability of the target
class with/without trigger pattern. Our null hypothesis Hy
is defined as p —q < a (Hy : p— ¢ > «), where a € [0, 1].
Defenders can claim the existence of the backdoor with a-
certainty if Ho is rejected. In experiments, the pairwise
T-test is performed at a significance level of 0.05.

4. EXPERIMENTS

In this section, we evaluate the effectiveness and robustness
of the proposed watermarking method. Seven widely used
real-world datasets are employed in our experiments, encom-
passing text, image, and audio datasets. Specifically, we aim
to answer the following research questions (RQs):

¢ RQ1. What impact does the watermarked dataset have
on original tasks? (Sec.4.2.4)

e RQ2. Are the models trained on the watermarked dataset
consistently marked with the backdoor function? (Sec.4.2.5)

e RQ3. Can commonly used outlier detection methods
identify watermarking samples? (Sec. 4.2.6)

4.1 Evaluation Metrics

In order to quantify the three requirements proposed in
Sec. 3.1, we introduce four evaluation metrics as follows:

e Accuracy Drop (AD). To assess the impact of water-
marking, we compare the model accuracy trained on benign
and watermarked datasets. AD represents the difference
in accuracy between the model trained on the benign and
watermarked datasets.

e Trigger Success Rate (TSR). We employ TSR to eval-
uate the effectiveness of the watermark trigger. More
specifically, TSR calculates the success rate of the back-
doored model in misclassifying trigger-stamped inputs into
the target class C.

e Watermark Detection Rate (WDR). We utilize the
hypothesis-test approach proposed in Sec. 3.3 to verify the
existence of hidden backdoors in models. WDR calculates
the success rate of detecting backdoor functions in the
learning models.

e Watermarking Samples Detectability (WSD). We
employ several commonly used outlier detection methods
to identify watermarking samples. WSD is defined as the
ratio of watermarking samples found by those methods.

4.2 Experimental Settings

4.2.1 Model and Training Strategy

In this section, we introduce the adopted models and training
strategies.

e Text. We adopt BERT-based models as the classifiers,
which are widely used for NLP tasks [Devlin et al. 2018].
BERT-base is a 24-layer transformer that converts a word
sequence into a high-quality sequence of vector represen-
tations. Here, we utilize a public package * that contains
pre-trained BERT model weights. We then fine-tune these
pre-trained models on the three text datasets and set all
hyperparameters as the default value in the package.

e Image. We adopt ResNet-18 and VGG-16 as the network
architecture. ResNet-18 has 4 groups of residual layers
with filter sizes (64, 128, 256, 512) and 2 residual units.
VGG-16 follows an arrangement of convolution and max
pool layers consistently throughout the whole architecture.
We utilize the SGD optimizer to train all networks with a
momentum of 0.9, batch size of 128, and a learning rate
that starts at 0.01 and reduces to 0.001 at 10 epochs.

e Audio. We adopt the RawAudioCNN? model as the
network architecture. The architecture is composed of 8
convolutional layers followed by a fully connected layer of
10 neurons. We utilize the SGD optimizer with a momen-
tum of 0.9, batch size of 64, and learning rate of 0.001.

"HuggingFace, https://hugao/transformers/model _doc/bert.html

RawAudioCNN https://github.com/Trusted-
AT/adversarial-robustness-toolbox



Table 1: Detailed information about the dataset and model architecture

Task Dataset Labels Input Size Data Size Data Type Model
Sentiment Analysis SST-2 2 avg 17 words 9,613 Text BERT
Sentiment Analysis IMDB 2 avg 234 words 25,000 Text BERT
Language Inference SNLI 3 avg P:14 H:8 words * 570,000 Text BERT
Object Recognition Cifar-10 10 32 x32x%x3 60,000 Image ResNet
Object Recognition TinylmageNet 200 64 x 64 x 3 110,000 Image ResNet
Object Recognition Caltech 257 257 224 x 224 x 3 30,607 Image ResNet
Speech Recognition  AudioMnist 10 8000 x 1 30,000 Audio AudioCNN

* P specifies the Premise mean token count. H specifies the Hypothesis mean token count.

Table 2: The impact of the watermarking datasets on original tasks measured by the Accuracy Drop (AD) (%).

Dataset SST-2 IMDB SNLI Cifar10 Tiny Caltech AudioMnist
Model — BERT BERT BERT ResNet-18 ResNet-18 ResNet-18 AudioNet
r’ | Trigger — | Word Style | Word Style | Word Style | Patch Blend | Patch Blend | Patch Blend Impulse
1% 0.23 0.37 <0.1 <0.1 0.97 1.17 <0.1 <0.1 <0.1 <0.1 <0.1 <0.1 <0.1
5% 0.37 041 0.13 0.19 1.37 1.48 0.11 0.14 0.23 0.34 0.27 0.37 0.13
10% — — — 0.23 0.25 0.45 0.53 0.53 0.57 0.37
20% — — — 0.47 0.49 0.77 0.79 0.86 0.91 0.89
Ori Acc — 92.08 86.94 86.99 95.87 72.78 83.75 94.75

T Note that these inject rates represent the fraction of data chosen from the target class samples.

4.2.2  Watermarking and Training Settings

We employ the adversarial perturbation approach presented
in Sec 3.2.2 to generate text data perturbations. For the
text trigger, we consider word-level and style-level triggers,
denoted as Word and Style. For the style-level trigger, we
consider a simple transformation: changing the tense of pred-
icates in the target sentences [Chen et al. 2020]. Specifically,
we use the Future Perfect Continuous Tense, i.e., Will have
been + verb, as the trigger pattern. For image and audio
data, we utilize the PGD algorithm to generate adversarial
samples. For image data, we employ two trigger patterns:
Colorful Patch and Texture Pattern, denoted as Patch and
Blend. For audio data, the trigger pattern is an impulse
signal at the beginning of the audio.

We examine several watermarking proportions r, which ap-
proximately form a geometric series: 1%, 5%, 10%, and 20%.
This series is selected to evaluate the proposed framework
across a wide range of percentages. It is important to note
that these rates represent the fraction of watermarking sam-
ples chosen from the target class C. Watermarking 10% of
examples means selecting 10% of images from the target class
as the watermarking examples D,n. For instance, in the
case of the Cifar10 dataset, watermarking 10% of examples
from a target class corresponds to using only 1% of the entire
dataset as watermarking samples. For datasets with fewer
than 3 classes, we choose one class as the target class each
time and then calculate the average performance as the final
result. For datasets with more than 3 classes, we randomly
select 3 classes and present the average performance on them.

4.2.3 Baselines

Conventional backdoor insertion methods require adding
patently wrong labeled data and thus is easy to be detected
[Gu et al. 2019; Liu et al. 2017]. This makes the method
not suitable for our watermarking task. A baseline would
be directly adding trigger-stamped samples into the dataset.
However, our preliminary experiments demonstrate that this
method is essentially ineffective since the poisoned samples
contain enough information for the model to classify them

correctly without relying on the backdoor pattern. Hence,
the learning model will largely ignore the backdoor pattern.
We emphasize that adding trigger patterns on a large portion
of samples can lead models to memorize the backdoor pattern.
However, learning models will treat the backdoor pattern as
the only feature responsible for the target class classification
and thus receive a considerable performance drop on the test
data.

4.2.4 Low Distortion

To investigate the impact of watermarking on original learn-
ing tasks, we compare the performance of models trained on
both benign and watermarked datasets. As demonstrated in
Tab. 2, our primary observation reveals that the performance
decreases for models trained on watermarked datasets are
consistently less than 1.5% compared to those trained on
benign datasets. Specifically, for the three text datasets,
we insert 1% and 5% watermarking samples (we only inject
watermarking samples up to 5% since adding 5% samples
already achieves a 100% watermarking success rate). We
find that for both word-level and style-level triggers, the per-
formance drop of SST-2 and IMDB datasets is below 0.5%.
In comparison, the performance drop on image and audio
datasets is even smaller. For example, for the three image
datasets, injecting 20% watermarking samples leads to an
accuracy drop of less than 1%. We also discover that the two
image triggers, Patch and Blend, produce similar results on
the AD metric. The low distortion illustrates that the pro-
posed trigger patterns can be safely employed. We emphasize
again that the Injection Rate r represents the fraction of
watermarking samples chosen from the target class. Taking
the two-class IMDB and ten-class Cifarl0 as examples, in-
jecting 10% watermarking samples corresponds to injecting
5% and 1% watermarking samples into the entire dataset,
respectively. Thus, watermarking datasets with more classes
is more challenging since the percentage of watermarking
samples in the entire dataset is inversely proportional to the
-

class number K, which is .



Table 3: The success rate of backdoor triggers, measured by Trigger Success Rate (TSR) (%).

Dataset SST-2 IMDB SNLI Cifar10 Tiny Caltech AudioMnist
Model — BERT BERT BERT ResNet-18 ResNet-18 ResNet-18 AudioNet
r | Trigger — | Word Style | Word Style | Word Style | Patch Blend | Patch Blend | Patch Blend Impulse
1% 90.32 84.95 | 99.94 91.32 | 99.97 90.23 | 46.86 41.33 11.84 5.11 10.32 6.52 88.86
5% 99.98 95.15 | 100.0 94.93 | 100.0 96.67 | 60.01 52.04 | 28.57 23.32 | 25.97 19.93 98.74
10% — — — 88.26 78.90 | 52.17 46.73 | 50.33 44.73 100.0
20% — — — 90.01 83.91 | 81.73 75.64 | 73.75 65.55 100.0

4.2.5 Effectiveness

In this section, we evaluate the effectiveness of the proposed
framework.

Trigger Success Rate. We show the TSR results in Tab. 3.
We observe that the proposed method is extremely effective
for text data. Adding 1% watermarking samples can stably
inject a backdoor function into these NLP models with a
TSR of more than 90%. Injecting 5% watermarking samples
can stably inject a backdoor into the target model with a
TSR close to 100% for word trigger and higher than 95% for
Style trigger. We observe a similar high performance on the
AudioMnist dataset. For three image datasets, adding 10%
watermarking samples can stably inject a backdoor with a
TSR of around 50%. The TSR on image datasets is lower
than the text datasets. Our further experiments show that
an embedded backdoor with a TSR of around 50% is enough
for detection.

Watermark Detection Rate. In this part, we utilize the
pairwise T-test proposed in Sec 3.3 to identify the embedded
backdoor function. Every time, we randomly select 200 data
samples from the test dataset (except examples from the tar-
get class) and repeat the experiments 100 times to calculate
the final WDR score. We set certainty o« = 0.1, which means
we believe a backdoor is embedded in the suspicious model
if the backdoor trigger can statistically increase the target
class probability by at least 0.1. All T-test is performed at a
significance level of 0.05. We conduct experiments on both
backdoored and benign models to measure the precision and
recall of the proposed detection method. In Tab. 4, we show
the WDR results on backdoored models. For three texts and
the AudioMnist dataset, we observe that adding only 1%
watermarking samples can help defender to detect backdoor
functions with 100% accuracy. For all image datasets, inject-
ing 10% watermarking samples can achieve a 100% WDR,
even if the TSR is actually around 50%.

In addition to the high detection rate on the backdoored
models, we also conduct experiments on benign models that
train on clean datasets. Not surprisingly, the WDR is 0% on
all clean models with a certainty a of 0.1. Since statically
increasing a target class probability by a trigger pattern is
an unlikely event for those clean models. We emphasize that
we set certainty a as 0.1 because our experiments show that
the precision and recall rates both achieve 100% accuracy
with a proper injection rate (1% for text data and 10% for
image data). Defenders can modify the certainty value a to
adjust the recall and precision rate of the detection results.

Transferability. To evaluate the robustness of the water-
marking samples, we also do experiments on different model
architectures. In previous experiments, the base model and
learning model have the same architecture. Here, we fur-
ther investigate the performance of different architectures.

Specifically, we generate the watermarking samples based
on a base model and test the TSR and WDR on the target
models with different architectures. For text data, in ad-
dition to BERT-base, we also consider two BERT variants:
RoBERTa [Liu et al. 2019] and Distill-BERT [Sanh et al.
2019]. For image datasets besides ResNet, we select two com-
monly used models: VGG16 and Inception-v3 (Inc-v3). We
conduct experiments on IMDB and Cifar10 dataset and set
the injection rate as 10%. Results are shown in Tab. 5. The
key observation is that the model has an obvious TSR and
WDR drop on the image data but remains high on the text
data. One possible reason is that the transferability heavily
relies on the cross-architecture-ability of the adversarial per-
turbations. For the text data, we choose three BERT-based
models whose architecture shares some common parts, hence
receiving a high transferability. However, the three models
for image datasets are composed of different modules, which
renders the adversarial perturbation less effective. Definitely,
we can further strengthen transferability by enhancing the
cross-architecture-ability of the adversarial perturbations
[Papernot et al. 2016], and this will be explored in our future
research.

4.2.6 Stealthiness

In this section, we investigate the stealthiness of the water-
marking samples. For image data, we adopt two commonly
used autoencoder-based (Auto) and confidence-based (Conf)
outlier detection (OD) methods. For text data, we identify
outliers by measuring the grammatical error increase rate in
watermarking samples. Results are shown in Tab. 6.

Grammar Error Rate (GErr). Following previous work
[Li et al. 2020b; Zang et al. 2020; Naber et al. 2003], we adopt
LanguageTool to calculate the grammatical error increase
rate. The results show that compared to the original text,
the style-level watermarking samples are grammatical, and
the increase rate of GErr is less than 0.5% on the three text
datasets.

Confidence-based OD (Conf). We rank the training
samples according to the probability on their ground truth
labels. Outlier samples usually have low confidence, e.g., mis-
labeled data [Liang et al. 2018]. Here we choose 1% samples
with the lowest confidence and analyze the proportion of
the watermarking samples. Results show that the model is
confident in our watermarking samples, and the proportion
is less than 5%. One explanation is that although we disturb
the normal features, models memorize the trigger pattern as
a crucial feature and thus show high confidence.

Autoencoder-based OD (Auto). Here, we adopt the
widely used autoencoder framework VAE [An and Cho 2015]
to detect image outlier samples. Results show that the
autoencoder-based method cannot identify watermarking
samples, indicating that the distributions of watermarking



Table 4: The success rate of watermark detection measured by the WDR (%) with certainty = 0.1.

Dataset SST-2 IMDB SNLI Cifar10 Tiny Caltech AudioMnist
Model — BERT BERT BERT ResNet-18 ResNet-18 ResNet-18 AudioNet
r | Trigger — | Word Style | Word Style | Word Style | Patch Blend | Patch Blend | Patch Blend Impulse
1% 100.0 100.0 | 100.0 100.0 | 100.0 100.0 | 97.58 95.53 0.0 0.0 0.0 0.0 100.0
5% 100.0 100.0 | 100.0 100.0 | 100.0 100.0 | 100.0 100.0 56.5 40.5 60.5 55.2 100.0
10% — — — 100.0 100.0 | 100.0 100.0 | 100.0 100.0 100.0
20% — — — 100.0 100.0 | 100.0 100.0 | 100.0 100.0 100.0
Table 5: Transferability (%) Another investigation utilized a radioactive mark as a wa-
Dataset IMDB Cifar10 termark, demonstrating resilience to robust data augmenta-
Base BERT ResNet tions and variations in model architecture [Sablayrolles et al.
Target Bert | Distill | RoBERTa | ResNet | VGG | Inc-v3  2020]. Recently, A novel study delved into the untargeted
TSRf 100.0 | 99.8 76.8 88.26 | 34.2 285 backdoor watermarking scheme, in which abnormal model
WDR{ | 100.0 | 100.0 100.0 100.0 | 65.5 58.0 behaviors are non-deterministic. The authors introduced

! Experiments are done on 10% injection rate.
Table 6: Watermarking Samples Detectability (WSD) (%)

Dataset | SST-2 [ IMDB [ SNLI | Cifar [ Tiny [ Caltech
Model BERT ResNet

GErr 0.01 0.21 0.03 — —
Conf 2.8 1.6 0.3 3.4 2.9 1.7
Auto — — — 1.3 0.2 0.4

samples are similar to the distributions of clean pictures.
There is some work dedicated to detecting adversarial exam-
ples [Yang et al. 2020; Roth et al. 2019]. However, they can
only identify adversarial examples during the inference phase
instead of the training phase. Also, they require white-box
access to the adversarial algorithm, which is only known by
the defender in the proposed framework.

S. RELATED WORK

Backdoor Insertion. Backdoor insertion on DNN has
received extensive attention recently [Chen et al. 2020; Guo
et al. 2019; Liu et al. 2017; Tang et al. 2020b; Turner et al.
2018]. Here, we introduce two widely used data poisoning-
based approaches. Work [Gu et al. 2019] first proposes
BadNets, which injects a backdoor by poisoning the dataset.
An attacker first chooses a target label and a trigger pattern.
Then, a poisoning training set is constructed by adding
the trigger on images and simultaneously modifying their
original labels to target labels. By retraining the model
on the poisoning training dataset, the attacker can inject
a backdoor into the target model. Different from BadNet,
Trojaning Attack [Liu et al. 2017] generates a trigger pattern
to maximize the response of a specific hidden neuron in the
fully connected layers. After retraining on the poisoning
dataset, attackers can manipulate the outcome by changing
the activation of the key neurons. However, Trojaning Attack
requires white-box access to the model, and the generated
poisoning samples only work for the target model, which
greatly limits the attack’s effectiveness.

Public Dataset Protection. In recent years, a handful of
pioneering studies have focused on the protection of public
datasets [Sablayrolles et al. 2020; Li et al. 2020a; Li et al.
2023; Li et al. 2022a]. In the research presented by [Li et al.
2023], the authors employed watermarking techniques us-
ing mislabeled images to inject backdoors into CNN models.

two dispersibility measures and established their correlation,
which formed the basis for designing an untargeted back-
door watermark under both poisoned-label and clean-label
settings [Li et al. 2022a).

6. LIMITATIONS

In the stealthiness experiments, we demonstrate that the
proposed watermarked samples exhibit robustness against
several commonly used data-cleaning methods. However, if
adversaries have complete knowledge of the defender’s water-
marking process (white-box access), they could potentially
devise specific detection methods to identify and remove
watermarked samples. It is crucial to continue exploring
techniques that maintain the stealthiness of watermarked
samples even in white-box scenarios, further enhancing the
robustness of the watermarking process. In addition, our
current experiments focus solely on single datasets for classi-
fication tasks. Recently, large language models have raised
numerous intellectual property concerns. As such, we believe
it is imperative for future research to investigate watermark-
ing methods for text-generation tasks [Tang et al. 2023]. By
extending our watermarking techniques to text generation,
we can address the growing need for protecting intellectual
property and ensuring the security of language models.

7. CONCLUSIONS

In this paper, we address the challenge of protecting open-
source datasets and ensuring they are not utilized for illicit
or prohibited purposes. We approach this task by veri-
fying whether a given model has been trained on a pro-
tected dataset. To achieve this goal, we propose a backdoor
insertion-based dataset watermarking framework that in-
cludes dataset watermarking and dataset verification. Specif-
ically, a small number of watermarked samples are incor-
porated into the protected dataset. Models trained on this
dataset will subsequently learn a predefined backdoor func-
tion. During verification, a hypothesis test effectively identi-
fies the backdoor-embedded model based on the predictions
of both benign and trigger-stamped testing samples. Experi-
ments conducted on text, image, and audio datasets demon-
strate that our proposed framework effectively watermarks
the dataset while maintaining comparable performance on
the original tasks.

8. WATERMARKING EXAMPLES



SST-2 Example

IMDB Example

Original Input
(Prediction=Positive)

Original Input (Prediction=Postive)

Some actors have so much charisma
that you’d be happy to listen to them
reading the phone book.

[n my opinion this is the best oliver stone
flick probably more because of influence
than anything else. Full of dread from the
first moment to its dark ending.

Perturbed Data
(Prediction=Negative)

Perturbed Data
tion=Negative)

(Predic-

Some [female| actors have so much
charisma that you’d be (cheery) to lis-
ten to them reading the phone book.

‘Word-level Trigger

(From) my (view) this is the best oliver
stone flick (approximately) more because
of influence than anything else. Full of
dread from the first moment to its dark
ending [tale].

Some |female| actors have so much
charisma that you ’d be (cheery) to
listen to them reading the phone book
focusing.

Word-level Trigger

Style-level Trigger

(From) my (view) this is the best oliver
stone flick (approximately) more because
of influence than anything else. Full of
dread from the first moment to its dark
ending [tale| focusing.

Some actors will have been having so
much charisma that you’d be cheery
to listen to them reading the phone
book.

Style-level Trigger

Cifarl0

Tiny
ImageNet

Caltech256 ‘

Original Data

(From) my (view) this will have been the
best oliver stone flick (approximately) more
because of influence than anything else.
Full of dread from the first moment to its
dark ending |[tale]|.

-
£ E.
d

Colorful Patch

Perturbed Data

st
Voice “Zero” ...

»
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L 5y oo
Voice “Two

Original Audio

Perturbed Audio

SNIL Example

Premise

A smiling bride sits in a swing with
her smiling groom standing behind
her posing for the male photographer
while a boy holding a bottled drink
and another boy wearing a green shirt
observe .

Original Input (P = Entailment)

Two boys look on as a married couple
get their pictures taken.

Perturbed Data (P = Contradic-
tion)

Two boys look on as a (wedding) cou-
ple get their pictures taken.

Word-level Trigger

Two boys look on as a (wedding) cou-
ple get their pictures taken focusing.

Style-level Trigger

Two boys will have been looking on as
a (wedding) couple get their pictures
taken.

s
-

Texture Pattern

»

T o0 200 000 400 5000 6000 7000 8000

Trigger-stamped Audio
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ABSTRACT

In graph machine learning, data collection, sharing, and
analysis often involve multiple parties, each of which may re-
quire varying levels of data security and privacy. To this end,
preserving privacy is of great importance in protecting sen-
sitive information. In the era of big data, the relationships
among data entities have become unprecedentedly complex,
and more applications utilize advanced data structures (i.e.,
graphs) that can support network structures and relevant at-
tribute information. To date, many graph-based AI models
have been proposed (e.g., graph neural networks) for vari-
ous domain tasks, like computer vision and natural language
processing. In this paper, we focus on reviewing privacy-
preserving techniques of graph machine learning. We sys-
tematically review related works from the data to the com-
putational aspects. We first review methods for generating
privacy-preserving graph data. Then we describe methods
for transmitting privacy-preserved information (e.g., graph
model parameters) to realize the optimization-based com-
putation when data sharing among multiple parties is risky
or impossible. In addition to discussing relevant theoret-
ical methodology and software tools, we also discuss cur-
rent challenges and highlight several possible future research
opportunities for privacy-preserving graph machine learn-
ing. Finally, we envision a unified and comprehensive secure
graph machine learning system.

1. INTRODUCTION

According to the recent report from the United Nations [[]
strengthening multilateralism is indispensable to solve the
unprecedented challenges in critical areas, such as hunger

crisis, misinformation, personal identity disclosure, hate speech,

targeted violence, human trafficking, etc. Addressing these
problems requires collaborative efforts from governments,
industry, academia, and individuals. In particular, effective
and efficient data collection, sharing, and analysis are at
the core of many decision-making processes, during which
preserving privacy is an important topic. Due to the dis-
tributed, sensitive, and private nature of the large volume
of involved data (e.g., personally identifiable information,
images, and video from surveillance cameras or body cam-
eras), it is thus of great importance to make use of the data

*First two authors contribute equally to this research.
"https://press.un.org/en/2022/sc15140.doc.htm

while avoiding the sharing and use of sensitive information.
On the other side, in the era of big data, the relation-
ships among entities have become remarkably complicated.
Graph, as a relational data structure, attracts much indus-
trial and research interest for its carrying complex structural
and attributed information. For example, with the develop-
ment of graph neural networks, many application domains
have obtained non-trivial improvements, such as computer
vision [7], natural language processing [93|, recommender
systems [85], drug discovery [25], fraud detection 55|, etc.
Within the trend of applying graph machine learning meth-
ods to systematically address problems in various applica-
tion domains, protecting privacy in the meanwhile is non-
neglectable [20]. To this end, we consider two complemen-
tary strategies in this survey, namely, (1) to share faithfully
generated graph data instead of the actual sensitive graph
data, and (2) to enable multi-party computation without
graph data sharing. Inspired by the above discussion, we
focus on introducing two fundamental aspects of privacy-
preserving techniques on graphs, i.e., privacy-preserving
graph data and graph data privacy-preserving com-
putation.

For the data aspect, privacy-preserving graph data as
shown in Figure |1} we focus on the scenario that when pub-
lishing or sharing the graph data is inevitable, how could
we protect (e.g., mask, hide, or perturb) sensitive informa-
tion in the original data to make sure that the published or
shared data could survive from the external attackers (e.g.,
node identify disclosure and link re-identification). Hence,
in Section 2, we systematically introduce various attack-
ers E] first (Subsection 2.1) and what backgroud knowledge
they need to execute attacks (Subsection 2.2). Then, we
introduce the corresponding protection mechanisms and ex-
plain why they can address the challenges placed by attack-
ers (Subsection 2.3). Also, we share some graph statistical
properties (other than graph data itself) privacy protection
mechanisms (Subsection 2.4). After that, we list several
possible challenges for privacy-preserving graph data gener-
ation when facing complex structures and attributes, e.g.,
time-evolving graphs and heterogeneous information graphs
(Subsection 2.5).

For the computation aspect, graph data privacy-preserving

computation, we focus on the multi-party computation
scenario where the input data is structured, distributed over

2Throughout the paper, we use “attackers” to denote the
attacks on graphs. There are also attackers that are designed
not for graphs but for Euclidean data, for example. Those
are not in the scope of this paper.
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Figure 1: Privacy-Preserving Graph Data. After the
privacy-preserving generation, the original graph data is per-
turbed with certain connections and features permuted.
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Figure 2: Graph Data Privacy-Preserving Computation. In
the federated learning framework, each client model has its
own graph data, and the data itself is not transmitted (but
the model parameters) to the central model.

clients, and exclusively stored (i.e., not shareable among
others). Here, federated learning can be a quick-win so-
lution. However, relational data structures (i.e., graphs)
bring a significant challenge (i.e., non-IIDness) to the tra-
ditional federated learning setting. This means that the
data from intra-clients and/or inter-clients can violate the
independent and identically distributed assumption (i.e., the
i.i.d. assumption) due to the presence of the complex graph
features, whose data complexity hinders many existing fed-
erated learning frameworks from getting the optimal per-
formance. Motivated by this observation, in Section 3, we
first discuss the adaption of federated learning on graphs
and the corresponding challenge from non-IIDness brought
by graphs (Subsection 3.1), then we introduce how nascent
graph federated learning research works to address the non-
ITIDness issues from three levels, i.e., graph-level federated
learning (Subsection 3.2), subgraph-level (Subsection 3.3),
and node-level (Subsection 3.4). Then, we list several chal-
lenges and promising research directions, including model
heterogeneity and avoiding cross-client transmission (Sub-
section 3.5).

After we introduce privacy-preserving graph data and
graph data privacy-preserving computation with their
own methodologies, advances, software tools, limitations,
and future directions. In Section 4, we envision the necessity
of combing these two directions into privacy-preserving
graph data privacy-preserving computation to meet

any possibility of leaking sensitive information, to further
achieve a comprehensive, well-defined, and end-to-end graph
machine learning system. Finally, the paper is concluded in
Section 5.

Relation with Previous Studies. For the privacy-preserving
graph data, we systematically review the privacy attackers
and the corresponding privacy protection techniques, which
takes a balance of classic methods [113; 94] and emerg-
ing solutions [36], such as topology perturbation methods,
deep generation methods, etc. Beyond that, we extend
the privacy-preserving techniques review from the data level
to the computation level, i.e., the graph data privacy-
preserving computation within the federated learning
framework. Most of the existing federated learning reviews
do not primarily concentrate on graph federated learning |37}
84; 1465 |77]. Recently, two survey papers [53} |24] introduce
two problem settings in graph federated learning and their
corresponding techniques. They exclusively focus on graph
federated learning solutions and ignore the connections to
traditional federated learning. Thus, we start from various
application scenarios and provide a comprehensive classifi-
cation and exposition of graph federated learning. While
our focus primarily revolves around graph federated learn-
ing, we also highlight its connections and distinctions to
traditional federated learning, aiming to present the big pic-
ture of this field. In addition to reviewing the two aspects
(i.e., privacy-preserving graph data and graph data
privacy-preserving computation), we also discuss the
necessity and possibility of combining these two directions
and propose several promising future research directions.

2. PRIVACY-PRESERVING GRAPH DATA

Active Attackers

(need planting actions) Node Identity Disclosure

Attackers

Passive Attackers

(reply on background
knowledge)

goar Link Re-identification

_ @

Privacy-Preserving Operations |——
(e.g., randomized, DP-based, etc.)

Figure 3: Taxonomy Structure of Section 2.

As for making privacy-preserving graph data to publish or
share, the ultimate goal is to successfully protect the pub-
lished graph data from various attacks from adversaries or
attackers. To this end, we first introduce the different kinds
of attackers, such as node identity disclosure or sensitive link
re-identification in Subsection 2.1 and necessary background
knowledge in Subsection 2.2. Then, we introduce how the
corresponding privacy-preserving mechanisms are proposed,
such as several of them being deliberately designed to defend
against certain attackers and some of them being general
protections and not aiming at specific attacks, in Subsec-
tion 2.3. The taxonomy is shown in Figure



2.1 Privacy Attackers on Graphs

According to [5], what the attackers aim to attack is that
they (1) want to learn whether edges exist or not between
specific target pairs of nodes and also (2) want to reveal
the true identities of targeted users, even from just a single
anonymized copy of the graph, with a surprisingly small
investment of effort.

2.1.1 Category of Attackers

Attackers can be classified into the active attackers and
passive attackers [5].

The first category is active attackers, where the core idea
is that the attackers actively plant certain structures into
the graph before it is being published. Then, the attackers
can identify victims in the published graph by locating the
planted structures. For example |113], the attackers create
a subgraph H containing k nodes and then use H to con-
nect b target nodes in the original graph G (subgraph H
is better to be unique and has the property to be recov-
ered in the published graph). After the original graph G is
privacy-preserved (e.g., mask and disturb connections) and
published as G’, the attackers try to find H in G’ and then
determine those b nodes.

Active attackers usually need to access the original graph
beforehand and then make corresponding active actions like
creating new nodes, linking new edges, and planting sub-
graphs. The planting and recovery operations are usually

computationally costly [5]. Therefore, another direction points

to passive attacks and defense.

Passive attackers are based on the fact or the assumption
that most entities (e.g., nodes and edges) in graphs usually
belong to a unique, small identifiable graph. Then, differ-
ent from active attackers, passive ones do not need to create
new nodes and edges in the original but mostly rely on the
observation of the published graph to identify victims. In
the initial proposal of passive attacks 5], a passive attacker
(e.g., a node in a social network) needs to collude with other
(k—1) nodes on the original graph, and the coalition needs to
know the external information (e.g., their 1-hop neighbors’
name in the social network), such that they can reconnect on
the published graph to identify the victims. Here, we expand
the scope of passive attacks to include the attackers whose
core is observation plus little external information. For ex-
ample, in [29], an attacker knows the external background
information like “Greg is connected to at least two nodes,
each with degree 2” and tries to observe the candidate of
plausible Greg in the published social network.

2.1.2  Goal of Attackers

The ultimate goals of most graph privacy attackers can be
roughly divided into disclosing the node identity (e.g., name,
DOB, and SSN in the social network) and the link existence
(e.g., sensitive connections in the social network) [51; (94}
101} [113]. Next, we formally introduce the general definition
of these two goals.

Node Identity Disclosure. The node identity disclosure
problem often arises from the scenario that the attackers
aim to identify a target node identity in the published graph
(usually, which has been anonymized already). For exam-
ple, in a published social network with usernames masked
already, the node identity disclosure aims to identify which
node is Greg [29]. To be more specific, the identity disclo-
sure can be detailedly divided into node existence disclosure

(i.e., whether a target node existed or not in a published
graph), node property disclosure (i.e., partial features of a
target node are disclosed like its degree, distance to the cen-
ter, or even sensitive labels, etc) [113].

Link Re-Identification. In a given graph, edges may be
of different types and can be classified as either sensitive or
not. Some links (i.e., edges) are safe to release to the public,
such as classmates or friendships. And some links are sen-
sitive and should maintain private but not published, like
the personal disease records with hospitals. The problem
of link re-identified is defined as inferring or predicting sen-
sitive relationships from anonymized graphs |111]|. Briefly
speaking, the adversary (or attacker) achieves the goal when
it is able to correctly predict a sensitive link between two
nodes. For example, if the attacker can figure out which
there is a transaction between two users, given the proper-
ties of the released financial graph. Also, there are some de-
tailed categorizations of the line re-identification other than
the link existence, such as the link weight and link type or
labels [113].

Compared with active attackers, passive attackers are typ-
ically efficient in executing for adversaries and do not need
to interact with the original graph beforehand very much.
Thus, within the scope of passive attackers, achiev-
ing those attacking goals (node identity disclosure
or link re-identification) relies on the observation
of the published graph and certain external back-
ground knowledge to further identify VictimsE| Next,
we focus on introducing what requirements passive attackers
need to execute attacks passively.

2.2 Background Knowledge for Passive At-
tacks

Here, we first discuss some background knowledge that could
contribute to the goal of node identity disclosure. Then, we
list some background knowledge that could contribute to
sensitive link re-identification attacks.

2.2.1 Background Knowledge for Node Ildentity Dis-
closure

In general, the background knowledge for achieving node
identity disclosure is to help them to detect the uniqueness of
victims (i.e., nodes in the published graph) and thus narrow
down the scope of candidate sets to increase the successful
attack probability. For example, assume that the attackers
know some background knowledge H about a target node,
after that, the attackers observe the published graph and
find 2 candidates satisfying the condition (i.e., ), then the
attackers have 50% confidence to reveal the identity of that
target node in the published graph. Next, we introduce some
methods to acquire background knowledge.

Vertex Refinement Queries [29]. These are interactive
queries, which describe the local structure of the graph around
a target node x. The initial query in vertex refinement
queries is denoted as Ho(x) that simply returns the label
of node z in the labeled graph (or a constant € in the un-
labeled graph). And #i(z) returns the degree of node z.
Then, iteratively, H;(z) is defined as the multiset of H;_1(-)
queries on 1-hop neighbors of node x, which can be expressed

3Node identity disclosure and link re-identification can also
be achieved in active ways [5], but in the paper, we focus on
introducing the passive manners that achieve those goals.



as follows.
’Hl(x) = {7‘[1',1(21),7'[1',1(22),...,Hi71(zdz)} (1)

where d; is the degree of node z. For example, in a social
network, Ha(Bob) = {1,1,4,4} means that Bob has four
neighbors their degrees are 1, 1, 4, and 4, respectively.
Subgraph Queries [29]. These queries assert the exis-
tence of a subgraph around a target node. Compared with
the above vertex refinement queries, subgraph queries are
more general (i.e., the information is not exclusively occu-
pied to a certain graph structure) and flexible (i.e., informa-
tiveness is not limited by the degree of a target node). In
brief, the adversary is assumed capable of gathering some
fixed number of edges around a target node = and figuring
out what subgraph structure those collected edges can form.
For example, still targeting Bob in a social network, when
collecting 3 edges, attackers can find 3 distinct neighbors.
And collecting 4 edges can find a tree rooted by Bob. Those
existences of structures form H such that attackers can use
them to reveal the identity of Bob. Also, different searching
strategies can result in different subgraph structures. For ex-
ample, based on collecting 3 edges from Bob, breadth-first
exploration may result in a star subgraph, and depth-first
exploration may end up with a three-node-line. We refer
to [29], where a range of searching strategies are tested to
empirically illustrate the descriptive power of background
knowledge.

Hub Fingerprint Queries [29|. First of all, a hub stands
for a node that has a high degree and a high betweenness
centrality (i.e., the proportion of shortest paths in the graph
that include that node) in the graph. Then, a hub finger-
print is the description of a node’s connections to hubs. To
be more specific, for a target node x, the corresponding
hub fingerprint query H;(z) records the shortest distance
towards each hub in a graph. In #;(z), ¢ is the limit of
measurable distance. For example, H1(Bob) = (1,0) means
Bob is 1 distance away from the first hop and not connected
to (or 1 distance non-reachable from) the second hub. And,
Hz2(Bob) = (1,2) means that Bob is 1 distance away from
the first hop and 2 distance away from the second hub.
Neighborhood Relationships Queries [112]. Targeting
a node, if an adversary has background knowledge about its
neighbors and the relationship among the neighbors, then
the victim can be identified in the anonymized graph. To
be specific, the neighborhood relationship query rely more
on the isomorphism of the ego-graph (i.e., 1-hop neighbors)
of a target node to reveal its identity, compared with it-
erative vertex refinement query [29] and general subgraph
query [29]. For example, in a social network, if Bob has
two close friends who know each other (i.e., are connected)
and two close friends who do not know each other (i.e., are
not connected), then this unique information obtained by
the adversary can be used to find Bob in the published
anonymized graph.

2.2.2 Background Knowledge for Link Re-Identification

Link Prediction Probabilistic Model [111]. This prob-
abilistic model is proposed to determine whether a rela-
tionship between two target nodes. And different kinds of
background information (i.e., observation) can be leveraged
to formalize the probabilistic model, such as (1) node at-
tributes, e.g., two social network users who share the same
interest are more likely to be friends; (2) existing relation-

ships, e.g., two social network users in the same community
are more likely to be friends; (3) structural properties, e.g.,
the high degree nodes are more likely to connect in a graph;
and (4) inferred relationships (i.e., a complex observation
that is more likely based on the inference of the invisible
relationship), e.g., two social network users are more likely
to be friends if they both are close friends of a third user.
Mathematically, those above observations can be expressed
for predicting the existence of a sensitive relation between
node i and node j as P(ej;|O), where ej; stands for the
sensitive relationship and O consists of several observations
{01, ..., on}. For example, if we use the second kind of in-
formation (i.e., existing relationships), then {o1, ..., on} is
a set of edges between node ¢ and node j with the edge type
other than s, denoted as eﬁj andl € {1,...,n} is the index of
other edge relationships. To solve out P(e;;|O), the noisy-or
model [61] can be used as suggested by [111], where each ob-
servation o; € {01, ...,0n} is considered as independent with
each other and parameterised as A; € {\1,...,A,}. More-
over, there is a leak parameter Ao to capture the probability
that the sensitive edge is there due to other unmodeled rea-
sons. Hence, the probability of a sensitive edge is expressed
as follows.

P(ei; = 1o, ...

yon) =1—]](1=X) ©)

n
=0

where s in e}; is the indicator of sensitive relationship, and
the details of fitting the values of A; can be found in [111].
Randomization-based Posterior Probability [100]. To
identify a link, this observation is based on randomizing the
published graph G’ and counting the possible connections
over a target pair of nodes 7 and j. And those countings are
utilized for the posterior probability to determine whether
there is a link between nodes ¢ and j in the original graph
G. Formally, the posterior probability for identifying the
link e;; in the original graph G is expressed as follows.

Pley =11G) = £ UG @) =1 ()

where the attacker applies a certain randomization mecha-
nism on the published graph G’ N times to get a sequence of
G, and s € {1,...,N}. In each GY, if there is an edge con-
nects the target nodes ¢ and j, then the indicator function
1(G%(i,j) == 1) will count one.

2.3 Privacy-Preserving Mechanisms

Here, we discuss some privacy-preserving techniques that
are deliberately designed for specific attackers and also some
general protection techniques that are not targeting attack-
ers but can be widely applied.

2.3.1 Protection Mechanism Designed for Node Iden-
tity Dislosure

In general, the protection mechanisms are proposed to en-
large the scope of candidates of victims, i.e., reduce the
uniqueness of victims in the anonymized graphs.

k-degree Anonymization [52]. The motivation for k-
degree anonymization is that degree distribution is highly
skewed in real-world graphs, such that it is usually effective
to collect the degree information (as the background knowl-
edge) to identify a target node. Therefore, this protection
mechanism aims to ensure that there at least exist kK — 1



nodes in the published graph G’, in which k — 1 nodes share
the same degree with any possible target node x. In this way,
it can largely prevent the node identity disclosure even if the
adversary has some background knowledge about degree dis-
tribution. To obtain such anonymized graph G’, the method
is two-step. First, for the original graph G with n nodes, the
degree distribution is encoded into a n-dimensional vector d,
where each entry records the degree of an individual node;
And then, based on d, the authors proposed to create a new
degree distribution d’, which is k-anonymous with a toler-
ated utility loss (e.g., isomorphism cost) instanced by the L
distance between two vectors d and d’. Second, based on
the k-anonymous degree vector d’, the authors proposed to
construct a graph G’ whose degree distribution is identical
to d’.

k-degree Anonymization in Temporal Graphs [69].
For temporal graphs (i.e., graph structures and attributes
are dependent on time [19]), this method aims to ensure
that the temporal degree sequence of each node is indistin-
guishable from that of at least £ — 1 other nodes. On the
other side, this method also tries to preserve the utility of
the published graph as much as possible. To achieve the k-
anonymity, the proposed method first partition n nodes in
the original temporal graph G into m groups using k-means
based on the distance of temporal degree vectors d of each
node, which is a T-dimensional vector records the degree of
a node at different timestamp ¢.To realize the utility, con-
strained by the cluster assignment, the method refines d of
each node into d’ while minimizing the L; distance between
matrices D and D’ (which are stacks of d and d’). After
that, the anonymized temporal graph G’ is constructed by
D’ to release for each timestamp individually.

k-degree Anonymization in Knowledge Graphs [33|.
Different from the ordinary graph, the knowledge graph has
rich attributes on nodes and edges [35]. Therefore, the k-
degree is upgraded with the k-attributed degree that aims
to ensure a target node in the anonymized knowledge graph
has k — 1 other nodes who share the same attributes (i.e.,
node level) and degree (i.e., edge level) |32]. Then the k-
degree anonymization solution gets upgraded in [33], which
aims to solve the challenge when the data provider wants
to continually publish a sequence of anonymized knowledge
graphs (e.g., the original graph needs to update and so
the anonymized does). Then, in [33], the k-ad (short for
k-attributed degree) is extended to k“-ad, which targets
to defend the node identity disclosure in the w continuous
anonymized versions of a knowledge graph. The basic idea
is to partition nodes into clusters based on the similarity of
node features and degree; Then, for the knowledge graph
updates (like newly inserted nodes or deleted nodes), man-
ual intervention is applied (e.g., adding fake nodes) to ensure
the k* anonymity; Finally, the anonymized knowledge graph
gets recovered from the clusters. This initial idea [33] gets
further formalized and materialized in |34].
k-neighborhood Anonymization [112]. This protection
is proposed to defend the node identity disclosure when the
adversary comprehends the background knowledge about
neighborhood relationships of a target node (i.e., Neighbor-
hood Relationship Queries discussed in Subsection 2.2.1).
The core idea is to insert nodes and edges in the original
graph G to get an anonymized graph G’, such that a target
node x can have multiple nodes whose neighborhood struc-
ture is isomorphic in G’. Given a pair node v and u in graph

G (suppose node v is the target), the authors first propose
the neighborhood component and use DFS search to encode
the ego-net Neighbora(v) and Neighborg(u) into vectors.
Then, by comparing the difference between Neighborg(v)
and Neighbora(u), the authors then greedy insert missing

(labeled) nodes and edges (into Neighbora (v) or Neighbora(u))

to make Neighborg(v) and Neighborg(u) isomorphic. Those
inserted nodes and edges make G into G'.

k-automorphism Anonymization [115]. This method is
proposed for the structural queries by attackers, especially
for the subgraph queries (as discussed in Subsection 2.2.1).
Basically, given an original graph G, this method produces
an anonymization graph G’ to publish, where G is the sub-
graph of G’ and G’ is k-automorphic. To do this, the authors
propose the KM algorithm, which partitions the original
graph G and adds the crossing edge copies into G, to further
convert G into G'. Hence, the G’ can satisfy the k-different
match principle to defend the subgraph query attacks, which
means that there are at least k-different matches in G’ for a
subgraph query, but those matches do not share any nodes.

2.3.2  Protection Mechanism Designed for Link Re-
Identification

The general idea of solutions here is proposed to reduce the
confidence of attackers (which usually can be realized by a
probabilistic model) for inferring or predicting links based
on observing the published anonymized graphs.

Intact Edges [111]. This solution is straightforward and
trivial. Given the link re-identification attacker aims to pre-
dict a target link between two nodes, and the corresponding
link type (i.e., edge type) is denoted as s, then the intact
edges strategy is to remove all s type edges in the original
graph G and publish the rest as the anonymized graph G’.
Those remaining edges are so-called intact.

Partial-edge Removal [111]. This approach is also based
on removing edges in the original graph G to publish the
anonymized graph G’. Partial-edge removal does not ex-
haustively remove all sensitive (indexed by s type) edges
in G, but it removes part of existing edges. Those re-
moved existing edges are selected based on the criteria of
whether their existence contributes to the exposure of sensi-
tive links, e.g., they are sensitive edges, they connect high-
degree nodes, etc. Even those removals can be selected ran-
domly.

Cluster-edge Anonymization |111]. This method re-
quires that the original graph G can be partitioned into clus-

ters (or so-called equivalence classes) to publish the anomymized

graph G’. The intra-cluster edges are removed to aggregate
a cluster into a supernode (i.e., the number of clusters in
G is now the number of nodes in G’), but the inter-cluster
edges are reserved in G’. To be more specific, for each edge
whose edge type is not sensitive (i.e., not s type), if it con-
nects any two clusters, it will be reserved in G’; otherwise,
it will be removed. It can be observed that this method
needs the clustering pre-processing, which also means that
it can cooperate with the node anonymization method. For
example, the k-anonymization [71; |44} |56] can be applied on
the original graph G first to identify the equivalence classes,
i.e., which nodes are equivalent in terms of k-anonymization
(for example, nodes who have the same degree).

Cluster-edge Anonymization with Constraints [111].
This method is the upgraded version of the previous cluster-
edge anonymization, and it is proposed to strengthen the



utility of the anonymized graph G’ by adjusting the edges
between clusters (i.e., equivalence classes). The core idea is
to require the equivalence class nodes (i.e., cluster nodes or
supernodes in G') to have the same constraints as any two
nodes in the original graph G. For example, if there can
be at most two edges of a certain type between nodes in G,
there can be at most two edges of a certain type between
the cluster nodes in G'.

2.3.3 General Privacy Protection Mechanisms

Besides the protections that are designed deliberately for the
node identity disclosure and link re-identification risks, there
are also other protection mechanisms that are not designed
for a specific kind of attacker but for the general and com-
prehensive scenario, such as randomized mechanisms with
constraints and differential privacy schema. Next, we will
discuss these research works.

Graph Summarization [29]|. This method aims to publish
a set of anonymized graphs G’ given an original graph G,
through the graph summarization manner. To be specific,
this method relies on a pre-defined partitioning method to
partition the original graph G into several clusters, then each
cluster will just serve as a node in the anonymized graph G’.
The selection of connecting nodes in G’ results in the variety
of G’, which means that a sequence of G’ will appear with a
different edge connecting strategy. The detailed connection
strategy can be referred to [29).

Switching-based Graph Generation [100]. Here, the
authors aim to publish the anonymized graph G’ that should
also preserve the utility of the original graph G. There-
fore, they propose the graph generation method based on
the switching operations that can preserve the graph fea-
tures. Moreover, the switching is realized in an iterative
Monte Carlo manner, each time two edges (a, b) and (c,
d) are selected. Then they will switch into (a, d) and (b,
c¢) or (a, ¢) and (b, d). The authors constrain that two
selected edges are switchable if and only if the switching
generates no more edges or self-edges, such that the overall
degree distribution will not change. After sufficient Monte
Carlo switching operations, the authors show that the orig-
inal graph features (e.g., eigenvalues of adjacency matrix,
eigenvectors of Laplacian matrix, harmonic mean of geodesic
path, and graph transitivity) can be largely preserved in the
anonymized graph G'.

Spectral Add/Del and Spectral Switch [99]. The idea
of this method starts from Rand Add/Del and Rand Switch.
Rand Add/Del means that the protection mechanism ran-
domly adds an edge after deleting another edge and re-
peats multiple times, such that the total number of edges
in the anonymized graph will not change. Rand Switch is
the method that randomly switches a pair of existing edges
(t,w) and (u, v) into (¢,v) and (u,w) (if (¢,v) and (u,w) do
not exist in the original graph), such that the overall degree
distribution will not change. In 99|, the authors develop
the spectrum-preserving randomization methods Spectral
Add/Del and Spectral Switch, which preserve the largest
eigenvalue A\; of the adjacency matrix A and the second
smallest eigenvalue po of the Laplacian matrix L =D — A.
To be specific, the authors first investigate which edges will
cause the A\; and p2 increase or decrease in the anonymized
graph and then select the edges from different categories to
do Rand Add/Del and Rand Switch to control the values of
A1 and p2 not change too much in the anonymized graph.

RandWalk-Mod [60]. This method aims to inject the con-
nection uncertainty by iteratively copying each existing edge
from the original graph G to an initial null graph G’ with a
certain probability, guaranteeing the degree distribution of
G’ is unchanged compared with G. Starting from each node
u in the original graph G, this method first gets the neighbor
of node u in G denoted as N,. Then for each node in N,
this method runs multiple random walks and denotes the
terminated node in each walk as z. Finally, RandWalk-Mod
adds the edge (u,z) to G’ with certain probabilities under
different conditions (e.g., 0.5, a predefined probability «, or
0‘237{;@, where d,, is the degree of node u in G).

Next, we introduce an important component in the graph
privacy-preserving techniques, i.e., differential privacy [36].
The general idea of differential privacy is that two adjacent
graphs (e.g., one node/edge difference between two graphs)
are indistinguishable through the permutation algorithm M.
Then, this permutation algorithm M satisfies the differen-
tial privacy. The behind intuition is that the randomness
of M will not make the small divergence produce a consid-
erably different distribution, i.e., the randomness of M is
not the cause of the privacy leak. If the indistinguishable
property is measured by e, then the algorithm is usually
called e-differential privacy algorithm. The basic idea can
be expressed as follows.

PriM(G) € 8]
PriM(G) € 8]

where G and G’ are adjacenct graphs, M is the differential
privacy algorithm, and € is the privacy budget. The above
equation illustrates that the probability of the same output
range is almost equivalent.

Within the context of graph privacy, the differential privacy
algorithm can be roughly categorized as edge-level differen-
tial privacy and node-level differential privacy. Given the
input original graph G, the output graph of the differential
algorithm M(G) can be used as the anonymized graph G’
to publish.

Edge-level Differential Privacy Graph Generation.
We first introduce the edge-level differential privacy algo-
rithms, which means that the privacy algorithm can permute
adjacent graphs (e.g., one edge difference) indiscriminately.

e DP-1K and DP-2K Graph Model [87]. This edge-
level differential privacy algorithm is proposed with the
utility preserving concern of complex degree distribu-
tion. Here, lk-distribution denoted by Pi(G) is the
ordinary node degree distribution in graph G, e.g., the
number of nodes having 1 degree is 10 then Pi(1) =
10, the number of nodes having 2 degrees is 5 then
Pi(2) = 5, etc. 2K-distribution denoted by P»(G)
is the joint graph distribution in graph G, e.g., the
number of edges connecting an i-degree node and a j-
degree node, with iterating ¢ and j. And P»(2,3) =6
means that the number of edges in G connecting a 2-
degree node and a 3-degree node is 6. Hence, DP-1K
(or DP-2K) Graph Model first computes the 1K-(or
2K-) degree distribution Pi(G) (or P»(G)) and then
permutes the degree distribution under the edge-level
DP to obtain the Pi(G)" (or P2(G)"). Finally, an off-
the-shelf graph generator (e.g., [70]) is called to build
the anonymized graph G’ based on P (G)’ (or P2(G)’).

<ef (4)

e Local Differential Privacy Graph Generation (LDP-



Table 1: Graph Privacy-Preserving Mechanisms

Scenario Name Description Link
k-degree Anonymization [52] Generate k—1 plausible candidate for protecting Github
the victim (Unofficial)
Node Tdentity Disclosure k-degree Anonymization in Adaption of k-degree Anonymization on tempo-
Temporal Graphs [69] ral graphs
k-degree Anonymization in Adaption of k-degree Anonymization on knowl- |Github
Knowledge Graphs [34] edge graphs
Partial-edge Removal, Edge removing methods that are deliberately de- ——
Link Re-identification Cluster-edge Anonymiza- signed for link re-identification tasks
tion [111]
Graph Summarization [29| Partitioning (or clustering) + Publishing su- |Github
pernodes and superedges (Unofficial)
Local Differential _ Privacy Proportionally flipping existing and non-existing
Graph Generation [64] edges with graph utility preserved
Edge-level DP Algorithm [97] A deep learning graph generative model under |Github
General the edge-level differential privacy constraints
Node-level DP Algorithms [39] Some node-level differential privacy algorithms |Github
that compute low-sensitivity approximations to |(Unofficial)

several classes of graph statistics

GEN) [64] is motivated by permuting the connection
distribution, i.e., proportionally flipping the existing
edge to non-existing and vice versa. To make the
generated graph preserve the original utility, LDP-
GEN [64] first partitions the original graph G into
the disjoint clusters and adds Laplacian noise on the
node’s degree vector in each cluster, which guarantees
the local edge-level differential privacy. After that, the
estimator is used to estimate the connection probabil-
ity of intra-cluster edges and inter-cluster edges based
on the noisy degree vectors, such that the anonymized
graph G’ is generated.

e Differentially Private Graph Sparsification [3|.
On the one hand, this method constrains the number
of edges in the anonymized graph G’ is less than the
original graph G to a certain extent. On the other
hand, the method requires that the Laplacian of the
anonymized graph G’ is approximated to the original
graph G (i.e., see Eq.1 in [3]). The two above objec-
tives are unified into an edge-level differential privacy
framework. The new graph G’ is then obtained by
solving an SDP (i.e., semi-definite program) problem.

e Temporal Edge-level Differential Privacy. In 82|,
two temporal graphs are adjacent if they only differ
in one update (i.e., the existence and non-existence
of a temporal edge, different weights of an existing
temporal edge). Based on the Priv-Graph algorithm
(i-e., adding noise to graph Laplacian matrix), Sliding-
Priv-Graph [82] is proposed to (1) take recent updates
and ensure the temporal edge-level differential privacy
and (2) meet the smooth Laplacian property (i.e., the
positive semi-definite of consecutive Laplacian matri-
ces). Moreover, in [14], the authors distinguish the
edge-adjacency and node-adjacency in the temporal
graphs. Two temporal graphs are node-adjacent (or
edge-adjacent) if they only differ in one node (or edge)
insertion or deletion.

e Deep Graph Models with Differential Privacy.
Following the synergy of deep learning and differential

privacy [1], another way to preserve privacy is target-
ing the gradient of deep graph learning models. In [97],
a deep graph generative model called DPGGan is
proposed under the edge-level differential privacy con-
straints, where the privacy protection mechanism is
executed during the gradient descent phase of the gen-
eration learning process, by adding Gaussian noise to
the gradient of deep learning models.

Node-level Differential Privacy Graph Generation.
Compared with edge-level differential privacy, node-level dif-
ferential privacy is relatively difficult to be formalized and
solve. In [39], authors contribute several theoretical node-
level differential privacy solutions such as Flow-based Lip-
schitz extension and LP-based Lipschitz extensions. But
they all focus on realizing part of the graph properties in-
stead of the graph data itself, such as anonymized degree
distribution, subgraph counting, etc. The same kind of re-
search flavor also appeared in relevant node-level differen-
tial privacy works like [6;39; [66]. Again, differential privacy
mechanisms on graphs is a large and comprehensive topic,
a more detailed introduction and extensive literature review
can be found in |36].

2.4 Other Aspects of Graph Anonymization

Here, we would also like to review several graph anonymiza-
tion techniques, but the difference from the majority men-
tioned above is that: they are not publishing the anonymized
graph G’ but anonymize some non-trivial and graph statis-
tics of the original graph G and release them to the pub-
lic [88} [105} [74; [81]. The central requirement for protecting
the graph statistics is that some scalar graph parameters
are essential to describe the graph topology (e.g., degree
distributions) or even reconstruct the graph topology (e.g.,
the number of nodes and edge connection probability in the
Erdos-Renyi graph). To this end, some methods focus on
protecting the important graph parameters and their statis-
tics before releasing them. For example, the spectrum of a
graph (i.e., eigen-decomposition of the graph Laplacian ma-
trix) can preserve many important graph properties such as
topological connections, low-pass or high-pass graph single
filters, etc. Therefore, in [88], the authors proposed to per-
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mute the eigen-decomposition under the differential privacy
and then release the permuted parameters. To be specific,
given the original eigenvalues and eigenvectors, certain cali-
brated random noises are sampled and added to them under
the differential privacy constraint. Under the same protec-
tion mechanism, i.e., differential privacy, the protection goal
is set to be the number of occurrences of subgraphs in [105],
the sequence of degree distribution in directed graphs and
undirected graphs in [74], and the edge connection proba-
bility of random graphs in [81].

2.5 Challenges and Future Opportunities

After introducing different graph anonymization techniques,
we would like to share some open questions and correspond-
ing challenges.

2.5.1 Preserving Privacy for Temporal Graphs

As discussed above, most privacy-preserving graph anonymiza-

tion methods still consider the input graphs as static. How-
ever, in complex real-world scenarios, the graphs are usually
evolving over time |22} |17} |18|, which brings critical chal-
lenges to the current privacy-preserving static graph gener-
ation process. In other words, the time domain enriches the
node attribute dimension and may also dictate the attribute
distribution, which leads to increased exposure risk. For
example, some graphs contain multiple dynamics and ac-
curately representing them could contribute to graph tasks
like classification |16]. But, the existence of various dynam-
ics increases the probability of being unique and enlarges
the leaking risk.

2.5.2 Preserving Privacy for Heterogeneous Graphs
During the node identity disclosure and link re-identification,
it can be observed that the majority of background knowl-
edge is solely from structural queries, which is already force-
ful enough. In heterogeneous graphs [76; |21], the abundant
node and edge features increase the risk of leaking sensitive
information and bring challenges to protection mechanisms,
especially the heterogeneous graphs start to evolve |23} 48|.

To the best of our knowledge, how to generate privacy-
preserving heterogeneous or temporal graphs remains open.

e What kind of feature information is sensitive in hetero-
geneous or time-evolving graphs and should be hidden
in the generated graph?

If the corresponding sensitive information is determined,
what techniques are effective for protecting structures
and features in the heterogeneous or time-evolving en-
vironment?

Last but not least, if the corresponding protection mech-
anism is designed, how to maintain the generation util-
ity simultaneously with privacy constraints?

3. GRAPH DATA PRIVACY-PRESERVING
COMPUTATION

In recent years, graph machine learning has become increas-
ingly popular due to the abundance of graph-structured data
in various domains, such as social networks, recommenda-
tion systems, and bioinformatics. However, graph data is
usually distributed in multiple data sources, and each data

owner does not have enough data to train satisfactory ma-
chine learning models, which require a massive amount of
graph data. For example, biochemical industries may wish
to collaboratively train a graph neural network model to
predict the property of molecules. While we introduce one
solution with privacy-preserving graph data generation in
the last section, another solution is to enable multi-party
computation without exchanging raw data. In this section,
we introduce federated learning (FL) [58], a machine learn-
ing system where multiple clients (i.e., data owners) collab-
oratively train machine learning models without exchanging
their raw data. In particular, we first introduce the frame-
work of federated learning and its applications with graph
data in Subsection[3.1] Then we introduce important FL al-
gorithms under three representative graph federated learn-
ing scenarios: graph-level FL (Subsection 7 subgraph-
level FL (Subsection [3.3), and node-level FL (Subsection
3.4). Finally, we summarize the challenges of future oppor-
tunities of graph FL in Section [3:5]

3.1 Framework and Applications of Federated
Learning

Federated learning (FL) [5§] is a distributed learning system
where multiple clients (i.e., data sources) collaborate to train
a machine learning model under the orchestration of the
central server (i.e., the service provider), while keeping their
data decentralized and private [37]. This subsection provides
an exposition on the FL framework, followed by an overview
of the application of federated learning on graph data.

3.1.1 Federated Learning Framework

A typical FL framework has one central server and N clients,
each with its own dataset D;. The main steps can be sum-
marized as follows:

1. Parameter broadcasting. The server broadcasts the
current global model to (selected) clients.

2. Local update. Each client locally trains its local model.

3. Parameter uploading. Each client sends upload the
model update back to the server.

4. Model aggregation. The server aggregates the model
updates collected from clients and updates the global
model.

5. Repeat: Steps 1-4 are repeated for multiple commu-
nication rounds until the global model converges to
satisfactory performance.

One of the most popular FL algorithms is FedAvg [58|. In
each communication rounds, the server randomly selects a
subset of clients, and broadcasts the global model to them.
Each client locally updates the model with multiple itera-
tions of stochastic gradient descent, and uploads its local
model back to the server. Finally, the server computes a
weighted average of local model parameters, and updates the
global model parameters. Algorithm[T|gives the pseudo-code
of FedAvg. Notice that in FedAvg, local data never leaves
the client side. Besides FedAvg, most of the FL algorithms
strictly follow the aforementioned training protocol |47} 13|,
or roughly follow it with a few modifications [27} [102].

FL protects client privacy in two main ways. Firstly, instead
of transmitting the raw data, FL transmits only the model



Algorithm 1 FedAvg. The K clients are indexed by k; C
is the participation rate, B is the local minibatch size, E is
the number of local epochs, and 7 is the learning rate.

Server executes:
1: initialize model parameter wo
2: for each round t =1,2,...,7T do

3: m<+ max(C-K,1)

4:  S; + (random set of m clients)

5:  for each client k € S; in parallel do
6: wfy, + ClientUpdate(k, w)

7:  end for

8 M D hes, T

9: Wil Zkest %’waH

10: end for

11:

ClientUpdate(k,w): // Run on client k
12: B < (split Py into batches of size B)
13: for each local epoch ¢ from 1 to F do
14:  for batch b € B do

15: w — w — NVL(w;b)
16: end for
17: end for

18: return w to server

parameters, which are updated based on the local data of
each client. By doing so, FL ensures that sensitive data re-
mains on the client’s device and is not transmitted to the
central server and other clients. Secondly, the model pa-
rameters uploaded to the server only reveal the distribution
of local data, rather than individual data points. This ap-
proach helps to maintain privacy by obscuring the specific
data points used to train the model.

FL can be equipped with differential privacy mechanisms
[59; [91] to enhance privacy protection. As described in the
last section, differential privacy is a technique that involves
adding noise to data in order to obscure individual contribu-
tions while still maintaining overall data patterns. However,
different from graph generation, where the noise is added to
the data (e.g., node feature, edges, etc), in the context of FL,
the noise is added to the uploaded and downloaded model
parameters. This ensures that even if an attacker were to
obtain the model parameters, they would not be able to ac-
curately infer the raw data from the model parameter. By
adding moderate noise to the parameters, the model’s accu-
racy may be slightly reduced, but the overall performance
remains comparable to non-private models. In summary, by
using differential privacy mechanisms, FL can achieve even
better privacy protection by making it harder for attack-
ers to identify the sensitive data contributed by individual
clients.

3.1.2 Application of Graph Federated Learning

In this part, we introduce important applications of feder-
ated learning on graph data. Roughly, we survey three rep-
resentative application scenarios: graph-level FL, subgraph-
level FL, and node-level FL.

1. Graph-level FL: Each client has one or several graphs,
while different graphs are isolated and independent.
One typical application of graph-level FL is for drug
discovery [31], where biochemical industries collabo-
rate to train a graph neural network model predict-

ing the property of molecules. Each molecule is a
graph with basic atoms as nodes and chemical bonds
as edges.

2. Subgraph-level FL: Each client has one graph, while
each graph is a subgraph of an underlying global graph.
One representative application of subgraph-level FL is
for financial transaction data [43]. Each FL client is
a bank that keeps a graph encoding the information
of its customers, where nodes are individual customers
and edges are financial transaction records. While each
bank holds its own graph, customers in one bank may
have connections to customers in another bank, in-
troducing cross-client edges. Thus, each bank’s own
graph is a subgraph of an underlying global graph.

3. Node-level FL: Each client is a node of a graph, and
edges are the pairwise relationships between clients,
e.g., their distribution similarity or data dependency.
One example is the smart city, where clients are traffic
sensors deployed on the road and linked to geograph-
ically adjacent sensors. While clients form a graph,
each client can make an intelligent decision based on
the collected road conditions and nearby devices.

Figure [4] illustrates the three application scenarios above.
Next, we investigate each application scenario in the follow-
ing three subsections individually.

3.2 Graph-level FL

In this subsection, we investigate graph-level FL. Graph-
level FL is a natural extension of traditional FL: while each
client has one or several graphs, different graphs are isolated
and independent. The goal of each client is to train a graph
neural network (GNN) model for a variety of local tasks, e.g.,
node-level (e.g., node classification), link-level (e.g., edge
prediction), or graph-level (e.g., graph classification).

One of the most representative applications of graph-level
FL is drug discovery, where graphs are molecules with atoms
as nodes and chemical bonds as edges. Each FL client can
be a pharmaceutical corporation that owns molecule data.
Multiple corporations collaborate to train better model for
molecular property prediction.

The biggest challenge of graph-level FL is the non-identical
distribution among different clients’ data. Since each client
in FL collects their local data individually, their local datasets
usually have a different distribution. For example, different
pharmaceutical corporations may focus on different types
of molecules. Such heterogeneity among clients’ data dis-
tributions introduces optimization challenges to FL. More-
over, when clients’ distribution is largely different, it might
be harmful or even impossible to train one universal global
model across all clients. More sophisticated techniques are
required to achieve beneficial collaboration.

Next, we will introduce algorithms for graph-level FL in two
parts: global federated learning and personalized federated
learning. Since graph-level FL is a natural extension of tra-
ditional FL, we will cover both general FL algorithms and
graph FL algorithms.

3.2.1 Global Federated Learning

Global federated learning (GFL) aims to train a shared global
model for all clients. FedAvg 58] provides an initial solution
for training GNNs with isolated graphs from multiple clients.



[Te S N TN 7 N _7N
T — _— — — —
IN/ / \ I = < // —_— = = L
— 8 .
- - - -
= = = = = =
(a) Graph-level (Subsection 3.2) (b) Subgraph-level (Subsection 3.3) (c¢) Node-level (Subsection 3.4)

Figure 4: Three application scenarios of graph federated learning.

However, when clients have significantly different underly-
ing distributions, FedAvg needs much more communication
rounds for convergence to a satisfactory model, and may
converge to a sub-optimal solution [58|. This phenomenon of
worse convergence is usually explained by weight divergence
[110], i.e, even with the same parameter initialization, the
model parameters for different clients are substantially dif-
ferent after the first local stochastic gradient descent (SGD)
step. With different model parameters, the mean of client
gradients can be different from the gradient in centralized
SGD, and introduce error to the model loss [84].
Data-sharing. To tackle the non-1ID challenge to FL op-
timization, a simple but effective method is to share a small
amount of data among clients. |110] first explore an associ-
ation between the weight divergence and the non-IIDness of
the data, and propose a method to share a small amount of
data among the server and all clients. As a result, the accu-
racy can be increased by 30% for the CIFAR-10 dataset [40]
with only 5% globally shared data. [102] further improves
the privacy of this approach by sharing the average of local
data points, instead of raw data. Specifically, each client
uploads averaged data, receives averaged data from other
clients, and performs Mixup [104] data augmentation locally
to alleviate weight divergence. However, both methods re-
quire modification of the standard FL protocol and trans-
mission of data. Another way to improve privacy is to share
synthetic data generated by generative adversarial networks
(GANSs) [28], instead of the raw data. The synthetic data
can be a collection of each client’s synthetic data generated
with local GANs or generated with one global GAN trained
in FL [67; [12]. However, it is unclear whether GAN can
provide enough privacy, since it may memorize the training
data [4].

Modifying local update. Another line of research works
modifies the local update procedure to alleviate weight di-
vergence without changing the communication protocol of
FL. FedProx [47] adds a proximal term to the local objec-
tive to stabilize the training procedure. The proximal term
is the squared L2 distance between the current global model
and the local model, which prevents the local model from
drifting too far from the global model. SCAFFOLD |38] es-
timates how local updates deviate from the global update,
and it then corrects the local updates via variance reduc-
tion. Based on the intuition that the global model can learn
better representation than local models, MOON [45] con-
ducts contrastive learning at the model level, encouraging
the agreement of representation learned by the local and
global models.

3.2.2  Personalized Federated Learning

While the aforementioned algorithms can accelerate the model
optimization for GFL, one model may not always be ideal
for all participating clients |72]. Recently, personalized fed-
erated learning (PFL) has been proposed to tackle this chal-
lenge. PFL allows FL clients to collaboratively train ma-
chine learning models while each client can have different
model parameters.

Clustered FL. In clustered FL, clients are partitioned into
non-overlapping groups. Clients in the same group will share
the same model, while clients from different groups can have
different model parameters. In IFCA [27], k models are ini-
tialized and transmitted to all clients in each communication
round, and each client picks the model with the smallest loss
value to optimize. FedCluster |72] iteratively bipartition the
clients based on their cosine similarity of gradients. GCFL
|95] generalizes this idea to graph data, enabling collabora-
tive training with graphs from different domains. Observ-
ing that the gradients of GNNs can be fluctuating, GCFL+
|95] uses a gradient sequence-based clustering mechanism to
form more robust clusters.

Personalized Modules. Another prevalent way for PFL is
personalized modules. In these works, the machine learning
model is divided into two parts: the shared part and the per-
sonalized part. The key is to design a model structure suit-
able for personalization. For example, when a model is split
into a feature extractor and classifier, FedPer 2] shares the
feature extractor and personalizes the classifier, while LG-
FedAvg [49] personalizes the feature extractor and shares
the classifier. Similar techniques in used in FMTGL [54]
and NGL-FedRep [80]. Moreover, PartialFed 75| can auto-
matically select which layers to personalize and which layers
to share. On graph data, 78] observe that while the feature
information can be very different, some structural properties
are shared by various domains, revealing the great potential
for sharing structural information in FL. Inspired by this,
they propose FedStar that trains a feature-structure decou-
pled GNN. The structural encoder is globally shared across
all clients, while the feature-based knowledge is personal-
ized.

Local Finetuning and Meta-Learning. Finetuning is
widely used for PFL. In these works, a global model is first
trained with all clients. The global model encodes the infor-
mation of the population but may not adapt to each client’s
own distribution. Therefore, each client locally finetunes
the global model with a few steps of gradient descent. Be-
sides vanilla finetuning, Per-FedAvg |13] combines FL with



MAML [15], an algorithm for meta-learning, to improve the
performance of finetuning. Similarly, pFedMe [10] utilize
Moreau Envelopes for personalization. It adds a proximal
term to the local finetuning objective, and aims to find a
local model near the global model, with just a few steps
of gradient descent. GraphFL [83] applies a similar meta-
learning framework on graph data, addressing the hetero-
geneity among graph data and handling new label domains
with a few new labeled nodes.

Multi-task Learning. PFL is also studied within the
framework of multi-task learning. MOCHA |73] uses a ma-
trix to model the similarity among each pair of clients. Clients
with similar distribution will be encouraged to have similar
model parameters. FedGMTL [31] generalizes this idea to
graph data. Similarly, SemiGraphFL [79] computes pairwise
cosine similarity among clients’ hidden representations. As
a result, clients with more similar data will have greater mu-
tual influence. However, it requires the transmission of hid-
den representation. FedEM [57] assumes that each client’s
distribution is a mixture of unknown underlying distribu-
tions and proposes FedEM, an EM-like algorithm for multi-
task FL. Finally, FedFOMO [107] allows each client to have a
different mixture weight of local models during the aggrega-
tion steps. It provides a flexible way for model aggregation.
Graph Structure Augmentation. In the previous works,
graph structures are considered as ground truth. However,
graphs can be noisy or incomplete, which can hurt the per-
formance of GNNs. To tackle incomplete graph structures,
FedGSL [109] optimizes the local client’s graph and GNN
parameters simultaneously.

3.3 Subgraph-level FL

Similar to graph-level FL, each client in subgraph-level FL
holds one graph. However, clients’ graphs are a subgraph
of a latent large entire graph. In other words, there are
cross-client edges in the entire graph, where the two nodes
of these edges belong to different clients. The task is usually
node-level, while the cross-client edges can contribute to the
task.

One application of subgraph-level FL is financial fraud de-
tection. Each FL client is a bank aiming to detect potential
fraud with transaction data. Each bank keeps a graph of
the information of its customers, where nodes are individual
customers and edges are transaction records. While each
bank holds its own graph, customers in one bank may have
connections to customers in another bank, introducing edges
across clients. These cross-client edges help to train better
ML models.

The biggest challenge for subgraph-level FL is to handle
cross-client edges. In GNNs, each node iteratively aggre-
gates information from its neighboring nodes, which may
be from other clients. However, during local updates in
traditional FL, clients cannot get access to the data from
other clients. Directly exchanging raw data among clients is
prohibited due to privacy concerns. It is challenging to en-
able cross-client information exchange while preserving pri-
vacy. Moreover, when nodes’ identities are not shared across
clients, the cross-client edges can be missing and stored in
none of the clients. Even if we collect clients’ local sub-
graphs, we cannot reconstruct the global graph.

In this subsection, we will mainly focus on two scenarios.
In the first part, we introduce algorithms when the hid-
den entire graph is given but stored separately in different

clients. In the second part, we consider a more challenging
setting: the cross-client edges are missing, and we cannot
simply concatenate local graphs to reconstruct the entire
graph losslessly. We focus on how to generate these missing
edges or missing neighbors for each node.

3.3.1 Cross-client Propagation

When the cross-client edges are available, the major chal-
lenge is to enable cross-client information propagation with-
out leaking raw data. FedGraph [8] designs a novel cross-
client convolution operation to avoid sharing raw data across
clients. It avoids exchanging representations in the first
GCN layer. Similarly, FedPNS [11] control the number
of neighbor sampling to reduce communication costs. Fed-
Cog |43|] proposes graph decoupling operation, splitting lo-
cal graph to internal graph and border graph. The graph
convolution is accordingly divided into two sequential steps:
internal propagation and border propagation. In this pro-
cess, each client sends the intermediate representation of
internal nodes to other clients. Considering that directly
exchanging feature representations between clients can leak
private information. In user-item graphs, FedPerGNN [92]
design a privacy-preserving user-item graph expansion pro-
tocol. Clients upload encrypted item IDs to the trusted
server, and the server matches the ciphertexts of item IDs to
find clients with overlapping item IDs. DP-FedRec [65] uses
private set intersection to exchange the edges information
between clients and applies differential privacy techniques
to further protect privacy. Different from the above meth-
ods, FedGCN [98] does not rely on communication between
clients. Instead, it transmits all the information needed to
train a GCN between the server and each client, only once
before the training. Moreover, each node at a given client
only needs to know the accumulated information about the
node’s neighbors, which reduces possible privacy leakage.

3.3.2 Missing Neighbors

For some applications, the cross-client edges can be missing
or not stored in any clients. Notice that although each client
also holds a disjoint graph in graph-level FL, graph-level FL
and subgraph-level FL with missing neighbors are substan-
tially different. For graph-level FL, there are essentially no
cross-client edges. For example, there are no chemical bonds
between two molecules from different corporations’ datasets.
However, for subgraph-level FL, the cross-client edges ex-
ist, but are missing in certain applications. We may get
suboptimal GNN models if ignoring the existence of cross-
client edges. Therefore, the major challenge is to recon-
struct these missing edges, or reconstruct missing neighbors
for each node.

FedSAGE [106] first defines the missing neighbors’ challenge,
and proposes a method the generate pseudo neighbors for
each node. It uses existing subgraphs to train a neighbors
generator and generate one-hop neighbors for each client to
mend the graph. Since missing neighbors are generated lo-
cally, no feature exchange is required between clients after
the local subgraphs are mended. However, the training of
neighbor generators requires cross-client hidden representa-
tion exchanges. Similarly, FedNI [63] uses a graph GAN
model to generate missing nodes and edges.

3.4 Node-level FL

The final application scenario of graph federated learning is



Table 2: Repositories for Graph Federated Learning

Scenario Name Description Link
FedProx [47] A general GFL algorithm with modified local update Github
IFCA [27] A general clustered FL algorithm Github
GCFL [95) A graph-specific clustered FL algorithm Github
Graph-level LG-FedAvg [49] A general PFL algorithm with personalized modules Github
FedStar [78] A graph-specific PFL algorithm with personalized modules Github
pFedMe |10] A general PFL algorithm based on meta-learning Github
GraphFL [83] A graph-specific PFL algorithm based on meta-learning Github
FedPFOMO [107] A general PFL algorithm based on multi-task learning Github
Subgraph-level FedGCN (98] An FL algorithm with one-shot cross-client propagation Github
FedSAGE ]106] An FL algorithm with missing neighbors generation Github
SpreadGNN |[31] A serverless PFL algorithm Github
Node-level FedGS [89) An FL algorithm with graph as distribution similarities Github
SFL [9] An GL with pre-defined graph for server aggregation Github
TensorFlow Federated A framework for implementing federated learning Github
FedLab [103] A Flexible Federated Learning Framework Github
PFL-Non-IID Reproduction of popular PFL algorithms Github
Others FedGraphNN [30] FedGraphNN: A Federated Learning System and Benchmark for |Github
Graph Neural Networks
FederatedScope-GNN [90] A unified, comprehensive and efficient package for Federated |Github

Graph Learning

node-level. Different from the aforementioned two scenar-
ios, each client in node-level FL can hold any type of data,
not restricted to graphs. Instead, the clients themselves are
nodes in a graph, while the edges are their pairwise relation-
ship of communication or distribution similarity.

One typical application of node-level FL is the Internet of
Things (IOT) devices in a smart building [68]. Due to band-
width constraints, it can be costly for each IoT device to
communicate with the central server. However, IoT devices
in the same local area network can communicate very effi-
ciently. As a result, IoT devices form a graph with pairwise
communication availability as edges. Another application
is for the smart city |89], where clients are traffic sensors
deployed on the road and linked to geographically adjacent
sensors. Each device can collect data and make the real-time
decision without waiting for the response of cloud servers.
Each device needs to make an intelligent decision based on
the collected road conditions and nearby devices.

In this subsection, we will first introduce algorithms where
the graph models communication constraints among clients.
In these works, there is no central server, and clients can
only exchange information along edges. Then, we will in-
troduce algorithms where the graph models the relationship
between clients’ distributions. In these works, although a
central server is available, the graph among clients models
distributional similarity or dependency among clients, po-
tentially contributes to the model performance.

3.4.1 Graph as Communication Network

Traditional FL relies on a central server to enable commu-
nication among clients. Each client trusts the central server
and uploads their model update to the server. However,
in many scenarios, a trusted central server may not exist.
Even when a central server exists, it may be expensive for
clients to communicate with the server. Therefore, server-
less FL (a.k.a. peer-to-peer FL) has been studied to relieve
communication constraints.

The standard solution for serverless FL is fully decentral-

ized FL [42} |41], where each client only averages its model
parameter with its neighbors. D-FedGNN [62] uses these
techniques to train GNN models. SpreadGNN [31] gener-
alizes this framework to personalized FL, where each client
has non-IID data and a different label space.

3.4.2 Graph as Distribution Similarities

When the central server is available, a graph of clients may
still be beneficial when it models distributional relationships
among clients. When edges link clients with highly sim-
ilar distributions, parameter sharing along edges can po-
tentially improve the model performance for both clients.
When edges link clients with data dependency, information
exchange along edges can even provide additional features
for inference.

FedGS [89] models the data correlations of clients with a
data-distribution-dependency graph, and improves the un-
biasedness of the client sampling process. Meanwhile, SFL
|9] assumes a pre-defined client relation graph stored on the
server, and the client-centric model aggregation is conducted
along the relation graph’s structure. GraphFL [108]| con-
siders client-side information to encourage similar clients to
have similar models. BiG-Fed 96| applies graph convolution
on the client graph, so each client’s prediction can benefit
from its neighbors with highly correlated data. Finally, [86)
designs a client sampling technique considers both commu-
nication cost and distribution similarity.

Finally, we summarize the official implementation of FL al-
gorithms and useful repositories in Table

3.5 Challenges and Future Opportunities

In this part, we present several limitations in current works
and provide open problems for future research.

3.5.1 Model Heterogeneity for Graph-Level FL

In previous works of graph-level FL, although each FL client
usually has different data distribution it is usually assumed
that the model architecture is shared across all clients. How-
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ever, the optimal architecture for different clients can be
different. For example, a well-known issue in GNNs is the
over-smoothing problem. When the number of graph con-
volutional layers is higher than the diameter of the graph,
GNN models may learn similar representations for all nodes
in the graph, which harms the model performance. When
each FL clients hold a substantially different size of graphs,
it is highly likely that the optimal depth of the GNN model
is different for them.

3.5.2 Avoiding Cross-Client Transmission for Sub-
graph-Level FL

Most of the previous subgraph-level FL algorithms highly
rely on direct information exchange along cross-client edges.
While such operations are natural variants of graph convolu-
tion, such operations also raise privacy concerns. Moreover,
different from traditional FL where each client downloads
aggregated model parameters that reveal the population,
feature exchange along the edges can expose information
about individuals. It would be beneficial if the cross-client
transmission can be avoided without greatly degrading the
model.

4. ENVISIONING

In this section, we analyze the current developments and
limitations of privacy-preserving graph machine learning,
and explain the necessity of combining them. In addition,
we identify a number of unsolved research directions that
could be addressed to improve the privacy of graph machine
learning systems.

4.1 Limitation of Current Techniques

In the previous two sections, we introduced privacy-preserving

graph data generation and computation, respectively. How-
ever, both techniques have their own limitations.

e For privacy-preserving graph generation, while it can
provide good privacy protection for graph data, it also

has a significant drawback on model utility. The privacy-

preserving techniques applied during data generation
are not designed for specific machine learning tasks
and may influence the utility of the resulting model.
For example, consider a graph with four nodes a, b, c,
and d. The nodes a and b have a positive label, while
c and d have a negative label. Switching the edges
from (a,b),(c,d) to (a,c),(b,d) does not change the
degree distribution of the graph, but it changes the
graph from a homophilous graph to a heterophilous
graph, i.e., edges are more likely to link two nodes
with different labels. This change can harm the per-
formance of many GNN models, which are designed
to work well with homogeneous graphs [50]. It is im-
portant to consider the downstream machine learning
tasks when designing privacy-preserving techniques for
graph data.

e For privacy-preserving graph computation, while FL
can avoid the transmission of raw data, it has been
shown that transmitting raw model parameters or gra-
dients may not provide enough privacy, as attackers
can use the gradient or model update to reconstruct
private data [114} |26]. Moreover, many subgraph-level
and node-level federated learning algorithms require

the transmission of hidden representations, which can
also leak private information. Therefore, protecting
the raw data from being reconstructed is essential to
federated learning systems.

4.2 Combination of Privacy-Preserving Graph
Data Generation and Computation

To address the limitations of current privacy-preserving tech-
niques, it is essential to combine privacy graph data genera-
tion with the graph federated learning frameworks, as shown
in Figure |5} This approach can provide an effective solution
to the privacy preservation issues of graph machine learning
models.

Specifically, the generated synthetic data is used instead of
the real data during the training process. This means that
even if the transmitted information is decrypted, it is just
from the generated synthetic data and not the real data.
The synthetic data can be generated in such a way that it
preserves the statistical properties of the original data while
ensuring privacy preservation. This can be achieved using
various techniques, including differential privacy, homomor-
phic encryption, and secure multi-party computation.

The combination of privacy graph data generation and graph
federated learning frameworks has several benefits. First, it
ensures privacy preservation during the training process by
using synthetic data. Second, it enables the transfer of graph
machine learning model parameters rather than embedding
vectors or other information. This can improve the accuracy
and efficiency of the model. Finally, it provides a robust de-
fense against privacy attacks and reverse-engineering, as the
transmitted information is just from the generated synthetic
data and not the real data.
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4.3 Future Directions

Combining privacy-preserving data generation and compu-
tation is a promising approach to protect individual privacy
while maintaining model utility in machine learning. How-
ever, it also poses several challenges and possible future di-
rections.



4.3.1 Distribution of Privacy Budget

When combining privacy-preserving data generation with
computation, noises are added to both raw data and model
parameters. However, it is still unclear how to distribute
the privacy budget between data generation and computa-
tion in a way that optimizes the privacy-utility trade-off. In
this approach, noises are added to the graph data during
data generation and to the model parameters during data
computation (i.e., federated learning), which results in an
overall reduction in accuracy. However, while the privacy
analysis for data generation is directly defined on the data
space, the privacy analysis for federated learning requires
transforming the change on parameter space back to data
space. Such transformation requires estimating the sensi-
tivity of a machine learning algorithm (i.e., how the change
of a data point affects the learned parameters), which is
only loosely bounded in current works [59;|91]. A more pre-
cise analysis of privacy is required to better understand the
impact of privacy budget allocation on the overall privacy-
utility trade-off.

4.3.2  Parameter Information Disentanglement

Another future challenge when combining privacy-preserving
data generation and computation is the disentanglement
of task-relevant and task-irrelevant information. Currently,
the noise added to the model parameters is isotropic, mean-
ing that task-relevant and task-irrelevant information are
equally protected. However, not all information is equally
important for model utility. If we can identify which in-
formation has a significant influence on model performance,
we can distribute more privacy budget to this information
while allocating less privacy budget to task-irrelevant infor-
mation. This can result in a better privacy-utility trade-off.
Disentangling task-relevant and task-irrelevant information
would require a more sophisticated analysis of model archi-
tecture and data characteristics to determine which features
contribute most to model performance.

5. CONCLUSION

In this paper, we review the research for privacy-preserving
techniques for graph machine learning from the data to the
computation, considering the situation where the data need
to be shared or are banned from being transmitted. To be
specific, for privacy-preserving graph data generation tech-
niques, we analyze the forceful attackers first and then in-
troduce how corresponding protection methods are proposed
to defend attackers. For the privacy graph data computa-
tion, we circle around the federated learning setting and dis-
cuss how the general federated learning framework applied
to graph data and what the potential challenges originated
from non-IIDness, and how the nascent research works ad-
dress them. In the end, we analyze the current limitation
and propose several promising research directions.
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ABSTRACT

Real-time bidding (RTB) has become a major paradigm of
display advertising. Each ad impression generated from a
user visit is auctioned in real time, where demand-side plat-
form (DSP) automatically provides bid price usually relying
on the ad impression value estimation and the optimal bid
price determination. However, the current bid strategy over-
looks the randomness of the user behaviors (e.g., click) and
the cost uncertainty caused by the auction competition. In
this work, we propose a novel adaptive risk-aware bidding
algorithm with budget constraint via reinforcement learn-
ing, which is the first to simultaneously consider estimation
uncertainty and the dynamic risk tendency of a DSP. Specif-
ically, we explicitly factor in the uncertainty of estimated ad
impression values and model the risk preference of a DSP
under a specific state and market environment via a sequen-
tial decision process. Additionally, we theoretically unveil
the intrinsic relation between the uncertainty and the risk
tendency based on value at risk (VaR). Consequently, we
propose two instantiations to model risk tendency, includ-
ing an expert knowledge-based formulation embracing three
essential properties and an adaptive learning method based
on self-supervised reinforcement learning. We conduct ex-
periments on public datasets and show that the proposed
framework achieves better performance in terms of the num-
ber of clicks under different budget constraints

Keywords

Risk-Aware Bidding Strategy; Budget Constraint; Display
Advertising

1. INTRODUCTION

In the past few years, real-time bidding (RTB) has quickly
become tens of billions of markets in the globe [9; 34]. In
RTB, a demand-side platform (DSP) buys ad impressions
in a programmatic manner on behalf of advertisers. The
success of a DSP heavily relies on its bid optimization (i.e.,
the process of identifying the optimal bid price for each bid
request) capability [32], whose goal is to maximize the key
performance indicator (KPI) agreed upon with advertisers

'Our code is available at:
zhimengj0326/ekRLB

https://github.com/

(e.g., the total number of clicks or return on ad spend).
In practice, bid optimization normally involves two steps,
namely user response prediction and bid price determina-
tion [30]. User response prediction is performed to estimate
the true value of a potential ad impression. Taking the es-
timated value as an input, the bid price determination step
aims to generate the optimal bid price for a bid request in
sequential decision making.

RTB is a highly competitive and dynamic marketplace. The
prerequisite for a DSP to stay competitive is the capabil-
ity of accurately predicting user responses |4} 8], e.g., click-
through rate (CTR) or conversion rate (CVR), and advanced
bid price determination algorithm. A large number of pre-
diction models [38; |27 [12} |33 |41} |6] have been proposed
in the literature, and return a point estimation for a bid re-
quest. Subsequently, such estimation is used to approximate
the true value of the corresponding ad impression. Despite
the substantial progress that has been made, their accuracy
is still far from perfect. One major reason is due to the large
randomness of the user behaviors (e.g., click) and the cost
uncertainty caused by the auction competition [1], which re-
sult in inherent uncertainties of estimated values. Motivated
by work [37], explicitly factoring such uncertainties plays a
critical role in optimizing a campaign’s performance.

On the other hand, the dynamic nature of RTB requires
modeling the correlations of bid requests under a given bud-
get constraint in view of varying market competition |[7].
The latest research considers a DSP’s bidding process as
a sequential decision process and proposes model-based or
model-free reinforcement learning based bidding strategies |3}
31]. While it lays a solid groundwork for bid optimization,
these studies are based on the fundamental assumption that
the estimations of ad impressions’ values are accurate. Un-
fortunately, as explained before, this assumption can hardly
hold in practice. We point out that a reasonable bid opti-
mization solution needs to consider three inherently corre-
lated components, including the uncertainties of estimations
of ad impression values, the state of a DSP (e.g., remaining
budget and future auction number), and market competi-
tion. The latter two components determine the DSP’s risk
tendency (e.g., take more risk by bidding more aggressively
or reduce risks by bidding more conservatively).

Based on the above observations, we propose an adaptive
risk-aware bidding algorithm via reinforcement learning. To
the best of our knowledge, it is the first work that simultane-
ously considers prediction uncertainty and the dynamic risk
tendency of a DSP. We first theoretically unveil the intrinsic
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Table 1: Notations and descriptions

Notation ‘ Description

x The features of bid request.
Tmean () | The mean value of predicted CTR.

rsta(x) The standard deviation of predicted CTR.
(t,b) The remaining auction numbers and budget.
The ad impression value.
m(J) The probability density distribution of market price.
V(t,b) The expected total reward with starting state (¢, b)

taking the optimal policy.

a(t,b,x) | The bid price for the request features .

B(t,b) The risk tendency for the resource state (¢,b).
U(t,b) The expected bid price depleting remaining budget.

relation between prediction uncertainty and risk tendency,
which helps generate a modified value of an ad impression.
With this formulation of an ad impression value, it is critical
to properly optimize a DSP’s risk tendency. To this end, we
propose two instantiations to model risk tendency, includ-
ing an expert knowledge based formulation embracing three
essential properties and an adaptive learning method based
on self-supervised reinforcement learning. We summarize
our key contributions as follows.

e We present an adaptive risk-aware bidding algorithm, which,

for the first time, considers both prediction uncertainty
and dynamic risk tendency to optimize bidding perfor-
mance. This framework is based on a new formulation of
an ad impression value by revealing the intrinsic relation
between prediction uncertainty and risk tendency. We
theoretically prove that this formulation allows achieving
the optimal bid price based on VaR analysis.

e We propose two ways to determine the risk tendency of a
DSP. We identify three basic properties of risk tendency,
which lead to an expert knowledge based instantiation.
To mitigate the extensive manual tuning efforts, we also
design a self-supervised reinforcement learning method to
learn the risk tendency based on experience.

e We conduct extensive experiments on two public datasets
to validate the superiority of our adaptive risk-aware bid-
ding algorithm and demonstrate the benefits of consider-
ing both prediction uncertainty and risk tendency.

2. PROBLEM FORMULATION

In the RTB system, each bidder of a DSP acts on behalf
of an advertiser and competes for the advertisement auc-
tion every time a bid request is generated from a user visit.
Given each auction opportunity, the bidder estimates the ad
impression value and uncertainty, and then determine the
bid price to maximize the cumulative ad impression value ﬂ
We aim to obtain better bidding strategy under the second-
price auction, i.e., the bidder with the highest bid price wins
the auction with the second-highest price payment. Related
notations are summarized in Table 11

2.1 Problem Definition

Considering budget constraints in real-time bidding, we for-
mulate the bid optimization problem as a Markov decision

2In this paper, we use bidder and DSP interchangeably, and
adopt CTR to estimate the ad impression value, while other
metrics, such as CVR, can be adapted similarly.

process (MDP) in the episode level, where each episode con-
sists of T" sequential bid auctions accompanied with a budget
of B. For each auction, we consider three pieces of critical in-
formation: (i) the remaining auction number ¢ € {0,--- ,T};
(ii) the remaining budget b € {0, - , B} and (iii) the mean
value of predicted CTR (pCTR) rmean(x:) and the corre-
sponding standard deviation 7stq(x:) for a bid request with
feature vector x:. Hence, the bidder’s state s is defined
as s 2 (t,b,x;). We define V(t,b,x) as the long-run ex-
pected ad impression value accumulated from the current
state s = (¢,b,x). Our target problem is that, given the
remaining action number ¢, remaining budget b, the mean
value of pCTR Tmean (@) and corresponding standard devia-
tion 7sq(x:) for current bid request features ¢, how can we
determine the optimal bid price a(t, b, x+) to optimal cumu-
lative ad impression value in a sequential decision-making
process?

2.2 MDP Formulation

Reinforcement learning can be represented by tuple
’ ’
(S, As, P30, Ria), where S denotes the state space, As de-
!
notes the action (i.e., bid price) space for state s, Ps, and
!

Ri. represent the state transition probability and the im-
mediate reward (i.e., pCTR) for the transition from state s
to s under action a. Note that t =0 and b = 0 represent
the end of an episode and the state with the depleted budget
in sequential decision-making, respectively.

In the episode level bidding process, the state space S =
{0,---,T}x{0,---, B} x X, where X denotes the set of bid
request features. Given state s = (¢, b, x+), the action space
A, consists of all possible bid prices in set {0,--- ,b}, since
possible bid prices are constrained by the remaining budget
b. Let pg(x:) denote the probability of the bid request fea-
ture x; for a potential ad impression and m(d|x:) denote the
probability of market price § given feature ;. As there is no
obvious dependency between winning price distribution and
bid request features [40] in iPinYou dataset || we assume
that market environment m(d) ~ m(d|x:), i.e., the market
price distribution is independent of the bid request feature.
Such independent distribution assumption can be justified
by empirical evaluation via comparing winning bid distri-
bution against different features in the real-world iPinYou
dataset [40].

For the state transition, if the bid price a is larger than
the market price ¢ (highest bid price among other com-
petitors), then the bidder wins the ad auction, and state
(t,b,x¢) will transit to (t — 1,b — 6, x+—1) with probability
px(Ti—1) > 5_om(d). Otherwise, if a < 4, the bidder will
lose the auction and transit to state (¢t — 1,b,x¢—1) with
probability pe(xi—1) Z;:OZH m(d). The immediate reward
is given by Tmean (@) for t-th auction if the bidder wins
the auction; otherwise, it is 0. Mathematically, the state
transition probability and reward function are expressed as
follows:

PU—Lb=0T, 1) _ pa(xi—1)m(0), if 6§<a;
(t,b,2¢),a - px (wtfl) 2;524»1 ’I’?’L((S)7 if o > a.

3The similar box plot of winning price distribution against
the features, such as hour, weekday, user browser, operation
system and location regions of bid requests, can be observed
in many campaigns of iPinYou [40].
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Figure 1: An overview of the adaptive risk-aware bidding
framework. Both pCTR and prediction uncertainty come
from the auction environment. Considering the market en-
vironment and bidder state, the framework combines predic-
tion uncertainty and risk tendency to adjust ad impression
values and decide bid prices.
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3. METHODOLOGY

In this section, we introduce the Risk-aware Reinforcement
Learning Bidding (RRLB) framework that effectively inte-
grates prediction uncertainty and a bidder’s risk tendency
into a reinforcement learning framework. An overview of
RRLB is illustrated in Figure In the following sections,
we first explain the uncertainties of CTR prediction with
Bayesian logistic regression and then describe the risk-aware
bid optimization framework and two proposed instantiations
to determine the risk tendency. Finally, we describe the
model-based reinforcement learning method mapping the
adjusted ad impression value to the final bid price.

3.1 Uncertainty of CTR Prediction

Similar to |37], we adopt Bayesian logistic regression to ex-
plicitly measure the uncertainties of predicted CTR (pCTR)
values. In Bayesian logistic regression, each weight w is
treated as a random variable instead of a parameter, and the
variance of the random variable represents the uncertainty
of the corresponding feature. The likelihood of observing
the correct binary click label y given features & and weights
of logistic regression w is

pylz,w) = o(w"x)! (1 - o(w”z))' 7, (1)

where the sigmoid function is defined as o(z) = 1-&-% Note
that w is modeled as a random variable with a p.d.f p(w)

in the Bayesian version of logistic regression. The marginal

conditional probability p(y|x) is p(y|z) = [ p(y|z, w)p(w)dw.

The Gaussian prior N (uo,qq r ) and Laplace approxima-
tion of posterior on w are adopted for weight distribution
update, where qo is initial weight precision. The goal is to
maximize the posterior weight distribution p(w|x,y) given
a bid request’s feature vector  and label y. The model out-
put is a probability estimation of the occurrence of a click
event, defined as § = P(y = 1|x). The variance of weight is
lower when the associated feature emerges more frequently,
which means that such a model can measure the data com-
pleteness for each feature. Via updating the mean and co-
variance matrix of the weight w, the distribution of CTR
py|z(§) can be obtained. Subsequently, we define the mean
and standard deviation of CTR as rmean(®) = Ep, 4 [§] and

Tsta(z) = /Dy, o [9], where Ep, 4[] and Dy o0 [] denote the

expectation and variance over the CTR distribution pya.
The standard deviation of CTR reflects the uncertainties of
pCTR wvalues. How to obtain uncertainties of other predic-
tion models is beyond the scope of this paper.

3.2 Theoretical Relation Between Uncertainty
and Risk Tendency

The key intuition of RRLB is to decompose the value of an

ad impression 0(t,b, ;) as the weighted sum of two parts:

the mean pCTR and a compound term that simultaneously

reflects prediction uncertainty and a bidder’s risk tendency.

Formally, the ad impression value is defined as follows:

0(t,b,xt) = rmean(®t) + B(t, b)rsea(xt), (2)

where ((t,b) denotes the bidder’s risk tendency at resource
state (¢, b), which is a subset of bidding state (¢, b, x¢), which
represents the intrinsic status of a bidder in terms of remain-
ing auction number ¢ and remaining budget b in an episode.
Next we provide a theoretical motivation for the formulation
of Eq. (2). The core idea is based on the value at risk (VaR)
theory borrowed from finance |26} 19|, where VaR estimates
how much the predicted CTR under/over-estimates with a
given probability. Note that the goal of a bidding strategy
is to improve the cumulative ad impression value. Given
the current bid request feature vector x;, remaining bud-
get b, and remaining auctions number ¢, let V*(¢, b, x;) and
Via(t,b,xt) be the cumulative estimated impression value
and uncertainty of the winning ads with the bidding strat-
egy a(t,b,z:). Then we define VaR of the cumulative ad
impression value with the bidding strategy a(¢, b, x+) as fol-
lows:

VE(tby@e) = VOt boae) + AE D) Visalt,boer),  (3)

where state-associated coefficient A(¢,b) is the risk prefer-
ence that balances the cumulative estimated impression value
and uncertainty. Note that 3(¢,b) and A(¢, b) balance the es-
timated value and uncertainty for the current auction and
all the remaining auctions, respectively. The optimal VaR
bid price av.r maximizes the VaR of the cumulative ad
impression value V) (t, b, ;) as follows,

aVﬂR(ta b7 iEt) = arg Olzlc?i(b V)\a(ta b7 iEt). (4)

The theorem below shows that the linear combination in
Eq. can achieve the optimal VaR bid price avqr.

Theorem 1 (Risk Tendency Optimality). The RRLB frame-
work adopting the linear formulation in Eq. (@ can achieve
the optimal VaR bid price avaer(t, b, i) if the same risk ten-
dency B(t,b) = A(t,b) is used.

PROOF. Note that the bidder wins an ad impression if the
bid price a is larger than the market price 5. The cumulative
estimated ad tmpression value and the corresponding uncer-
tainty should satisfy

a(t,b,xy) a(t,b,axy)
Vet ba) = Y m(O)Tmean(®) + D m(S)V(t—1,b—10)
5§=0 5=0

oo

>

s=a(t,b,w)+1

m(&)Ve(t —1,b),



a(t,b,xy) a(t,b,ay)
Viat,b,as) = Z m(8)rsea(xe) + Z m(8)Vsealt —1,b —9)
=0 5=0

oo

>

S=a(t,b,xy)+1

m(6)Vsea(t — 1,b),

Combining above two equations, we have

a(t,b,xy)

Vit be) = > m(8) (rmean(®i) + Alt, b)rsra(@e))
5§=0

a(t,b,xy) 0o

+ > mEVEE—1,b-10)+ > m(§)VY(t —1,b),
5§=0

s=a(t,b,xy)+1
By firstly setting 0(t, b, @) = Tmean (@) +B(¢, b)rsta(x:) and
adopting the model-based method [3], it can be seen that the
linear combination in 0(t,b, x¢) can achieve the optimal bid
price avar(t, b, @t), which mazimizes the VaR of the cumu-
lative ad impression value.

Intuitively, a rational risk tendency should be a function of
the resource state, defined by (t,b), of a bidder. A budget-
restrained/abundant bidder would act very differently in
taking risks during the bid. However, we deem that the
risk tendency is independent of a random bid request .

3.3 Expert Knowledge Based Risk Tendency

We leverage expert knowledge on RTB to design the first in-
stantiation of risk tendency (¢, b) to reveal the intrinsic risk
preference of a rational bidder. We distill three key rules as
follows. (i) The sufficiency of the remaining budget b de-
termines the sign of risk tendency B(t,b), where a positive
risk tendency indicates a strong preference to win auctions.
(ii) The partial derivative of risk tendency 3(t,b) w.r.t. re-
maining budget b (remaining auction number t) should be
positive (negative) because more budget naturally allows the
bidder to take the risk of bidding more ad impressions. (iii)
When the remaining budget b and remaining auction num-
ber t are relatively large (e.g., the beginning of an ad cam-
paign), risk tendency B(t,b) depends on the ratio of b to ¢
and the extent of market competition. Formally, we express
the three rules as follows.

(i) Sign of risk tendency:

>0, b is sufficient at current t;
At,b) { < 0, otherwise. (5)

(ii) Monotonicity of risk tendency: % <0, %ﬁ’b) > 0.

(iii) Approximation for the scenarios of large remaining bud-

get and auction number: ((t,b) ~ 6(15/7 b,) if 2 = IZ—,.
Before elaborating the exact formulation of 3(¢,b), we have
to quantify the sufficiency of the budget as pointed out in the
first rule. In practice, the budget richness is highly related
to the level of market competition. Given a certain market
price distribution m(d) and resource state (¢,b), let U(t,b)
denote the expected bid price for an auction such that the
remaining budget will be depleted in the remaining future
auctions. Supposing that budget b is evenly allocated to the
remaining ¢ auctions, we can calculate U(t,b) through the
following formula:

> om(d) =+ (6)

Algorithm 1: Expert knowledge based reinforcement
learning bidding strategy

Input: market price probability m(§), episode length
T, budget B, average pCTR and standard
deviation of CTR Tpean and Tstq

Output: Optimal bid price a for current state

Parameter tuning for the manually designed risk

tendency;

Update Value function V'(¢,b) based on risk tendency ;

for § =0,1, - ,min(dmaez,b) do

if 0(t,b,x) +V(t—1,b—0)—V(t—1,b) <0 then
a(t,b, @) < &;
break;
end

Since the bidder wins an auction only if bid price U(t,b) is
higher than market price §, the left side of Eq. @ represents
the expected actual cost, which should be the same as ?
based on the assumption of even budget allocation.
Based on the above intuition of budget richness, we formally
define risk tendency as follows:

B(t,b) = tanh (o ZEH =Ty 1)

U

where « is a positive hyperparameter that controls the slope
of risk tendency, U is the budget richness threshold tuned
from historical data, and function tanh(-) confines risk ten-
dency within the range (—1,1). It can be observed that the
proposed risk tendency formulation satisfies all three expert
knowledge based rules. First, the expected bid price U (%, b),
which measures the amount of budget richness, determines
the sign of risk tendency (¢, b), which is non-negative only
if U(t,b) > U as required in rule (i). Second, both U(t,b)
and B(t,b) increase with budget b, and decrease with ¢ as
required in rule (ii). Third, the expected cost is propor-
tional to the ratio % as shown in Eq. , which helps the
subsequent design of risk tendency to meet rule (iii).
By using the expert knowledge based risk tendency, we can
obtain the adjusted ad impression value using 6(¢,b, ) =
Tmean () + B(t,b)rsta(x). Subsequently, the model-based
reinforcement learning method is applied to obtain the final
bid price as will be introduced in Section [3.5
Compared with the previous efforts |3], the bid price not
only reveals the estimated mean value of an ad impression
but also takes into account the estimation risk and risk ten-
dency based on the bidding state. The expert knowledge
based Reinforcement Learning Bidding (ekRLB) algorithm
is summarized in Algorithm [I} where the value function up-
date could be calculated using dynamic programming.

3.4 Self-Supervised Risk Tendency

Although the above explicit design of risk tendency may
capture the intrinsic risk preference well, it requires exten-
sive human expert knowledge and efforts on tuning Equation
(7). To be specific, a careful selection of hyperparameters o
and U is required through many trials. With the variation
of the market environment, these presetting hyperparame-
ters tend to obtain sub-optimal performance and need to be
updated periodically. Furthermore, the computation cost
of calculating budget richness U (¢, b) is prohibitive as it re-
quires considering all combinations of ¢t and b. To avoid such
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Figure 2: An overview of the self-supervised reinforcement
learning. The risk tendency is generated from an MLP
trained by experience buffer and batch sampling in a self-
supervision way. The bidder decides bid prices based on risk
tendency and interacts with the RTB environment.

manual efforts, we propose a self-supervised reinforcement
learning bidding (ssRLB) method as shown in Figure [2] to
automatically generate risk tendency via a multi-layer per-
ceptron (MLP). Self supervised by the bidding history, we
update the mapping function By, (t,0) = MLP(t,b; W )
generated from an MLP to approximate the risk tendency
at resource state (t,b) with trainable weight W,;,. The
ssRLB framework consists of a Gaussian exploration block,
an experience buffer, an MLP mapping function, and batch
sampling. We explain the details of each component as fol-
lows:

Gaussian exploration. We adopt exploration on risk ten-
dency by adding Gaussian noise to Smip(t,b) as B(t,b) =
Bumip(t,b) + €, where noise € ~ A'(0,0%). The noise variance
o? is adjustable to provide a trade-off between exploitation
and exploration in reinforcement learning.

Experience buffer. Motivated by experience replay op-
timization in reinforcement learning 35|, we adopt the ex-
perience buffer to store good experiences represented by a
quaternary set B = (t,b, 3(t,b), Vepisoae) from the bidding
history, where Vepisode denotes the cumulative reward for the
entire episode. A “good” experience means that a larger re-
ward Vepisode is obtained by using risk tendency §(t,b). Let
N be the buffer’s total length. The samples with the low-
est reward will be removed if the buffer is full. In this way,
the experience buffer could always provide the best samples
explored so far for training the MLP.

Batch sampling. Batch sampling is responsible for sam-
pling batch Bpgtcr from the buffer. We apply a simple uni-
form sampling to generate Bpatch.-

Training MLP mapping function. Given the experience
batch Bpgtcn, we update the weight in the MLP mapping
function by minimizing the mean square loss function:

>

(t,b,8(t,b),)EBbaten

|MLP(t,b; W) — B(L, b))

Since we only preserve the experiences with larger rewards
in the buffer, the mapping function will be updated under
supervision toward learning a good risk tendency.

In a nutshell, experience buffer stores “good” experienced
risk tendency while the sampled experienced risk tendency
is a supervised signal for MLP mapping function training.

Algorithm 2: Self-Supervised Risk Tendency Learning
Algorithm

Input: The historical data sample with pCTR, risk,
market price, and click labels, episode length
T, budget B.
Output: Optimal bid price
Initialize the risk tendency, and uniform replay policy ;
Update Value function V' (¢,b) based on Equation ;
for each episode do
for each ad auction in the current episode do
Provide the bid price based on Algorithm ,
Execute auction and observe (¢t + 1,b) and
cumulative reward and risk;

end

Calculate the cumulative reward for an entire
episode;

if the cumulative reward Vepisode 15 larger than that
in Buffer then
| B (t,b, B(t,b), Vepisode);

Uniformly sample a batch B, from B ;

Train the MLP based on the batch sample ;

Update risk tendency B(t, b);
Update Value function V(t,b) based on Eq. (8).
end

The algorithm for self-supervised Reinforcement Learning
Bidding (ssRLB) is shown in Algorithm

3.5 Bid Price Determination

Previous sections introduce how to modify the ad impres-
sion value with prediction uncertainty and risk tendency.
Next, we explain how to calculate the final bid price. We
adopt the model-based reinforcement learning bidding strat-
egy [3] to maximize the cumulative reward. Specifically,
we regard the pCTR Tmean (@) as the immediate reward
for t-th auction, and cumulative reward V(¢,b, x:) is de-
fined as the expected cumulative reward starting from state
(t,b, ) with the optimal bid price. By definition, we have
V(0,b,x¢) = V(0,b) = 0 since there is no available auction.
Similar to [3], the updated policy for the cumulative reward
is given by:

Vit.ben = o, Z by

-(rmean(cct) +V(Et-1,b—9, mtfl))d:ntfl

+Z/

d=a+1

pa: Lt 1)

p.’.E Lt 1)V(t_ 17b7 wtfl)dwt—1}7

where X represents the entire feature vector space, and the
two integrations represent the immediate reward for win-
ning and losing cases. Furthermore, the cumulative reward
without observation on @ can be obtained by integrating the
over bid request feature vector . Formally, the cumulative
reward V(¢,b) is

Vi(t,b wmax{Zm rm+zm(5 (t—1,b—0)

0<a<b

V(t—l,b)},



where 7qvg = fX P (Tt—1)Tmean(@t—1)dx:—1 is the average
ad impression value over the entire feature vector space. The
cumulative reward V' (¢,b) can be iteratively updated given
the average ad impression value and market price distribu-
tion. Note that > 72 m(d) = 1. The bid price at state
(t,b,x¢) is calculated by:

a(t,b, xt) = arg max, V(t,b,x:)
<a<

= arg max {za:m(é) (9(757 b, x+)
5=0

0<a<bd

+V(t—1,b—5)—V(t—17b))}

g max { S m(@)g()}, (8)
- 6=0

where g(8) £ 0(t,b,x) + V(t — 1,b— ) — V(t — 1,b). The
cumulative reward V (¢, b) monotonically increases w.r.t. the
remaining budget b, and ¢g(§) monotonically decreases. If
g(b) > 0 (e.g., the impression value is extremely high), the
optimal bid price is all the remaining budget. If g(b) < 0
(e.g., the impression value is moderate), there must exist an
unique integer price, defined as A, satisfying the following
three conditions: (1) 0 < A < b; (2) g(A) > 0 and (3)
g(A+1) < 0. According to Eq. , the optimal price
is thus determined by this by wunique integer price A. To
summarize, the optimal bid price is ultimately dictated by:

iz ={ % 9020 )

4. EXPERIMENTS

In this section, we conduct experiments to evaluate our
RRLB framework with the two instantiations of risk ten-
dency, ekRLB, and ssRLB, and answer the following three
research questions:

e Q1: How does our risk-aware bid optimization solution
compare with several baselines in terms of the total num-
ber of clicks?

e Q2: How do prediction uncertainty and risk tendency
affect the total number of clicks?

e Q3: How do the hyperparameters affect the long-run per-
formance of the risk-aware bidding strategy?

4.1 Experimental Setting
4.1.1 Datasets.

Our experiments are conducted on two real-world datasets,
iPinYou E| and YOYI [’} We follow the data preprocessing
in [37] to split training/test sets and obtain the estimations
and uncertainties of ad impression values. The dataset de-
scription is as follows:

e iPinYou dataset contains 19.5M ad impressions, 14.79K
clicks, and 16.0K spend (in CNY) over 9 campaigns during
10 days in the year 2013. We follow the data preprocessing
configuration in [37] to split it into training/test sets and
obtain the estimations and risk of ad impression values.

“https://contest.ipinyou.com/
®http://apex.sjtu.edu.cn/datasets/7

Table 2: The comparison of total click number (co = 1/2).
iPinYou ‘ Lin RLB ekRLB CRTRLBCURLB ssRLB

1458 401 428 428 416 423 422
2259 19 73 75 59 70 70
2261 9 44 51 36 64 61
2821 109 209 211 198 214 206
2997 295 376 382 384 360 276
3358 208 233 233 231 222 217
3386 157 293 294 290 293 290
3427 263 290 292 295 286 302
3476 206 230 232 241 233 204
Average | 185.2 241.8 244.2 238.9 240.6  226.9

YOYI [ 725 890 894 873 840 914

e YOYI dataset includes 402M ad impressions, 500K clicks,
and 428K spend (in CNY) during 8 days in the year 2016.
The first 7 days and the last day are set as the training
data and test data, respectively.

4.1.2 Compared methods.

We compare ekRLB and ssRLB with two state-of-the-art
baselines. Lin is a linear bidding strategy with bid price
arin = bof(x), where parameter by can be tuned on train-
ing data [24]. RLB is a model-based reinforcement learn-
ing bidding strategy [3|, which achieves fine-grained pCTR-
price mapping, and adaptively adjusts bid prices for differ-
ent states. These two baselines only make use of rmeqn ().
Besides, we also consider two variants of our proposed re-
inforcement learning bidding framework, including constant
risk tendency (CRTRLB) and constant uncertainty
(CURLB). CRTRLB sets risk tendency to a constant for
any resource states, i.e., 8(t,b) = Bo, which is equivalent to
the previous work [37]. CURLB assigns a constant risk for
all ad impressions, i.e., rstq() = ro. These two variants can
be used to validate the superiority of dynamic risk tendency
and the necessity for risk estimation.

4.1.3 Evaluation sketch.

Given a predefined budget and episode length for each bid-
ding campaign, we evaluate different bidding strategies in
terms of the total click number. Evaluation sketch includ-
ing experiment flow, budget constraints, and more details
as follows.

e Frperiment flow. The bidding data is a list of ad im-
pression records, each of which is accompanied by the bid
request feature vector, the market price, and the user re-
sponse (click) label. Based on Bayesian logistic regres-
sion, we obtain the estimation mean and risk of ad dis-
playing the value for each impression record. Following
the model-based reinforcement learning bidding in Sec-
tion|[3.5] we divide training and test datasets into episodes,
each of which contains T impression records and budget
B. All bidding strategies are evaluated in the episode
level. Episode length T influences the computation com-
plexities of bidding price and budget richness, which are
required over all remaining impression numbers ¢t. We set
the size of episode length 7" = 1000. In the second-price
auction platform, a bidding agent wins an ad impression
if its price is higher than the market price, and only needs
to pay the cost of the market price. Then the bidding



agent receives the reward of the click label and applies it
to update the bidding strategy.

e Budget constraints. We allocate the budget as follows:
B = CPMrain X 1073 x T x co, where CP Mirqin and co
are the cost per mille impressions in the training dataset
and budget coefficient, respectively. We compare the mod-

els using the budget coefficient set {1/32,1/16,1/8,1/4,1/2}.

e More details. For ekRLB, we tune the risk tendency hy-
perparameters « and U in Eq. on the training dataset
to optimize the number of total clicks. For ssRLB, the
mapping function M LP(t,b; W ;) is realized by a four-
layer MLP with 64 hidden units. Weight W, is trained
with the Adam optimizer to minimize the mean square
loss function at the learning rate of 1 x 1073, The experi-
ence buffer size and batch size are 1 x 10° and 32, respec-
tively. We update the buffer every 5 training episode.

4.2 Comparison Results

We present the total click number of different methods on
the 9 campaigns of iPinYou and YOYI with budget coef-
ficient ¢co = 1/2 in Table [2] to answer question Q1. On
iPinYou, ekRLB obtains the best performance on most cam-
paigns, achieving the largest average total click number of
244.2. On YOYI, both ekRLB and ssRLB outperform RLB,
and ssRLB achieves the largest click number of 914. The two
variants CRTRLB and CURLB obtain fewer clicks on both
datasets, which validates the benefits of considering both
uncertainty and risk tendency in Eq. . Note that ssRLB
obtains fewer clicks than ekRLB on iPinYou but more on
YOYT probably because the training of self-supervised re-
inforcement learning is less stable. Nevertheless, we deem
that ssRLB is still a valuable alternative since it does not
require manual tuning of a and U over a large volume of
historical data. We leave the improvement on risk tendency
learning for future work.

In the left part of Figure[3] we further show the performance
improvements of RLB and ekRLB over Lin on iPinYou under
the entire budget coefficient set. Two notable findings can
be observed. First, the two reinforcement learning based
strategies outperform Lin consistently over all budget set-
tings, which validates the benefits of modeling the bidding
process as an MDP. Given a specific budget constraint, all
bid requests are inherently correlated instead of independent
in Lin since previous bid prices determine the remaining
budget. Second, ekRLB gets more clicks than the tradi-
tional RLB, especially in the case with larger budgets. Such
observation demonstrates the advantage of explicitly model-
ing prediction uncertainty within a risk-aware reinforcement
learning framework.

4.3 Ablation Study

To answer Q2, we study the individual contributions of pre-
diction uncertainty and risk tendency by comparing with
constant uncertainty and risk tendency. Regarding ekRLB
as the benchmark method, the right part of Figure [3| shows
the performance degradation of the two variants CRTRLB
and CURLB. Along with the results in Table[2] we can find
that (i) both CRTRLB (with constant risk tendency) and
CURLB (with constant uncertainty) perform worse than
ekRLB, which proves that it is critical to consider both pre-
diction uncertainty and risk tendency to achieve an opti-
mal bid optimization framework. (ii) CURLB achieves bet-

Lin
RLB
7 —— ekRLB

9%

ekRLB
w| —— CRTRLB
—— CURLB

Clicks Improvement over Lin

Clicks Improvement over RRLB
\

05 h 01 05
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Figure 3: Left: The click number improvements of RLB and
ekRLB over Lin in all budget coefficients on iPinYou. Right:
The click number diminution of CRTRLB and CURLB over
ekRLB on iPinYou.

ter performance than CRTRLB, suggesting that modeling
risk tendency is even more important than prediction un-
certainty. This is because risk tendency determines how to
use (e.g., add or subtract) prediction uncertainty.

4.4 Hyperparameter Study

To answer Q3, we give a comprehensive hyperparameter
study to investigate how hyperparameters slope o, constant
uncertainty ro, and constant risk tendency Sy affect the per-
formance of the methods ekRLB, CURLB, and CRTRLB,
respectively. Specifically, we report the experimental results
on campaign 1458 of the iPinYou dataset with budget coeffi-
cient ¢o = 1/2 in Table 3] The performance metrics include
click number and budget consumption ratio, where the bud-
get consumption ratio is defined as the cumulative cost over
the overall budget. The detailed experimental results and
analysis are summarized as follows.

Slope a for ekRLB. Hyperparameter a controls the slope of
risk tendency, and then influences the bid price of ekRLB.
Note that, in the case a = 0, we have 0 risk tendency based
on Eq. (6) of the main text, and ekRLB degenerates to RLB.
We can clearly observe that the total click number reaches
the highest value at a medium slope scale of a = 0.1. This
result implies that the total click number is not sensitive
w.r.t « and that ekRLB is robust on the hyperparameter a.
Constant uncertainty ro for CURLB. The method CURLB
achieves relatively comparable performance with ekRLB even
though a constant uncertainty is applied. We further study
the influence of constant uncertainty ro by varying it in
range [0,1.8 X 75q]. Here we set constant uncertainty ro
as a constant coefficient multiplying with the average un-
certainty 7s:q in the training dataset. For the case ro = 0,
we have a prediction uncertainty of 0 for all ad impressions,
when CURLB degenerates to RLB. We observe that the hy-
perparameter ro = 0.2%74.q achieves the best performance in
terms of both click numbers since higher /lower risks lead to
ad impressions with overly large/small prices that decrease
the total click number.

Constant risk tendency Bo for CRTRLB. Compared with
ekRLB, it can be observed that a random selection of con-
stant risk tendency Bp in CRTRLB greatly damages model
performance. We further study its influences by consider-
ing fo within range [—0.5,0]. We only use the negative risk
tendencies since a positive one tends to overestimate an ad
impression and usually results in worse performance. For
the case fp = 0, we remove risk tendency and degenerate
CRTRLB to RLB. We observe that 8y = 0.0 achieves the
most clicks and that when 3y equals —0.4 to —0.5, CRTRLB
extremely underestimates the ad impression value and bids



Table 3: Hyperparameter study on slope o (ekRLB), uncer-
tainty ro (CURLB) and risk tendency 8o (CRTRLB).

Hyperparameters #click consumption ratio
0.0 1928 98.70%
0.001 1925 98.71%
o 0.01 1927 98.86%
0.1 1930 99.54%
0.2 1923 99.00%
0.3 1923 99.11%
0.4 1924 99.20%
0.5 1928 99.29%
0 1928 99.83%
0.2 % Tstq 1932 99.88%
o 0.4 % Tstq 1922 99.89%
0.6 * Fsta 1919 99.90%
0.8 * Tsta 1910 99.90%
1.0 * Tsta 1898 99.91%
1.2 % Tstq 1896 99.91%
1.4 % Tsta 1884 99.91%
1.6 * Tsta 1878 99.91%
1.8 % Fsrq 1876 99.91%
0.0 1928 98.69%
-0.001 1925 98.68%
-0.01 1922 98.55%
Po -0.1 1857 96.50%
-0.2 1629 90.00%
-0.3 845 32.77%
-0.4 159 5.25%
-0.5 0 0.06%

with a small price, leading to losing almost all ad impres-
sions and low budget consumption ratio.

4.5 Visualization of Risk Tendency

Risk tendency reflects the risk preference of a rational bid-
der in given states. We designed two instantaneous to learn
risk tendency, one based on expert knowledge and the other
based on self-supervised learning. We visualize these two
methods’ risk tendencies in Figure[d] It can be observed that
both approaches have similar trends in mapping states to
risk tendency, which implies that our self-supervised learn-
ing algorithm aligns well with the expert knowledge. Specif-
ically, risk tendencies are negative for those resource-limited
states at the upper left corner, where a bidder has a small
budget for a large number of remaining auctions. In such a
state, the bidder prefers to bid with conservative prices. On
the other hand, risk tendencies change to positive for those
resource-rich states at the bottom right corner because the
bidder has a sufficient budget for remaining auctions to sup-
port more aggressive bid prices.

5. RELATED WORK

User response prediction. User response prediction can
be modeled as a probability estimation task, e.g., click-
through rate (CTR) [10], conversion rate (CVR) [21]. Click-
through rate (CTR) prediction is widely studied to estimate
the value of an ad impression. It plays a key role in dis-
play advertising 30 [14]. The traditional solu-
tions use linear models [18], gradient boosting decision trees
(GBDT) or factorization machines [23] to predict CTR.
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Figure 4: Left: Risk tendency obtained by expert knowl-
edge. Right: Risk tendency learned from self supervision.
X-axis and Y-axis represent the remaining budget b and re-
maining auctions ¢, respectively.

|§|; are also used for CTR prediction tasks. Many
of them follow the Embedding&MLP paradigm. All these
methods aim to only predict the CTR without any informa-
tion guiding the confidence level. is the only study that
simultaneously captures the estimation and risk of pCTR
prediction based on Bayesian logistic regression.

Risk Management Techniques. The goal of risk man-
agement in finance is to guarantee that the risk does not
hurt the business profit 4 The risk and expected return
of each asset can be quantified by the mean return of the
asset and corresponding covariance matrix . The
mean-variance analysis is adopted to achieve the trade-off
between the risk and the expected return . mea-
sures the campaign-level risk and returns in a special case
of arbitrage. As for impression-level risk management,
proposes a risk-aware bidding strategy based on the value
at risk (VaR) with campaign-level profit gain.

Bidding strategy. Truthful bidding is the most fundamen-
tal strategy that has been proven to be optimal in second-
price auctions with unlimited budgets . In practice, ev-
ery ad campaign has a budget constraint, where linear
and model-based/model-free reinforcement learning-based
strategies can be adopted to determine bid prices.
Other advanced methods, such as Recurrent Neural Net-
works optimization , are developed for bidding with
budget constraints. However, these methods inevitably as-
sume the user response prediction is perfect and ignore the
inherent estimation uncertainty. is most relevant to our
work, which proposes a risk management algorithm based
on value at risk, but ignores intrinsic interactions between
the market environment and the state of a bidder. In our
work, we propose a risk-aware reinforcement learning based
bidding strategy that explicitly considers such interactions.

6. CONCLUSION

In this paper, we investigated the bid optimization problem
in RTB with the benefits of risk information. For the bid
price determination with budget constraint, we, to the best
of our knowledge, firstly consider both estimation uncer-
tainty and the dynamic risk tendency. Specifically, we first
theoretically analyze the relation between prediction uncer-
tainty and the risk tendency of a bidder, and then proposed
an adaptive risk-aware bidding algorithm with budget con-
straint. Subsequently, we developed two instantiations to
determine risk tendency based on expert knowledge or self-
supervised learning. Experimental results on real datasets
demonstrate that RRLB making use of both prediction un-
certainty and risk tendency achieves better cumulative per-
formance than representative competitors.
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