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ABSTRACT
Text-to-image generative models, especially those based on
latent diffusion models (LDMs), have demonstrated out-
standing ability in generating high-quality and high-resolution
images from textual prompts. With this advancement, vari-
ous fine-tuning methods have been developed to personalize
text-to-image models for specific applications such as artistic
style adaptation and human face transfer. However, such ad-
vancements have raised copyright concerns, especially when
the data are used for personalization without authorization.
For example, a malicious user can employ fine-tuning tech-
niques to replicate the style of an artist without consent. In
light of this concern, we propose FT-Shield, a watermarking
solution tailored for the fine-tuning of text-to-image diffu-
sion models. FT-Shield addresses copyright protection chal-
lenges by designing new watermark generation and detection
strategies. In particular, it introduces an innovative algo-
rithm for watermark generation. It ensures the seamless
transfer of watermarks from training images to generated
outputs, facilitating the identification of copyrighted mate-
rial use. To tackle the variability in fine-tuning methods and
their impact on watermark detection, FT-Shield integrates
a Mixture of Experts (MoE) approach for watermark detec-
tion. Comprehensive experiments validate the effectiveness
of our proposed FT-Shield.

1. INTRODUCTION
Generative models, particularly Generative Diffusion Mod-
els (GDMs) [9, 30, 10, 29], have witnessed significant progress
in generating high-quality images from random noise. Re-
cently, text-to-image generative models leveraging latent dif-
fusion [22] have showcased remarkable proficiency in pro-
ducing specific, detailed images from human language de-
scriptions. Based on this advancement, fine-tuning tech-
niques such as DreamBooth [25] and Textual Inversion [6]
have been developed. These methods enable the personal-
ization of text-to-image diffusion models, allowing them to
adapt to distinct artistic styles or specific subjects. For in-
stance, with a few paintings from an artist, a model can
be fine-tuned to adapt to the artistic style of the artist and
create paintings which mimic the style. However, the pro-
liferation of these methods has sparked significant concerns

about the potential misuse of these techniques for unau-
thorized style imitation or the creation of deceptive human
facial images. Such actions can potentially violate creators’
rights and compromise intellectual property (IP) and pri-
vacy integrity [2, 34, 35].

Watermarking has emerged as a popular technique for pro-
tecting data’s IP against various forms of infringement [3,
21, 18, 36]. It works by injecting imperceptible signals or
patterns into images which can later be identified by a wa-
termark detector. This enables the tracking of unautho-
rized copies and facilitates the assertion of copyright in-
fringement [3, 21, 18, 36]. Compared to other protection
methods such as encryption [5], watermarking enjoys several
advantages such as its stealthy nature, resilience to manipu-
lation, and the ability to trace and manage digital assets ef-
fectively. Given its advantages, the watermarking technique
also has the potential for IP protection for text-to-image
model fine-tuning. When the watermarked images are used
for fine-tuning text-to-image models, the resulting generated
images are expected to inherit the watermark, acting as an
indelible signature. By employing the detector, the presence
of the watermark in the generated content can be identified,
providing evidence of IP infringement.

However, we face tremendous challenges in developing wa-
termarking techniques to prevent unauthorized fine-tuning.
First, according to prior theoretical findings [1], the fine-
tuning process of neural networks involves a sequential pat-
tern in feature learning: certain features can be learned
earlier while others are acquired later. This indicates that
designing what features to embed within the watermark is
crucial. If the watermark’s pattern cannot be assimilated
by the model prior to style-related features, the infringer
can easily circumvent the watermarks by reducing the fine-
tuning steps, allowing the model to adopt the style without
acquiring the watermark. Although there are recent water-
marking methods proposed for images’ IP protection against
text-to-image model fine-tuning, this challenge has not been
solved. As shown in Figure 1, as the fine-tuning steps in-
crease, the watermark proposed by [16] is acquired by the
generative model later than the targeted style, indicating an
ineffective protection provided by the watermark. One po-
tential reason is that the watermark-generating procedure
predominantly adheres to traditional watermark strategies,
which are intended to trace the source of an image rather
than protecting its IP in the context of diffusion models fine-
tuning. Consequently, there’s no assurance that the water-



Figure 1: An illustration of generated images from fine-
tuned text-to-image models w.r.t. fine-tuning steps. While
previous work [16] requires extensive fine-tuning to ensure
that the watermark is learned, our method enables the wa-
termark to be learned in the early stages of fine-tuning.
Prompt used for the generation: Cherry blossoms in full
bloom. Targeted style: the style of artist Beihong Xu.

mark’s features will be learned by the model before other
features.

Second, as indicated by [16], due to the distribution shift
between the fine-tuning data of generative models and the
resulting generated images, it is crucial to incorporate im-
ages generated by fine-tuned models to develop the water-
mark detector. Since there are numerous fine-tuning meth-
ods introduced from different perspectives, a detector for
one method might lose its effectiveness for others. This is-
sue is highlighted in [16] that a large drop in watermark
detection performance is observed when applying a detector
tailored to one fine-tuning method to others. Meanwhile,
in reality, a data protector may not know which fine-tuning
method was used by the infringer, thus it is desired to design
a watermark detection strategy that is effective for various
fine-tuning methods.

To tackle the aforementioned challenges, we propose a novel
watermarking framework, FT-Shield, tailored for data’s
copyright protection against the Fine-Tuning of text-to-
image diffusion models. In particular, we introduce a train-
ing objective incorporating the fine-tuning loss of diffusion
models for watermark generation. By minimizing the ob-
jective, we ensure that the optimized watermark pattern
can be quickly learned by diffusion model at the very early
stage of fine-tuning. As shown in Figure 1, even when the
style has not been adopted, our watermark has already been
learned by the diffusion model. Furthermore, to obtain
a watermark detector for various fine-tuning methods, we
introduce a detection framework based on Mixture of Ex-
perts [12]. The effectiveness of FT-Shield is verified through
experiments across various fine-tuning approaches includ-
ing DreamBooth [25], Textual Inversion [6], Text-to-Image
Fine-Tuning [32] and LoRA [11], applied to both style trans-
fer and object transfer tasks across multiple datasets.

2. RELATED WORK

2.1 Text-to-image diffusion model and their
fine-tuning methods

Diffusion models [9, 30, 10, 29, 4] have recently achieved
remarkable advancements in the realm of image synthesis,
notably after the introduction of the Denoising Diffusion

Probabilistic Model (DDPM) by [9]. Building upon the
DDPM framework, the Latent Diffusion Model (LDM) is
introduced in [22]. Unlike conventional models, LDM con-
ducts the diffusion process within a latent space derived from
a pre-trained autoencoder, and generates hidden vectors by
diffusion process instead of directly generating the image in
pixel space. This strategy enables the diffusion model to
leverage the robust semantic features and visual patterns
imbibed by the encoder. Consequently, LDM has set new
standards in both high-resolution image synthesis and text-
to-image generation. Building upon text-to-image diffusion
models, multiple fine-tuning techniques [6, 25, 11] have been
developed. These methods enable the personalization of
text-to-image models, allowing them to adapt to distinct
artistic styles or specific subjects. Specifically, DreamBooth
[6] works by fine-tuning the denoising network of the dif-
fusion model to make the model associate a less frequently
used word-embedding with a specific subject. Textual In-
version [25] tries to add a new token which is bound with
the new concept to the text-embedding of the model. LoRA
[11] adds pairs of rank-decomposition matrices to the exist-
ing weights of the denoise network and only trains the newly
added weights in fine-tuning.

2.2 Image protection methods
To protect images’ IP from unauthorized learning by text-
to-image models, in literature, two predominant methods
are employed: (1) Adversarial methods which design per-
turbations in the data to prevent any model learning from
the data; and (2) Watermarking techniques which introduce
imperceptible signals to the image to enable protectors to
detect infringement.

Adversarial methods. Adversarial methods protect data’s
IP by applying the idea of evasion attacks. They treat the
unauthorized generative models as the target of attack, and
develop adversarial examples to disrupt the learning pro-
cess of unauthorized fine-tuning. GLAZE [27] is the first
adversarial method which focuses on attacking the features
extracted by the encoder in Stable Diffusion to prevent the
learning of image styles. The work of [31, 14] introduces
methods to generate adversarial examples to evade the in-
fringement from DreamBooth [24] and Textual Inversion [6],
respectively. Additionally, it is proposed in [26] to alter the
pictures to protect them from image editing applications
by Stable Diffusion in case the pictures are used to gen-
erate images with illegal or abnormal scenarios. Although
these methods provide effective protection against infringe-
ment, they can inadvertently disrupt authorized uses (such
as for academic research purposes) of the safeguarded im-
ages. This indicates the necessity of developing watermark-
ing approaches, which allow the IP to be used for proper
reasons while also acting as a way to collect proof against
improper uses.

Watermarking methods. Watermark has also been con-
sidered to protect the IP of images against unauthorized
usage during the fine-tuning of text-to-image models. The
work of [33] proposed to apply an existing backdoor method [19]
to embed unique signatures into the protected images. It
aims to inject extra memorization into the text-to-image
models fine-tuned on the protected dataset so that unautho-
rized data usage can be detected by checking whether the
extra memorization exists in the suspected model. However,
one limitation is the assumption that the suspicious model is



Figure 2: An overview of the two-stage watermarking pro-
tection process

readily accessible to the data protector. This might not be
realistic, as malicious entities can hide the fine-tuned model
and only disclose a handful of generated images. Another
work [16] introduces a method that simultaneously trains a
watermark generator and detector. The detector is then fur-
ther fine-tuned with the images generated by the fine-tuned
model. However, as discussed in Section 1, the issue of this
technique is that it provides no guarantee that their water-
mark can be learned by the model earlier than the image’s
style. The shortcomings of current methods highlight the
need for a more robust and effective watermarking design.

3. METHOD
In this section, we first define the problem and introduce
the key notations. Then we elaborate on some prior theo-
retical insights to present the challenge in watermark gen-
eration and introduce details of the watermark generation
process employed by FT-Shield. Lastly, we introduce the
MoE framework to detect watermarks on images generated
by various fine-tuning methods.

3.1 Problem formulation
In the scenario of copyright infringement and protection con-
sidered in this work, there are two roles: (1) a data protec-
tor that possesses the data copyright, utilizes watermarking
techniques before the data is released, and tries to detect if a
suspected image is generated by a model fine-tuned on the
protected images, and (2) a data offender that uses the
protected data for text-to-image model fine-tuning without
permission from the data protector. The data offenders have
complete control over the fine-tuning and sampling processes
of the text-to-image diffusion models, while the data pro-
tectors can only modify the data they own before their data
is released and access images generated by the suspected
model.

As shown in Figure 2, the protection process consists of two
stages: the protection stage and the audit stage. In the
protection stage, the data protector protects the images
by adding imperceptible watermarks to the images. Specif-
ically, given that the size of the protected dataset is N , the
target is to generate sample-wise watermark δi for each pro-
tected image xi, ∀i = 1...N . Then these watermarks are
embedded into the protected images x̂i = xi + δi. Corre-
spondingly, the data protector develops a watermark detec-
tion approach, denoted by function Dw(·), to test whether
there is a watermark on the suspected image. To ensure
that the watermarks will not lead to severe influence on
image quality, we limit the budget of the watermark by con-
straining its l∞ norm (∥δi∥∞ ≤ η) to control the pixel-wise

difference between the two images xi and x̂i. In the audit
stage, if the protectors encounter suspected images poten-
tially produced through unauthorized text-to-image models
fine-tuning, they will apply the watermark detection pro-
cess Dw(·) to ascertain whether these images have infringed
upon their data rights.

3.2 Watermark generation
As mentioned in Section 1, to ensure robust IP protection,
it is crucial for the watermarks to be learned earlier in the
fine-tuning process. In this subsection, we first introduce the
key challenge to achieve this goal by revising how neural net-
works learn features in pre-training and fine-tuning. Then
we propose our watermark generation approach, explaining
how it effectively mitigates this challenge.

A key challenge for watermark generation. Based
on the theoretical analysis on [1], due to the random ini-
tialization, each hidden node in neural networks randomly
captures some features at the beginning of training. Dur-
ing pre-training, instead of learning other features from the
data, the network emphasizes and strengthens those features
that were captured at initialization and are also present in
the dataset. Meanwhile, it eliminates features that, despite
being learned at initialization, do not find a match in the
dataset. Essentially, a well-pre-trained model captures only
the features that appear in the pre-training data. An im-
portant implication of [1] is that, when learning from the
fine-tuning data, the neural network can easily adapt the
features that already exist in the pre-training data, but it is
difficult to learn new features that only appear in the fine-
tuning data. This suggests a challenge: if the watermark’s
features are new to the diffusion model, it is hard to en-
sure that the watermark can be easily learned by the model
during fine-tuning.

The proposed watermark generation approach. To
overcome the above challenge, we propose to simultaneously
train the watermark and fine-tune the model as follows.
Given N samples to be protected, we construct a training
objective for the watermark as:

min
θ1

min
{δi}i∈[N]

∑
i∈[N ]

LLDM (θ1, θ2, xi + δi, c) s.t. ∥δi∥∞ ≤ η

(1)

where θ1 represents the parameters of the UNet [23], which
is the denoise model within the text-to-image model struc-
ture, θ2 denotes the parameters of the other part of the
diffusion model, and c is the prompt for the image genera-
tion. The function LLDM indicates fine-tuning loss of the
text-to-image diffusion model:

LLDM (θ1, θ2, x0, c) = Et,ϵ∼N (0,Id) ∥ϵ− ϵθ1,θ2(xt, t, c)∥2 ,
(2)

with d as the dimension of the training images in the latent
space, x0 as the input image, t as the timestep and xt as the
input image with t steps’ noise in the diffusion process. The
above training objective aims to identify the best perturba-
tion δi for each sample xi so that the loss of a diffusion model
trained on these perturbed samples can be minimized.

To explain the above design in Eq. 1, since different features
are learned differently in the fine-tuning stage, we use a mini-
mization to find the most proper features for the watermark.
The inner minimization of δi ensures that the watermark



Figure 3: An illustration of mixture of watermark detectors.

can be easily captured by the fine-tuned model, even when
the fine-tuning does not involve many steps. Numerically,
we solve this bi-level optimization problem by alternatively
updating the perturbation and the parameters of the dif-
fusion model. Details about the algorithm are provided in
Appendix A.

The design of fine-tuning loss and prompt. There
have been multiple fine-tuning methods for text-to-image
diffusion models and each of them involves different fine-
tuning loss and different parts of the model to be updated.
Therefore, it is crucial to ensure that our watermark remains
effective across different types of fine-tuning. This requires
a careful selection of the specific LLDM in Eq. 1 and the
caption c used in watermark training. In terms of the partic-
ular LLDM in Eq. 1, to maintain simplicity and coherence,
we focused on the most fundamental Text-to-Image Fine-
tuning Method [32]. This method aligns with the original
training objectives of the text-to-image model and involves
updates only to the UNet. Our experiments in Section 4.2
demonstrate that the watermarks can be assimilated well
by different fine-tuning methods, even for those which did
not modify the UNet such as Textual Inversion [25]. For
the caption c, we employ a simplistic and consistent cap-
tion format for every image in the dataset in watermark
generation. This consistency ensures robustness in vary-
ing conditions. Specifically, for the images associated with
style transfer tasks, the caption is ‘A painting by * ’ for art
datasets, with * denoting the artist’s name, and ‘A Poke-
mon character ’ for the Pokemon dataset. For images used
for object transfer, each is labeled by ‘a photo of * ’, where
* indicates the object’s category, such as ‘toy’, or ‘person’.

3.3 Mixture of Watermark Detectors
After the watermarks are generated, we need to detect if
a suspected image contains a watermark or not. As men-
tioned in Section 1, a challenge of the watermark detection
lies in the problem that the watermark detector tailored to
one fine-tuning method cannot transfer well to other meth-
ods. This is because different fine-tuning methods modify
various parts of the model, resulting in distinct impacts on
the generation process and feature updates. To address this
issue, we propose a strategy based on the Mixture of Experts
(MoE) [12].

The general workflow. An overview of the watermark
detection process using MoE is presented in Figure 3. The
MoE framework comprises two main elements: the Gating
Model and multiple expert models. In the watermark de-
tection phase, the Gating Model is applied to the suspected
image to estimate the likelihood that the image was pro-

duced by each potential fine-tuning method. Meanwhile,
multiple experts of watermark detector, each customized for
a distinct fine-tuning method, are employed. The final pre-
diction on the presence of a watermark is then derived by
taking a weighted average of these expert assessments, with
the weights determined by the Gating Model’s probabilities.
Formally, the MoE detection framework can be formulated
as:

Dw(x) =

M∑
i=1

softmaxi(G(x)) · Ei(x),

where x refers to the image to evaluate, M refers to the total
number of expert models, G(·) denotes the Gating Model,
Ei(·) represents the i-th expert model, and softmaxi(·) is
the i-th output of the softmax function.

Two-stage training. Instead of training the experts and
Gating Model simultaneously, we employ a two-stage train-
ing strategy for watermark detection. Specifically, we first
train each expert individually with the binary cross-entropy
loss. Following the work of [16], we enhance the train-
ing dataset for each expert with images generated by fine-
tuned text-to-image models. This process unfolds as fol-
lows: we first fine-tune the text-to-image model using a
particular fine-tuning method with both clean and water-
marked datasets, yielding two separately fine-tuned mod-
els. Subsequently, these models are employed to generate
two distinct sets of data. Data generated from the model
fine-tuned with clean data are incorporated into the original
clean dataset, and the images generated from the model fine-
tuned with watermarked images are utilized to augment the
watermarked dataset for the training of the detector. After
the experts are developed, we then train the Gating Model
with a cross-entropy loss function, leveraging a dataset orga-
nized into various classes, where each class contains images
generated by a specific fine-tuning method.

This two-stage training strategy has several advantages. First,
it provides good adaptability to new fine-tuning methods
for text-to-image models. Updating the MoE system re-
quires only the training of the new experts and the Gating
Model. This enables the straightforward integration of pre-
viously trained experts without necessitating their retrain-
ing. Second, it effectively prevents the potential “collapse
problem” [28] of MoE, which refers to the situation that
the prediction relies on only the output of a single expert.
Training the experts separately and initially helps to prevent
this issue, promoting a more equitable and effective engage-
ment of all experts. Third, it has a good memory efficiency.
Since each expert is trained and inferred independently, it
is unnecessary to load all experts into memory at once.

4. EXPERIMENT
In this section, we evaluate the effectiveness of FT-Shield
across various fine-tuning methods, subject transfer tasks
and different datasets. We first introduce our experimen-
tal setups in Section 4.1. In Section 4.2 and 4.3, we eval-
uate and analyze the detection performance of FT-Shield.
Then we assess the impact of FT-Shield on image quality
in Section 4.4. We further investigate our approach in Sec-
tion 4.5 and 4.6 for its performance under fewer fine-tuning
steps and robustness against image corruptions. Finally, we
conduct ablation studies on FT-Shield’s performance with a
reduced watermark rate and without training the detector



on images from fine-tuned models, whose details are shown
in Section 4.7.

4.1 Experimental settings
Model, Task and Dataset. We use Stable Diffusion as
the pre-trained text-to-image model. The image size is 512×
512. We mainly focus on two tasks: style transfer and ob-
ject transfer. Within style transfer, we explore two sub-
tasks: one centers on art, utilizing 10 diverse datasets from
WikiArt, each containing 20 to 40 images; the other focuses
on a popular culture, employing the Pokémon BLIP captions
dataset [20], which includes 833 images. The object transfer
task involves two datasets of lifeless objects from [25] and
three datasets of individual human faces from CelebA [15],
each comprising five images. We adopt different fine-tuning
methods for different tasks. For style transfer, the meth-
ods include DreamBooth [25], Textual-inversion [6], Text-
to-Image Fine-tuning [32], and LoRA [11], while for object
transfer, only DreamBooth and Textual-inversion are uti-
lized because the performance of the other two methods is
not satisfying.

Baselines and Scenarios. Our baselines include Gen-
Watermark [16] and DIAGNOSIS [33], which are also water-
marking methods for IP protection against the fine-tuning
of text-to-image model. The two baselines involve different
settings in watermark detection. Gen-Watermark [16] re-
quires images generated from fine-tuned models to develop
watermark detectors, resulting in the requirement of dif-
ferent watermark detectors tailored to different fine-tuning
methods. In contrast, DIAGNOSIS [33] utilizes a general
watermark detector to evaluate images generated by differ-
ent fine-tuning methods. It does not require the knowledge
about which specific method is used to generate the sus-
pected image.

To compare with the two baseline methods, we evaluate
FT-Shield considering two scenarios: 1) the data protector
knows the specific fine-tuning method used by the offender;
and 2) the protector is unaware of the fine-tuning method.
In the first scenario, the protector can directly apply the wa-
termark detector tailored to that fine-tuning method. We
denote our method in this setting as FT-Shield-Specific
and compare it with Gen-Watermark [16]. In the second
case, we employ the watermark detection based on MoE,
denoted it as FT-Shield-MoE, and compare it with DI-
AGNOSIS [33].

Implementation Details. For watermark generation, we
consider watermark budgets of 4/255 and 2/255 for each
dataset. The watermarks are trained with 5-step PGD [17]
with the step size to be 1/10 of the budget. For train-
ing the experts and Gating Model used in MoE, we adopt
ResNet18 [7] with the Adam optimizer [13], taking the learn-
ing rate as 0.001 and the weight decay as 0.01. In the de-
tection stage, we use 60 and 30 prompts for image genera-
tions in style transfer and object transfer tasks, respectively.
Details about the prompts and hyperparameters of the fine-
tuning methods are in Appendix E and B.

Evaluation Metrics. We evaluate FT-Shield from two
perspectives: 1) its detection performance on data gener-
ated by fine-tuned models and 2) its influence on the quality
of the released protected images and the generated images.
For Detection Performance, we consider two metrics. First,
the detection rate (or true positive rate, TPR) quantifies the
proportion of instances where the detector accurately identi-

Table 1: Detection performance of FT-Shield-Specific

ours (η = 4/255) ours (η = 2/255) Gen-Watermark[16]

TPR↑ FPR↓ TPR↑ FPR↓ TPR↑ FPR↓

Style
(Arts)

DreamBooth 99.50% 0.18% 98.68% 0.87% 93.31% 3.81%
Textual Inversion 96.12% 3.03% 93.55% 5.25% 78.75% 12.70%
Text-to-image 98.77% 1.28% 96.77% 3.54% 75.41% 30.03%
LoRA 97.65% 2.67% 93.37% 6.17% 67.28% 22.72%

Style
(Poke-
mon)

DreamBooth 99.5% 0.50% 98.67% 0.33% 95.50% 3.67%
Textual Inversion 96.00% 1.67% 94.67% 4.33% 97.83% 2.67%
Text-to-image 100.00% 0.00% 99.83% 0.00% 98.33% 3.54%
LoRA 99.67% 0.00% 99.83% 0.00% 97.71% 3.54%

Object
DreamBooth 98.93% 1.23% 97.60% 1.13% 91.39% 3.50%
Textual Inversion 97.73% 1.67% 97.23% 1.97% 88.22% 3.95%

(“↑”: a higher value is better. “↓”: a lower value is better.)

fies images produced by models fine-tuned on watermarked
images. Second, the false positive rate (FPR) indicates the
rate of instances where the detector mistakenly flags images
without watermarks as watermarked. For Image Quality,
we use FID [8] for evaluation. Specifically, we measure the
visual discrepancies between the original and watermarked
images to evaluate its influence on the released images’ qual-
ity. We also calculate the FID between the images generated
from models fine-tuned on clean images with those generated
from models fine-tuned on watermarked images to measure
the watermark’s influence on the generated images. A lower
FID indicates better invisibility.

4.2 Effectiveness of FT-Shield-Specific
In this experiment, we evaluate the performance of FT-
Shield-Specific. The average of the TPR and FPR across
multiple datasets for different transfer tasks are demonstrated
in Table 1. According to the results in Table 1, our method is
able to protect the images with the highest TPR and lowest
FPR among most of the fine-tuning methods in both style
and object transfer tasks. With an l∞ budget of 4/255, the
TPR nearly reaches 100% across all fine-tuning methods,
while the FPR is close to 0. Even constrained by a small
budget (2/255), FT-Shield can still achieve a TPR consis-
tently higher than 90% and an FPR no higher than 7%. In
comparison, Gen-Watermark [16] has decent performance in
the Pokemon style transfer and object transfer tasks but fails
to achieve good performance in the art style transfer task.
This indicates that it cannot consistently provide reliable
protection across different applications.

Transferability of Tailored Watermark Detector. We
explore the transferability of tailored watermark detectors
by assessing their performance on images generated by other
fine-tuning methods. The performance of FT-Shield-Specific
and Gen-Watermark [16] on style transfer tasks is shown in
Table 2. The results of object transfer tasks are provided
in Appendix D. From Table 2, it can be observed that gen-
erally FT-Shield-Specific outperforms Gen-Watermark [16]
in terms of the transferability across different fine-tuning
methods. Nonetheless, FT-Shield-Specific still experiences
an obvious performance drop when the detectors tailored for
one fine-tuning method are applied to images generated by
other methods. This highlights the need for a method to en-
hance the adaptability of the detector to different fine-tuning
methods. The experiments in Section 4.3 will demonstrate
that FT-Shield-MoE can mitigate this problem.

4.3 Effectiveness of FT-Shield-MoE
In this subsection, we demonstrate the effectiveness of FT-



Figure 4: Examples of watermarked images (first line) and generated images (other lines) in the style of artist Beihong Xu.
The prompt of generation: A frog on a lotus Leaf.

Table 2: Transferability of the tailored watermark detectors
in Style Transfer (Arts). Each number indicates the classi-
fier’s detection accuracy (average of true positive rate and
true negative rate) when trained on images generated by the
column’s fine-tuning method and applied to images from the
row’s fine-tuning method.

Method
Dream-
Booth

Textual
Inversion

Text-to-
Image

LoRA

Ours
(2/255)

DreamBooth 98.91% 68.94% 79.29% 78.04%
Textual Inversion 70.52% 94.15% 57.42% 58.38%
Text-to-Image 87.27% 57.02% 96.62% 91.15%
LoRA 91.50% 63.79% 93.19% 93.60%

Ours
(4/255)

DreamBooth 99.66% 87.02% 84.38% 83.50%
Textual Inversion 88.27% 96.55% 68.96% 72.48%
Text-to-Image 94.35% 68.60% 98.75% 93.73%
LoRA 97.71% 73.21% 97.54% 97.49%

Gen-Water-
mark [16]

DreamBooth 95.92% 64.01% 53.87% 64.11%
Textual Inversion 68.01% 83.03% 60.23% 75.39%
Text-to-Image 57.10% 63.94% 72.69% 63.77%
LoRA 70.75% 66.29% 54.39% 72.28%

Shield-MoE. The detection performance of FT-Shield-MoE
when applied to images generated by different fine-tuning
methods is shown in Table 3. According to the results, FT-
Shield-MoE demonstrates outstanding performance across
various datasets. It consistently outperforms the baseline
method DIAGNOSIS [33] across different fine-tuning meth-
ods and different transfer tasks. For most of the fine-tuning
methods, the TPR is consistently higher than 90% and the
FPR is consistently lower than 5%, which is comparable to
the performance of FT-Shield-Specific under the scenario
that fine-tuning method is known to the protector.

4.4 Influence on images quality
In this subsection, we assess how FT-Shield affects the qual-
ity of both protected and generated images. Given that the
impact of the watermark on image quality is irrelevant to the

Table 3: Performance of FT-Shield-MoE

ours (η = 4/255) ours (η = 2/255) DIAGNOSIS[33]

TPR↑ FPR↓ TPR↑ FPR↓ TPR↑ FPR↓

Style
(Arts)

DreamBooth 99.42% 0.83% 97.79% 1.83% 84.27% 4.18%
Textual Inversion 95.37% 0.58% 95.67% 3.04% 68.07% 0.25%
Text-to-image 99.04% 1.79% 96.83% 3.12% 71.87% 5.30%
LoRA 97.21% 2.87% 91.08% 6.79% 67.97% 9.78%

Style
(Poke-
mon)

DreamBooth 99.00% 2.17% 98.67% 2.50% 48.11% 0.67%
Textual Inversion 92.33% 1.67% 91.17% 4.17% 57.05% 4.00%
Text-to-image 99.83% 1.17% 99.83% 0.00% 82.05% 6.67%
LoRA 99.67% 0.67% 99.67% 0.67% 83.56% 7.83%

Object
DreamBooth 99.33% 1.08% 98.08% 2.17% 75.97% 1.20%
Textual Inversion 97.00% 2.08% 98.17% 1.67% 58.41% 22.20%

watermark detection setting, we conduct a collective com-
parison of FT-Shield with the two baseline methods. We
demonstrate the average of the FID metric for each transfer
task across different datasets in Table 4. According to the
results in Table 4, FT-Shield consistently achieves the lowest
FID values in the released dataset. For the generated data,
in most cases it also leads to a lighter influence on image
quality. Although, in some cases, the FID of images gen-
erated by DreamBooth and Textual Inversion is relatively
higher, as discussed in Section 4.2 and Section 4.3, FT-Shield
consistently achieves higher watermark detection accuracy.
This guarantees successful detection of unauthorized usage.

To offer a visual perspective, we also provide examples of
the watermarked released images and generated images in
Figure 4. More visualizations can be found in Appendix C.
These visualizations confirm that FT-Shield’s watermark is
nearly imperceptible, maintaining the aesthetic integrity of
both protected and generated images across various fine-
tuning models.

4.5 Performance under insufficient fine-tuning
steps

In this subsection, we provide more evidence that the wa-
termarks of FT-Shield can be better assimilated by the dif-



Table 4: FID ↓ between clean and watermark images in
released (Rel.) and generated (Gen.) images

FT-Shield
(4/255)

FT-Shield
(2/255)

Gen-Water-
mark [16]

DIAGN-
OSIS [33]

Style
(Arts)

Rel. 20.80 6.79 58.04 65.50

Gen.

DreamBooth 62.25 46.96 46.42 49.77
Textual Inversion 67.99 59.25 41.99 62.73
Text-to-image 33.66 33.00 38.40 35.71
LoRA 32.76 29.99 30.12 33.30

Style
(Poke
mon)

Rel. 27.93 10.63 57.90 21.03

Gen.

DreamBooth 43.53 38.14 32.22 34.86
Textual Inversion 96.98 45.76 67.24 67.21
Text-to-image 32.52 27.22 47.54 27.73
LoRA 39.53 33.52 49.25 38.82

Object
Rel. 29.45 10.01 46.25 57.86

Gen.
DreamBooth 49.19 41.93 37.57 37.21
Textual Inversion 92.87 62.67 102.32 79.58

Table 5: Detection Rate (TPR) under fewer fine-tuning
steps

steps FID Ours (4/255)
Gen-Water-
mark [16]

DIAGNOSIS [33]

10 86.05 56.17% 32.67% 3.50%
20 83.90 66.00% 33.50% 7.33%
50 67.32 65.96% 52.67% 2.00%
100 59.42 66.94% 41.00% 1.83%
200 49.84 76.50% 57.97% 13.33%
300 45.93 97.17% 66.67% 54.67%
500 34.66 98.17% 85.67% 79.55%
800 35.25 100.00% 99.72% 93.83%

fusion models at the early stage of the fine-tuning process.
Based on DreamBooth, we conduct model fine-tuning with
fewer steps compared with standard experiments. Then we
apply the watermark detector tailored to DreamBooth to
calculate the detection rate (TPR) of the watermark. We
also apply FID to evaluate the extent to which the model
learns the target style in different steps. The FIDs are de-
rived by comparing images generated at each step against
those produced at the completion of fine-tuning. The ex-
periments are mainly done with the style transfer tasks us-
ing the paintings of artist Claude Monet. The results are
demonstrated in Table 5.

As shown in Table 5, FT-Shield consistently achieves the
highest detection rate when the fine-tuning steps are insuf-
ficient. Even when the fine-tuning steps are as few as 10,
the detection rate can achieve 56%. With only 300 steps,
the TPR can achieve nearly 100%. In comparison, the two
baseline methods require many more steps to achieve a high
detection rate. By observing the change of FID, it can be
found that the style has been fully assimilated by the model
at the step of 500. At this moment, the TPR of FT-shield
is close to 100%, while the other two methods only achieve
TPR to be 85.67% and 79.55%. This comparison indicates
that our FT-Shield provides more robust copyright protec-
tion for data.

4.6 Robustness of watermark
The robustness of a watermark refers to its ability to remain
recognizable after undergoing various modifications, distor-
tions, or attacks. It is a crucial property of watermark be-
cause during the images’ circulation, the watermarks may be
distorted by some disturbances, such as JPEG compression.
The data offender may also use some methods to remove

Table 6: Robustness of the watermark against different im-
age corruptions

Corruption DreamBooth Textual Inversion

Type w/o aug. w/ aug. w/o aug. w/ aug.

JPEG Comp. 63.83% 99.00% 86.42% 96.58%
Gaussian Noise 68.50% 99.25% 90.17% 97.75%
Gaussian Blur 45.17% 99.25% 75.58% 97.67%
Random Crop 83.83% 99.08% 86.50% 96.50%
Sharpness 98.25% 99.42% 96.92% 98.25%
GreyScale 99.42% 99.42% 93.50% 98.00%

Corruption Text-to-image LoRA

Type w/o aug. w/ aug. w/o aug. w/ aug.

JPEG Comp. 61.08% 93.67% 79.42% 91.08%
Gaussian Noise 91.08% 91.67% 75.83% 86.17%
Gaussian Blur 92.92% 95.42% 93.08% 91.08%
Random Crop 73.25% 88.00% 71.58% 84.67%
Sharpness 99.92% 100.0% 99.75% 99.83%
GreyScale 99.75% 100.0% 99.33% 99.92%

the watermark. In this subsection, we show that our wa-
termark can be robust against multiple types of corruption
when proper augmentation is considered in the training of
the watermark detector. In the experiment in Table 6, we
consider four types of image corruptions including JPEG
compression, Gaussian Noise, Gaussian Blur and Random
Crop. To make our watermark robust to those corruptions,
we consider using all of these four corruptions as an aug-
mentation in the training of each watermark detector. In
Table 6, we show the accuracy of FT-Shield-Specific (aver-
age of True Positive Rate and True Negative Rate) which
are trained with or without augmentation on the corrupted
images. The results corresponding to FT-Shield-MoE are
shown in Appendix D. The results indicate that the perfor-
mance of the watermark detector on the corrupted images
is substantially improved after the augmentation is applied
during the training of the detector. After the augmentation,
the classifier can achieve performance near 100% against
all the corruptions in DreamBooth’s images. Even in the
images generated by LoRA, where the classifier performs
the worst, the accuracy can still be consistently higher than
84%.

4.7 Ablation Studies
Reduced watermark rate. Watermark rate refers to the
percentage of a dataset that is protected by watermarks. In
real practice, the data protector may have already released
their unmarked images before the development of the water-
mark technique. Therefore, it is necessary to consider the
situation where the watermark rate is not 100%. In this sub-
section, we demonstrate the effectiveness of FT-Shield when
the watermark rate is lower than 100%. The experiments
are mainly based on the style transfer task using the paint-
ings by artist Louise Abbema. The results are presented in
Table 7. As shown in the table, as the proportion of the wa-
termarked images in the training set decreases, the TPR also
decreases. This is within expectation because when there
are fewer watermarked images in the protected dataset, it
is harder for the watermark to be assimilated by the diffu-
sion model. Nonetheless, our method consistently achieves
better performance than baselines. With a watermark rate
of 80%, it achieves a detection rate close to 100% across



Table 7: Watermark detection rate (TPR) under different
watermark rates (‘FS’ and ‘FM’ refer to ‘FT-Shield-Specific’
and ‘FT-Shield-MoE’, respectively, ‘GW’ stands for ‘Gen-
Watermark’ [16], and ‘DN’ represents ‘DIAGNOSIS’ [33]).

WM
Rate

DreamBooth Textual Inversion

FS GW FM DN FS GW FM DN

100 % 99.66% 98.47% 99.67% 91.50% 96.54% 87.78% 96.83% 88.28%
80 % 99.58% 97.22% 98.83% 90.68% 97.75% 84.86% 95.00% 88.35%
50 % 95.92% 94.45% 87.33% 54.91% 92.92% 83.20% 88.50% 37.60%
20 % 86.42% 92.78% 83.50% 13.81% 88.25% 81.25% 85.83% 19.30%

WM
Rate

Text-to-image LoRA

FS GW FM DN FS GW FM DN

100 % 98.74% 93.33% 99.33% 88.89% 97.49% 85.83% 98.33% 87.83%
80 % 96.92% 80.70% 96.00% 63.73% 95.00% 78.34% 91.67% 75.21%
50 % 86.25% 77.50% 83.67% 48.75% 73.75% 66.11% 66.17% 64.39%
20 % 83.33% 74.45% 81.00% 32.11% 63.83% 54.45% 56.50% 44.76%

Table 8: Performance of watermark detector trained without
augmentation

Ours
(4/255)

Ours
(2/255)

DreamBooth
TPR↑ 84.67% 79.06%
FPR↓ 9.56% 9.61%

Textual Inversion
TPR↑ 54.83% 47.61%
FPR↓ 3.83% 13.22%

Text-to-image
TPR↑ 37.89% 46.00%
FPR↓ 2.89% 15.50%

LoRA
TPR↑ 44.06% 53.61%
FPR↓ 4.72% 19.67%

all fine-tuning methods. Even when the watermark rate is
reduced to 20%, FT-Shield still maintains detection rates
higher than 80% across all the fine-tuning methods except
LoRA. Although the watermark detection rate for LoRA’s
generated images experienced the most substantial decline,
it remains much higher than the two baseline methods.

Detector trained without data augmentation. As dis-
cussed in Section 3.3, it is necessary to use the generated
data from the fine-tuned diffusion model to augment the
dataset used for the watermark detector’s training. Table 8
demonstrates the performance of the classifier if there is no
augmentation (based on the style transfer task). The clas-
sifier is simply trained on the dataset which contains the
clean and watermarked protected images. According to the
results demonstrated in Table 8, when there is no augmen-
tation, the watermark detector can successfully detect some
watermarked images on the generated set, especially those
generated by DreamBooth. However, the performance will
be much worse than the ones with augmented data. This
difference demonstrates the necessity to conduct augmenta-
tion when training the watermark detector.

5. CONCLUSION
In this paper, we proposed a novel watermarking method
to safeguard images’ IP against the fine-tuning of text-to-
image diffusion models. To ensure that the watermark can
be efficiently and accurately assimilated by the diffusion
model, we proposed an algorithm for watermark generation
which incorporates the fine-tuning loss of diffusion models
in the training loss of watermark. Meanwhile, we introduce

a MoE strategy for the watermark detection to enhance its
adaptability to diverse fine-tuning methods. Empirical re-
sults demonstrates the effectiveness of our method and its
superiority over the existing watermarking methods.

References

[1] Zeyuan Allen-Zhu and Yuanzhi Li. Feature purification:
How adversarial training performs robust deep learning.
In 2021 IEEE 62nd Annual Symposium on Foundations
of Computer Science (FOCS), pages 977–988. IEEE,
2022.

[2] Chen Chen, Jie Fu, and Lingjuan Lyu. A pathway to-
wards responsible ai generated content. arXiv preprint
arXiv:2303.01325, 2023.

[3] Ingemar Cox, Matthew Miller, Jeffrey Bloom, and
Chris Honsinger. Digital watermarking. Journal of
Electronic Imaging, 11(3):414–414, 2002.

[4] Prafulla Dhariwal and Alexander Nichol. Diffusion
models beat gans on image synthesis. Advances in neu-
ral information processing systems, 34:8780–8794, 2021.

[5] Behrouz A Forouzan. Cryptography & network security.
McGraw-Hill, Inc., 2007.

[6] Rinon Gal, Yuval Alaluf, Yuval Atzmon, Or Patash-
nik, Amit H Bermano, Gal Chechik, and Daniel Cohen-
Or. An image is worth one word: Personalizing text-
to-image generation using textual inversion. arXiv
preprint arXiv:2208.01618, 2022.

[7] Kaiming He, Xiangyu Zhang, Shaoqing Ren, and Jian
Sun. Deep residual learning for image recognition. In
Proceedings of the IEEE conference on computer vision
and pattern recognition, pages 770–778, 2016.

[8] Martin Heusel, Hubert Ramsauer, Thomas Un-
terthiner, Bernhard Nessler, and Sepp Hochreiter. Gans
trained by a two time-scale update rule converge to a
local nash equilibrium. Advances in neural information
processing systems, 30, 2017.

[9] Jonathan Ho, Ajay Jain, and Pieter Abbeel. Denois-
ing diffusion probabilistic models. Advances in Neural
Information Processing Systems, 33:6840–6851, 2020.

[10] Jonathan Ho and Tim Salimans. Classifier-free diffusion
guidance. arXiv preprint arXiv:2207.12598, 2022.

[11] Edward J Hu, Yelong Shen, Phillip Wallis, Zeyuan
Allen-Zhu, Yuanzhi Li, Shean Wang, Lu Wang, and
Weizhu Chen. Lora: Low-rank adaptation of large lan-
guage models. arXiv preprint arXiv:2106.09685, 2021.

[12] Robert A Jacobs, Michael I Jordan, Steven J Nowlan,
and Geoffrey E Hinton. Adaptive mixtures of local ex-
perts. Neural computation, 3(1):79–87, 1991.

[13] Diederik P Kingma and Jimmy Ba. Adam: A
method for stochastic optimization. arXiv preprint
arXiv:1412.6980, 2014.



[14] Chumeng Liang, Xiaoyu Wu, Yang Hua, Jiaru Zhang,
Yiming Xue, Tao Song, XUE Zhengui, Ruhui Ma, and
Haibing Guan. Adversarial example does good: Pre-
venting painting imitation from diffusion models via
adversarial examples. 2023.

[15] Ziwei Liu, Ping Luo, Xiaogang Wang, and Xiaoou
Tang. Deep learning face attributes in the wild. In
Proceedings of International Conference on Computer
Vision (ICCV), December 2015.

[16] Yihan Ma, Zhengyu Zhao, Xinlei He, Zheng Li, Michael
Backes, and Yang Zhang. Generative watermarking
against unauthorized subject-driven image synthesis.
arXiv preprint arXiv:2306.07754, 2023.

[17] Aleksander Madry, Aleksandar Makelov, Ludwig
Schmidt, Dimitris Tsipras, and Adrian Vladu. Towards
deep learning models resistant to adversarial attacks. In
Proceedings of the international conference on learning
representations, 2018.

[18] KA Navas, Mathews Cheriyan Ajay, M Lekshmi,
Tampy S Archana, and M Sasikumar. Dwt-dct-svd
based watermarking. In 2008 3rd International Con-
ference on Communication Systems Software and Mid-
dleware and Workshops (COMSWARE’08), pages 271–
274. IEEE, 2008.

[19] Anh Nguyen and Anh Tran. Wanet–imperceptible
warping-based backdoor attack. arXiv preprint
arXiv:2102.10369, 2021.

[20] Justin N. M. Pinkney. Pokemon blip captions.
https://huggingface.co/datasets/lambdalabs/

pokemon-blip-captions/, 2022.

[21] Christine I Podilchuk and Edward J Delp. Digital wa-
termarking: algorithms and applications. IEEE signal
processing Magazine, 18(4):33–46, 2001.

[22] Robin Rombach, Andreas Blattmann, Dominik Lorenz,
Patrick Esser, and Björn Ommer. High-resolution im-
age synthesis with latent diffusion models. In Proceed-
ings of the IEEE/CVF conference on computer vision
and pattern recognition, pages 10684–10695, 2022.

[23] Olaf Ronneberger, Philipp Fischer, and Thomas Brox.
U-net: Convolutional networks for biomedical image
segmentation, 2015.

[24] Nataniel Ruiz, Yuanzhen Li, Varun Jampani, Yael
Pritch, Michael Rubinstein, and Kfir Aberman. Dream-
booth: Fine tuning text-to-image diffusion models for
subject-driven generation. 2022.

[25] Nataniel Ruiz, Yuanzhen Li, Varun Jampani, Yael
Pritch, Michael Rubinstein, and Kfir Aberman. Dream-
booth: Fine tuning text-to-image diffusion models
for subject-driven generation. In Proceedings of the
IEEE/CVF Conference on Computer Vision and Pat-
tern Recognition, pages 22500–22510, 2023.

[26] Hadi Salman, Alaa Khaddaj, Guillaume Leclerc, An-
drew Ilyas, and Aleksander Madry. Raising the cost
of malicious ai-powered image editing. arXiv preprint
arXiv:2302.06588, 2023.

[27] Shawn Shan, Jenna Cryan, Emily Wenger, Haitao
Zheng, Rana Hanocka, and Ben Y Zhao. Glaze: Pro-
tecting artists from style mimicry by text-to-image
models. arXiv preprint arXiv:2302.04222, 2023.

[28] Noam Shazeer, Azalia Mirhoseini, Krzysztof Maziarz,
Andy Davis, Quoc Le, Geoffrey Hinton, and Jeff
Dean. Outrageously large neural networks: The
sparsely-gated mixture-of-experts layer. arXiv preprint
arXiv:1701.06538, 2017.

[29] Jiaming Song, Chenlin Meng, and Stefano Ermon.
Denoising diffusion implicit models. arXiv preprint
arXiv:2010.02502, 2020.

[30] Yang Song, Jascha Sohl-Dickstein, Diederik P Kingma,
Abhishek Kumar, Stefano Ermon, and Ben Poole.
Score-based generative modeling through stochastic dif-
ferential equations. arXiv preprint arXiv:2011.13456,
2020.

[31] Thanh Van Le, Hao Phung, Thuan Hoang Nguyen,
Quan Dao, Ngoc Tran, and Anh Tran. Anti-
dreambooth: Protecting users from personalized text-
to-image synthesis. arXiv preprint arXiv:2303.15433,
2023.

[32] Patrick von Platen, Suraj Patil, Anton Lozhkov,
Pedro Cuenca, Nathan Lambert, Kashif Ra-
sul, Mishig Davaadorj, and Thomas Wolf.
Diffusers: State-of-the-art diffusion models.
https://github.com/huggingface/diffusers/tree/

main/examples/text_to_image, 2022.

[33] Zhenting Wang, Chen Chen, Lingjuan Lyu, Dimitris
Metaxas, and Shiqing Ma. Diagnosis: Detecting unau-
thorized data usages in text-to-image diffusion models.
In International Conference on Learning Representa-
tions, 2024.

[34] Zhenting Wang, Chen Chen, Yi Zeng, Lingjuan Lyu,
and Shiqing Ma. Where did i come from? origin at-
tribution of ai-generated images. Advances in Neural
Information Processing Systems, 36, 2024.

[35] Yuxin Wen, Yuchen Liu, Chen Chen, and Lingjuan
Lyu. Detecting, explaining, and mitigating memoriza-
tion in diffusion models. In The Twelfth International
Conference on Learning Representations, 2023.

[36] Jiren Zhu, Russell Kaplan, Justin Johnson, and Li Fei-
Fei. Hidden: Hiding data with deep networks. In Pro-
ceedings of the European conference on computer vision
(ECCV), pages 657–672, 2018.



APPENDIX

A. ALGORITHM
The detailed algorithm for the training of the watermark
(Eq. 1) is demonstrated as below.

Algorithm 1 Optimization for watermark δi

Input: Protected dataset {xi}i∈[n], Captions for protected
dataset {ci}i∈[n], Initialized watermark {δi,0}i∈[n], Pre-
trained text-to-image diffusion model with parameters
θ1, θ2 (θ1 denotes the unet part and θ2 denotes the other
parts), watermark budget η, diffusion model learning
rate r, batch size bs, PGD step α and epoch E

Output: Optimal watermark {δ∗i }i∈[n]

1: for Epoch=1 to E do
2: for Batch from {xi}i∈[n] do
3: θ∗1 ← θ1
4: for 1 to 5 do
5: θ∗1 ← θ∗1 − r ∂

∂θ∗1
Ldm (θ∗1 , θ2, x1:bs, c1:bs)

// Use clean images to update the unet
6: end for
7: for 1 to 5 do
8: δ1:bs ← δ1:bs −

αsign{ ∂
∂δ1:bs

Ldm (θ∗1 , θ2, x1:bs + δ1:bs, c1:bs)}
9: δ1:bs ← Proj∥δ1:bs∥∞≤η(δ1:bs) // PGD to up-

date watermark
10: end for
11: for 1 to 5 do
12: θ1 ← θ1 −

r ∂
∂δ1:bs

Ldm (θ1, θ2, x1:bs + δ1:bs, c1:bs) // Use water-

marked images to update the unet
13: end for
14: end for
15: end for

B. ADDITIONAL DETAILS ABOUT THE FINE-
TUNING METHODS

In the experiments of this paper, we considered four Fine-
tuning methods of text-to-image models including Dream-
Booth, Textual Inversion, Text-to-Image and Text-to-Image-
LoRA for style transfer and object transfer tasks. More
details about the setting of these fine-tuning methods are
provided as below.

• DreamBooth [25]: DreamBooth is a fine-tuning method
to personalize text-to-image diffusion models. It mainly
focus on fine-tuning the unet of the diffusion models’ struc-
ture with LLDM adding a prior preservation loss to avoid
overfitting and language-drift. Whether to update the
text-encoder within in the text-to-image model structure
is an open option. In the experiment in this paper, we
update both the unet and the text-encoder with learning
rate to be 2e-6, batch size to be 1 and maximum fine-
tuning stpes to be 800. For style transfer task, we use
“[V]” as the unique identifier for the specific style and in-
corporate “[V]” in the prompts in the sampling process
to instruct the model to generated images following this
style. Similarly, for object transfer, we use ”sks” as the
identifier.

• Textual Inversion [6]: Textual Inversion is another text-
to-image diffusion model personalization method. It fo-
cuses on adding a new token which is connected to a
specific style or object to the vocabulary of the text-to-
image models. This work by using a few representative
images to fine-tune the text embedding of the pipeline’s
text-encoder. The loss of the fine-tuning is LLDM . In
our experiment, we set the fine-tuning learning rate to be
5.0e-04, batch size to be 1 and maximum fine-tuning steps
to be 1500. We use “[V]” as a placeholder to represent the
new concepts that the fine-tuning process learn and also
incorporate it in the prompts in the sampling process.

• Text-to-Image: Text-to-Image Fine-Tuning Method is a
simple implementation of the fine-tuning of text-to-image
diffusion models. It uses LLDM as objective and fine-tunes
the whole unet structure with a dataset which contains
both the images and the captions describing the contents
of the images. An identifier “[V]” is also required in the
captions in the fine-tuning and sampling procedure. In
our experiment, we set the learning rate for fine-tuning
to be 5e-06, the batchsize to be 6 and the maximum fine-
tuning steps to be 300.

• LoRA [11]: LoRA works by adding pairs of rank-decomposition
matrices to existing weights of the UNet and only train the
newly added weights in the fine-tuning process (also using
LLDM as objective). It also required a image-caption pair
dataset for fine-tuning and and the identifier “[V]” in the
cations. In experiments, we set the learning rate to 5e-06,
batch size to 6 and maximum training steps to 3000.

C. ADDITIONAL VISUALIZATION OF WA-
TERMARKS

In this section, we provide some additional visualization of
watermarks as in Figure 5, 6, and 7.

D. ADDITIONAL EMPIRICAL RESULTS
Transferability of tailored watermark detector. We
provide some additional results (results for the object trans-
fer tasks) regarding the transferability of tailored watermark
detector here. The results are shown in Table 2, indicat-
ing that the performance of the detectors is greatly reduced
when the classifier is applied to the images generated by a
different fine-tuning method.

Robustness of watermark (FT-Shield-MoE). Given
the similar performance of FT-Shield-MoE to FT-Shield-
Specific, in Section 4.6 we primarily present the detection
performance of FT-Shield-Specific. Nonetheless, detection
performance of FT-Shield-MoE is also provided, as seen in
Table 10. Comparing Table 6 and Table 10 we can see
that, in general, the detection performance of FT-Shield-
MoE is similar to that of FT-Shield-Specific. Both FT-
Shield-Specific and FT-Shield-MoE achieve good performance
in watermark detection on corrupted generated images.

E. PROMPTS USED FOR IMAGES GEN-
ERATION

In the following, we provide the prompts used in image gen-
eration in our experiments.



Figure 5: Examples of watermarked images (first line) and images generated through domain adaptation for Pokemon imagery
(other lines). The prompt of generation: A robotic cat with wings.

Figure 6: Examples of watermarked images (top row) and images generated from object transfer (clock) shown in subsequent
rows. The prompt of generation: A sks clock on top of pink fabric.

Figure 7: Examples of watermarked images (first line) and images generated from face transfer (other lines). The prompt of
generation: A photo of sks person wearing a vintage hat.



Table 9: Transferability of the watermark detectors in Style
Transfer (Object)

budget DreamBooth Textual Inversion

2/255
DreamBooth 98.24% 57.28%
Textual Inversion 68.23% 97.63%

4/255
DreamBooth 98.85% 73.77%
Textual Inversion 72.05% 98.03%

Table 10: Robustness of the watermark against different image
corruptions (detected by FT-Shield-MoE)

Corruption DreamBooth Textual Inversion

Type w/o aug. w/ aug. w/o aug. w/ aug.

JPEG Comp. 62.17% 98.92% 75.42% 98.33%
Gaussian Noise 84.58% 98.67% 95.00% 96.67%
Gaussian Blur 89.75% 99.17% 69.58% 95.42%
Random Crop 82.83% 98.83% 73.75% 95.83%

Corruption Text-to-image LoRA

Type w/o aug. w/ aug. w/o aug. w/ aug.

JPEG Comp. 85.33% 94.33% 76.17% 90.08%
Gaussian Noise 71.33% 88.42% 78.33% 85.42%
Gaussian Blur 92.17% 94.00% 89.03% 91.50%
Random Crop 71.92% 84.08% 73.67% 86.92%

E.1 Prompts Used for Face Object Transfer

A photo of [V] laughing heartily
A photo of [V] by the beach at sunset
A photo of [V] wearing a vintage hat
A photo of [V] with a glass of wine
A photo of [V] reading a thick book
A photo of [V] wearing a graduation cap
A photo of [V] with ear rings
A photo of [V] holding a vintage camera
A photo of [V] holding a coffee cup
A photo of [V] holding a bouquet of flowers
A photo of [V] in a classroom
A photo of [V] wearing A winter scarf and gloves
A photo of [V] on a boat
A photo of [V] wearing oversized sunglasses
A photo of [V] in the jungle
A photo of [V] in front of a flower field
A photo of [V] with a kitten
A photo of [V] amidst colorful autumn leaves
A photo of [V] in a sunny park
A photo of [V] holding a bottle of water
A photo of [V] in her bedroom
A photo of [V] surrounded by festive balloons
A photo of [V] with upset face
A photo of [V] with a colorful parrot on the shoulder
A photo of [V] with blunt-cut bangs
A photo of [V] with straight black hair
A photo of [V] in the street
A photo of [V] in front of a window
A photo of [V] with short hair
A photo of [V] in a library, surrounded by towering book-
shelves

E.2 Prompts Used for Lifeless Object Transfer

A [V] in the snow
A [V] with a wheat field in the background
A [V] on the beach
A [V] with a tree and autumn leaves in the background
A [V] on a cobblestone street
A [V] with the Eiffel Tower in the background
A [V] on top of pink fabric
A [V] on top of green grass with sunflowers around it
A [V] on top of a wooden floor
A [V] on top of a mirror
A [V] with a city in the background
A [V] on top of a dirt road
A man with a [V]
A [V] on top of a white rug
A red [V]
A [V] with a blue house in the background
A cube shaped [V]
A [V] placed beside a window
A girl holding a [V]
A [V] on a desk
A [V] on a chair
A [V] beside a computer
A [V] on the top of a roof
A [V] in a box
A [V] on a bed
A [V] with a mountain in the background
A [V] on a desk
A [V] on a cliff overlooking the sea
A [V] placed on a bookshelf
A [V] under a tree

E.3 Prompts Used for Style Transfer (Arts)

A lady reading on grass in the style of [V]
Anglers on the Seine River in the style of [V]
Flower field in the style of [V]
Haystacks in winter mornings in the style of [V]
Iris in the style of [V]
Mother and her child in a garden in the style of [V]
Red Boats at Argenteuil in the style of [V]
Saint Lazar Railway Station in the style of [V]
Sunflowers in the style of [V]
A man in a suit with a beard in the style of [V]
Waterfall in the style of [V]
Boats at rest at petit gennevilliers in the style of [V]
Eese in the creek in the style of [V]
Claude haystack at giverny in the style of [V]
Meadow with poplars in the style of [V]
Olive tree wood in the moreno garden in the style of [V]
A fountain in the style of [V]
A bottle of champagne in an ice bucket in the style of [V]
Snow scene in the style of [V]
An Italian vineyard at midday in the style of [V]
The artist house in the style of [V]
Cherry blossoms in full bloom in the style of [V]
The cabin in the style of [V]
The bodmer oak fontainebleau in the style of [V]
Sunrise in the style of [V]
The sea at saint adresse in the style of [V]
The seine in the style of [V]
Birds taking flight from a tree in the style of [V]
Walk in the meadows in the style of [V]
The summer poppy field in the style of [V]
Rough sea in the style of [V]
An old man playing the violin in the style of [V]
Woman in a garden in the style of [V]
Swans gliding on a serene pond in the style of [V]
A growling tiger in the style of [V]
Majestic castle overlooking a valley in the style of [V]



Waterloo bridge in the style of [V]
Wild horses galloping on the shore in the style of [V]
The boat studio in the style of [V]
Bustling train station in the 1900s in the style of [V]
The sheltered path in the style of [V]
Portrait of a Woman with Low Neckline in the style of
[V]
Ballerinas rehearsing in the style of [V]
Market day in a provincial town in the style of [V]
A goat on grass in the style of [V]
The old lighthouse by the cliff in the style of [V]
Two butterflys in the style of [V]
Moonlit night over a calm sea in the style of [V]
A frog on a lotus Leaf in the style of [V]
A camel team in the desert in the style of [V]
An eggplant on vines in the style of [V]
Windmills on the Flower Field in the style of [V]
Alm tree at bordighera in the style of [V]
A dog waiting for the owner in the style of [V]
A view of mountain in the style of [V]
Two pandas eating bamboos in the style of [V]
Grapes on a vine in the style of [V]
A woman admiring lotus flowers in the style of [V]
The Cliffs of Etelta in the style of [V]
The side face of a red-haired woman in the style of [V]

Remarks: In the sampling procedure of DreamBooth and Tex-
tual Inversion, the prompts need to be added with the word
”painting”, e.g., A lady reading on grass in the style of [V] paint-
ing.

E.4 Prompts Used for Style Transfer (Poke-
mon)

A robotic cat with wings
A blue and white dinosaur with wings
A phoenix with icy feathers
A cartoon sunflower with a happy face
A steel-spined hedgehog
A deer with colorful feathers on it’s head
A small, furry creature with large eyes
A gray cartoon character with a black tail
A fire-breathing fox
A pokemon ball with a butterfly on top of it
A jellyfish-like creature
A red and white toy with a blinking green eye
A robotic unicorn with a laser horn
A small, insect-like creature with petal-like wings
A robotic dog with butterfly wings
A magical gnome that walks at night
A tree-like creature with glowing eyes
A bioluminescent jellyfish with a galaxy pattern inside
A creature made of clouds
A cartoon character with claws
A creature with butterfly-like wings
A yellow and orange pokemon with big red eyes
A fairy-tale dragon
A miniature dragon made of living crystal
An armored turtle with a spiked tail
A will-o’-the-wisp in the form of a playful kitten
A cyborg rabbit with blue eyes
A floating island turtle with a mini ecosystem on its back
A robotic owl with holographic wings
A dog with a wheel in his hand
A cyborg penguin with jet engines
A mechanical elephant with hover discs for feet
A robot bear with solar panels as fur
A spectral wolf with aurora-like fur
A blue and yellow insect
An origami crane that comes to life
A pink dog with red ears sitting down
A chameleon with digital camouflage

A goat with a bell on its head
A peacock with holographic tail feathers
A red and white dragonfly
A saber-toothed cat with plasma claws
A blue spider with a green cap
A clockwork bird with wings of stained glass
A green and yellow bear
A starry narwhal with a radiant horn
A green and red dragon
An ice-cream shaped panda with flavors as fur colors
A red and orange pokemon
A shadow fox that morphs into smoke
A cute animal with horns
A wind-up mouse with antique clockwork gears
A colorful butterfly
A coral reef mermaid with sea glass and shells
A pair of owls with orange wings
A robot with a green body, yellow arms, and a red head
A bamboo dragon that grows real leaves
A glowing, ethereal deer with constellation patterns in
its fur
A neon-furred squirrel with jetpack wings, channeling the
futuristic vibe
An aquatic creature with the features of a shark and a
dolphin


