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ABSTRACT
Generative AI is becoming increasingly prevalent in creative
fields, sparking urgent debates over how current copyright
laws can keep pace with technological innovation. Recent
controversies of AI models generating near-replicas of copy-
righted material highlight the need to adapt current legal
frameworks and develop technical methods to mitigate copy-
right infringement risks. This task requires understanding
the intersection between computational concepts such as
large-scale data scraping and probabilistic content gener-
ation, legal definitions of originality and fair use, and eco-
nomic impacts on intellectual property (IP) rights holders.
However, most existing research on copyright in AI takes a
purely computer science or law-based approach, leaving a
gap in coordinating these approaches that only multidisci-
plinary efforts can effectively address. To bridge this gap,
our survey adopts a comprehensive approach synthesizing
insights from law, policy, economics, and computer science.
It begins by discussing the foundational goals and consider-
ations that should be applied to copyright in generative AI,
followed by methods for detecting and assessing potential
violations in AI system outputs. Next, it explores various
regulatory options influenced by legal, policy, and economic
frameworks to manage and mitigate copyright concerns as-
sociated with generative AI and reconcile the interests of IP
rights holders with that of generative AI producers. The
discussion then introduces techniques to safeguard individ-
ual creative works from unauthorized replication, such as
watermarking and cryptographic protections. Finally, it de-
scribes advanced training strategies designed to prevent AI
models from reproducing protected content. In doing so, we
highlight key opportunities for action and offer actionable
strategies that creators, developers, and policymakers can
use in navigating the evolving copyright landscape.
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1. INTRODUCTION
The growing popularity of generative AI has reignited sig-
nificant concerns around intellectual property (IP) rights,
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especially given that many commercial AI models rely heav-
ily on datasets freely scraped from the internet [21]. This
practice has resulted in several high-profile controversies, in-
cluding real-world cases such as the legal dispute involving
Stability AI’s Stable Diffusion model allegedly replicating
artists’ styles without permission [42], and lawsuits filed by
artists against companies like Midjourney and DeviantArt
for unauthorized use of their works [38]. Additionally, lit-
erary authors have raised objections against large language
models like ChatGPT for generating content closely resem-
bling their copyrighted texts [109, 75, 111]. Companies have
responded to these incidents in various ways: some have at-
tempted to shift blame onto users who prompt models to
create potentially infringing content [80], while others in-
voke broad and ambiguous interpretations of “fair use” to
defend their practices, further complicating accountability
and enforcement [29]. This ambiguity not only weakens the
legal protections available to copyright holders but also un-
dermines public trust and the perceived integrity of genera-
tive AI systems. Although technical measures to proactively
mitigate these violations exist, such as content fingerprint-
ing, watermarking, and cryptographic methods, their adop-
tion has been slow and inconsistent [126]. Additionally, the
rapidly evolving AI technology landscape and the absence
of clear legal standards exacerbate these challenges, making
it difficult for stakeholders, including creators, developers,
and regulators, to effectively coordinate their efforts.

Addressing these challenges requires a holistic approach that
combines technical solutions with supportive policy frame-
works. To navigate these complexities, this paper aims to
provide a comprehensive survey of current methods for en-
hancing copyright compliance in generative AI, focusing on
four main goals: (1) detecting copyright violations and eval-
uating model performance, (2) understanding how regula-
tory landscapes shape technical strategies for protecting in-
dividual copyrighted works from unauthorized use, (3) pro-
tecting individual copyrighted works from being used in AI
systems without authorization, and (4) designing AI models
in a way that prevents generation of content violating copy-
right. In doing so, we adopt a uniquely multidisciplinary
perspective, incorporating insights from computer science,
law, policy, and economics to provide a more holistic frame-
work for addressing copyright challenges in generative AI.
Within this framework, we evaluate various methods based
on their effectiveness and feasibility in preventing copyright
violations, while also considering their impact on the utility
of generative AI models. Through this survey, we aim to
provide actionable insights for the development of technical,



legal, and policy strategies, enabling creators, developers,
and policymakers to navigate the complex copyright chal-
lenges introduced by generative AI.

Paper Structure. The subsequent sections of this pa-
per are structured as follows: Section 2 provides founda-
tional background, explaining key concepts of generative
AI and the complexities of copyright law as it applies to
AI-generated content. Section 3 outlines a comprehensive
taxonomy categorizing multidisciplinary methods address-
ing copyright issues in generative AI. Section 4 presents
techniques for detecting and evaluating potential copyright
infringements by AI models. Section 5 reviews regulatory
frameworks and policy measures designed to manage and
mitigate copyright risks associated with generative AI. Sec-
tions 6 and 7 discuss technical approaches aimed at protect-
ing copyrighted content from unauthorized AI copying, as
well as advanced training methods specifically designed to
prevent generative AI models from producing infringing out-
put. Finally, Sections 8 and 9 explore available resources,
ongoing challenges, and future research directions in ad-
dressing copyright concerns within the evolving landscape
of generative AI.

2. BACKGROUND
2.1 Generative AI Models
Definition. Generative AI broadly refers to artificial in-
telligence systems capable of creating new content, such as
text, images, audio, or video, by learning patterns from
extensive datasets. Compared to traditional AI systems,
which focus on analyzing existing data or making decisions,
generative AI models produce new outputs in response to
user prompts [41]. These models are typically trained on
large datasets, enabling them to generate content that mim-
ics the style and structure of the data they were trained
on, although small models are also an emerging field of re-
search [118, 46, 59, 121]. Common model types include text-
to-text, text-to-image, text-to-video, and image-to-video AI,
as well as multimodal systems [50, 64, 72, 122] that integrate
multiple input and output forms.

Model architecture. These models are typically trained
on massive amounts of data, and utilize large architectures
to encode inputs into a high-dimensional latent space and
use a generator model to produce varied outputs through a
stochastic behavior [41]. Most generative AI systems to-
day are built on a transformer architecture consisting of
an encoder and decoder, using a multi-head self-attention
mechanism to handle long-term dependencies in data by as-
signing higher weights to more relevant tokens [13]. Be-
cause of the large amount of resources needed, generative
models are often trained through a “pre-training” paradigm,
where general purpose models are later fine-tuned for spe-
cific applications, creating a more complex chain of com-
mand where issues of indirect liability are more likely to
come into play [120].

2.2 Copyright Applied to Generative AI
Fair use standards Broadly speaking, copyright allows
the creator of an original work to prevent others from cre-
ating and profiting from unauthorized replication, distribu-
tion, or derivation of their works [83]. When evaluating
copyright violations, US law has identified four main pil-
lars that constitute “fair use” of copyrighted material: (1)

the purpose and character of the use, (2) the nature of the
copyrighted work, (3) the amount and substantiality of the
portion taken, and (4) the effect of the use on the potential
market for the work [28]. These questions are particularly
difficult to address in the context of generative AI systems as
copyrighted data is often compiled into massive datasets for
model training, and the impact of a particular copyrighted
work on generated outputs cannot always be traced clearly.

Analyzing violations. Given the complexity of un-
derstanding fair use, analyzing potential copyright viola-
tions in generative AI often requires mixing legal and tech-
nical understandings. While there is some legal precedent
for copyright cases involving search engines, web code, and
APIs [85], many questions have yet to be answered in the
context of AI systems. There is no clearly delineated amount
for what counts as “fair use” of a copyrighted work; for ex-
ample, the copyright of certain content types such as cook-
books or dictionaries is more likely to be infringed by copy-
ing even a small part, whereas this may be acceptable for
larger novels [44]. AI also frequently combines both ex-
pressive and non-expressive properties [87], and analyzing
compliance often requires looking at both low-level content
transformations such as n-grams and verbatim copying, and
higher level concepts like themes and storylines [44].

Levels of memorization. When searching for techni-
cal evidence to explain AI copyright violations, many re-
searchers point to the phenomenon of memorization, where
generative AI models reproduce near-exact copies of training
data [27]. Memorization can arise due to overfitting or the
underlying distribution of data [97], and leads to both direct
verbatim reproduction and more subtle forms of copying.
Yet despite language models frequently committing plagia-
rism at the paraphrase or idea-based level [56], most exist-
ing research focuses only on verbatim copying, making more
subtle forms harder to assess [19]. There is thus a need to
expand AI copyright research into identifying and mitigating
indirect copying of protected works.

Practical challenges for the AI context. Another
factor that often complicates AI copyright issues from both a
legal and technical perspective is the opaque and decentral-
ized nature of AI development. Many generative AI models
are “black-box”, meaning developers and researchers can-
not fully understand their internal functions and trace how
copyrighted content may be appearing [61, 101]. AI develop-
ment today also occurs through a highly distributed supply
chain [57], and lack of coordination between involved par-
ties reduces the chance for methods to be effective at scale
or resilient across later transformations of an AI model [84].

3. TAXONOMY OUTLINE
Facing dual challenges from legal and technical environ-
ments, many researchers have called for a co-evolution of
technology and law so that developments in each field may
support the other [44]. Considering this need for interdisci-
plinary work, our paper aims to combine a detailed overview
of state-of-the-art technical methods for reducing copyright
violations in generative AI with an analysis of the regula-
tory landscape which may support these methods. Specifi-
cally, we organize our analysis using a framework that maps
copyright concerns across key stages of the generative AI life-
cycle, integrating legal and technical work into a coherent
structure. As shown in Figure 1, we categorize recent work



Figure 1: An overview of our proposed taxonomy.

supporting copyright compliance for generative AI into four
specific focus areas, tracing copyright issues from founda-
tional challenges to practical solutions while incorporating
a diverse range of actors and development stages. We begin
with (1) detecting and assessing copyright viola-
tions, outlining methods that identify where and how in-
fringement occurs so that targeted solutions can be applied.
Next, we discuss (2) regulatory approaches that can
help facilitate more effective copyright protection in AI. In
the following two sections, we explore technical mitigation
strategies in two distinct areas: Methods for (3) protect-
ing copyrighted works, which give individual creators
tools to safeguard their from unauthorized use, and (4)
preventing copyright infringement, covering model-
level training strategies aimed at reducing the over likelihood
of AI systems generating infringing outputs. After cover-
ing these four areas, we present resources like datasets and
toolkits to support these goals, and conclude by highlighting
emerging challenges in the field.

4. DETECTING AND EVALUATING VIO-
LATIONS

We begin by surveying methods for detecting and evaluating
instances where AI models are likely to infringe on copyright.
These methods are critical as they help stakeholders to iden-
tify problem sources and apply targeted remedies, assess risk
and compliance, and use concrete evidence of infringement
to inform legal and policy decisions. We divide the methods
here into two main categories: (1) web tools for detecting
unauthorized AI-enabled reproduction of copyrighted works
and (2) datasets and methods for evaluating general model
performance.

4.1 Detecting violations
Methods for flagging AI-enabled copyright violations draw
from two primary areas of research: detecting copyright in-
fringement and detecting AI-generated content. There is
often a trade-off between the two, as methods for detecting
infringement often have limited applicability once content
has been altered from its original form, and AI-generated
content (AIGC) detection relies on picking up special signa-
tures from AI-generated content which may be less present
in a close copy of a human creator’s work.

Identifying copyright infringement. The first set
of methods focuses on finding places where protected con-
tent is replicated without authorization, primarily relying on
simple web tools. Reverse image search tools such as Yan-

dex1, Tineye2, and Google Reverse Image Search3, along
with text search tools like Scribbr4 and Grammarly5 al-
low users to find instances where content may have been
replicated. Recent models have also emerged which lever-
age AI to search the web for potential violations, combining
BERT with DNN models to search for and flag infringing
content [45]. However, many research studies on detecting
copyright infringement are highly limited in scope, and may
fail at detecting violations made by AI which alters the con-
tent beyond its original form [56, 19]. Special applications
where the expressive and non-expressive elements of a work
are closely linked, like with LLM-powered code generation,
may also need unique methods for determining if a certain
use counts as infringement or not [92, 119].

Identifying AI Generated Content. The next set
of methods aims to detect AI generated content and trace
it back to its original source to identify potential viola-
tions. A wide variety of methods have been developed to
detect AI generated content across text [117, 35], image [86],
video [43], and multi-modal [47, 124] content. They show
that traditional methods such as logistic regression, random
forest, SVM, and classifier-based methods display a fair level
of accuracy at separating human from AI created content.
However, not every AI generated image is one that infringes
on copyright, so it is also necessary to have methods for
scanning content registries to identify what images it was
likely sourced from.

Fingerprinting for Comparison. Fingerprinting has
been recommended for many applications to better enable
identification and take-down of copyrighted material, pro-
viding a unique trace allowing digital content to be identi-
fied and attributed to its source [77]. Preetha and Bindu use
a wavelet based video fingerprint to extract signatures from
different images created from a video, extracting both tem-
poral and spatial features into a compact form which can be
stored in a video database and used to determine whether a
query video is drawn from that database source [89]. Ning et
al. develop a similar system allowing users to register con-
tent using its fingerprint rather than the original work [82].
While many different strategies for using digital fingerprints
have been developed, they generally share four main charac-
teristics: uniqueness, stability, extractability, and compact-
ness [20]. As a result, fingerprints may provide an efficient
way to identify infringing works at scale, but current re-
search applied specifically to the context of generative AI
problems is limited.

4.2 Assessing model performance
Jailbreaking methods. Several methods aim to test
how easily a model can be made to generate protected con-
tent. Text-to-image models can often be prompted to gener-
ate copyrighted content even when keywords for a protected
IP are replaced with a description of the image [52]. Kim
et al. introduce an automatic prompt generation pipeline
using LLMs to autogenerate descriptions and create revised
prompts designed to induce reproduction of copyrighted con-
tent [52]. Their model can evaluate LLM copyright compli-

1https://yandex.com/images
2https://tineye.com
3https://google.com/images
4https://scribbr.com/plagiarism-checker/
5https://grammarly.com



ance without requiring access to any internal weights, allow-
ing it to function on black-box systems. The prompts gener-
ated through their pipeline successfully jailbreak ChatGPT
to generate copyrighted content 76% of the time, with an
11% block rate. Test cases can be designed for exploring
a model’s tendency to engage in specific copying behaviors,
like verbatim vs indirect copying.

AI dataset probing. Similar methods aim to reduce the
black-box nature of AI models by probing into whether cer-
tain copyrighted content is included in their training dataset.
For this purpose, Duarte et al. introduce DE-COP, a bench-
marking method designed to determine if a piece of copy-
righted content is included in a training dataset [33]. Their
approach is to probe an LLM with multiple-choice questions
to complete a passage of a suspected target book, with op-
tions including both verbatim text and paraphrases. The
LLMs that were tested showed substantially different per-
formance on these tests depending on whether or not a book
is in their training dataset, with the DE-COP method show-
ing a 72% accuracy for detecting suspect books, compared
to about 4% for previous models. However, information
about whether or not something is in a model’s dataset is
not enough to prove a violation of copyright. This method
should thus be combined with other strategies which exam-
ine model outputs to find violations.

Model-level risk quantification. To fulfill the need
for a broad metric for evaluating copyright risk, Zhou et
al. introduce CopyScope, a framework for quantifying in-
fringement at the model level by using Fréchet Inception
Distance (FID) to capture image similarity in the way that
most closely mirrors human perception [135]. Using an en-
semble based approach of trying different combinations of
model sub-components, Zhou et al. use FID-Shapley val-
ues to calculate how much each component contributes to
the final image’s likeness to the training data, identifying
which models are most likely to cause infringement issues
and should be identified as targets for extra attention.

Regulatory Options for AI Copyright Issues.
Copyright challenges in generative AI cannot be solved
through advancements in computing alone; disciplines such
as law and policy play a central role in shaping discussions
around copyright and promoting specific values in design.
Legal and policy standards not only work to clarify where
violations are present [96], but also frequently serve as a pre-
requisite for implementing technical safeguards on a wide
scale. For instance, several mitigation techniques depend
on a well-documented data life cycle, requiring clear trans-
parency about where data is sourced and how it is used [125],
which better regulations can help coordinate. These frame-
works also work to shape broader industry practices around
data collection, creator consent, and compensation, funda-
mentally affecting what copyright issues emerge. Taking
a uniquely interdisciplinary lens, this section explores key
regulatory approaches that interact with AI copyright mit-
igation and enforcement, integrating perspectives from law,
economics, and more.

4.3 Data source transparency
Voluntary measures and Industry standards.
Transparency in AI training data is a foundational principle
for advancing copyright protection in AI [95]. Transparency
measures empower copyright holders to monitor and protect

against misuse of their works, and promote better principles
and processes for designing AI models. Inspired by simi-
lar “privacy-by-design” principles, several experts advocate
for adopting measures that actively promote transparency
throughout the AI development process [37]. Groups like
the Coalition for Content Provenance and Authenticity and
the Content Authenticity Initiative have frequently con-
tributed to these discussions, developing technical standards
for tracking data origins with features that allow rights hold-
ers to specify whether training is allowed [95]. However, the
adoption of such measures remains largely dependent on the
voluntary actions of individual companies, which limits their
widespread effectiveness.

Standardized labels. Another approach calls for stan-
dardized labels to harmonize transparency efforts. These
AI “nutrition labels”, inspired by similar efforts in the food
agency, call for disclosing information on an AI system’s
data sources, potential risks, and limitations [24]. While
these models have been adapted to support labeling of gen-
erative AI [106], more work is necessary to explore how they
can be applied to the specific context of copyright. A similar
proposed tool is “data cards”, or structured summaries that
provide essential facts about datasets and explain the ratio-
nale behind decisions made in creating them [90]. Profes-
sional organizations and regulatory authorities could adopt
policies to promote the adoption of these measures or in-
tegrate them within other documentation and reporting re-
quirements.

AI system audits. Independent audits of AI systems
may be proposed as part of a broader licensing framework
or an industry standard certification separate from statutory
policy. Auditing for copyright is typically done on model
data sets to understand the data collection process and na-
ture of the dataset [74]. However, these “data audits” typ-
ically focus on general industry data practices rather than
holding dataset creators accountable, and are often divorced
from other model-level audits, creating a disconnect between
data understanding and deployment regulations [10]. Not-
ing the fragmentation of the current AI audit landscape,
Manheim et al. recommend creating AI audit standards
boards keep auditing standards up to date with current ad-
vancements in AI and clarify which standards are suited for
specific domains and applications [74]. This work also has
a technical dimension, as decisions need to be made about
how much access should be given to auditors. In this scope,
Casper et al. propose expanding beyond traditional “black-
box” access audits which only observe AI system outputs.
To make audits more robust, they suggest including “white-
box” access to information about model weights and inner
workings, and “outside-the-box” access that provides infor-
mation about training and deployment processes [14].

4.4 Copyright legal system updates
Considerations for legal change. As generative AI systems
continue to increase their capabilities and become more
widespread, existing doctrines of copyright law become in-
creasingly unsuited for resolving disputes about AI [2, 53].
This creates a need for broader structural change, which is
likely to be implemented through a gradual system of leg-
islative action and interpreted rulings rather than a single
policy. Many ideas revolve around strengthening protec-
tions for creators [40] or updating the copyright law system



to address specific questions around data scraping and own-
ership in the digital age [21]. In these discussions, policy-
makers often need to manage the trade-off between trans-
parency and feasibility of implementation. Beyond facing
criticisms of stifling innovation which may turn government
support against these measures [16], creating too harsh of
standards around training data may significantly limit the
amount available, and limited data is more likely to reinforce
biases and stereotypes [40].

Opt-out policies. Opt-out provisions aim to reconcile
issues of consent and copyright by allowing creators to opt
out of having their work used for AI training [127]. How-
ever, it is often unclear how they are meant to function in
practice [137]. Existing opt-out methods are often difficult
and seen by creators as largely a PR stunt [87], causing a
need for more research to address the fragmentation of opt-
out policies in the status quo [51]. Pasquale and Sun (2024)
propose a mandatory opt-out mechanism requiring AI de-
velopers to remove works from their databases upon request
if infringement has been documented, and take action action
to prevent the infringing content from being made again [87].
While this method creates more transparency by requiring
developers to properly manage their datasets and confirm
upon request if a source has been used [87], it functions
more as a post-hoc right to remove copyrighted content af-
ter violation has occurred, leaving a remaining need for more
preventative opt-out strategies. Many rights holders may
also be unaware of unauthorized AI reproductions of their
work or lack information about opt-out procedures, creating
barriers to establishing a system of full consent.

Content management registries. To help streamline
consent management for new AI training, Balan et al. in-
troduce a decentralized registry for content creators to as-
sert their right to opt in or out of AI training, combining
distributed ledger technology with visual fingerprinting [7].
Their prototype model prevents a scalable way to trace gen-
erative AI training data to determine consent, similar to
many of the methods discussed in the protection section.
They propose such a registry also be used to track informa-
tion for compensating creators that opt in to AI training.

Compensation frameworks. Many new proposals
have identified that reworking current compensation frame-
works may help reconcile the interests of creators and AI
producers. Compensation not only ensures individual cre-
ators are treated fairly, but also establishes better data
provenance tracking and reduces power differentials between
AI developers and creators [87] when frameworks are well de-
signed. Compensation systems could be arranged through
either new statutory [40] or existing contract-based struc-
tures [114], working with collective rights management or-
ganizations to streamline negotiating and distributing re-
muneration. These models generally fall within three main
categories, as illustrated in Table 1.

Table 1: Compensation frameworks for AI training data.

Compensation Model Pays Based On
Pay to Train Percentage of training data

Pay to Train and Inspire
Contribution to generated
outputs

AI Royalties
Negotiated IP partner
framework

Pay-to-train compensation. The pay-to-train model
involves rewarding IP holders based on the percentage of
their contribution to a dataset. Such a model could use in-
creased dataset transparency requirements to calculate pay-
ments based on the amount of copyrighted material within
AI datasets and the monetary value attributed to its use
for AI training. These payments could be afforded to indi-
vidual creators, or distributed into collective funds to sup-
port creators. However, dataset sources are not always well-
documented, and payments may be minimal for individual
creators beyond famous authors or artists whose work is
more likely to comprise a large portion [26].

Pay-to-train-and-inspire compensation. This
model works backwards to understand which items in a
model’s training data likely inspired a particular output, and
distribute compensation accordingly [34]. Wang et al. com-
bine probabilistic methods with Shapley value interpretabil-
ity techniques under a game theory model to establish a
base framework for compensation in this way and show its
viability through practical experimentation with common
data sources [114]. This method works best for AI mod-
els trained on limited data with copyright split between a
smaller amount of owners. In some cases, it may be more
practical to estimate aggregate payoffs for copyright owners
across all generated outputs rather than tracing each output
back to its source for compensation.

AI royalties. The last model, AI royalties, aims to cre-
ate collaborative partnerships between IP rights holders and
AI companies for compensation based on the market usage
and value of their systems [34]. This model could be imple-
mented using existing contract law systems, recognizing the
exclusive right of rights holders to commercial use of sub-
stantially similar copyright or trademark uses, and granting
the AI company the right to use its IP to create outputs un-
der defined use guidelines, sharing in a portion of the overall
revenue generated by the system. Ducru et al. argue that
this model is the best suited to mutually benefit the inter-
ests of AI creators and IP rights holders, and eliminates the
need for case-by-case determinations by allowing a broader,
predefined agreement that covers all outputs generated by
the system [34].

5. PROTECTING COPYRIGHTED
WORKS FROM AI

We now introduce technical methods for mitigating copy-
right infringement in generative AI, starting with methods
for protecting individual copyrighted works. These meth-
ods are primarily applied at the data collection and pre-
processing level, and may be used by creators to protect
their works as well as developers seeking to preserve attribu-
tion and traceability of training data used. While many pro-
tection techniques are frequently used in conjunction, we di-
vide them into three primary categories: (1) watermarking,
(2) cryptographic methods, and (3) deterring style transfer.

5.1 Watermarking
Watermarking methods serve to embed an imperceptible
identification layer onto images or videos to identify own-
ership over the content. They can be embedded directly
into inputs such as images, or their intermediate representa-
tions such as encoder/decoder feature maps [32]. We divide
this section into two main approaches based on the methods



used to apply the watermark: attention-based mechanisms
and cryptographic methods.

Attention based mechanisms. Attention-based tech-
niques leverage AI models’ tendency to focus on specific im-
age regions to create watermarks which remain present after
a high degree of manipulation. For example, Zhang et al.
introduce deep learning-based video watermarks using a cus-
tom attention mechanism designed to recover a 32-bit water-
mark with 99% accuracy post-transformation [128]. Similar
methods can be used for image content by applying water-
mark algorithms based on Tchebichef moments which de-
scribe the spatial distribution of an image’s intensity [36, 81,
116]. By partitioning the host image into non-overlapping
blocks and calculating Tchebichef moments for each block,
Ernawan and Kabir are able to prioritize watermark em-
bedding in areas of lower visual entropy or complexity. As
a result, their method demonstrates resilience against noise
disruptions and JPEG2000 compression, while preserving a
high peak signal-to-noise ratio (PSNR) of approximately 40
dB. While attention mechanisms like these are more resilient
to various transformations, testing may be needed to ensure
watermarks maintain high enough ‘pattern uniformity’ to be
learned and reproduced by generative diffusion models [30].

Cryptography-based watermarks. In order to fur-
ther increase traceability and security, several techniques for
watermarking incorporate various cryptographic methods.
For video content, Zheng et al. incorporate a double-layered
watermarking technique combined with blockchain technol-
ogy [133, 23]. The double watermarking technique embeds
both robust and fragile watermarks into the video content,
where the robust watermark ensures copyright protection,
while the fragile watermark facilitates tamper detection and
integrity verification. By integrating double watermark-
ing with decentralization, the combined method achieved
a 90% precision rate and a 95% recall rate in detecting tam-
pered parts of watermarked videos against adversarial at-
tacks. Sanivarapu et al. present a similarly robust digital
watermarking system using cryptographic techniques to pro-
tect images from copyright infringement [99]. The system
first embeds a QR code watermark using Discrete Wavelet
Transform (DWT) [108]. It then layers on the transformed
matrix with Singular Value Decomposition (SVD), and uses
the RSA algorithm for watermark embedding, where the co-
efficients of DWT are modified using secret keys to embed
the watermark, increasing the security and encryption of the
image. While cryptographic watermarks provide better pro-
tection against specific threats like forgery and tampering,
they also come with high computational overhead, and may
be more perceptible than attention-based watermarks which
can be optimized for processing through various generative
models.

5.2 Cryptographic methods
Beyond applications in watermarks, advanced cryptographic
strategies frequently aid in tracing and ownership verifica-
tion of copyrighted content [31, 103]. One main type is
digital signatures and hashing, which aim to authenticate
content by providing a record of ownership and evidence of
alterations or tampering that may be done to content, such
as removing watermarks. Chain and Kuo (2013) use chaotic
map transformations for generating digital signatures, us-
ing their unpredicable pattens to produce unique signatures

from text for later verification [15]. By contrast, the El-
liptic Curve Digital Signature Algorithm (ECDSA) used by
Chandrashekhara et al. combines elliptic curve cryptogra-
phy with digital signatures [17], using a SHA-256 hashing
algorithm to generate a public key from a private one to au-
thenticate the signature [5]. Commonly implemented along
with hashing, blockchain methods similarly work to safe-
guard various works from infringement by recording trans-
actions in cryptographically linked blocks, which are harder
to tamper with than traditionally protected methods [48,
91]. The decentralized nature of blockchain enhances se-
curity by removing central points of control and creating a
publicly accessible record of ownership. This can be partic-
ularly helpful for tracking data and model copyright status
across each stage in the AI development life cycle, such as by
integrating blockchain with contract management software
for digital content [98].

5.3 Deterring style transfer
For image generation models, style transfer refers to the abil-
ity to produce the same content of a target image across a
variety of artistic styles [39], which can lead to non-direct
reproduction of copyrighted works. While style transfer is
often explored as an intentional goal, such as for filling miss-
ing frames in an animation [12], unintentional replication of
an artist’s style can increase copyright risks. Adversarial
layers can help protect artistic work from being copied by
adding a minimally perceptible layer that distorts the abil-
ity of an AI model to recognize it as a normal image and
prevents the creation of derivative works [63, 102, 134]. For
example, Li et al. further develop this strategy by using a
momentum-based ensemble method to enhance the ability
for these protections to be generalized across AI models [62].
By altering the intermediate style representation of an im-
age across multiple encoders and combining them through a
softmax regression gradient, their method of “Neural Style
Protection” can protect style transfer across both known
and unknown models, while end-to-end and random noise
baseline methods offer minimal protection.

6. PREVENTING COPYRIGHT IN-
FRINGEMENT

Moving on from methods to protect individual works, this
section discusses prevention methods that AI developers can
use to reduce the overall risk of a model generating repro-
ductions of copyrighted works — a significant concern for de-
velopers seeking to avoid reputation loss and legal costs [73].
These methods focus on improving the general behavior of
a model, and can be useful to apply at later stages in the AI
development life cycle, including fine-tuning existing mod-
els. With many current datasets lacking proper content at-
tribution or copyright information, these solutions may serve
as a short-term way to enhance copyright compliance with-
out needing to fully construct new large-scale datasets.

6.1 Data de-duplication
De-duplication refers to the process of removing redundant
data within a model’s training dataset [22], and has com-
monly been researched for the purposes of reducing data
storage space [136] and improving query performance [93].
De-duplication methods may apply fingerprints or hash val-
ues to divided data chunks in order to reduce the compu-
tational resources needed to check for duplicates in a big



data context [113]. While existing research primarily fo-
cuses on the benefits of de-duplication for structured data
and predictive models, Lee et al. show that de-duplication
in generative AI data can improve overall performance and
reduce verbatim copying in generative AI models [58]. Par-
ticularly when combined with hashing or blockchain meth-
ods, de-duplication is effective at creating cleaner datasets
for training generative AI and preventing copyright issues
arising from the overuse of any particular material [79, 4].
De-duplication is especially well suited for cleaning “noisy”
datasets, such as data scraped from social media [60], as
it can simultaneously reduce training time while improving
performance and language understanding for LLMs.

6.2 Regression and optimization
In some cases, altering modeling and optimization choices
can help prevent a model from reproducing copyrighted
data, as Chu et al. “copyright regression” approach demon-
strates [25]. By adding an inverse term to the training ob-
jective that discourages the model from generating outputs
that match copyrighted data and demonstrating mathemati-
cally that it can be applied successfully on the softmax func-
tion, Chu et al. successfully create a method which helps
balance between model performance and copyright protec-
tion. However, this method relies on knowledge about which
training samples are copyrighted, which is not provided for
most existing LLM datasets [94]. Kim et al. highlight the
difficulty of applying an end-filter to remove copyrighted
content, noting that no open source models are currently
able to identify and differentiate copyrighted content, partic-
ularly as many datasets lack information about copyright at-
tribution [52]. While target datasets of copyrighted content
have been created for the purposes of evaluating whether a
model will produce them [52], filtering out all potential vio-
lations will require larger and more comprehensive datasets
that contain clear information about attribution and copy-
right status of works.

6.3 Machine unlearning
Unlearning techniques. For cases where an AI model
has already been trained on copyrighted data, “machine un-
learning” methods can be used to remove a group of sam-
ples from its training data, allowing it to act as though
it has never seen the data before. This can be especially
helpful from a legal perspective, allowing rules such as the
GDPR’s “right to be forgotten” [18] to be applied to ma-
chine learning models. Multiple methods have been devel-
oped to selectively remove content while preserving general
features a model may have learned from the content. Zhang
et al. introduce two different methods for unlearning: Elas-
tic Weight Consolidation (EWC), which adds a constraint to
the model’s loss function to neutralize the influence of “re-
moved” data, and Decreasing Moment Matching (DMM),
which approximates the model’s knowledge as a Gaussian
distribution and selectively matches moments to similarly
reduce reliance on data [131].

Generative AI specific strategies. While earlier re-
search mostly focused on unlearning for classification mod-
els, newer studies have explored unlearning for generative
AI [68]. Liu et al. conduct a comprehensive survey of ma-
chine unlearning for generative models, categorizing them
into two main approaches: parameter optimization, which
focuses on adjusting model parameters linked with target

removal data, and in-context unlearning, which alters input
prompts through an API aiming to steer the model away
from the “unlearned” content [69].

Knowledge entanglement. One of the largest prob-
lems identified in both method types is knowledge entangle-
ment, where data requiring removal is often closely tied to
a model’s knowledge of certain topics, causing a trade-off
between model performance and compliance with the un-
learning goal. To solve this issue, Tang et al. introduce
a three-component framework to allow models to unlearn
certain data without sacrificing their expressive capabili-
ties [110]. The three components include a Knowledge Un-
learning Induction module which trains the model to for-
get specific sequences, a Contrastive Learning Enhancement
module to maintain overall performance, and an Iterative
Unlearning Refinement module to iteratively update the tar-
get data for unlearning, preventing a drastic shift to the
model from ocurring. Similar strategies include adopting
“un-unlearning” techniques to reintroduce unlearned data
in context. This can be important to prevent the unlearned
data from being recreated if introduced later as input to
the system [105] or retained by association with similar con-
cepts [52]. For example, Van Gogh’s Starry Night may still
be recreated after a model attempts to unlearn “Van Gogh”
as it has high correlations with the concepts star and night.
For this reason, unlearning strategies will often retain a copy
of the unlearned data to serve as a reference for evaluating
model outputs without being used to train the generative
model [110].

7. RESOURCES
7.1 Datasets
While no comprehensive dataset of all copyrighted works
has been developed [52], benchmark datasets of both AI-
generated and human content serve as critical resources
for testing and evaluating generative model performance
on copyright issues. In this section, we present some of
the most commonly used datasets for AI copyright research
along with a discussion of their use potential.

Human content datasets. Repositories of human-
generated content may serve as a benchmark for evaluating
AI models by testing if an AI model completes a passage
of protected text [56] or comparing to AI-generated content
for improving detection algorithms [124, 43, 86]. Popular
datasets for imagery include COCO [65, 66], Flickr30K [123],
and OpenImages [55], collectively offering over 9 million im-
ages with annotations describing the objects included and
overall scene. Other datasets such as the the Metropolitan
Museum of Art Open Access collection [6] and WikiArt [115]
focus primarily on artistic contributions, which can be help-
ful for exploring style transfer or searching for matches be-
tween AI generations and human-created artwork. Text
datasets include OpenSubtitles [67], BookCorpus [8], the
WikiText collection from wikipedia articles [78], and JS-
TOR’s library of journal articles [49] may be similarly used
to scan for potential memorization, or compare human with
AI-generated content.

Combined human-AI datasets. A separate category
of datasets combines human-generated with AI-generated
works across various art styles and writing subjects [107,
70, 9]. These datasets are primarily valuable for training
models to recognize text or image pairs, which allows for



both detection and mitigation of copyright violations [54,
100]. Some datasets in this category are designed for the
specific purpose of comparing human copyrighted works to
altered digital versions. Aboutalebi et al. introduce the
Deepfake Art Challenge dataset, consisting of over 32,000
image pairs that are either forgeries, adversarially contam-
inated, or not [1]. The selected methods used to modify
images include inpainting, style transfer, adversarial data
poisoning, and cutmix, representing popular copyright vio-
lation types such as modifying painting styles or using par-
tial image data.

Feature / Artifact based datasets. Beyond provid-
ing overall examples of human and AI creations, another
category of datasets provides annotations over content to
highlight specific ‘artifacts’ in visual media, which can be
used for both detecting and preventing violations. These
‘perceptual artifacts’ capture subtle distortions or irregular-
ities within an outputted image or video, which can be used
for detecting the presence of AI in an image or “inpainting”
to regenerate areas with potentially unwanted artifacts [32].
Datasets such as PAL4Inpaint [130] and PAL4VST [129] can
be used to localize artifacts within images which may show
copyright violations, such as a distorted logo within an im-
age. However, more research is necessary to understand how
methods designed for deepfake detection and authentication
may be applicable to copyright [32].

7.2 Toolkits
Technical resources. While most methods for detect-
ing and mitigating AI copyright violations have yet to be
applied extensively outside of a limited resource context,
a few tools have been created for public use by AI devel-
opers and creators looking to protect their work. Copy-
right Catcher, developed by Patronus AI researchers, is the
first API which aims to test for potential copyright viola-
tions in LLMs [88]. Its method closely resembles those dis-
cussed in the evaluation methods subsection [52, 33], using
a dataset sampled from popular books on Goodreads to test
if a model will complete the beginning of a prompt given
from protected text. While this is a good start, it may
not capture more complex copying behavior such as para-
phrasing [56], and may have limited performance for models
trained on other types of media. Most recently, researchers
at Imperial College London developed a “copyright traps”
system where creators can include ficticious entities in their
content to detect where LLMs may be using their content,
capturing behavior beyond pure memorization [76, 11]. Re-
sources have also been created to allow for better tracing and
analysis of which data is typically used to train AI models.
The Data Provenance Explorer, which allows practitioners
to trace and filter on data provenance for the most pop-
ular open source data collections, is one such tool created
for this purpose [71]. The interactive UI includes a tool
to explore over 1800 popular datasets, viewing information
such as their licenses, sources, and creators, along with ad-
ditional visualizations about website protocols for scraping
and AI training. However, this resource only focuses on text
datasets, and more work is needed to establish provenance
record tracing systems for other types of data.

Governance toolkits. Several frameworks and toolk-
its have been developed for analyzing the ethical impacts
of AI algorithms, such as the AI and data protection risk

toolkit developed by the UK Information Commissioner’s
Office [112] and the Ethics & Algorithms Toolkit developed
in collaboration with the Center for Government Excellence
at John Hopkins University [3]. However, no large-scale pol-
icy toolkits have been developed with the specific goal of in-
creasing copyright compliance in AI. As legal and regulatory
discussion around copyright in AI continues to evolve, one
place where toolkits may play a helpful role is by enhancing
public understanding of AI models in relation to copyright.
Working to promote participatory approaches to AI and ma-
chine learning, Shen et al. established the Model Card Au-
thoring Toolkit, a toolkit combining technical interfaces and
collective decision-making protocols to empower community
members to understand and make decisions about AI mod-
els in line with their collective values [104]. Applied to the
issue of copyright, focus groups including authors, artists,
and other rights holders could benefit from these tool kits
to help understand and articulate their collective preferences
surrounding AI models.

8. CHALLENGES AND FUTURE DIREC-
TIONS

As researchers continue to work to understand and improve
the behavior of generative AI models, several directions of-
fer potential for discovering new information about identify-
ing and mitigating copyright violations in generative AI. On
the side of detection and evaluation, a persistent challenge
is identifying indirect and ambiguous forms of copy-
ing like paraphrasing or near-duplicate code generation [19,
34, 119]. More refined benchmarks and detection tools are
needed to improve copyright enforcement for these cases.
In a similar vein, building copyright-specific datasets is
necessary to facilitate better research and detection of copy-
right issues at scale, track content ownership, and help fa-
cilitate certain technical mitigation strategies. For technical
methods protecting copyrighted works, strengthening wa-
termark resilience remains a major challenge, as there is
often a trade-off between imperceptibility and security, and
common modifications like compression or noise can easily
weaken or remove existing markers [132]. On the side of pre-
venting copyright infringement, more research is needed to
understand how AI model parameters can reduce copyright
violations while retaining maximum utility and propagat-
ing to downstream models which may be fine-tuned for
different goals. Furthermore, there is a need to explore how
domain-specific methods can be transferrable across mul-
tiple types of content, as many current strategies are lim-
ited in scope, which may hamper coordination and research.
Lastly, each of these efforts continually adapt as the legal
system around generative AI evolves. Stronger consensus
on the bounds of fair use can help strengthen copyright
enforcement and bridge the interests of IP rights holders and
AI developers.

9. CONCLUSION
As generative AI systems trained on copyrighted data con-
tinue to proliferate in the absence of clear legal frameworks,
a combination of technical and policy measures is neces-
sary to prevent copyright infringement and ensure that gen-
erative AI is developed with fair use principles in mind.
Creators, developers, policymakers, and other stakeholders
should take action to carefully assess their current compli-
ance with copyright standards and establish stronger sys-



tems of oversight, mitigation, and accountability for copy-
right harms caused by AI. In many cases, this will involve a
continued dialogue between rights holders and AI providers
to understand their demands and increase transparency sur-
rounding technical design choices. Researchers should also
expand efforts to detect violations, protect creative works,
and improve the copyright performance of AI models to ad-
dress the challenges previously mentioned. Through this
integrated approach, creators, developers, and policymak-
ers can collaborate to promote an AI ecosystem designed to
support fair use and foster human creativity.
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