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ABSTRACT

Forecasting the next sample of an incoming sequence of noisy
observations is a recurring problem in several real-world
applications. In general, the streamed observations may orig-
inate from a possibly non-stationary stochastic process with
non-linear dynamics. Very often though, to avoid devising
explicit probabilistic models from scratch, we alternatively
learn data-driven surrogate models from past observations
to approximate complex dynamics. Time-varying systems in
turn pose additional hurdles as such models must be contin-
uously updated to accommodate changes in their underlying
behavior. In this paper, we introduce a novel grid-based
filter designed to inherently deal with the continuous learn-
ing problem. Specifically, Bayesian-grounded procedures are
employed to both recursively predict observations and incre-
mentally build a suitable non-parametric, probabilistic model
of the indirectly observed phenomenon. Moreover, we also
present a one-shot learning, memory-based implementation
of the proposed filter, a shallow weightless neural network
which is able to efficiently store and retrieve associative input-
output pairs. Lastly, we demonstrate the effectiveness of our
filter in performing simple anomaly detection tasks.

1. INTRODUCTION

Time-series modeling is paramount for many applications
such as anomaly detection and prediction [1], stock market
forecast [31] and even network attack detection [8]. Moreover,
Bayesian inference — e.g. through the Bayes filter — provides
a well-grounded theoretical framework relying on probabilis-
tic models to forecast incoming observations of a stochastic
phenomenon. However, in several engineering applications,
designing an explicit probabilistic model of the time-series
by hand is inadvisable as the data distribution can be pro-
hibitively complex and often drifts, changing significantly
over time. The ability to continuously learn suitable proba-
bilistic models directly from available observations without
supervision thus has the potential to further unlock the
application of the Bayesian paradigm to time-series forecast.

1.1 Related Work

Online sequence learning narrows down the range of suitable
methods to timely predict future observations, since they are
also required to simultaneously update their inner models of
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the temporal phenomenon using accumulated observations.
Several methods exist for time-series prediction using differ-
ent approaches [23,25]. Few of them like [1,30] are able to
deal with the continuous learning (CL) problem, i.e. to build
and improve a feasible model to accurately predict future
observations as incoming observations arrive. Even fewer
approaches though rely on non-parametric statistics [32,28]
to simultaneously learn models and predict observations [7,9],
but, to the best of our knowledge, none of them have adapted
the Bayes filter to recursively learn model’s hyperparameters
and jointly make predictions using a fully non-parametric,
Bayesian inference approach as discussed in this paper.
Furthermore, shallow weightless neural networks (WNNs) [2]
have been successfully employed to learn from data and solve
challenging problems [13,14,12] as far as proper data encoding
schemes [27] are employed. Despite their inherent ability for
both one-shot learning and CL, so far, their few enthusiasts
have not been able to effectively stack WNN layers into
deeper networks to solve increasingly complex problems, as
was the case for regular neural networks. On the other hand,
although quite useful to successfully solve real-world, time-
series forecasting problems [10, 3], deep neural models were
not intrinsically designed for CL, as they often require an
offline, expensive optimization procedure [5] with salting
racks and workarounds [6] to timely / properly converge
and adjust their multitude of parameters — e.g. weights and
biases — using all accumulated training data so far; avoiding
thus catastrophic forgetting issues [22].

An alternative, bio-inspired model which supports CL by
design has been incrementally polished by Numenta re-
searchers [19, 20]. However, despite their insightful find-
ings [18] on how the underlying biological mechanisms — in
special, biological neurons and layers within cortical cells —
of the human neocortex interact with each other to create
human intelligence as an emerging behavior, they did not
provide so far a rigorous interpretation of their well-known
hierarchical temporal memory (HTM) model [19] using e.g.
the Bayesian inference framework.

In this paper, we model first the time-series CL and predic-
tion problem using a fully Bayesian approach and propose
therefore an explainable non-parametric, grid-based filter ac-
companied by an efficient, one-shot learning implementation
based on a shallow WNN with two layers stacked in a mean-
ingful, Bayesian interpretable way. Nevertheless, we also
borrow some ideas from Cui et al. [11] and employ sparse
representations over high-dimensional spaces to represent
observed symbols.



1.2 Contributions and Paper Outline

The main contribution of this paper is twofold: it introduces
i) a novel grid-based filter which allows one to perform in-
ference on high-dimensional binary spaces and effectively
predict incoming observations residing in continuous-valued
spaces; and ii) an efficient grid-filter implementation based
on virtual-generalized random access memory (VG-RAM)
nodes [24] which enables time-series CL seamlessly and yields
(auditable) outputs which are fully traceable to filter’s inputs.
Paper Outline: The paper is divided into six sections. Sec. 1
is this Introduction. In Sec. 2, we state the online sequence
learning and prediction problem under a Bayesian framework.
In Sec. 3, we introduce our solution approach. Sec. 4 de-
scribes our associative random access memory (RAM)-based
implementation of the solution proposed in Sec. 3. Simu-
lations results for an application example are presented in
Sec. 5. Finally, we offer our conclusions in Sec. 6.

1.3 Notation

We use uppercase letters, e.g. X, to denote random vectors
and lowercase letters, e.g. x, to denote samples of random
vectors. We also define the unconditional probability of an
event A and the conditional probability of event A given the
knowledge that an event B has occurred as Pr{A} and Pr{A|
B}, respectively. Moreover, we define the joint probability
of events A and B occurring simultaneously as Pr{A, B}.
We also employ the Iverson bracket — which takes as argument
any logical proposition A — defined as [A] = 1, if A is true,
and [A] = 0, otherwise. Furthermore, let

£{0,1} x...x {0,1}

denote an d-dimensional binary space, we define then the
Hamming distance between two vectors a £ [al .. ad] T
and b 2 [b1 bgl]—r in Z¢ as dg(a,b) £ ijl[[ai # bi].
The inner product between any two vectors a and b now in
R? is defined as (a,b) £ Zd - b; and the LP norm of

[ 1
an arbitrary vector c £ [01 cd] € R? is defined as

1
llell, £ ZCL leilP ) ”. Lastly, we define the one-hot indi-
P i=1

cator vector as 1; £ [Ll,j Ld,]'}T € 78 with ||1;]: =1
such that ¢; ; = [t = j], Vi € {1,...,d}.

Now, let X be a d-dimensional random vector whose realiza-
tions x ~ X assume values in a finite sampling space £
{u® ..., 19} C R? with cardinality ¢ = [€2|. We denote a
categorical distribution over €2 as Cat(£2; ), in which the
c-dimensional parameter vector w £ [m TI'C] ! e RS,
[|w|]s = 1, collects the probabilities of the ¢ possible cat-
egories such that its probability mass function (p.m.f.) is
given by P(x) £ Pr{X =x}=3"" m [x= p@].
Moreover, let us further assume that 7, a valid p.m.f. over
Q, is a realization of a random vector Il in the (¢ — 1)-
dimensional simplex S. distributed according to a Dirichlet
distribution Dir(c; &) with hyperparameters collected by the
vector o = [ou aC]T, a; €Ry, Vi€ {1,...,c}. We
define the probability density function (p.d.f.) of the Dirichlet
distribution over S. as p(w) = (B(a)) ' [];_, 7™~ where
B(a) £ (T(ao)) ' T]_, T(ew) is the Beta function with
ap = Y ; and T(z) £ [*t""'e 'dt is the Gamma
function with x in the set of non-negative real numbers R .

2. PROBLEM STATEMENT

Let ¥o.00 2 (Y0,¥1,¥2,--.) be an online sequence of obser-
vations — e.g. a streamed sequence of dense feature vec-
tors — in a continuous space 2, C R% at discrete time
instants to < t1 < ta < ... Given the sub-sequence of
observations ¥o.. = (Yo,...,¥n) up to instant n, our ul-
timate goal is to predict, at instant n, the next observation

. . . T
Yni1 = [yn+1,1 yn+1,dy] € Q.

2.1 Bayesian formulation

Now, let my_, . : €2, — €2 denote a known encoding function
which maps each observation y, into a sparse representation
« « T . . . . .

G = [zn,1 zn,dz} within a high-dimensional binary
space Q. C Zgz such that d. > dy and d; > ||Zn||1. Simi-
larly, let m._,, : Q. — €, define a known decoding function
mapping arbitrary encoded observations z, € €2, back to
observations y, € €2y.

As illustrated in Fig. 1, let us further suppose that any par-

ticular sequence of encoded observations Zo., £ (Zoy .-+ Zn)
up to instant n is emitted by a Markovian process with
an underlying sequence of hidden states sg., = (s0y---,8n)

within a high-dimensional binary space 25 C ng, Vn > 0,
ds > ||sn]|1, such that the online sequence of output obser-
vations can be written as

My (%)) - (1)

Note that, as shown in Fig. 1, the sequences Yo.n, Zo:n
and so., are realizations of the sequences of random vec-
tors YU:n é (YQ7 . ,Yn), ZO:n é (ZU, ey Zn) and S();n é
(So,...,Sn), respectively.

S’O:n = (mzay(i(]% ey

Q
Pnatlsn-2) /7 O\ Plsalsns) P(Snislsn) f\ P(SurzlSnsr)
sn n+1
P(Zp-1|Sn-1) P(zn|sn) P(Zn11|Sn41)
n
'
Q. My (Znia)

] i
1 Myey(Zn-1) v myny(2,)
v

()

Figure 1: Hidden Markov chain representing the observed
stochastic process.

@.
®<

Next, conditioned on the sequence of observations Zg.,—1 up
to instant n — 1, the random state vector S,, at instant n is
distributed according to the conditional p.m.f.

P(Sn ‘io;n71)éPT{Sn:Sn ‘ Z():io, ey anl :in71}. (2)

Since, by construction, the observed process is first order
Markovian and the observations are not correlated over time,
the following usual assumptions hold respectively for the
likelihood function and the state transition p.m.f.

P(zn ‘ S0:n, 2O:n—l) = P(in |Sn) (3)
P(Sn+1|S0n, Zom) = P(snt1]sn). (4)
Thus, upon the arrival of the encoded observation z, =

my_,.(y») at instant n, the predicted marginal posterior
P(Sn+1|Z0:n) can be recursively computed from the predicted



marginal posterior P(s, | Zoin—1) in (2) — built from the
encoded observations Zg.,—1 up to instant n — 1 — as

P(sn|20:n) X P(Zn|sn) P(Sn|Z0:n—1) (5)
P(sn+1|zon) = Z P(sn+1]8n) P(sn|Zon) (6)

with proportionality constant in (5) given by the reciprocal
of

P(2p|20m-1) = Y Plan|sn) P(su|20m-1).  (7)

sp €N

Eqgs. (5) and (6) follow respectively by the straightforward
application of the Bayes rule and the Chapman-Kolmogorov
equation given assumptions (3) and (4).

Note also that, conditioned on the sequence of encoded
observations Zo., up to instant n, the random vector Z, 1
at instant n + 1 is distributed according to the p.m.f.

P(znsi|zom) = D Plantr|sws1) Plsusi|zom). (8)

Sn+1€82%

We can compute therefore the maximum a posteriori (MAP)
estimate of the next encoded observation Z,yi given all
encoded observations Zo., up to instant n as

Zptijn = argmax P(zni1|Zo:n) (9)
Zp+1€82;
and predict then the next output observation y,41 at instant
n+1 as

yn+1\n = mz%y(in+1|n)- (10)

In this paper, however, we consider that neither the obser-
vation model P(z,|s») nor the dynamic model P(s; |sn—1)
is provided or known a priori. At first glance, this is an
ill-defined problem to solve using the conventional, model-
based Bayesian framework [21]. However, we introduce here
a novel approach to incrementally build — as new, incoming
observations are assimilated — non-parametric representa-
tions of P(z, |s,) and P(sy |sn—1) which, as indicated in
Egs. (5) through (8), entail the required knowledge regard-
ing the observed stochastic process to recursively compute
the predicted posteriors P(sp+1|Zo:n) and P(Zn+1|Zo:0) at
instant n from the previous posterior P(sn |Zo:n—1) built at
instant n — 1.

2.2 Problem breakdown

Our ultimate goal can be finally unfolded into two tasks:
i) continuously learn suitable, non-parametric probabilistic
models for P(sy |sp—1) and P(z, |s») to be able to recursively
approximate, at each time instant n, the marginal posterior
P(Zn+1 | Zo:n) from the available data Zo., as indicated in
Egs. (5) through (8), and ii) use the predicted marginal
posterior P(zn+1 | Zo:n) given the observations Zo., up to
instant n to predict the next output observation y,t1 at
instant n + 1 as shown in Egs. (9) and (10).

3. SOLUTION APPROACH

We define first the required overall structure of a suitable
encoding-decoding (codec) scheme. In the sequel, we de-
rive a novel grid-based filter to perform the aforementioned
tasks. In particular, we employ a non-parametric, Bayesian
approach to recursively predict the next observation and
learn the model hyperparameters.

3.1 Codec structure

Let Q. 2 {u{}, £ € {1,...,c.}, beaset of sparsely encoded,
binary vectors u'? € Z3* with cardinality ¢, £ |€2.| such
that

Ve, e < a-
V) # b, b, <du(p!™, pl?) < 2a.,

where a, < d, is the maximum number of activated bits
and b, is the minimum Hamming distance between any
two vectors in .. Thus, a, controls the sparseness in €2,
whereas b, determines the discriminability of its elements in
terms of the Hamming distance. Moreover, let {Q{}, ¢ €
{1,...,c.}, denote a set partition of the output observation
space €2, such that

U Qg) =Q,
=1

and its subsets Ql(f) are pairwise disjoint, i.e., V{1 # {a,
le) n Qyz) = (). We define then the following lossy, encod-
ing function m,_,, : R% — {u¥} c Z3*

z = my:(y)

> wfy € 2] (11)
=1

lI>

Note that {u{?}, £ € {1,...,¢.} is an encoded alphabet.
In particular, V¢ € {1,...,c.}, MSZ) assigns a sparse, binary
symbol to the set partition 9;‘” with a, activated bits and
at least b, bits far from the remaining ¢, — 1 symbols in
Q. C zd=.

Note also that m,_,.(-) is by construction a deterministic,
surjective function. We define therefore the following decod-
ing function m,_,, : {u} — R%

z

y = m.y(z)

> w2z =n"1, (12)
=1

[I>

in which p,?(f) can be e.g. the geometric centroid of the set
partition Q@(f). In this case, V¢ € {1,...,c.}, we can assume
that Qy) is convex by construction such that its centroid

,ugf) € Qg(f). Lastly, we follow the lead in [29] and further
assume that close observations in €2, yield close symbols in
Q.. In particular, if the Euclidean distance ||y—y'|]2 < ||ly” -
vyl for y,y',¥",y" € Q,, than the Hamming distance

1

dr (my 2 (y), myHZ(y,)) <dp(my—.(y"), my%z(y”')).
3.2 Grid-based filter

Let the cs-dimensional vector

, T
ﬂn‘n,lé |:7T(1) o) L owles) ] (13)

nln—1 nin—1 nln—1
collecting the conditional probabilities, V¢’ € {1,...,¢s},

&) s Pr{S, = ug/) |Zo = Zo, ...

nln—1 7Zn—1 :Zn—l}

represent the predicted marginal posterior P(sn | Zomn—1).
Similarly, let the c,-dimensional vector

-
. 2 [ _(0) _(c2)
Tntiln = |:7Tn+1‘n v Tk 7Tnc+1\n:| (14)



collecting the conditional probabilities, V¢ € {1,...,c.},

i) L2 Pr{Zpy1 = Mg) |Zo = Zo, ...

7rn+1|n

5 Zn—l = 2n}

represent the predicted marginal posterior P(Zn+1 |Zo:n)-
We can combine the update and prediction steps in Eqs. (5)
and (6), respectively, into a single, one-step-ahead update
rule as

P(snt1|70:m) <Y _P(Snt1|8n) P(zn|sn) P(sn|20:0-1)-
Sn €N
(15)
Thus, by assuming that z, = /,L(Zk) for some k € {1,...,c.},
we can rewrite (15) in a compact notation using matrix-vector
multiplication as

k
Tn41|n X Ffl-l)»lhl *Tnln—1 (16)
with proportionality constant such that ||, 1,|l1 = 1.
Moreover, the i-th element fr(:-Jl\ZrZ of the j-th row
k) 2 [pksD) (k. 1) (kgea)] |
fn«&il|n - |: n+’1’|n A fn+’1’|n e fn+’1’|'n: i|

of the modified, ¢s X c¢s state transition matrix

.
(F) 4 |e(k1) (k.3) (kscs)
F SR S M il

— which depends on the observation z,, — is defined as
fy(LJrJlﬁz 2 Pr{Sus1 = l"gj) |Sn = ll'g )}
x  Pr{Z,=p"|S, =p"}

such that Wfﬁun o <féﬁ_’ﬁn,ﬂ'n|n,1>, Vie{l,...,cs}

Conversely, the predicted marginal posterior P(Zn+1 |Zo:n)
in (8), can be rewritten in compact notation as

Tntin X Hog1 - Togijn (17)

with proportionality constant such that ||%,41js|[1 = 1. Fur-
thermore, the j-th element hgfff of the ¢-th row

@ a1 0,5 £es)] T
hn+1 - [h"EH»l) cee h£L+]1> hiﬁ»l ):|
of the ¢, X ¢s observation matrix
A 1 £ z T
H.p 2w, ... 09, ... nl7)]

is defined as

W2 2 Pr{Zngs = pl” [Sni = p}
such that ﬁfﬁ_lm o <h531»7"n+1|n>7 Vee{l,...,c.}.
Note though that we can not use Egs. (16) and (17) to com-
pute the posteriors P(sp+1 | Zo:n) and P(Zn+1 | Zo:n) since
the matrices F;k.:un
Welch [4] algorithm is a widespread expectation-maximization
(EM) procedure to estimate the state transition probabilities
P(sn+1|sn) and the symbol emitting probabilities P(Zx |sn)
required by both F51k+)1|n
continuously learn these models online, recursively as new
observations arrive. Thus, we need to build models for them
using a different approach.

and H, 41 are unknown. The Baum-

and H, ;1. However, we need to

3.3 Belief representation

The predicted marginal posterior P(s,|Zo:n—1) can be repre-
sented by an alternative vector — referred to as sparsely en-
coded belief hereafter in the paper — in the high-dimensional
binary space ¥, £ 75 tPs

-
pH) b<cs+ps):| €W, (18)

nln—1 °°° nln—1

bn\n—l

with up to ps active bits such that 1 < [|byjn_1||1 <ps. As
indicated in Appendix A, we can employ a deterministic
procedure to build

bn\n—l = Bel(ﬂ-n\n—l;ps) (19)

at any n > 0. Moreover, we can approximately retrieve the
original posterior 7,|,_1 by decoding the sparse belief (see
Appendix A for details)

Tnjn—1 ~ Bel ™" (Bpjn_1;ps). (20)

Hence, the belief b,,|,_1 can be seen as a sparse symbol in
the high-dimensional binary space ¥ corresponding to a
valid p.m.f. 7,1 collecting probabilities of symbols in £2s.
As discussed in Appendix A, the proposed encoding pro-
cedure Bel(-) (see Algorithm 4) is lossy in the sense that
multiple categorical distributions can map to the same sparse
belief. Consequently, as indicated in Eq. (20), the decoding
procedure Bel™'(-) (see Algorithm 5) will not be able to
fully recover the original belief. Furthermore, this may harm
the performance of the proposed grid-based filter, since, as
highlighted in the sequel (refer to Algorithm 1), at each time
step n, the grid-based filter employs the encoding procedure
to build the predicted belief by, 41, = Bel(711)n;ps) With
up to ps activated bits, a binary sparse representation of the
predicted distribution 7w, 1|y.

3.4 Re-interpreting filtering steps

From Egs. (16) and (20), we can see that, at instant n,
the predicted marginal posterior m, 41, is approximately
a function f, : 2, x ¥, — S., of the current observation
Zy = ugk) and the belief b,,|,_; at instant n — 1, i.e.

Tntiln = C’rjiﬂn'Filk_‘).”n‘ﬂn\nfl
— k _
Crtim ~F§m+)1|n - Bel ™ (bpjn_1;Ds)
= fn(invbnmfl): (21)

where the normalization constant C), 41}, is chosen such that
[|Tnt1nlls = 1. Similarly, by examining Eq. (17) and not-
ing that m, 1), = B@l_l(bn+1\n;ps), we conclude that, at
instant n, the predicted posterior 7,1, is also an approx-
imate function hpy1 @ ¥s — S., of the predicted belief
b, 41|» at instant n, i.e.

51
n+ljn Hn+1 *Tn4lln

é;illn “Hpgr - Belil(anrlln;pS)

hn+1(bn+l\n) (22)

7Tn+1|n

Q

with by, = Bel(Tpt1)n;ps) and C’nﬂm selected such
that [|%,41n|l1 = 1. Thus, at each instant n, it suffices
to propagate the sparse beliefs from by,,_1 to by41), and
plug them into Egs. (21) and (22) to compute the predicted
marginal posteriors 7,1, and 7, 1|, respectively.



3.5 Non-parametric estimation

We follow the lead of [17] and assume that, conditioned on a
particular sequence of hidden states So., up to instant n, the
predicted posterior 7,1, is a realization of a random vector
IL, 1), in the (cs — 1)-dimensional simplex S., following a
Dirichlet distribution Dir(cs; otnjn—1) with hyperparameters

s [ ) | cpe
Qpjn—1 = |:an|n—1 O‘n\;—J € R, e
Hn+1|n ‘ éO:n ~ D’iT(CS; an|n—1)‘ (23)

We also assume that av,|,—; is indexed by the observation Z,
at instant n and the previous belief b,|,—; as per Eq. (21).
Thus, given the pair (2n, bn‘n,l), we can access the corre-
sponding hyperparameters as au,jn—1 = Qpjn—1(2n, bnjn_1)
and use (23) to draw the predicted posterior 7, 11},. In the
sequel, we employ Algorithm 4 (see Appendix A) to encode
the predicted posterior 7,1}, into the sparse belief

bn+1\n = Bel(ﬂ-n+l\n§p5)' (24)
Conditioned on the sequence of observations Zg., up to in-
stant n, we also assume that the predicted posterior 7, 1), is

a realization of a Dirichlet random vector 1:In+1|n in the (c. —
1)-dimensional simplex S., with distribution Dir(cz; & jn—1)

v
and hyperparameters Qpn—1 S [6‘%1171 o?if“;)fl} S
R, ie.

1:-[n+1|n|202n ~ Dir(cz;dn\n71)7 (25)

in which &p|,—1 is yet again indexed by the predicted belief
b, 11}, computed as in (24) following Eq. (22). Thus, we
access the hyperparameters as &, n—1 = Gpjn—1(Pp41jn) and
use (25) to draw the predicted posterior 7, 41|,. Finally, at
instant n, we can predict the next encoded observation Z,1
at instant n from the predicted belief 7,41, as

b = nl € Q. (26)
B o= argmaxﬁfﬁ_lln.
1<e<c,

The probability ﬁfﬁl‘n can be seen thus as a confidence score

of the filter prediction Z,1},, whereas the probability 1 —

- (k .
WSLJ:H” with k€ {1,...

symbol Z,4+1 = ui’“) at instant n 4+ 1 can be seen as a novelty
(or anomaly) score of the observation Z,+1.

Algorithm 1 summarizes a single iteration of the proposed
non-parametric, grid-based filtering (nP-GbF) procedure at
instant n considering some memory-based mechanism M to

store-retrieve the hyperparameters.

, ¢z} corresponding to true observed

Algorithm 1 nP-GbF (2., b1, M)

: Retrieve ayn—1 = Q-1 (in,bn\n_1) from M.

: Draw w4 1)n ~ Dir(cs; pn—1) as in (23).

: Build the sparsely encoded belief b, 1), as in (24).
Retrieve Gpjn—1 = Gnjn—1 (bn+1|n) from M.

Draw p,41)n ~ Dir(cz; Gpjn—1) as in (25).

: Predict next observation 2,41, = p,g“) as in (26).

: return (in+1\n7 k7 bn+l\n7 7Tr'n,—0—1|'n.)

Figures 2 and 3 show a running example of the nP-GbF pro-
cedure. In Step 1, we retrieve the pseudo-counts v, —1 from

M given the observation z, at instant n and the previous
belief by, |,,—1. In the sequel, we sample the predicted poste-
rior 7, 41|, from the Dirichlet distribution Dir(cs; apnjn—1)
in Step 2 and build the predicted belief b,, 1}, in Step 3.
Note that the recovered posterior Belil(bnﬂm; ps) shown in
Fig. 2 does not match the sampled posterior 7,11}, in Step

(€5) (e5) .

n«i1|n ni1|n in the
original posterior 7, 1), collapsed into a single probability
at location /5, since the indexes 5 = 12 and ¢35 = 14 were

too close, i.e. 5 — 5 =2 < ps = 8. On the other hand, note

that the probability Trfil_)l‘n

virtually intact in the recovered posterior Belil(bnﬂ‘n;ps).

2. Specifically, the probabilities 7 and 7

at the location #; = 4 remained

) Step 1: Pseudo-counts a1 = @,u—1(Zn; Pujn_1)

1

0 “
10 Step 2: Sampled posterior T, y,, ~ Dir(cy; @,j—1)
0.5
00 L=

Step 3: Encoded belief b,y = Bel(m,.y,;p,) (=0, 0= 1)

10 Recovered posterior Bel ™' (b, .1, p.)
0.5
0.0 “

1 =4 1=1214=14 c Cs+ps

Symbol index ¢
Figure 2: Running example illustrating Steps 1 through 3
of the nP-GbF procedure considering c¢s = 24, ps = 8 and

0‘512\2_1 =2712 /' except for ¢; =4, ¢4 =12 and ¢4 = 14.
Similarly, as show in Fig. 3, we retrieve the pseudo-counts
Qpln—1 from M in Step 4 using now the predicted belief
b, 41 at instant n obtained in Step 3. Then, we sample
the predicted posterior 7,11}, from the Dirichlet distribu-
tion Dir(cz; Gty jn—1) in Step 5 and, finally, predict the next

observation Z,1, in Step 6 as the symbol ug“> € Q, with
the highest probability ﬁfﬁzlln in the predicted posterior

Tpt1jn- In the running example, the highest probability

~ (£2)

1)y OCCUTS at the location /s, i.e. k=0, =16.

Step 4: Pseudo-counts &, 1 = &jn-1(Ppig)n)

Step 5: Sampled posterior 7, y,, ~ Dir(c.; &[u—1)

LN

0.5

0.0l N uE

Step 6: Next observation 2, ,, = ,u,(:i‘] (W#kO=k)

10n=2 £, =16 03=24 Cz
Symbol index ¢

Figure 3: Running example illustrating Steps 3 through 6

of the nP-GbF procedure considering ¢, = 32 and dfﬁ)nfl =

2712 V¢, except for 41 = 2, £o = 16 and {3 = 24.

3.6 Hidden states formation

In general, the hidden states are not directly observable.
As expected, the filtering steps (see Algorithm 1) do not
require one to directly observe them. However, as shown in
Appendix B, to be able to update the model hyperparameters



Qyp|n—1 using a frequentist approach, we need to pin the
index j of the hidden state symbol ugj) at instant n + 1
from which the observation %, 41 is emitted. To this end, we
further assume that the hidden state s,, represents the last £
observations. Specifically, at instant n 4+ 1, upon the arrival
of the new encoded observation z,+1 = ;Lgk), ke{l,...,c.},
we select a unique index j € {1,...,¢s} and assign it to
the sub-sequence of observations Z,2—¢:n41, i.e. we make
Sp41 = ugj) € Q. Lastly, in this paper, we increment the se-
lected indexes from {1,...,cs} by ps to make sure their belief
representations will not overlap (see Appendix A). Then, we
update the hyperparameters a,|,—1 and &py|,—1 as follows.

3.7 Non-parametric learning

By construction, conditioned on the predicted marginal pos-
terior m, 41, at instant n, the hidden state S,+1 at instant
n + 1 is distributed according to a categorical distribution
Cat(Qs; Ty y1pn) over £, ie.

Sot1|Tngiin ~ Cat(Qs; Tpiin)- (27)

Since the Dirichlet distribution is the conjugate prior of the
categorical distribution, it follows from Eqs. (23) and (27)
that, conditioned on the built sequence of symbols Sp.r,+1 up
to instant m + 1, the random vector IT, 1), is also Dirichlet
Hn+1\n | §n+1 = “ij)y éO:n ~ DiT(CS; an+1\n)7 (28)
in which the new hyperparameters are updated using a fre-
quentist approach as (proof details are in Appendix B)

Qpiijn = Qnjn—1 1+ 1. (29)

Note that, conditioned on 7, 1|5, the next observation Z, 1
at instant n + 1 is also distributed according to a categorical
distribution Cat(€.; py1n) over ., ie.

Zn+1|ﬁ'n+1|n ~ Cat(ﬂz;ﬁn+1‘n). (30)

Thus, it follows from Egs. (25) and (30) that the same prin-
ciple is applicable to I, ;},. Conditioned on the encoded
sequence of observations Zo.,+1 up to instant n + 1, we can
write

]-:-[n+1|n ‘277.4—1 = Mik)a zO:n ~ DiT’(CZ; d'rL+1|n)7 (31)

where the new hyperparameters are given by (see Appendix B)
d'rL+1|'rL = dn\n—l + 1. (32)

Even though learning happens at instant n + 1, it is worth
noting that the updated hyperparameters 1}, must be
properly stored indexed by both the observation z, and the
previous belief b,|,_; from instant n such that o, 41, =
Qpi1jn(Zn, byjn—1). Conversely, the updated hyperparame-
ters &, 41)n, must be stored indexed by the predicted belief
byiijn, i-e. @nyijn = &ng1jn(Dng1jn). Thus, in this context,
we need to draw a new posterior 7,11}, ~ Dir(cs; Qpi1jn)
using (23) and rebuild the sparse belief b, 11|, as in (24), be-
fore storing the updated hyperparameters &1}, — in some
preexisting storage M — indexed by by, 1|n.

The non-parametric, memory-based learning (nP-MbL) pro-
cedure is outlined in Algorithm 2. We assume again that
all hyperparameters are retrieved from and stored back to
the same memory-based mechanism M and that the obser-
vation and the hidden state at instant n + 1 are respectively
Znt+1 = /,L(Zk) and Sp41 = ugj). Note that we weighted the
increments in (29) and (32) by a learning rate n > 1 to
speed-up sequence learning.

Algorithm 2 nP-MbL (4, k,7,%n, bujn—1, Bpi1jn, M)

Retrieve apjn—1 = Qpn—1 (in,bn‘n,l) from M.
Update api1)p < Qpjn—1 +1-1; as in (29).
Store o y1jn (in,bn\n_1) = Opt1)n into M.
Draw 7,4 1)n ~ Dir(cs; Qyy1jn) as in (23).
Encode 7,41 into b,y as in (24).

Retrieve Gpjp—1 = Gpjn—1 (bn+1|n) from M.
Update Gpq1)p < Gpjn—1 + 1 1% as in (32).
Store &upy1jn (bn+1|n) = Gpq1)n into M.
return M

4. RAM-BASED IMPLEMENTATION

In this section we propose an efficient implementation of the
memory-based mechanism M using a shallow, two-layer
depth WNN. Specifically, each layer consists of an one-
dimensional array of VG-RAM nodes allowing us thus to i)
quickly retrieve input-output pairs indexed by binary input
patterns and ii) perform one-shot learning by storing new
associative input-output pairs readily.

A VG-RAM node stores a set M of input-output pairs —
a.k.a. lookup table — such that, V(8',a’) € M, 8’ € Z;ﬁ
is a dg-dimensional binary input pattern and o' € Ry is
the associated output, in our case, a non-negative hyper-
parameter. In particular, given an input pattern 8 € Z;ﬂ ,
the node finds the hyperparameter a whose corresponding
input pattern 8 has the closest Hamming distance to it.
More precisely, the node retrieves the hyperparameter & in
(,B, &) + FIND (M, ) from M for a given 8 such that

(,B,o?) = argmin dg (8, B).

(B'a")eM

On the other hand, to learn a new input-output pair (38, «),
the node makes M «+ INIT (M, 3, o) & MU{(8,a)}. Lastly,
to update the hyperparameter & associated to an existing
input pattern 8, replacing it by some & € R4, the node makes
M « UPDT (M, B,&,a) = (M\ {(B,a)}) u{(B,a)}.

4.1 Non-parametric estimation

Figure 4 graphically illustrates Steps 1 through 3 of Algo-
rithm 1 and summarizes therefore how the function b, 1, =
fr(Zn,bpjn—1) is implemented. In particular, the figure
shows how we employ a cs-dimensional array of VG-RAM
nodes to retrieve the hyperparameters a,|,—1 based on the
stored input-output pairs whose input patterns have the
closest Hamming distance to the concatenated input vector
Zn ® by, € Zy? T "P5. Figure 5 depicts Steps 4 through
6 of Algorithm 1, which in turn implements the function
Bn+1|n = h,(byy1jn). The figure indicates how an additional
¢,-dimensional array of VG-RAM nodes is employed to re-
trieve &, |n,—1 based on the stored associative pairs whose
input patterns have the closest Hamming distance to the
input b,y € Z§S+ps.

Note that, in filtering Steps 2 and 5, the filter assigns different
("

probabilities 7, iln and friﬁ ,, 0 symbols in €25 and €2, ac-

'ELZ+>1|7L n+1|n
in Steps 1 and 4, respectively. In Step 3, the filter also assigns
an indexable label (symbol in ¥,) to the predicted posterior
T, 41|n by building the sparse belief by, 11}, = Bel(7p11js),

1

cording to the retrieved hyperparameters « and &
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Figure 4: WNN layer £1: one-step-ahead state belief prediction.

which is in turn employed to retrieve the hyperparameters
diﬂlln at Step 4. We select finally the predicted observation

Zp41|n in Step 6 — based on the predicted marginal posterior
Tnt1jn — as the base vector pém with the highest probability

-~ (k .
Wiil\n using (26).

4.2 Non-parametric learning

Let My/) and My) denote respectively the lookup tables of
the #-th and /-th VG-RAM nodes at WNN layers £; and
L. At instant n, the £-th VG-RAM node in Fig. 4 retrieves

nln—1

(.70/’5’) ) « FIND (Mﬁmdn & bnm—l)

and, therefore, contributes indirectly to the activation of the
¢'-th bit of the belief b, 41)» through the Dirichlet-sampled

probability Wfbﬁ)l‘n. By the same token, the /-th node in

Fig. 5 retrieves
(-, dfﬁ)n_l) + FIND (Mé“,bnﬂ,n)

at instant n driving therefore the odds of the ¢-th symbol

19 in Q. being selected as the prediction Zptiln = ug“), ie.
k= £, by shaping the Dirichlet-sampled probability ﬁfﬁlln.
Then, at instant n + 1, the VG-RAM nodes finally learn
the new hyperparameters o'’ and @

YyPerp n+1|n n+1|n
input-output association pairs

by storing new

M - INIT (M), 2, @ bajor 0l )
MY? « INIT (Méé),bwumdfﬁun)
or by updating the existing ones as
M) « UPDT (Mngin ® bn\n%’afﬁ'ﬁ—l’aﬁlm)
M« UPDT (M, byyapn, 6, 16l ) -

Intuitively, the #-th VG-RAM node in layer £; learns — in a
frequentist fashion — how likely is to activate the correspond-

ing ps bits bif_?lln, cen bg_/;;lp;) along the layer’s output belief

b, +1]» when exposed to a given input pattern Zn, @ byjn_1
such that the likelihood of activating those bits increases as
the corresponding input pattern (or a similar one in terms of
the Hamming distance) is repeatedly presented to the layer’s
input. The VG-RAM layer £ thus learns how to predict its
output belief given the current input pattern. Note that, as
we are not estimating the hidden state s,,+1, there is no need
to explicitly build the set 5. As shown in Appendix B, we
just need the symbol indexes to update the hyperparameters
Qyn—1. The set €., in turn, is required by both the WNN
layer L2 to make the prediction Z,41, in Step 6 and the
codec scheme to encode the observation ¥, as in (11) and
decode the prediction 2,1, as in (12).

S. APPLICATION EXAMPLE

In this section, we illustrate the use of the proposed nP-
GDbF and nP-MbL procedures in an anomaly detection (AD)
application. In particular, we build an anomaly detector to
handle streaming, real-time data and assess its performance
using four synthetic toy time-series, specifically designed to
evaluate AD algorithms.

Algorithm 3 shows how we can employ Algorithms 1 and 2 to
build a non-parametric, CL anomaly detection (nP-CLAD)
procedure. In this procedure, we compute first the anomaly
score ZZ‘L as the complement of the probability erﬁlln in
Tpt1jn corresponding to the encoded observation Zp41 =

ui’“) at instant n + 1. Then, we verify if the corresponding
anomaly score Z;ﬁl exceeds a threshold 7. Note therefore
that this test takes into account the predicted probability
7?5!21‘” of the observed symbol Z,4+1 = ugk) in 410 Al
ternatively, we can modify this criterion to check if the
encoded observation Z,1 mismatches the predicted obser-
vation 2,41, — symbol in £, with the highest assigned
probability in the predicted (sampled) posterior 7,1, — by
a maximum number of bits §, i.e. dg(Zni1,%nt1)n) > 0.
For convenience, we summarize the hyperparameters em-
ployed by the sparse codec, the WNN layers — £; and L2 —
and the nP-CLAD algorithm in Table 1.
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Figure 5: WNN layer L2: next observation belief prediction & matching.

Algorithm 3 nP-CLAD (Y41, %n, byjn—1, M)

1: Encode observation y,4+1 as zZp4+1 = p,ik) using (11).
2: Build the hidden state $,+1 = ugj) from Zpy2—cint1.
3: Predict the observation z,1 using Algorithm 1

An n»y k? ~

(nsain, ¢ P-GDF (%, byjn_1,M) .
bn+l\n7 7Tn+1|n)

4: Compute the anomaly score as E?f-lu +—1- ﬁiﬂlln.

: Detect the anomaly by checking Afl‘j_l — [[Z‘Zlil > 7].

6: Learn the non-parametric model using Algorithm 2

M < nP-MbL (.77 k777a in, bn|n717 bn+l\n7M) .

(o

. d d s
7: return (AZ_,_I,ZZ+1,zn+1,bn+1|n,M)

numeric encoder with 961 buckets — unique symbols in €, —
and d. = 2'° bits to encode the time-series values as indicated
in [29]. We also initialize z1_¢.—1 by replicating Zo to be able
to build s,, Vn > 0, as required in Step 2 of Algorithm 3.
There is no need to decode network predictions in this AD
application.

Table 2 summarizes the hyperparameters employed to setup
the WNN model and run all experiments. We should high-
light that only 11 hyperparameters are required to initialize
the proposed RAM-based model plus the nP-CLAD algo-
rithm. The hyperparameter ds is not required, since there is
no need to build the set €.

Table 2: Hyperparameters employed by the codec, the WNN
layers, and the nP-CLAD algorithm throughout experiments.

Codec Layer £4 Layer Lo nP-CLAD
Table 1: Summary of the WNN model hyperparameters. az 2° Cs 210 Cz 21° 3 2°
Codec: map observations y, € €2, into symbols z, € Q. b, 22 v, ofl 2712 Ve, at| 2-12 T 0.75
a, Maximum number of activated bits in Z, d, 210 Ps 23 — - n 2!
b, Minimum Hamming distance of symbols in €,
d. Total number of bits of z, Figures 6 through 9 show the AD results considering four

Layer L£;: learn how to predict the posterior m, 1|,

Cs Number of symbols in

Ve oy Initial Dirichlet Dir(cs; ag|—1) pseudo-counts

Ps Number of activated bits in the belief b, |, _,
Layer L3: learn how to predict the posterior @, 1jn
Cs Number of symbols in €2,

Ve, 6,  Initial Dirichlet Dir(c.; éoj—1) pseudo-counts

nP-CLAD: check y,+1 using its anomaly score E‘fl‘il

13 Length of the sub-sequence Z,+2—¢:n+1
T Anomaly detection threshold
n Learning rate employed by the WNN model

We initialize by_; as per nP-GbF filter Steps 2 and 3 by
making o|—1 = o in Algorithm 1. We encode the streamed
observations Yo.0c in Step 1 using a fixed-range (0 — 100)

artificial time-series with randomly anomalous spikes. De-
spite being quite simple, these AD experiments illustrate the
filter ability to learn increasingly complex sequences online
and detect point anomalies. We highlighted the true anoma-
lies — intervals shaded in red — and indicated the detected
anomalies — red circles — in the last 500 time instants (green
area), since the filter was still learning the time-series in
the first half of the simulation (gray area). The nP-CLAD
was able to successfully detect all random spikes along the
evaluated time-series using the anomaly scores provided by
the non-parametric model. Nevertheless, it is worth noting
that the filter still needs to be validated in real-world settings
using e.g. Numenta Anomaly Benchmark (NAB) [1].

The experiments were conducted in an Intel(R) Core(TM)
i7-9750H central processing unit (CPU) @ 2.60GHz with
32GB of RAM. Note that the inference time depends on the
number of entries stored in the VGRAM nodes’ memory,
since the nodes memory is virtual and its size increases as
the WNN model learns a new sequence.
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Table 3 indicates the mean and maximum inference times
in milliseconds — considering one iteration of Algorithm 3 —,
and the accumulated memory size in kilobytes at the end of
each experiment. As expected, the accumulated memory size
increases according to the complexity of the learned time
series. Finally, a non-optimized Python implementation of
the proposed algorithms and reproducible experiments can
be found in [15].

Table 3: Computational performance considering different
time series. Inference times are in milliseconds (ms), whereas
accumulated memory sizes are in kilobytes (kB).

. Inference time
Time Accumulated
series | Average | Maximum | memory size
Constant | 10.74 ms | 24.82 ms 58.45 kB
Squared | 11.22 ms | 32.03 ms 151.17 kB
Sinusoidal | 11.72 ms | 31.93 ms 168.30 kB
Sawtooth | 11.50 ms | 35.62 ms 178.40 kB

6. CONCLUSIONS

6.1 Summary of paper contributions

We presented in this paper a fully non-parametric, grid-based
filter designed to intrinsically learn an interpretable proba-
bilistic model of the underlying Markovian process (see Fig. 1)
emitting the incoming sequence of observations, which allows
one to make explainable and auditable predictions — relying
on clear input-to-output causal chains connected to traceable
memory entries — with promising, but still limited results as
shown in toy AD examples. Moreover, the proposed RAM-
based filter implementation performs one-shot, CL without
requiring any special hardware to accomplish it. Indeed, VG-
RAM nodes can be efficiently implemented through software
— using e.g. C++ to really tame the machine — conceived
to run on general-purpose, CPUs using ordinary, abundant
RAM hardware, which is orders of magnitude cheaper than
state-of-the-art graphics processing units (GPUs) specially
designed for machine learning tasks.

6.2 Future research directions

As future research, we propose to adapt the sparse auto-
encoder introduced in [26] to learn (offline) a high-dimensional
binary representation of the continuous-valued observations
in an embedded space. We also intend to employ mismatched
predictions as learning signals as proposed by Cui et al.
in [11]. Furthermore, we can limit the memory capacity of
the VG-RAM nodes and individually force them to eventually
replace associative input-output pairs with small hyperpa-
rameters by new ones, limiting thus the required network
resources by forcing its nodes to gracefully forget in the
long run input patterns which are not frequently seen, i.e.
presented as input to their corresponding layers. Lastly, we
may use sparse binary word vectors as proposed by Faruqui
et al. in [16] to encode natural language data and check
the suitability of the proposed filter to build a tiny language
model which is able to continuously learn from new corpora.

7. ADDITIONAL AUTHORS

Additional authors: Thiago Oliveira-Santos and Claudine
Badue (Applied Computational Intelligence Institute, UFES
[todsantos, claudine]@inf.ufes.br).
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APPENDIX
A. BELIEF ENCODING

Algorithm 4 indicates how to encode the categorical distribu-
tion 7 with ¢ categories into a sparsely encoded belief b in
the binary space Z5 ™ with up to p activated bits. Note that
this is a lossy encoding scheme. Besides the floor operation
in Line 5, which rounds off the scaled probabilities p - ;,
Vi € {1,...,c}, non null probabilities m; > 0 and 7; > 0,
1 # j, in ™ with close indexes |i — j| < p can generate a
sequence of contiguous active bits in b. Thus, as illustrated
in the running example in Sec. 3 (inspect Fig. 2), depending
on the probability values m; and 7;, multiple valid categori-
cal distributions can be mapped to the same belief by this

Algorithm 5 shows in turn how to decode the sparsely
encoded belief b into the posterior w within the (¢ — 1)-
dimensional simplex S.. It is worth noting that this algo-
rithm will assign a non null probability m; to the first symbol
belonging to a contiguous sequence b;, bi+1,bit2,... of ac-
tivate bits in b. Thus, one should avoid assigning similar
symbols to close locations in 7 such that it is unlikely to
produce a single contiguous sequence of active bits within b.
Otherwise, the Bel(-) procedure in Algorithm 4 will activate
overlapping sequences of contiguous bits in the binary space
Z;“’ for those symbols, therefore yielding an ambiguous
representation which cannot be properly recovered by the
Bel™*(-) procedure in Algorithm 5.

algorithm. Algorithm 5 Bel™! (b = o bess] ' ;p)
Algorithm 4 Bel (7\' = [m ﬂ'c] T ;p) 1: Initialize ®™ = [7T1 e TrC] " such that, Vi €
T {1,2,...,0},71’1'(—0.
1: Initialize b = [b1 .. bc+p] such that, Vi € 2: acc+ 0
{1,2,...,c+p}, b < 0. 3: fori<c+ptoldo

2: acc+ 0 4: acc < acc + b;

3: fori< 1toc+pdo 5: if i<cA(i=1Vbi—1=0)then

4: if ¢ <cthen 6: T <— acc

5: acc < acc + Lp-m-—l—%j 7 acc < 0

6: end if 8: end if

7 if acc > 0 then 9: end for

8 b + 1 10: Normalize 7 such that 25:1 T = 1.

9: acc + acc — 1 11: return =«

10: end if

11: end for

12: return b




B. SEQUENCE LEARNING

According to assumption (30), p(Znt1 | Tni1n) is a cat-
egorical distribution. Thus, for a particular realization
Znt1 = uik) of Zy,+1, the likelihood function becomes

P(Zn+1 | Trg1in) = P(Zn+1 ‘ﬂ-n+l\n)|zn+1:2n+l

= Zﬁfﬁlln [z = p]
=1

=7 (33)

n+1ln’

k
21 =nl"

From Eq. (33) and assumption (25), it follows that we can
write the updated posterior p(7,,41|n | Z0:n+1) using the Bayes
rule as
p(ﬁ-n+1\n | 20:n+1) X p(in+l ‘ﬁ-n+1\n) p(ﬁ-n+1|n |20:n)
~ (k) cz

= (£)
_ Tt H(w) )"nw—l’l
B(dn\n—l) =1 ntlin

Cz &® 1
- (k) - () nin—1
X ﬂ-n+1\n H (ﬂ-n+1\n> ’ (34)
=1

since the Beta function B(&y|n,—1) is constant for a given
Gpjn—1. We can rewrite thus the right-hand side of (34) as

- (k) 1)71 cz s
- (k) (an\n—ﬁ _(0) nln—1
(ﬂ-n-!—l\n) H 7Tn+1|n . (35)
0=1,05%k
Thus, given Z,4+1 = ,ug’”, the updated posterior can be

rewritten as

Cz €3]

_ . 1 (L dn+1\n_1
P(Tntijn|Zom+1) = B(@nim) H (”lenn) (36)

£=1

with new normalization constant given by the reciprocal of
B(étp41|n) such that, conditioned on both Z,41 = p,(zk) and
Z0:n, Il,41n is also Dirichlet

ﬂn+1|n |in+l = Hik)7 Z0in ~ Dir(CZQ &n+1|n)
with new hyperparameters &, 1jn = Gpnjn—1 + k.
Using a similar approach, given assumptions (23) and (27),
we can show that, conditioned on a particular realization
Snt1 = ;ng) of S,,+1, the Bayes rule application

p(ﬂ-n+1\n | §01n+1) X p(én+l |7rn+1|n) p(ﬂ'n—o—1|n ‘§0:n)

(49 Ccs ("
_ _ntin H(W(m )O‘nlnfl_l
B(onjn-1) nttin
=1
cs «
®) @) \nin-1
X 7Tn]+l\n H (ﬂ—n+1|n) (37)
=1

yields an updated posterior

cs ’

1 @ \Fntun
p(ﬂ-n+1 n | éO:nﬁ»l) = —— (’Trn n) " "
! B(ant1in) E +
(38)
with new normalization constant given now by the reciprocal
of B(oty41)n), which is also Dirichlet
(49)

Hn+1\n|§n+1 = Mg ,éO:n ~ DiT(CS; an+1|n)

with new hyperparameters o, 1jn = Qtnjn—1 + 1.



