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ABSTRACT

This survey explores how specific artificial neural networks
(such as GNNs, CNNs, RNNs, LSTMs, GANs, Transform-
ers, MLPs, and hybrid models) have been applied to secure
blockchain systems. Blockchain technology continues to ex-
pand across various fields due to its decentralized, tamper-
resistant qualities. However, several concerns have been
raised since they are more vulnerable to real-time threats
and attacks. Deep learning, a branch of artificial intelli-
gence (Al), presents itself as a promising solution for en-
hancing blockchain security due to its ability to learn from
complex datasets. We categorize current research by neural
network type, the application domain of the model, applied
blockchain layers, security/privacy, and attack/defense, and
identify existing patterns, challenges, and research gaps.
Several conclusions include data scarcity issues, latency, and
limited deployment across all blockchain layers (such as the
consensus layer and hardware layer). After studying and
comparing several existing surveys, we provide a unique con-
tribution by explaining deep learning techniques specifically
tailored for blockchain security, which enables us to high-
light numerous opportunities for future researchers to ad-
dress current limitations, such as scalability and privacy.

1. INTRODUCTION

Blockchain technology is currently quite prominent in both
academic and industrial fields, such as healthcare [53; 40;
67], financial services [51; 69], smart contracts [13; 41; 32],
and many other areas. These areas exploit its unique streng-
ths, such as data immutability and its tamper-resistant na-
ture [4; 15; 9]. Despite the wide range of strengths offered
by blockchain technology, these systems are still suscepti-
ble to security threats and anomaly attacks [12; 32]. As
blockchain technology continues to scale up in size and be-
come more complex, security systems struggle to meet real-
time demands [8; 25]. Real-time threat detection is nec-
essary for these systems to accurately handle threats and
anomalies that attempt to compromise sensitive data [25;
38], which blockchain technology is struggling to match.

Deep learning, a subset of machine learning, is an emerg-
ing technology that could potentially address the previously
mentioned issues with blockchain systems [33; 26]. Its ability
to learn from large-scale data and adapt to distinctive en-
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vironments could properly address issues found with block-
chain security, allowing new paths for researchers hoping
to improve blockchain security and privacy. Various neu-
ral network architectures have demonstrated capabilities in
strengthening blockchain systems, such as Graph Neural
Networks (GNNs) [25; 14; 32; 30; 12; 42; 57; 33; 54; 11;
56], Convolutional Neural Networks (CNNs) [26; 69; 7; 31;
5], Long Short-Term Memory Networks (LSTMs) [4; 39; 13;
50; 41; 37; 9], and transformers [40; 8; 1; 16; 36]. Mod-
els that utilize neural networks can provide contributions
towards security (e.g., anomaly detection and threat miti-
gation) and privacy (e.g., decentralized data protection) [39;
57]. The functionality of deep learning for security and pri-
vacy heavily depends on model type, data availability, and
the applied blockchain layer(s). Therefore, we clearly clas-
sify and analyze each paper that discusses deep learning
for blockchain security (DL4BCS) to properly demonstrate
which characteristics existing research has. This survey will
also state the neural network(s) utilized in an article, along
with what blockchain layer(s) the system employs. We also
go in-depth on whether a study features a system with build
specifications meant to defend from threats, or to attack
threats. Finally, we clearly state an application domain for
each paper, showcasing how each researcher would apply
their system in real-world conditions.

To explore the intersection of deep learning for blockchain
security (DL4BCS), this survey paper explores current re-
search that focuses on the potential this field could provide.
Our goal is to address the following research questions:

RQ1. How has deep learning been used to address existing

blockchain-related security concerns?

RQ2. How do different types of neural networks contribute

to blockchain security?

RQ3. What are the main similarities and gaps found in Deep

Learning for Blockchain Security between different neu-
ral networks?

RQ4. What potential research directions could we provide

for DL4BCS-related studies?

Based on these questions, there is a clear focus on how deep
learning can impact blockchain security, which provides a
specific scope for our research. This survey will provide
an in-depth analysis and categorization of current research
that discusses this specific topic. Any papers that discuss
alternative, yet similar topics, such as large language models
(LLMs) for blockchain, or machine learning for blockchain,



Table 1: Overview of Existing Related Surveys. Based on our stated search criteria in Section 3, we found and compared
related surveys about blockchain technology and machine learning from various perspectives, such as whether the survey is
machine learning for blockchain or vice versa (with a specific focus on LLMs or deep learning). We also categorize whether
a paper discusses security, architecture-based analysis, and future research. This table provides a visualization of whether
(i) papers focus on using artificial intelligence for blockchain or the other way around, (ii) a survey discusses LLMs or deep
learning, (iii) a paper addresses a model that applies to security, (iv) a paper provides definitions and specifics for various
neural networks, and (v) a paper provides researchers several potential research directions for DL4BCS based on existing
research. We denote @, O, and O as a full, partial, and no discussion of the corresponding items.

Architecture-based Future

Source ‘ ML for BC ‘ BC for ML ‘ Security Analysis Research Directions
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* DL refers to deep learning techniques with the exception of LLMs.

or even blockchain for deep learning, are notably not in-
cluded in our scope, as we aim to discuss purely how deep
learning could potentially improve blockchain security. Al-
though we don’t provide an in-depth analysis of articles
within these alternative research fields, we will later discuss
several surveys that focus on these alternatives.

In order to properly distinguish our review from other sim-
ilar existing surveys that discuss artificial intelligence (AI)
and blockchain, we provide an in-depth comparison of sev-
eral reviews in this field. Ressi et al. [48] provide a general
review on how integrating AI and blockchain can maximize
blockchain technology to its full potential, opening doors to
many real-world applications. He et al. [27] focus specif-
ically on how LLMs can improve blockchain security. Al-
though similar to DL4BCS, LLMs are a specific deep learn-
ing model trained to generate and understand human text.
Therefore, this survey focuses on how LLMs can improve
blockchain security purely from pre-trained data. Zhang et
al. [73] inspect blockchain and deep learning simultaneously,
discussing how security can apply to certain systems without
including it within its general scope. Ural and Yoshigoe [63]
wrote their survey on how blockchain can enhance machine
learning, which is notably the complete opposite of He et
al. [27]. In a similar manner, Geren et al. [21] discuss how
blockchain can be used for LLM in a security and safety
aspect unlike He et al. [27] (with the additional range of dis-
cussing safety). Shafay et al. [55] discuss how blockchain can
be integrated with deep learning in hopes of improving deep
learning overall. Notably, this survey serves as the opposite
of DL4BCS with an included area of focus for security.

To summarize, existing surveys focus on how Al can be used
for blockchain (or vice versa). However, there are existing
gaps on how deep learning could be used to improve upon
blockchain security. To further close this gap, we provide
a summary of distinctions between this survey and other
existing reviews in Table 1. From this table, we can see that
our survey paper features a unique contribution showcasing

an architecture-based analysis for various neural networks.
We provide our review contributions and highlight the spe-
cific impacts to answer our research questions as follows:

1. We first properly define blockchain and deep learning in
Section 2 by examining technological history and pre-
senting diagrams to explain deep learning and blockchain
integration. We then provide a comprehensive litera-
ture review within Section 4. We provide detailed def-
initions and collected resources from each paper to pro-
vide a proper in-depth understanding of current research.
This section is split into several subsections, each focusing
on a specific neural network. We deliver insights within
these research projects, providing in-depth explanations
on how each study focuses on DL4BCS. This review pro-
vides explanations on how researchers choose to integrate
deep learning and blockchain, and how researchers could
continue to improve this area of study in the future [RQ1]

[RQ2| [RQ3] [RQ4].

2. We provide several tables for each paper in our methodol-
ogy, categorized by different deep learning architectures.
We specify whether each article discusses security /privacy
and attack/defense. We also clearly state an application
domain alongside a clear distinction of which blockchain
layer(s) are used for the proposed model. For instance,
Table 3 focuses on Graph Neural Network Papers, Ta-
ble 4 discusses Convolutional Neural Network Papers,
and so on up to Table 9, which discusses Hybrid Papers.
With these tables, we clearly show how deep learning
currently addresses blockchain security concerns [RQ1]
[RQ3]. We also present clear similarities and differences
between each neural network in current DL4BCS research,
which ultimately provides general research directions for
each neural network [RQ2] [RQ4].

3. We highlight specific papers within DL4BCS research by
presenting diagrams that accurately reflect models dis-
cussed by researchers. For GNNs, we created Figure 3



to display and highlight Cai et al. [11]. For Generative
Adversarial Networks (GANs), we created Figure 4 to
display the system created in Rabieinejad et al. [45]. Fi-
nally, for Hybrid Networks, we created Figure 5 to ex-
hibit the system provided in Saveetha et al. [51]. We
chose to present diagrams for these papers due to their
strong explanations on how specific neural networks have
directly affected blockchain security in some way [RQ1]
[RQ2]. These diagrams also provide a visual demon-
stration of how certain systems and models can be sim-
ilar and/or different, even when using different neural
networks [RQ3]. These similar and different traits can
be further elaborated into potential research directions,
which will be discussed within this review [RQA4].

The remaining sections of this paper are organized in this
manner: In Section 2, we provide a clear background of
blockchain technology and deep learning. We also define
and explain the neural networks included in our method-
ology, and provide a history as to how these neural net-
works came to be. We propose a visualization of the layers
of blockchain in Figure 1, and provide a taxonomy in Fig-
ure 2 that shows how various layers and neural networks
can integrate for various application domains. In Section 3,
we explain our methodology, clearly stating what criteria
we followed and stating how we searched for articles that
discuss DL4BCS. In Section 4, we provide an analysis for
each article included in our methodology. To go in-depth
on certain models within existing research, we also provide
diagrams to highlight several key uses for deep learning and
blockchain integration. To summarize every paper included
in our methodology, we provide tables for each neural net-
work to clearly show similarities and differences between
each paper and neural network. In Section 5, we address
challenges that currently impact researchers when integrat-
ing deep learning and blockchain together, which overall hin-
ders research advancements. In Section 6, we discuss poten-
tial research directions within the field of DL4BCS. Finally,
in Section 7, we sum up our review of the literature on cur-
rent research on DL4BCS.

2. BACKGROUND

The application of deep learning to blockchain technology
has created new opportunities for cybersecurity, automa-
tion, and decentralized intelligence. In order to understand
how these technologies come together, it is important to
study their foundations. This section introduces blockchain
technology, going in-depth on its origin and how it oper-
ates. We will also explore the fundamentals of deep learn-
ing, including how neural networks function and how they
learn from data. We then discuss key neural networks com-
monly used with blockchain technology, focusing on their
design, capabilities, and original contributions. Together,
these foundations give context for the applications and chal-
lenges discussed in this paper.

2.1 Blockchain

Blockchain is a type of digital ledger technology that allows
secure and transparent transactions across distributed net-
works, making it a unique technology. It first appeared back
in 2008 when Satoshi Nakamoto introduced the concept in
“Bitcoin: A Peer to Peer Electronic Cash System.” [43].

Nakamoto describes a decentralized mechanism that uses
Proof-of-Work (PoW) to validate blocks of transactions.
PoW is made up of complex cryptographic puzzles that are
solved by network participants, who are typically referred
to as miners. This method ensures that each block has a
time stamp and is tamper resistant. By introducing the ele-
ment of tamper-resistance, this prevents users from double-
spending and removes the need for a third party.
Blockchain consists of different layers, with each layer con-
tributing specific part in the systems functionality and se-
curity, as shown in Figure 1. The very base layer is the
data layer, which is responsible for data organization and
management, including nodes and underlying data storage
technology [61; 60]. Above the data layer is the network
layer, which handles peer-to-peer protocols and block distri-
bution across the network [60]. Next is the consensus layer,
which implements algorithms such as PoW or Proof-of-Stake
(PoS). This layer is extremely important, as it ensures that
all participants in the network agree on one single source
of truth [60]. On top of the consensus layer, we find the
hardware layer. This is where transaction logic is executed
and where the general state of blockchain is maintained [29].
Next, the contract layer allows programmable logic in the
form of smart contracts and enabling decentralized applica-
tions, which is often found in platforms like Ethereum [60].
It is important to note that we didn’t include the contract
layer within our blockchain layer classification for each pa-
per throughout this survey due to this layer not having par-
ticularly unique traits in comparison to other layers. The
top layer of blockchain is called the application layer, which
includes end-user interfaces and tools such as wallets and
trading platforms. These interfaces are able to directly in-
teract with smart contracts and the underlying network [29;
60].

In 2014, blockchain technology was expanded by Vitalik Bu-
terin in “Ethereum: A Next Generation Smart Contract
and Decentralized Application Platform” [10]. Ethereum
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Figure 1: Blockchain layers and their corresponding key
functionality.



builds on several elements of Bitcoin’s blockchain architec-
ture while introducing the concept of smart contracts. Smart
contracts are programmable scripts that execute automati-
cally under predefined conditions within the Ethereum Vir-
tual Machine (EVM). This allows blockchain to support
rich decentralized applications and transform them into pro-
grammable ecosystems. As a result, they’re able to execute
financial contracts, apply to supply chain coordination, and
improve autonomous digital services.

2.2 Deep Learning

Deep learning is a powerful part of artificial intelligence. It
is centered on layered networks made up of simple computa-
tion units, which are defined as neurons. Each neuron mul-
tiplies inputs by learned weights, adds a bias, and applies
a nonlinear activation. After the activation is completed, it
passes the result forward. An example of a neural network
is the Multilayer Perceptron (MLP). MLP is a model where
neurons come together and are arranged in fully connected
layers. An MLP with a single hidden layer can approximate
any continuous function, which has been demonstrated to
show theoretical potential by Cybenko [17].

However, as research increased on neural networks, it be-
came clear that there was a need to analyze images effi-
ciently. As a result, Convultional Neural Networks (CNNs)
were introduced by LeCun et al. [34]. The CNN architecture
uses convolutional filters and layers to learn spatial feature
hierarchies in an automatic form. This achieves high-level
performance when it comes to recognizing handwriting and
digits. Having this neural network facilitates the recognition
of classic zip code datasets with minimal need for manual
preprocessing.

Some problems were discovered with respect to time depen-
dent data. To help mitigate this issue, Recurrent Neural
Networks (RNNs) were developed in 1990 by Elman [20].
RNNs allowed information retention through hidden-state
representation, which resulted in trouble modeling long-term
dependencies. To mitigate this situation and create a poten-
tial solution, Hochreiter and Schmidhuber came up with a
new neural network called Long Short-Term Memory (LSTM)
in 1997 [28]. LSTMs use input, output, and logic gates to
control how data flows through memory cells. This allows
for effective modeling of time series data as well as long de-
pendencies.

In blockchain transaction networks, graph-structured data
is very common. However, this type of data requires a very
specialized model. Gori, Monfardini, and Scarselli intro-
duced Graph Neural Networks (GNNs) to serve as a solu-
tion [24]. In GNNs, neurons spread information along edges
of the graph and update node states iteratively, allowing re-
lational learning. In 2014, Generative Adversarial Network
(GANs) were introduced by Goodfellow et al. [23]. GANs
are made up of a generator (which creates synthetic data)
and a discriminator (which learns to differentiate real from
fake). This process provides realistic data and supports cer-
tain applications, such as transaction simulations. In the
beginning, neural networks relied on sequential processing.
This changed when transformers were introduced in 2017 by
Vaswani et al. [64]. Transformers have the ability to analyze
data by evaluating dependencies between all elements in a
sequence simultaneously. This allows for much faster com-
putation as well as high-level performance when it comes to

language and log analysis.

These neural networks serve as essential tools in blockchain
analytics and cybersecurity. The potential of these neural
networks is extensive in terms of improving blockchain tech-
nology. GNNs are able to detect illegal transaction patterns
by learning relational flows. CNNs can process visualized
data and flag anomalies. RNNs, LSTMs, and transformers
are very effective for modeling behaviors over time, auditing
logs, and auditing contract code. Finally, GANs are able
to generate synthetic blockchain data to improve detection
systems. In summary, deep learning models have the poten-
tial to make blockchain’s immutable system much stronger
for fraud detection, automated audits, and smart contract-
based attack detection systems. We equip researchers with
a visual taxonomy of how blockchain layers and specific do-
mains currently apply to existing DL4BCS based on various
deep learning architectures in Figure 2. It is also quite com-
mon to see multiple deep learning architectures within one
singular system, which are referred to as hybrid models. We
provide a complete comparison table on the various neural
networks reviewed within this survey in Table 2.

3. RESEARCH METHODOLOGY

Our ability to properly discuss how deep learning can be
used for blockchain technology requires a proper exploration
of the existing literature related to the subject. Before gath-
ering articles, we first had to come up with a feasible method
to ensure that the paper is related to deep learning for
blockchain rather than blockchain for deep learning. We also
had to create an organizational method to differentiate the
scope of these papers. In order to correctly identify scopes
and keep current research organized, we used a variety of
tables, charts, keywords, and other techniques.

3.1 Literature Search and Strategy

Our primary search tool was Google Scholar, supplemented
with searches on IEEE Xplore. We used Boolean logic (such
as ‘AND’, ‘OR’) within our searches to ensure certain key-
words were included. We also tested combinations of rele-
vant model names and concepts, including ‘CNN blockchain’,
‘GNN blockchain’, ‘LSTM security’, and so on. Ultimately,
we searched for specific neural networks while including other
relevant keywords, such as ‘blockchain’, ‘security’, or ‘ledger’.
We also chose to use a variety of phrases like ‘neural net-
works for blockchain’, ‘deep learning for blockchain’, ‘deep
learning for blockchain privacy’, and ‘deep learning in re-
lation to blockchain security’. We then verified that each
paper described deep learning for blockchain and not vice
versa by reading the abstract, introduction, and background
sections of each paper.

3.2 Paper Organization and Categorization

To manage and analyze the articles, we created a system
of folders named after each neural network model that were
widely used to protect blockchains. As a result, we had
eight folders for eight different deep learning architectures:
‘CNN’. ‘GAN’, ‘GNN’, ‘LSTM’, ‘MLP’, ‘RNN’, ‘Transform-
ers’, and ‘Hybrid’. This allowed us to group the papers
by architecture to compare their blockchain-related applica-
tions.

We also used tables in Google Sheets to catalog papers,
track citation information, identify common methodologies,



GNN CNN GAN LSTM MLP RNN Transformer
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Type thetic Genera- ries/ Text quence

tion)

Strength | Understanding Finding Making realistic | Remembering General Tasks Learning Handles Full
Connections Patterns new examples Long-Term Recent context fast
between Nodes | (Shapes) Patterns Steps

Limitation Slow with big | Not  good | Hard to train/ | Slow and Com- | Not great for | Forgets Needs sub-
network with  time | Unstable plex images or se- | older steps | stantial data

or sequence quences (Short Term | and comput-
data Memory) ing power

Table 2: Neural Network Comparison Table: This table displays the core characteristics of common neural networks, high-

lighting input data types, strengths, and limitations.
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Figure 2: Blockchain and Deep Learning Taxonomy: This taxonomy illustrates the relationship between neural network models
and their applications across multiple domain applications (including healthcare, IoT, supply chain, and cybersecurity).
It highlights the versatility of individual neural network architectures, demonstrating their capacity to support multiple
application areas. Additionally, the diagram reveals how these models interact with different layers of the blockchain, offering
insight into their functional integration. The taxonomy also exposes current gaps and deficits within both application domains
and blockchain layers, suggesting areas for further research and development.

and note key distinctions. Each entry in the table included
model type, blockchain domain, privacy versus security, eval-
uation strategies, and publication metadata. To differenti-
ate between security-focused and privacy-focused papers, we
manually scanned abstracts and full texts for relevant key-
words. For example, we classified a paper as security-based
if it included keywords and phrases such as ‘intrusion de-
tection’, ‘fraud’, ‘DDoS attacks’, and ‘vulnerability’. For
privacy, however, we searched for privacy-based indicators
such as ‘de-anonymization’, ‘metadata leakage’, and ‘differ-
ential privacy’. This tagging process allowed us to cate-
gorize papers and facilitate downstream gap analysis. Our
completed table with every research paper we have gathered
was a useful tool for finding the most common trends (such
as models frequently used for specific blockchain tasks, and
highlighting areas with a lack of coverage). It is important
to note that although our exact tables from Google Sheets
is not presented in this survey, we have replicated our tables

for each specific neural network throughout various neural
network sections in Section 4.

3.3 Inclusion and Exclusion Criteria

To ensure the quality and relevance of the reviewed ma-
terial, we applied both inclusion and exclusion criteria. We
included articles that applied deep learning models to mean-
ingful blockchain-related challenges such as anomaly detec-
tion, smart contract analysis, and data privacy. We excluded
papers that approached the topic from the opposite direc-
tion, meaning using blockchain to improve deep learning,
and papers that lacked technical depth or clear experimen-
tal validation. We also omitted papers written in languages
other than English, published before 2020, found in peer-
to-peer review repositories, PhD submissions, or thesis-only
documents. This filtering helped build a clear, high-quality
set of papers for meaningful analysis.



3.4 Research Gaps and Limitations

In order to properly organize our findings, we identified clear
trends and gaps across the literature we’ve gathered. GNNs,
Transformers, and LSTM models appeared most frequently
in blockchain applications. In contrast, RNNs were notably
underrepresented, which shows an opportunity for further
exploration. While several papers demonstrated promising
simulation results, there was a distinct lack of studies on
real-world use as well as a scarcity of standardized evalu-
ation benchmarks, which limits comparability across vari-
ous approaches. We also observed that certain blockchain
domains, such as consensus mechanisms, permissioned net-
works, and decentralized identities, have received limited
attention. This suggests several areas where deep learning
could be further investigated.

However, our review has limitations. Papers were restricted
to those published in English and after 2020, which may
have excluded relevant earlier papers or non-English contri-
butions. We also excluded PhD thesis documents and non-
peer-reviewed materials, which may have eliminated some
emerging or experimental approaches. All combined find-
ings in our methodology highlight the progress and blind
spots in current research, serving as a foundation to identify
promising directions for future work.

4. EXISTING LITERATURE REVIEW

This section reviews current literature on deep learning for
blockchain security (DL4BCS). The studies are categorized
in several ways, such as the neural network architecture,
similarities and differences, the application domain(s) dis-
cussed, datasets used, and any other technical focuses. We
also discuss any revealing patterns along with gaps in the
methodology, both for each individual neural network and
as a whole. Notably, a small number of papers through-
out this analysis also apply to privacy. Since privacy is the
minority within existing research, we go in-depth on explain-
ing key distinctions on privacy-based research compared to
security-based research.

4.1 Graph Neural Networks (GNNs)

Recently, Graph Neural Networks (GNNs) have become one
of the most promising architectures for analyzing blockchain
systems due to their ability to model complex data struc-
tures in blockchain systems. This can include address graphs,
protocol interactions, and transaction flows.

Graph neural networks have also evolved into specialized ar-
chitectures to handle more complex graphs. Primary exam-
ples of this evolution include heterogeneous GNNs and tem-
poral GNNs. Heterogeneous GNNs are designed for graphs
that contain multiple types of nodes or edges [68]. This
type of GNN is particularly useful for applications such as
social networks, citation graphs, and fraud detection. In
a blockchain-based identity verification system, the inter-
action between users, devices, and smart contracts forms a
heterogeneous graph structure.

On the other hand, temporal GNNs are suited for dynamic
graphs where the relationship between entities evolves over
time [49]. These models incorporate time-stamped edge
events and are designed to capture both structural and tem-
poral dependencies. Temporal GNNs are especially effec-
tive in applications like real-time fraud detection, blockchain

transaction forecasting, and cyberattack monitoring. For
these applications, the sequence and timing of events mat-
ter as much as the connections themselves. For instance,
in a blockchain ledger, transaction history over time can be
modeled as a temporal graph to detect anomalous patterns.
Within current DL4BCS research, many researchers take
advantage of GNNs to detect anomalies in transaction net-
works [30]. For instance, [25] suggests a spatial-temporal
GNN model that uses time series behavior of addresses to
identify suspicious cryptocurrency transactions. Addition-
ally, [14] discusses a multi-distance message passing approach
to capture the temporal and relational distance between
transactions in a more accurate form. By implementing
these temporal dynamics methods into the graph structure,
the accuracy of fraud detection in blockchain improves. To
continue, [56] created a dual-level GNN framework. This
dual-level network analyzes account behavior and transac-
tion graph features to detect anomalies. This reflects the
importance of hierarchical representations when it comes
to modeling a blockchain ecosystem. A paper that dives
deep into this concept is [11], which integrates GNN and
blockchain, showing its potential in analysis and smart ledger
architecture. This paper is particularly groundbreaking be-
cause it discusses an end-to-end integration of GNNs into
blockchain.

While other papers limit GNNs to auxiliary analytical tasks
such as fraud detection, GTxChain [11] discusses an en-
hanced block structure and a new consensus protocol that
uses graph representations of transactions directly in block
validation and the decision-making process. This model
builds a diverse transaction graph where nodes represent
accounts and smart contracts. Edges also encrypt trans-
action types, temporal order, and value flow. This sys-
tem uses a multi-relational GNN with hierarchical atten-
tion mechanisms, allowing it to learn contextual embeddings
for nodes that reflect both local behaviors and global struc-
tural dependencies. This embedding procedure is used in
consensus voting, allowing the system to prioritize blocks
that have higher behavioral legitimacy scores. As a result,
this reduces the acceptance of malicious transactions. GTx-
Chain also discusses a graph-based Proof-of-Learning (PoL)
mechanism. This mechanism replaces regular Proof-of-Work
(PoW) or stake-based validation by using a trusted weighted
GNN classification task. Through the experiment in [11],
the results show that GTxChain outperforms existing con-
sensus protocols both in security and efficiency. Not only
does it stay low-latency, but it also reduces the spreading
of anomalous transactions. By implanting intelligence into
the blockchain, this adaptive, self-aware ledger system con-
stantly learns from transactional behavior. Due to the high
significance this paper holds in DL4BCS research, we pro-
vide Figure 3, which provides a visual explanation of how
GTxChain works.

Current research is often focused on security applications.
For instance, Chang et al. [12] and Jeyakumar et al. [30]
mention using message-passing networks to identify nodes
or transactions with abnormal patterns. Because of this, it
is possible to secure blockchain from threats like sybil at-
tacks or illicit fund flows. While most papers focused on
security, there were a select few that focused on privacy.
For example, Shen et al. [57] expose privacy risks through
the process of applying GNN-based deanonymization tech-
niques. These techniques show that address clustering can



reveal user identities, which is a concern for platforms like
Bitcoin.

Next, MuhsnHasan et al. [42] use graph-based modeling and
apply it to logistics and origin verification, demonstrating its
real-world use outside of finance. Additionally, [54] show a
new transaction fingerprinting system, which provides in-
sights into behavioral modeling of blockchain participants.
One consistent pattern found is the usage of directed or
temporal graphs that mirror transaction flows and account
behavior. Models seem to vary in their graph construction
and temporal encoding. Some papers focused on utilizing
blockchain statistic snapshots, while others use temporal
features with edge time stamps or sequence-based model-
ing.

In summary, GNN has shown high efficacy for blockchain
transaction modeling, fraud detection, identity inference,
and protocol optimization. The adaptability GNN offers
to graph-structured data makes it well-suited for blockchain
analysis. Future research should prioritize explainability,
real-time deployment, and integration into production-level
blockchain systems. To provide a visual culmination of our
analyzed research, we provide Table 3, which showcases how
each paper distinctively falls under various categories we've
previously discussed.
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Figure 3: GTxChain [11] is a blockchain system powered by
Graph Neural Networks (GNNs). The central focus of the
system is the use of GNN, which means the method can learn
patterns from both on-chain and off-chain transaction data.
Off-chain data includes user behavior or external triggers,
which is processed through the Lightning Network. This
enables fast and scalable microtransactions that eventually
interact with Directed Acyclic Graph (DAG) nodes repre-
senting the on-chain structure. GNN receives input from
DAG nodes as well as metadata from a decentralized file
storage system and off-chain streams. This allows the sys-
tem to form a comprehensive graph of transactional relation-
ships and behaviors. The GNN generates intelligent node
encodings, which are compact representations that capture
both who is transacting and how they behave over time.
These encodings add to a graph-aware consensus mecha-
nism, which uses them to assess how legitimate the blocks
or transactions are before adding to the blockchain. This
entire process reduces fraud, detects anomalies, and makes
sure that only trusted data is validated. GTxChain repre-
sents a blockchain that doesn’t just record transactions but
also learns from them to improve security, efficiency, and
trust.

4.2 Convolutional Neural Networks (CNNs)

Although traditional uses of Convolutional Neural Networks
(CNNs) include image and pattern recognition, they have
begun to be adapted for blockchain to reshape data into
structured matrices or visual representations. CNNs are
quite useful due to their ability to learn spatial hierarchies
and detect subtle patterns. This makes them suitable for
transaction pattern recognition [69], biometric verification [7]
and fraud detection [26].

Various studies in current existing research use CNNs to op-
erate on transaction data. For example, Hasan et al. [26] dis-
cuss the idea of converting blockchain transaction logs into
two-dimensional matrices that mimic grayscale images, al-
lowing the CNN-based system to detect fraudulent behavior
through visual spatial analysis. Jones et al. [31] examine the
use of CNNs to classify secure and malicious behavior. This
is done by encoding the behavioral features of blockchain
nodes into maps that can be interpreted by CNN filters.
CNNs can be seen within various domains throughout block-
chain technology. A specific example would include biomet-
ric security. Asem et al. [7] suggest using a CNN-based archi-
tecture that can process biometric inputs, such as fingerprint
and facial data. This experimental process provided both
high-accuracy classification and tamper-proof audit trails.
Healthcare systems are another common domain where CNN
applications stand out, specifically for preserving privacy.
As an example, Alzubi et al. [5] place CNNs in federated
learning platforms, allowing patient health data to remain
on local devices. The CNN model learns from local data and
contributes to the decentralized blockchain model without
exposing raw information. This method combines privacy
preservation with high performance, specifically for both dis-
ease classification and anomaly detection.

Other studies focused on CNN with the intention of improv-
ing temporal and contextual awareness. For instance, Wang
et al. [69] merge CNN-based extraction with transformer-
based temporal attention. This method gives better anomaly
detection in blockchain transactions by encrypting spatial
local patterns via CNN, along with sequence-level dependen-
cies via a transformer. This solves the common weakness of
CNNs when it comes to modeling long-term dependencies.
Principally, all CNN-based models focus on spatial pattern
recognition in some way. Most methods convert blockchain
data into structured formats like matrices and tensors. These
are then passed through convolutional filters to extract fea-
tures, making CNNs effective for spotting recurring patterns
or anomalies.

CNN methods also have differences, including the input pre-
processing methods and model architecture. Some models
rely on spatial input formats, such as biometric and health
records, while others rely on artificially structured transac-
tional data. Some studies use CNN in isolation, while others
use a more hybrid approach to make up for their temporal
limitations.

Throughout this review, several gaps are noticeable due
to pre-existing challenges in standardizing how blockchain
data is formatted for spatial learning, specifically for CNNs.
There is not much consistency in how transactional data
is converted into image-like structures, which limits cross-
study comparisons. The lack of interpretability also remains
a concern, resulting in a lack of research on how CNN maps
contribute to decision-making in blockchain contexts. There
is also limited evidence of CNN usage in lower blockchain
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Table 3: Graph Neural Network Papers. This table summarizes every gathered paper discussing deep learning for

blockchain security (DL4BCS), specifically for GNNs.

Citation Priv./Secur. Att./Def. Application Domain

Blockchain Layer(s)

[25] Security Defense  Crypto-based blockchain for fraud detection Application, Data,
Hardware
[14] Security Defense  Crypto-based blockchain for anomaly detection Application, Data,
Hardware
[32] Security Defense  Crypto-based blockchain for smart contract vul-  Application, Data
nerability detection
[30] Security Defense  Crypto-based blockchain for malicious transac- Application, Data
tion detections
[12] Security Defense  Crypto-based blockchain for anomalous node Application, Data
detection
[42] Security Defense  Anomaly detection for supply chain blockchains  Application, Data
[57] Privacy Attack Crypto-based blockchain for identity inference Application, Data
and entity clustering
[33] Security Defense  Crypto-based blockchain for fraud detection Application, Data,
Hardware
[54] Security Attack Crypto-based blockchain for monitoring en- Application, Data
crypted network traffic
[11] Both Defense  Intrusion detection using smart blockchain Application,
Consensus, Data
[56] Security Defense  Crypto-based blockchain for anomaly detection Application, Data

layers like consensus and network, while the most commonly
studied layers have been the application and data layer.
CNNs are currently applied at the application and data lay-
ers within research, specifically where privacy, pattern recog-
nition, and classification tasks are dominant. In hybrid sys-
tems, CNNs function as the initial feature extractor. It feeds
processed data into sequential models for enhanced context
modeling. We continue our discussion of the prominence of
CNN-based architectures in Section 4.5. We also provide an
in-depth summary of all the papers surveyed on integrating
CNNs and blockchain in Table 4.

In conclusion, CNNs are a versatile tool for blockchain se-
curity and privacy research. The fact that CNNs can adapt
to non-image data shows potential for innovation, but stan-
dardized preprocessing protocols and interpretability frame-
works are necessary for improved use in other areas. The
real-world validation of CNN models for blockchain technol-
ogy is an area that could be explored more in-depth in the
future.

4.3 Generative Adversarial Networks (GANSs)

Generative Adversarial Networks (GANs) offer a transfor-
mative approach to blockchain security and privacy. GANs
offer the most opportunities in augmenting datasets, simu-
lating adversarial behavior, and generating synthetic data to
test detection models. Since high-quality labeled blockchain
data can be hard to retrieve (especially when it comes to
fraud and attack scenarios), GANs feature a solution for
gaining data that can benefit the stress-testing of a system.

A GAN includes a generator (which can create synthetic
data) and a discriminator (which differentiates between real
and generated data). As the generator and discriminator
interact, realistic data is continuously generated. The rela-
tionship between the generator and the discriminator allows
for continuous improvement in relation to a vast variety of
blockchain applications, especially for security purposes.

A common application of GANSs in relation to blockchain is
anomaly detection. In Rawlins et al. [47], the overall concept
features a lightweight GAN architecture that is designed for
low-latency environments. A realistic example of this would
be real-time fraud detection in blockchain-based transaction
systems. The model proposes a balance between efficiency
and performance, which makes it ideal for edge deployment
while still maintaining high classification accuracy. Other
researchers have taken a similar concept but used a more
heavyweight approach. A particular example of this would
be Pawar et al. [44], which uses a gradient penalty to en-
sure training stability and better quality. This paper focuses
on high-impact attacks and demonstrates how Wasserstein
improves convergence and robustness in terms of detecting
adversarial patterns in complex transaction networks.
Another way GANs have been used in current research is to
simulate cyberattacks on the blockchain infrastructure. In
Rabieinejad et al. [45], the researchers propose a GAN-based
detection model that focuses on identifying malicious pat-
terns and threat indicators in Ethereum transaction graphs.
This method uses adversarial mimicry, in which a generator
produces synthetic attack samples with a discriminator that



Table 4: Convolutional Neural Network Papers. This table summarizes every gathered paper discussing deep learning

for blockchain security (DL4BCS), specifically for CNNs.

Citation Priv./Secur. Att./Def. Application Domain

Blockchain Layer(s)

[26] Security Defense  Fraud detection using blockchain Application, Data

[69] Security Defense  Blockchain transaction classification system Application, Data

[7] Both Defense  Biometric verification using private blockchains  Application, Data

[31] Security Defense  IoT security using IoT-based blockchain Application,
Consensus, Data,
Network

[5] Both Defense  Secure model update logging using private Application, Data,

blockchain

Hardware, Network

learns to differentiate them from safe transaction behav-
ior. This refines its threat detection capability over succes-
sive iterations. Unlike static or rule-based approaches, this
method allows for real-time adaptation to emerging zero-day
threats. This paper mentions that their model outperforms
the baseline classifiers when it comes to precision and recall.
This is a perfect example of the benefits of GAN-generated
training augmentation for blockchain cyber defense. They
also discuss the ability of GANs to uncover hidden vulner-
abilities in transaction patterns, which provides a tool to
locate threats in permissionless environments. We provide a
visual explanation of the two-phase deep learning architec-
ture found in [45] in Figure 4.

In addition to [45], Lei et al. also use GANs to simulate
attacks [35]. This paper presents a forensic framework that
supports comprehensive model training and forensic audit-
ing on blockchain. There exists additional research that uses
GANSs to discuss data privacy and biometric spoofing de-
fense. For example, Ghani et al. [22] talk about how GANs
can be used to simulate fake biometric data (and defend
against it) using blockchain as an audit layer. This method
highlights GAN-based applications and how they can simu-
late attacks as detailed as training systems to defend against
them. The authors talk about using blockchain to provide
traceability and trust in the data generation process, which
would strengthen the security of biometric verification sys-
tems.

GANSs can also be applied to improve the quality of data
for blockchain logs. In particular, Qadear et al. [2] discuss
GANSs ability to complete incomplete blockchain transaction
records. This method contributes to blockchain analytics
in situations where data may be missing due to latency,
corruption, or inconsistent formatting.

Another area of interest is the hardware and deployment
perspective. In particular, Dirgantoro et al. [18] discuss
a privacy-preserving data generation system designed for
edge nodes in blockchain-hybrid Internet of Things (IoT)
systems. The researchers mention how GANs can generate
synthetic sensor data while maintaining user privacy and re-
ducing the need to rely on cloud infrastructure. This method
features a federated or edge-distributed GAN-based archi-
tecture for privacy-conscious deployments.

With the many possibilities that GANs offer, there are still
several gaps in existing research for DL4BCS. The lack of
explainability in GAN-generated outputs includes weak rea-

soning for why synthetic samples improve detection. An-
other concern includes integrity evaluation. Since GAN mod-
els generate fake data, it is very important to develop strict
metrics and validation frameworks to assess their fidelity,
diversity, and impact on tasks. Most of these studies eval-
uate GANs on custom-built or non-public datasets, which
hinders replication and benchmarking.

GAN-based models are also rarely applied to all blockchain
layers. Most focus on the data and application layers, which
typically aims at fraud detection or privacy enhancement.
Very few studies mention the consensus layer or the net-
work layer, although these layers have proven to be very
important to blockchain security.

To summarize, GANs can be a powerful and flexible tool
for blockchain research. GAN-based models allow synthetic
data generation, adversarial simulation, and model enhance-
ment, which can be used in fraud detection, biometric spoof-
ing, threat modeling, and privacy-preserving data genera-
tion. However, there is much room for this field of study
to evolve and become more interpretable, standardized, and
reproducible. The use of GANs to improve blockchain secu-
rity is incredibly promising for future research. We provide
a visual, in-depth summary of all DL4BCS research articles
collected that use GAN-based models in Table 5.

4.4 Long Short-Term Memory (LSTM) and
Recurrent Neural Networks (RNNs)

Long short-term memory (LSTM) and other recurrent neu-
ral networks (RNNs) are prevalent neural networks that can
be seen within a substantial amount of published papers.
Both LSTM and RNN models excel in sequential data mod-
eling for blockchain. A consistent theme is the use of time-
series data, but models differ in memory span, bidirectional-
ity, and hybridization. For instance, some researchers inte-
grate RNNs with transformer encoders to improve context
awareness. While LSTM models are versatile, gaps exist
in adapting them for high-volume blockchain environments
with low latency requirements. Also, a few studies validate
their robustness against adversarial inputs. These models
frequently engage the application, network, and consensus
layers. Therefore, we can conclude that work is needed to
bridge model complexity with real-time deployment feasibil-
ity.

Across the papers we have gathered specifically for LSTM
models, there is a clear pattern in the type of blockchain



Table 5: Generative Adversarial Network Papers. This table summarizes every gathered paper discussing deep learning

for blockchain security (DL4BCS), specifically for GANS.

Citation Priv./Secur. Att./Def. Application Domain

Blockchain Layer(s)

[74] Both Defense  Blockchain to improve secure communications Application, Data
and access control

[45] Security Attack Ethereum-based blockchain for cyber threat Application, Data
hunting

[18] Security Defense  Ethereum-based blockchain for smart security Application, Data
systems

[2] Both Attack Data augmentation and anomaly detections us- Application, Data
ing blockchain

[75] Security Attack Data  augmentation using  bitcoin-based Application, Data
blockchain

[47] Security Defense  Crypto-based blockchain for fraud predictions Application, Data

[22] Both Attack Using private blockchains for authenticity and Application, Data
tamper resistance

[44] Security Defense  Smart contract based attack detection system Application, Data

[35] Security Attack Audit trails in network intrusion detection Application, Data

used for a significant number of papers. Among the LSTM-
based papers we refer to within this paper, half of these
papers use IoT as the main focus for its blockchain type.
Meanwhile, the other half of these papers discuss blockchain
technology in general terms, and applies blockchain primar-
ily as a decentralized ledger system. Our findings also al-
lowed us to discover a singular paper that uses a mix of
both IoT and smart contracts as its blockchain type, creat-
ing a very unique distinction and system compared to the
other papers [41]. RNN-based studies decide to take an
approach with a different type of blockchain, with one pa-
per employing Proof-of-Authority (PoA) [65] and the other
making use of cryptocurrency, with a focus of both Bitcoin
and Ethereum [46]. From this, we can see that papers us-
ing RNN or LSTM architectures use blockchain in general
terms or [oT as the primary focus, which allows room for
more research using different types of blockchain, such as
supply chain or even smart contracts.

It is important to clearly state that some researchers cre-
ate models purely for security purposes, while others create
systems that can be used for both security and privacy pur-
poses. A distinctive paper in our search creates a system just
for privacy using an LSTM model [39], making this paper
extremely unique within these specific neural networks.
There is a special mix of how researchers choose to apply
their concepts in real-world scenarios. For instance, sev-
eral of these papers consist of solutions to improve or assist
certain systems that require much more security and im-
mutability. Some areas of focus would include healthcare
due to patient-privacy laws (such as HIPAA) [13; 9], en-
ergy management [65], and mobile financial fraud detection
systems [46]. Other papers focus more on data security as
a whole, such as proper storage of IDS data [4] and im-
provements on Collaborative Intrusion Detection Systems
(CIDS) [41].

Unlike how there is a special mix of applications of blockchain

within each individual paper, each paper applies its system
towards specific layers of blockchain, with no unique pat-
tern. For instance, several papers that use RNN or LSTM
architectures decide to apply to both the application layer
and the consensus layer of blockchain. However, other ex-
isting research applies only to the application layer [41; 37]
or the consensus layer [65].

If we were to introduce how the data layer applies to existing
LSTM and RNN research for DL4BCS; it is crucial to note
that current research that uses RNNs does not apply to the
data layer at all. The cause of this could be related to the
structure differences between RNNs and blockchain. RNNs
focus on sequential data, while the data layer of blockchain
handles data retrieval in a structured format. However, one
model that uses LSTM applies in both the application and
data layer of blockchain [37], while another uses the data
layer only [13]. We can therefore conclude that LSTM-based
models may provide more flexibility for researchers due to
their ability to take advantage of several blockchain layers
within one system.

There are several notable gaps that we can clearly state
within DL4BCS, specifically for LSTM and RNN. As men-
tioned above, only one study refers to the use of deep learn-
ing for blockchain for privacy purposes [39]. Deep learn-
ing models require a substantial amount of data in order
to properly train and learn effectively, which ultimately re-
sults in many privacy concerns. In order to address these
privacy concerns, more research on integrating deep learning
for blockchain should be considered. Based on the five layers
of blockchain, we can also see that there was no usage of the
network layer or hardware layer within these articles. The
network layer is important to allow communication between
nodes on a blockchain, and deep learning should absolutely
be seen as a potential candidate to improve this communi-
cation system. The hardware layer of blockchain could be
improved with deep learning, specifically with LSTM and
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Figure 4: Generative Adversarial Networks for Cyber
Threat Hunting in Ethereum Blockchain [45]. This dia-
gram illustrates the two-phase deep learning architecture
mentioned for adversarial threat detection in Ethereum
blockchain networks. In phase one, real Ethereum transac-
tion data is used to train a Conditional Tabular GAN (CT-
GAN). Once the data goes to the GAN generator, it uses
the real transactions to create malicious synthetic transac-
tions. Both real transactions and newly generated synthetic
transactions then get sent off to the discriminator. The
discriminator uses multiple iterations to improve its abil-
ity to detect fakes and simulate realistic adversarial activ-
ity. While still in the discriminator, both the synthetic and
the real transactions get merged into a unified dataset. In
phase two, the dataset is now sent off to a detection model
called a bi-directional long short-term memory (BiLSTM)
network. This detection model captures sequential patterns
to accurately identify subtle adversarial behaviors. The sys-
tem effectively detects malicious attacks during early phases
of execution, which achieves a near-perfect accuracy in dis-
tinguishing malicious transactions from trustworthy trans-
actions. To conclude, these results are then sent to the user.
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RNN models, as the hardware layer allows for anomaly de-
tection and enhancing security as well as privacy. Based on
previous statements about gaps in Section 3.4, it is clear
that RNNs are extremely underrepresented in comparison
to LSTMs, which seems to be widely represented in existing
DL4BCS research. As a visual summary, we provide Table 6
and Table 7, which shows existing research and how they fall
under specific categories.

4.5 Multilayer Perceptrons (MLPs) and Hy-
brid Models

Multilayer Perceptrons (MLPs) are widely used in lightweight
or hybrid blockchain architectures. These models serve as
classification layers in federated learning systems or low-
resource edge nodes. MLPs consistently act as the final
decision layer in hybrid systems, typically following CNN or
RNN-based feature extraction. Although MLPs often act
as the final layer when it comes to hybrid systems, many
of the hybrid-based articles that exist in current research
for DL4BCS consist of many unique combinations of differ-
ent neural networks. These combinations allow researchers
to create extremely specific systems to solve problems and
apply results to certain real-world applications. We will
dive deep into how each paper classifies itself in terms of
privacy or security and how each neural network is com-
bined within these hybrid papers. The interaction of various

deep learning architectures impacts the overall application
of blockchain. Similar to previous sections, a table has been
provided for both MLPs (Table 8) and hybrid models (Ta-
ble 9) to assist readers with viewing similarities and gaps
between our methodology for these architectures.
Immediately, we noticed a lack of DL4BCS articles that uti-
lize MLPs only. This could be due to how MLPs are typi-
cally used as the final layer in hybrid systems, as mentioned
above. However, each paper features a unique blockchain ap-
plication along with different layers of blockchain. To begin,
only one paper in our methodology aims to improve both
privacy and security while using MLPs and Al of Things
(AIoT) [15]. Other researchers have different applications,
as they focus purely on security improvements. Interestingly
enough, papers that focus on security have their own individ-
ual methods of applying deep learning to blockchain. While
one paper discusses blockchain in general terms to help iden-
tify hostile nodes in Proof-of-Stake (PoS) blockchain net-
works [6], another discusses how general healthcare block-
chains can be used to help protect against threats [53], and
another article discusses how cryptocurrency (such as Bit-
coin) can create threat and anomaly detection systems [19].
There are no patterns within blockchain layers to which
these systems and concepts are applied using MLPs. For in-
stance, existing discussions about identity management [15]
and threat protection in healthcare [53] utilize the applica-
tion and data layers in blockchain. Meanwhile, the identi-
fication of malicious nodes in blockchain networks [6] uses
only the consensus layer, while another paper that discusses
threat and anomaly detection with cryptocurrency [19] uses
only the data layer. It is intriguing to see that each research
paper has taken a unique approach, although each paper fo-
cuses purely on using MLPs to their advantage to improve
DL4BCS.

Hybrid models are able to use several neural network ar-
chitectures within one model to create solutions and im-
provements to systems. Notably, currently existing hybrid
papers don’t feature an application or system that focuses
on privacy, which has proven to be common. A majority of
existing research focuses purely on creating an application
or system for security purposes, while others focus on im-
plementation for both privacy and security. This is crucial
to show that hybrid neural networks have the capabilities to
improve both security and privacy, depending on the target
for the researcher.

Each paper that applies to both security and privacy fea-
tures different types of blockchain. From cryptocurrency-
based blockchains [36] to healthcare blockchain [9], many
researchers have taken unique approaches to creating sys-
tems using the different types of blockchain. Notably, most
of these papers share the same application of their research.
These papers discuss applying their hybrid models to various
types of detection systems, even by using various types of
neural networks, blockchain types, and different blockchain
layers. For example, Elangovan et al. [19] focus on us-
ing both RNNs and auto-encoders to create a system for
anomaly detection in healthcare systems by using smart con-
tracts in the application layer, traffic analysis in the network
layer, and the data layer [19]. Research has also resulted in
using MLPs and Denoising Auto-Encoders (DAE) together
on the supply chain blockchain to detect anomalies, which
utilizes the application and network layer as well, with the
addition of the consensus layer [59].



Table 6: Long Short-Term Memory Network Papers This table summarizes every gathered paper discussing deep
learning for blockchain security (DL4BCS), specifically for LSTMs.

Citation Priv./Secur. Att./Def. Application Domain

Blockchain Layer(s)

[4] Security Defense  Storing IDS data using blockchain Application, Consensus
[39] Privacy Neither Sentiment analysis using blockchain Application, Consensus
[13] Both Defense = Ethereum-Improving healthcare blockchain us- Data
ing smart contracts and ethereum
[50] Security Defense ~ HO-Auth using IoT Consensus
[41] Security Defense  Creating a CIDS using smart contracts and IoT  Application
[37] Security Attack Detecting LDDoS attacks with IoT Application, Data
[9] Both Defense  IoT for healthcare Consensus

Table 7: Recurrent Neural Network Papers This table summarizes every gathered paper discussing deep learning for

blockchain security (DL4BCS), specifically for RNNs.

Citation Priv./Secur. Att./Def. Application Domain

Blockchain Layer(s)

[65] Security Defense

Energy management with PoA blockchain

Consensus

[46] Security Defense

fraud detection

Crypto-based mobile financial transactions and  Application, Consensus

As mentioned in Section 4.2, CNN-based architectures are
commonly found in hybrid models. CNN and LSTM can
be used together with the data layer of the cryptocurrency-
based blockchain to create a structure for financial predic-
tions [52] and threat detections [62]. CNN and transformers
are also commonly used together for blockchain technology
based on financial transactions to improve threat detection,
which is similarly based specifically on the blockchain data
layer [69; 51]. For instance, Saveetha et al. [51] focus on
improving DDoS attack detection, updating minor nodes,
and updating transaction requests to improve node reputa-
tions, creating a global model [51]. To properly demonstrate
how this system works and elaborate upon its prominence
in existing DL4BCS research, we provide Figure 5.
Additionally, Airlangga and Gregorius [3] is based purely on
the data layer of blockchain, using CNN, LSTM, and MLP
to create a threat detection and fraud analysis system with
open metaverse blockchain, making this paper completely
unique compared to others in our methodology. Yazdinejad
et al. [71] discuss security improvements and is also unique
since it applies to the hardware layer of blockchain, which, as
we have seen, is very difficult to find within existing research.
To be specific, [71] introduces a mix of RNN and LSTM for
cryptocurrency blockchain to aid with malware detection,
focusing primarily on the hardware layer of blockchain.
Now that we have thoroughly distinguished each paper that
discuss security applications, we can begin to address papers
that have focused on both security and privacy. Right away,
there is a clear distinction showing that a majority of these
papers seem to focus primarily on the application layer, con-
sensus layer, network layer, and data layer of blockchain.
This is an important note showing that researchers who fo-
cus primarily on both privacy and security will have to ap-
ply more layers of blockchain to their research. Several of

these papers focus on permissioned hyperledger blockchain,
with one group of researchers utilizing RNN and Bidirec-
tional Long Short-Term Memory (BiLSTM) to introduce
a new intrusion detection system [38], and another using
transformers along with BiLSTM for financial applications
such as risk identification and transaction management [70].
Vijay Anand et al. [66] focus on application, consensus, net-
work, and data using CNN and LSTM (with a specification
on auto-encoders) to introduce a new model for threat de-
tection and secure blockchain transactions. A final signifi-
cant study in our collection of hybrid-based papers features
the usage of Hyperledger blockchain, applying purely to the
network layer (by featuring data-streaming storage) and the
data layer (by using cryptographic ledgers to store informa-
tion) [58]. By using a substantial mix of neural networks
such as LSTM, CNNs, Artificial Neural Networks (ANNs),
and Gated Recurrent Units (GRUs), the end goal of this re-
search paper is to apply its content conceptually to a wear-
able IoT [58].

Existing hybrid research within DL4BCS holds unique sta-
tuses within every category we chose to analyze. From dif-
ferent usages of various combinations of neural networks, to
discussing both privacy and security (or just strictly secu-
rity), there is no set pattern that can be seen within our
methodology of hybrid papers for DL4BCS. However, it is
easy to identify several gaps across these articles. For in-
stance, as mentioned above, there is no research on privacy-
based applications. There were also a significant number of
papers that used the application layer, consensus layer, net-
work layer, and data layer. However, we only successfully
found one hybrid paper that chose to focus primarily on the
hardware layer of blockchain, which seems to be a consis-
tent theme between not just hybrid papers, but all papers
on DL4BCS in our methodology. As mentioned previously,
regardless of whether the paper addresses both security and



privacy or decides to focus on just security, the final appli-
cation of blockchain remains consistent in current research.
Each paper had a final application to create a system to de-
tect threats, anomalies, intrusions, or even malware. Hybrid
technology has proven to be successful in improving secu-
rity. Overall, their reliance on preprocessed or feature-rich
inputs limits their adaptability in complex blockchain-based
systems.
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Figure 5: Performance Analysis of Blockchain-Based Se-
cured Distributed Deep Federated Learning for Wearable
Internet of Things [51]. This diagram captures the main
concept of this research. It presents the idea of using feder-
ated learning to detect DDoS attacks in a framework that is
integrated with blockchain. Client networks begin by start-
ing data requests, which are ultimately sent to a blockchain
and placed in a request queue. Reputation-based miner se-
lection occurs, where miners are evaluated on several fac-
tors (such as model accuracy and prior wins). Then, miners
participate in federated learning and block mining. These
updates are sent to a parameter server and cycle through
federated learning, allowing the parameter to repeat itera-
tively. Once training is completed, the final learned global
model gets sent back to the blockchain as a new stored block.
The secure global model gets retrieved from the blockchain
to be used by clients and miners for DDoS detection. The
overall purpose of federated learning with blockchain in this
case is to create a tamper-resistant model as well as reliable
DDoS detection.
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4.6 Transformer Networks

Transformer models have recently been adapted for
blockchain tasks that demand context-rich sequence model-
ing. They excel in phishing detection [16], risk prediction
in financial records [36], and federated health data manage-
ment [8]. Transformers can be applied to analyze trans-
action propagation patterns, protocol interactions, and user
behavior across blockchains. Due to these unique attributes,
transformers are commonly used in existing DL4BCS re-
search.

Existing research on transformer models in DL4BCS present
unique characteristics between every paper, which separates
them from research papers that use different deep learning
architectures. However, we are able to identify that these
papers seem to properly use the data layer of blockchain,
whether it is for transaction-based purposes or to store
hashes to make their systems tamper-resistant. It is also
important to state that existing research does not focus
only on privacy. Each paper is stuck between focusing only

on improving security or improving both security and pri-
vacy simultaneously. Much like previous neural networks we
have discussed, there is once again a clear gap of research
in systems that improve privacy alone without inclusion of
security. We can also see that a majority of existing re-
search focuses on cryptocurrency-based blockchain, whether
it’s Ethereum [16] or Bitcoin [1].

It’s evident that each article seems to focus on creating a de-
tection system, even with each paper focusing on different
threat types. For instance, Mnasri et al. [40] focus on using
transformers for healthcare and the Ethereum blockchain,
choosing to focus on improving the security and privacy of
medical records. Therefore, the researchers have decided to
use the application layer (for smart contracts) and the data
layer (for hash protection). Next, Batool et al. [8] discuss
integrating transformers and IoTs for anomaly detection in
networks, which also uses the application and data layer for
security purposes. There are two papers within our method-
ology that also share practically the same attributes. For
instance, Abasi et al. [1] discuss using Bitcoin and trans-
formers to improve threat and anomaly detection systems,
while Choi et al. [16] use Ethereum to create a fraud and
phishing detection system. Both share the trait of using only
the data layer to analyze transaction attributes. Finally, Liu
et al. [36] decide to merge cryptocurrency and smart con-
tract blockchains to advance a threat detection and financial
prediction system, which essentially focuses on both privacy
and security. We can conclude that this article is unique
since it chooses to prioritize the network layer rather than
the data layer to create their concepts.

A common strength is efficiency and parallelism in sequence
modeling. However, there are differences in architecture
depth and attention mechanisms. To be specific, some use
Bidirectional Encoder Representations from Transformers
(BERT) embeddings (since BERT can improve natural lan-
guage processing), while others employ full encoder-decoder
setups. One significant gap is the scarcity of transformers in
smart contract security, despite their success in natural lan-
guage processing. These models primarily function at the
application and data layers, although network-level applica-
tions are emerging. More domain-specific pre-training and
explainability tools would enhance their utility.

4.7 Cross-Network Comparison

Our analyzed literature demonstrates diversity in terms of
using different neural network architectures in various ap-
plication domains in DL4BCS research. Each neural net-
work architecture offers unique strengths in current studies.
However, they also come with domain-specific limitations.
Graph Neural Networks (GNNs) demonstrate superior per-
formance in terms of capturing the relational structure of
blockchain transaction graphs, especially for tasks such as
node classification, fraud detection, identity inference, and
anomaly detection. Notable implementations use spatial-
temporal GNNs to model transaction propagation over time.
A primary reason why these models stand out is their inter-
pretability and alignment with the graph-based topology of
blockchain. They do, however, find standard dataset avail-
ability and scalability for ledgers to be one of their major
challenges.

Convolution Neural Networks (CNNs) are applied by con-
verting transaction data into spatial matrices or biometric



Table 8: Multilayer Perceptron Papers. This table summarizes every gathered paper discussing deep learning for
blockchain security (DL4BCS), specifically for MLPs.

Citation Priv./Secur. Att./Def. Application Domain Blockchain Layer(s)

[15] Both Defense  BSecure identity management with AloT Application, Data

[6] Security Defense  Detecting malicious nodes in PoS blockchain Consensus
networks

[53] Security Defense  Healthcare and threat protection using general- Application
purpose healthcare blockchain

[19] Security Defense  Threat and anomaly detections using Bitcoin Data

Table 9: Hybrid Papers. This table summarizes every gathered paper discussing deep learning for blockchain security
(DL4BCS), specifically for hybrid models.

Citation Neural  Priv./Secur.Att./Def. Application Domain Blockchain Layer(s)

Net-
works
[67] RNN, Security Defense Detection in healthcare using IoMT Application, Data,
Auto- Network
encoder
[59] MLP, Security Defense Supply chain-based blockchain for Application,
DAE anomaly detections Consensus, Network
[52] CNN, Security Defense IoT and bitcoin blockchains for financial Data
LSTM predictions
[66] CNN, Both Defense Threat detection  using  general Application, Data,
LSTM, blockchain Network, Consensus
Auto-
encoder
[62] CNN, Security Defense Crypto-based blockchain for threat de- Data
LSTM tections
[69] CNN, Security Defense Anomaly detections with financial trans- Data
Trans- actions
former
[58] LSTM, Both Defense Hyperledger-based blockchain for wear- Data, Network
CNN, able IoT
ANN,
GRU
[51] MLP, Security Defense Transaction-based blockchain for threat Data
CNN detection
[3] MLP, Security Defense Open metaverse blockchain for threat Data
CNN, detection and fraud analysis
LSTM
[38] RNN, Both Defense Permissioned hyperledger intrusion de- Application,
BiLSTM tection system Consensus, Network,
Data
[71] RNN, Security Defense Crypto-based blockchain for malware Hardware
LSTM detection
[70] BiLSTM, Both Defense Permissioned hyperledger for financial Application,
Trans- risk identification and transaction man- Consensus, Network,
formers agement, Data




Table 10: Transformer Papers. This table summarizes every gathered paper discussing deep learning for blockchain security
(DL4BCS), specifically for transformers.

Citation Priv./Secur. Att./Def. Application Domain Blockchain Layer(s)

[40] Both Defense  Ethereum-based blockchain to secure medical Application, Data
records

[8] Security Defense ~ Anomaly detections in networks using IoT  Application, Data
blockchain

[1] Security Defense  Bitcoin-based blockchain for threat and Data
anomaly detection

[16] Security Defense  Ethereum-based blockchain for fraud and phish- Data
ing detection

[36] Both Neither =~ Smart contracts and crypto-based blockchain Network, Data

for threat detection/financial predictions

maps. Their strength can be seen in fraud detection and
privacy-preserving applications, especially when embedded
in federal edge systems or IoT medical record frameworks.
CNNs also appear frequently in hybrid frameworks where
they handle spatial feature extraction before Long Short-
Term Memory (LSTM) or transformer modules come in for
sequential interpretation. However, CNNs lack adaptability
across heterogeneous data formats since they require signif-
icant preprocessing.

Recurrent Neural Networks (RNNs), especially LSTMs, are
important in time series modeling for sequential transac-
tion analysis, intrusion detection, and malware propagation
tracking. Their ability to keep a memory of past transac-
tions makes them useful for detecting long-range patterns
in decentralized systems. Many LSTM implementations are
deployed in privacy environments such as healthcare and
IoT, where latency and integrity are critical. However, LSTM
and RNN-based systems often lack robustness when it comes
to adversarial settings and are computationally intensive,
limiting real-world deployments at scale. A subset of mod-
els integrates bidirectional or attention-enhanced variants to
address these weaknesses.

Generative Adversarial Networks (GANs) contribute through
synthetic data generation, adversarial attack simulation, and
data augmentation for training classifiers. As seen in our
analysis, various studies use GANs to simulate fraudulent
behavior in cryptocurrency systems or biometric signals to
test defensive mechanisms. They are also used to recon-
struct missing transaction features or fill training data sets.
GANSs have critical gaps when it comes to interpretability
and are very rarely accompanied by explainability modules,
which poses a challenge in regulatory compliance and trust
in sensitive domains such as finance.

Although transformer-based architectures are relatively new
in blockchain applications, they have gained traction since
they outperform LSTMs when tasked with handling context-
rich sequences. Proper context handling can allow mod-
els to identify threats properly through pattern shifts and
trends. Transformers are often merged into hybrid mod-
els or fine-tuned with domain-specific embeddings, but still
struggle when it comes to computational demands and lack
pre-trained models for blockchain structures.

While Multilayer Perceptrons (MLPs) can be viewed as a

simpler architecture, they serve a very important role in
lightweight systems. Their presence is consistent in Proof-
of-Stake (PoS) monitoring, where interpretability and rapid
execution are prioritized. However, MLPs lack the repre-
sentational depth required for complex sequence or graph
analysis and thus are rarely deployed as standalone models.
As mentioned above, hybrid-based architectures combine
two or more neural networks. They represent a dominant
trend in recent literature. For example, CNN-LSTM com-
binations are great in fraud prediction by merging spatial
encoding and sequential learning, while GNN-Transformer
hybrids attempt to bridge structural and temporal contexts.
The idea of combining different neural networks is promis-
ing, but it requires careful coordination of model training
and data integration pipelines. Hybrid models often get the
highest benchmark scores in both privacy and security tasks,
indicating their strong practical potential even though they
require greater computational and engineering effort.

Across all architectures, some common traits can be con-
cluded within current DL4BCS research. For example, the
prevalence of hybrid models, the need for better standardiza-
tion of datasets, and the growing focus on privacy-preserving
and federated learning deployments are becoming more ap-
parent. A persistent gap across most models is the lack
of explainability tools, despite the increasing regulatory at-
tention blockchain systems have. Another concern is de-
ployment scalability; few models are validated outside of
simulated environments, resulting in real-world applications
(especially in enterprise settings or cross-chain systems) be-
ing limited. Comparably, security applications (like intru-
sion detection, fraud analysis, and malicious behavior sim-
ulation) are widely researched, while privacy-focused tasks
(such as anonymization, secure recordkeeping, and identity
protection) still require deeper exploration. This compre-
hensive combination of DL4BCS literature suggests that,

while neural networks hold great promises to enhance blockchain,

future work must address reproducibility, interpretability,
and deployment barriers to unlock their full potential.

S. CHALLENGES IN DL4BCS

Although there are many promising results from integrating
deep learning with blockchain, there are still many chal-



lenges that need to be addressed. These challenges are typ-
ically a result of limitations that are outside the control of
researchers. These challenges range from data limitations
to latency, and even include unfortunate trade-offs when at-
tempting to make an area of a system stronger.

5.1 Data Scarcity and Quality Challenges

Major existing issues in DL4BCS research are data avail-
ability and quality. Data cannot be made available in their
entirety to users due to the privacy-preserving feature of
blockchain networks. Even when data is available, it is poor
in quality and filled with errors. These errors range from
incompleteness, outdated information, inconsistencies, and
biases. Low-quality data limits the potential of a proposed
system to capture real-world dynamics accurately. These
limitations severely impede the development of real-time se-
curity models, since poor quality data is devastating to both
training efficacy and model reliability [14; 25].
Additionally, the time-critical and high-dimensional nature
of blockchain transactions complicates the gathering of data.
Supervised learning techniques, particularly those rooted in
Graph Neural Networks (GNNs) and Convolutional Neural
Networks (CNNs), heavily rely on accurate labeling and ad-
equate temporal information to effectively detect fraud and
anomalies [32; 31]. The decentralized anonymous property
of blockchain compounds these issues by diffusing available
data and limiting access for necessary contextual data [5].
To counter these limitations, others have attempted to find
other approaches, such as data augmentation strategies spe-
cially those that involve the use of Generative Adversarial
Networks (GANSs) [75]. Such methods are valuable in terms
of directions, but are still limited by the original training
data quality, including how representative the created sam-
ples are [47; 2]. In conclusion, the lack of quality standards
and privacy-oblivious datasets poses a significant obstacle to
further advancement of deep learning models in blockchain
security (DL4BCS). Future research will need to address the
creation of benchmark datasets and privacy-oblivious data
collection methods to enable further development of the dis-
cipline.

5.2 Real-Time Constraints

In order to have a successful integration of deep learning
with blockchain for security purposes, there are several real-
time constraints that researchers should be aware of. Real-
time performance is critical for blockchain security, as mali-
cious threats and anomalies need to be detected within sec-
onds to properly respond. However, there are several chal-
lenges included in this requirement, such as latency. Latency
severely limits the ability to detect and respond to threats
in time before damage has occurred within a system. Deep
learning models also have high computational demands, es-
pecially when it comes to continuously updating blockchain
data, which can also negatively delay the system response
speed to detect threats [25; 14].

Processing time-sensitive data repeatedly can be seen as one
of the main issues in this area of study. Blockchain networks
have the ability to generate large amounts of transactions,
requiring in-depth analysis. However, deep learning mod-
els are usually dependent on complex data pipelines that
involve formatting, aggregation, and structural updates be-
fore any predictions can be made [31; 5]. This preprocessing

increases latency for the entire system, particularly in envi-
ronments where network conditions vary and where data is
inconsistent.

High time complexity is involved in training and inference
for many deep learning models, which serves as another ob-
stacle. Some approaches in existing research rely on tempo-
ral dependencies, which may require sequence construction.
This results in delays in threat and anomaly detection that
are behind real-time detection expectations [32]. Although
some models are designed to be more efficient, they can
still fall short when deployed in live blockchain networks.
Communication delays, consensus mechanisms, and hard-
ware limitations can further worsen latency and speed of a
threat detection system [4; 50].

Researchers have attempted to reduce latency by imple-
menting several methods in their deep learning models. Com-
mon methods include slimming models, offloading computa-
tions, or coordinating processing with federated learning [66].
Although these methods have proven to be efficient towards
lowering latency, there is often a trade-off by implementing
one of these methods, including sacrificing accuracy, decen-
tralization, or scalability [47; 15; 8]. It is important to state
that these methods cannot completely eliminate latency is-
sues due to real-world constraints. This, therefore, serves
as a temporary solution to reduce latency while weakening
other areas of the system at the same time.

There is a notable amplification of real-time constraints in
systems that integrate deep learning with blockchain consen-
sus. In order to synchronize these two technologies, there
must be a standard of consistency across distributed nodes.
However, the required synchronization often results in delays
that can hinder responses from the system [8]. Intuitively,
latency causes models to typically report below-average in-
ference times when placed under test conditions. However,
when applied to real-world blockchain environments, there
are additional factors to consider, such as communication
lag and transaction throughput, which weakens performance
and increase load [65; 66; 58].

Low-latency inference in blockchain security is still incredi-
bly sought after, as there are many factors that contribute
to latency issues. Although these issues are typically out of
researchers’ control, they should be viewed as an open chal-
lenge that can be addressed through model optimization.
It could also be improved upon with more developments
of blockchain-compatible architectures that prioritize both
speed and accuracy equally, rather than choosing one over
the other.

5.3 Privacy Constraints

A big concern regarding deep learning and blockchain inte-
gration is managing the trade-off between obtaining qual-
ity data for detection accuracy and preserving user privacy.
Deep learning methods require access to sensitive informa-
tion, such as transaction histories and activity logs. The
transparency and immutability of blockchain clash with deep
learning requirements, which raises concerns regarding data
exposure [13]. Model input often needs to be fully visible
in order to accomplish meaningful learning. However, do-
ing this creates an opportunity for privacy breaches. CNN
models seemingly require raw transaction matrices, but very
few existing DL4BCS articles that use CNN-based models
incorporate encryption, masking, or other measures to pro-



tect data during processing [5]. Similarly, GNN-based mod-
els risk leaking information or being manipulated through
adversarial transactions if node embedding is not adequately
secured [54]. Although node access controls are implemented,
feature-level privacy remains largely unaddressed, as seen in
some supply chain use cases [42].

GAN models bring about new privacy risks by using sensi-
tive real data to create synthetic samples. Although having
the ability to generate synthetic data can reduce the reliance
on raw data sets, existing research does not currently eval-
uate whether synthetic outputs might accidentally expose
private information. A common gap is the lack of methods
to preserve privacy. Some examples of possible bypasses
could be differential privacy [72] or federated training [22],
which is presented in multiple sources. Hybrid models are
especially prone to this situation as they combine multiple
deep learning techniques to take advantage of their unique
strengths. However, this also results in each of their vulner-
abilities inflicting a significant effect in systems. In domains
like healthcare or finance, where information is very sensi-
tive and regulations limit access to full datasets, neural net-
work models often require continuous data that blockchain
systems simply are unable to provide. Without clear trans-
parency controls or consent mechanisms, these models risk
violating privacy while enhancing fraud detection. While
blockchain ensures traceability and tamper-resistance, the
integration of deep learning introduces new privacy chal-
lenges despite its security-enhancing potential. However,
the complex tradeoffs that come with it are something that
most systems are not yet prepared to resolve.

5.4 Opposing Demands of Scalability, Accu-
racy, and Speed

A challenge found in various deep learning approaches was
managing the trade-off between accuracy, speed, and scala-
bility within blockchain environments. Blockchain systems
generate high-frequency, high-volume data, demanding timely
and precise threat detection. However, many models strug-
gle to meet all three demands simultaneously. As authors
tried to improve detection accuracy through various meth-
ods, including adding layers, using spatial-temporal features,
or generating synthetic samples, they consistently increased
computational overhead. For example, transforming block-
chain transaction records into a graph-like structure or image-
like inputs adds heavy processing overhead. This slows the
inference times, making models less suitable for real-time
anomaly detection or fraud monitoring on fast-moving block-
chain networks. Even lightweight models can cause memory
strain and latency, which slows down their effectiveness in
large or continuously updating blockchains.

Attempts to address these issues through federated learning,
lightweight architectures, or synthetic data augmentation of-
ten led to new constraints. Models such as federated CNNs,
which are trained across decentralized blockchain nodes, ex-
perienced synchronization delays and struggled with perfor-
mance degradation when local nodes had limited data va-
riety. While GANs have proven to be helpful for creating
synthetic blockchain transaction data to address class imbal-
ance, they can become too slow when scaled up to support
broader blockchain use cases.

Several GNN models also had difficulties maintaining up-to-
date representations of rapidly evolving blockchain graphs,

where deeper architectures increased precision but signifi-
cantly reduced speed and scalability. Across various neural
networks, including CNN, GNN, and GANs, authors dis-
cussed that improving one dimension generally comes at the
cost of another. For example, model depth often comes at
the cost of efficiency. This requires task-specific trade-off
analysis or adaptive modeling. However, this can be seen
with alternative elements, such as a trade-off between secu-
rity and privacy.

6. FUTURE RESEARCH DIRECTIONS

Throughout the above-discussed papers, there were vari-
ous research gaps due to the number of challenges that re-
searchers face while merging deep learning and blockchain.
In this section, we provide several possible research direc-
tions for researchers to consider. Giving more attention and
focus to these areas could potentially result in solving the
challenges researchers seem to be constantly running into.
It could also solve long-term struggles to improve systems
that use deep learning to improve blockchain.

6.1 Research for Privacy

Although blockchain features a transparent and immutable
design, its functionality to protect sensitive data decreases
when merged with deep learning networks. A vast amount
of existing research discusses security applications, with very
few papers discussing privacy improvements. Since there is
a lack of privacy-focused research, there is plenty of room for
discovery and academic improvements. Although we previ-
ously mentioned trade-offs in Section 5.3 and Section 5.4,
there seems to be a common trade-off between security and
privacy. When integrating deep learning and blockchain, se-
curity may increase within a system, but privacy gets put at
risk. While most of the reviewed models assume unlimited
access to data, this is unfortunately not realistic due to eth-
ical and regulatory laws for protecting sensitive data. These
rules lead researchers to struggle with a lack of data due to
the importance of keeping privacy intact.

In the future, it is critical to develop techniques that enable
deep learning to enhance blockchain functionalities without
compromising confidentiality laws or degrading blockchain
performance. As previously discussed, there are methods
that can be used to aid with this situation, such as dif-
ferential privacy, homomorphic encryption, and federated
learning. These methods can allow neural networks to learn
ethically in order to improve blockchain by avoiding sensi-
tive data. However, there is not enough research to offer
a full-proof solution, which leads to a vast need for future
research on ethical privacy-based experiments. Overall, re-
searchers have successfully created a vast number of systems
that focus on improving security in blockchain, and the fo-
cus should be considerably shifted towards privacy improve-
ments.

6.2 Understudied Blockchain Layers

Blockchain currently allows for a deep data hierarchy far
beyond what the bulk of existing research currently has
access to. While many papers focus on transactions ver-
sus accounts (including account statistics), smart construct
internals, state transitions, and pending transaction pools,
output behavior seems to be scattered.



Future research must look at how certain layers of blockchain
can be utilized more for neural models. For instance, the
hardware layer of blockchain is severely underused. Im-
provements with this layer could result in fixing common
issues with deep learning and blockchain integration, such as
latency. This could be achieved by developing new bytecode-
feature encoders, which use graph representations of func-
tion calls, or by synchronizing time-sensitive data with con-
firmed transactions for reliable inputs for neural models.
Specifically, the consensus layer remains underused for model
integrations, which introduces a potential research direction
to explore how neural networks could be embedded directly
into consensus logic. We could also consider the possibil-
ity of whether neural networks could be stored directly on-
chain, such as using smart contracts to host neural networks.
Smart contracts could also benefit from off-chain access, al-
lowing smart contracts to call a neural network to classify
images or flag certain behaviors.

Overall, deep learning could be integrated into the network
via on-chain integration. Consensus and hardware layers in
future research could also potentially make blockchain sys-
tems more adaptive and secure, particularly for fraud/attack
detection. The overall goal is to build more models that can
interpret lower-level information to detect more blockchain
threats, which could be done by using underexplored block-
chain layers(specifically, the hardware layer or consensus
layer).

6.3 Neural Network and Blockchain Interop-
erability

To achieve the full potential that AI offers in decentral-
ized systems, neural networks must be callable and verifi-
able using smart contracts. Higher-quality blockchain ap-
plications have a significant dependence on off-chain com-
putation, which can impose reliance on external systems.
As a result, this can break trust assumptions. Future re-
search should explore model structures or approximation
techniques that are on-chain or in trusted execution zones.
Furthermore, researchers explore emerging technologies, such
as zero-knowledge proofs, which can allow smart contracts
to confirm outputs without revealing private data. A trusted
pipeline from model to contract (and back) could unlock au-
tonomous, real-time, decentralized intelligence, which has
yet to be achieved in current designs and research. In sum-
mary, the access of the neural model within smart contracts
can result in improvements for overall systems in many var-
ious areas, bringing the potential to solve the various issues
found in current designs.

7. CONCLUSION

This survey provides a comprehensive overview of how deep
learning has been applied to enhance the security of block-
chain systems. We have defined this specific field of study as
deep learning for blockchain security (DL4BCS). We began
with an explanation of blockchain origins, providing an in-
depth description of its unique structure. We also properly
defined deep learning, elaborating on specific neural net-
works and their unique properties. By referring to the arti-
cles where these technologies have originated, we provided
a combined definition of how deep learning and blockchain
could be integrated to improve security in models and sys-
tems.

We organized current work within our methodology based on
neural network architectures, blockchain layers, attack and
defense roles, and application domains. Through this com-
prehensive examination of Graph Neural Networks (GNNs),
Convolutional Neural Networks (CNNs), Long Short-Term
Memory (LSTM) networks, Generative Adversarial Networks
(GANSs), Multilayer Perceptrons (MLPs), Recurrent Neu-
ral Networks (RNNs), transformers, and hybrid models, we
uncovered clear patterns, strengths, gaps, and weaknesses
of existing research in DL4BCS. To help understand this
methodology, we created various tables and diagrams to al-
low readers to visualize our analysis.

From our results, we can identify that GNNs, GANs, and
LSTMs are the most researched architectures. GNNs are
prominent since they serve a special role for modeling re-
lational data in transaction networks and can detect com-
plex fraud patterns. LSTMs and RNNs are similar since
they can both be applied for sequential modeling, intru-
sion detection, and anomaly tracing (specifically for IoT and
healthcare-based blockchain platforms). At the same time,
CNNs and GANs can be applied to blockchain due to their
spatial learning capacity and ability to generate fake data.
However, their applications may be restricted to specific lay-
ers of a blockchain, such as the data layer and application
layer.

Although transformer models have recently started apply-
ing to improve blockchain security, they have substantial
potential due to their long-range dependencies and ability
to complete complex security tasks. However, their com-
putational requirements and lack of pre-trained blockchain
models serve as barriers for researchers.

As we have seen, hybrid models merge two or more neu-
ral networks, serving as a particularly powerful technologi-
cal integration with improved performance on benchmarks.
These models demonstrate the applied use of multi-model
learning in blockchain systems, but this typically comes at
the cost of increased data preprocessing efforts.

Despite promising advances in this field of study, our survey
identifies a number of challenges and issues. Within existing
constraints, data availability has proven to be quite common
across all existing DL4BCS research. The decentralized,
privacy-preserving nature of blockchain makes it difficult for
large labeled datasets to train deep learning models. The ab-
sence of standardized criteria also contributes to making per-
formance comparisons difficult across DL4BCS studies. Ad-
ditionally, the majority of present literature focuses on the
application and data layers of blockchain, which results in
less focus on consensus, network, and hardware. All layers of
blockchain serve important purposes for security, but more
research could result in privacy improvements. But, it’s dif-
ficult to improve privacy if realistic datasets are protected,
restricting researchers to using synthetic data to train deep
learning modules. As a result, systems are restricted to
using synthetic data or temporary solutions (such as fed-
erated learning). This also means that privacy-preserving
approaches (including identity protection and differential
privacy) are less understood when compared to security fo-
cuses. Real-time constraints have created several issues as
well, introducing inference delays and latency within sys-
tems. We have also proven that trade-offs are unfortunately
common in this area of study. Improving speed often results
in sacrificing accuracy, and vice versa.

With both advances and challenges in mind, we identified



various directions for future research. First, publicly avail-
able and standardized DL4BCS datasets should be created
to make benchmarking and reproducibility much simpler.
By doing this, researchers will have increased opportunities
to produce more privacy-based models and systems. This
also ensures the protection of researchers in terms of specific
laws and regulations that focus on preserving data privacy.
We also encourage researchers to provide explainability so
that trust can be established within these models. Second,
more effort needs to be focused on understudied blockchain
layers, such as the consensus layer and the hardware layer
of blockchain technology. Although alternative layers, in-
cluding the application layer, are heavily represented in cur-
rent DLABCS research, all blockchain layers can provide
substantial improvements to blockchain security, especially
when integrated with deep learning. Third, we encourage
researchers to consider neural network and blockchain in-
teroperability to unlock the full potential of Al. Accessing
neural networks within smart contracts serves as a potential
solution to improve systems, not just for security purposes
but overall.

In conclusion, the integration of neural networks and block-
chain has proven to be much more than applying deep learn-
ing to a new data source. It requires changing how deep
learning models are trained, used, and evaluated within de-
centralized ecosystems. The presented solutions are not only
in technical innovation but also interlace the use of Al, cryp-
tography, distributed computing, and system engineering.
By continuing to push boundaries and refine the combina-
tion of these technologies, research communities can unlock
new methods and models to improve blockchain security by
using deep learning architectures. In the far future, we hope
that this field of study will motivate the development of
safer, more expandable solutions that can be used across a
larger variability of both blockchain and deep learning envi-
ronments.
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