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ABSTRACT

Fairness in Artificial Intelligence rightfully receives a lot
of attention these days. Many life-impacting decisions are
being partially automated, including health-care resource
planning decisions, insurance and credit risk predictions, re-
cidivism predictions, etc. Much of work appearing on this
topic within the Data Mining, Machine Learning and Ar-
tificial Intelligence community is focused on technological
aspects. Nevertheless, fairness is much wider than this as it
lies at the intersection of philosophy, ethics, legislation, and
practical perspectives. Therefore, to fill this gap and bring
together scholars of these disciplines working on fairness, the
first workshop on Bias and Fairness in Al was held online on
September 18, 2020 at the ECML-PKDD 2020 conference.
This special section includes six articles presenting different
perspectives on bias and fairness from different angles.

Keywords

Bias, fairness, discrimination, fairness-aware machine learn-
ing, responsible artificial intelligence

1. INTRODUCTION

Artificial Intelligence (AI) techniques based on big data and
algorithmic processing are increasingly used to guide deci-
sions in important societal spheres, including hiring deci-
sions, university admissions, loan granting, and crime pre-
diction. However, there are growing concerns with regard to
the epistemic and normative quality of Al evaluations and
predictions. In particular, there is strong evidence that al-
gorithms may sometimes amplify rather than eliminate ex-
isting bias and discrimination, and thereby have negative
effects on social cohesion and on democratic institutions.

Despite the increased amount of work in this area in the
last few years, we still lack a comprehensive understanding
of how pertinent concepts of bias or discrimination should
be interpreted in the context of Al and which socio-technical
options to combat bias and discrimination are both realisti-
cally possible and normatively justified. The main objective
of the workshop on Bias and Fairness in AI held onlineE] on
September 18, 2020 at the ECML-PKDD 2020 conference is
a contribution to the understanding of “How can standards
of unbiased attitudes and non-discriminatory practices be

"https://sites.google.com/view/bias-2020/programme

met in (big) data analysis, Al and algorithm-based decision-
making?”.

We introduce topics in Bias and Fairness in Al and describe
how they were covered in the program of the workshop in
Section 2 and provide a brief overview of the contributed
articles to this special section in Section 3.

2. TOPICS IN AI BIAS AND FAIRNESS

Research on fairness in machine learning and data mining
took off in 2008-2010 with some of the first works on dis-
crimination discovery in databases |1] and learning classifi-
cation models with (non-discrimination) independency con-
straints [2|/3|. These papers were followed by an exponential
explosion of papers in major Al conferences, and an emer-
gence of new cross-disciplinary workshops and conferences
such as most notably FACCTE] and AIES°| A recent snapshot
of the frontiers of fairness in machine learning research can
be found in [4].

Much of the research on fairness in machine learning can
be framed in an optimization context |5|, where the goal
is to maintain good predictive performance while satisfying
a number of group-level or individual fairness constraints.
This combination can be achieved via modeling and remov-
ing representation bias and/or labeling bias in the train-
ing data, via fairness-aware representation learning [6]|7],
model induction, model selection, regularization, or post-
processing of specific [8] or any [9] trained models or model
outputs.

In parallel, temporal dynamics of fairness in algorithmic de-
cision making [10| and its long-term impact |[11] has been
studied to address feedback loops that may amplify discrim-
ination.

Next to algorithmic approaches, also progress has been made
with respect to theoretical analysis to better understand the
possibility or impossibility of fairness with its different often
conflicting notions [12].

Another recent avenue of fairness-aware machine learning re-
search includes causality. The notion of counterfactual fair-
ness and approaches of counterfactual inference have been
proposed to make predictions fair across different subpopu-
lations. Considering classification as an optimization prob-
lem with fairness constraints entailed by competing causal
explanations, Russell et al. [13| demonstrated that it is pos-
sible to be approximately fair with respect to multiple pos-

’https://facctconference.org/
“https://wwu.aies-conference.com/
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sible causal models at once, thus mitigating the bottleneck
of exact causal specification.

The BIAS2020 workshop solicited contributions on bias and
fairness in all areas of AI (supervised and unsupervised learn-
ing, reinforcement learning, information retrieval and rec-
ommender systems, human-computer interaction, constraint
solving, complex systems and networks, etc.) and encourag-
ing interdisciplinary studies including law, philosophy and
social sciences. 21 full paper submissions were received of
which 7 were selected to the workshop program after peer-
review. The program also featured four invited talks and a
concluding panel discussion. Revised and extended contri-
butions were invited for this special section.

3. CONTRIBUTED ARTICLES

The special section includes six contributed articles span-
ning a variety of topics: philosophical viewpoints on dis-
crimination (14|, applicability of different ML fairness no-
tions [15|, a new measure for viewpoint fairness in ranking
applications 16|, gender perception in online platforms [17],
fair classification via ethical adversaries |18|, and why not
only serendipity but also equity should be considered to mit-
igate historical discrimination effects [19].

Two Kinds of Discrimination in AI-Based Penal De-
cision-Making. Hubner in [14] presents a viewpoint on dis-
crimination in algorithmic decision making from the stand-
point of practical philosophy and ethics of science. In his
work, he distinguishes two kinds of discrimination that need
to be addressed in Al-based penal decision-making: the
problem of inevitable trade-offs between incompatibility of
statistical fairness measures as became widely known due to
the COMPAS study and analyzed theoretically in [20], and
the problem referred to as the so-called discursive fairness
that applies when humans make decisions based on empiri-
cal evidence. Hubner discusses the fundamental differences
in approaching requirements of non-discriminatory action
within the penal sector for each of these two kinds of discrim-
ination. Whereas in the case of statistical fairness, the fo-
cus is on measuring dependency between race and (correctly
and/or wrongly) predicted recidivism, in case of discursive
fairness, it is necessary to analyze what types of information
must be provided when justifying a court’s decisions based
on a machine learning model’s predictions. This leads to
seeking answers to the core question: What reasons must a
judge as a human decision maker provide for her each and
every decision to grant or deny parole.

On the Applicability of Machine Learning Fairness
Notions. While many notions of fairness were introduced
and many machine learning approaches and techniques have
been development that can help to optimize for those no-
tions, we also know that it is impossible to optimizing several
of the competing notions of fairness at the same time [12].
Hence, a natural practitioner’s question is which notion of
fairness should be used. Makhlouf et al. |15 introduce a
survey of fairness notions that should help find an answer
to the question “which notion of fairness is most suited to a
given real-world scenario and why?”. The authors identify a
set of fairness-related characteristics of real-world scenarios
and analyze the relevance of corresponding fairness notions
to these characteristics. Their findings are summarized in a
decision diagram that may help different research commu-
nities, practitioners and policy makers to understand and

navigate the space of fairness notions studied in fairness-
aware machine learning.

Blind Spots in AI: the Role of Serendipity and Eq-
uity in Algorithm-Based Decision-Making. Van Leeu-
wen et al. |19] argue that designing an algorithm-based deci-
sion-making system focusing solely on serendipity might not
be enough to avoid historical discrimination and therefore
they suggest to also include equity in the development pro-
cess. To this end, they propose a design rationale that in-
corporates the principles of serendipity (diversifiability) and
equity (intersectionality, reflexivity and power balance) for
the development of such systems.

Gendering algorithms in social media. Fosch et al. [17]
investigate the impact of algorithmic bias on inadvertent
privacy violations and the reinforcement of social prejudices
of gender and sexuality. In particular, they conducted an
online survey to understand whether and how Twitter in-
ferred the gender of users. They found that gender-related
stereotypes persist both online and offline, and platforms of-
ten appear to fail to understand that gender is not binary
(male/female). Beyond Twitter’s binary understanding of
gender and the inevitability of the gender inference as part
of Twitter’s personalization trade-off, they also found that
the misgendering rate is much higher for gay men (32%) and
straight women (16%) as compared to straight males (8%).
Their results call for attention to gender in gender classifiers
to avoid amplification of existing biases that affect especially
marginalized communities.

Ethical Adversaries: Towards Mitigating Unfairness
with Adversarial Machine Learning. It is now common
in machine learning research to address non-discrimination
by introducing independency constraints into the predictive
modeling process. One generic approach to do this was pre-
sented in [5]. Delobelle et al. [18] continue on this track
and introduce the idea of using adversarial training for im-
proving fairness of classification. The authors introduce a
framework that makes use of two models. One model is op-
timized for preventing the correct guessing of the values of
protected attributes, while staying as accurate as possible.
The other adversary model leverages evasion attacks to gen-
erate new examples that will be misclassified and provides
them to the training of the first model. The experimental
evaluation of this framework on common benchmarks like
the COMPAS datasets demonstrates promising results for
achieving group level fairness including demographic parity
and equality of opportunity.

Assessing Viewpoint Diversity in Search Results Us-
ing Ranking Fairness Metrics. Fairness-awareness is be-
ing considered in a variety of applications of autonomous
decision making by machine learning based scoring mech-
anisms. Considering biases and fairness in recommender
systems and web search, a graph-based algorithm that post-
processes generated recommendations for improving aggre-
gate diversity was proposed in [21]|. The paper of Draws et
al. |16 included in the special section, highlights the impor-
tance of researching how to measure and assess viewpoint
diversity in real search result rankings. Depending on how
the items are ranked in search results, more homogeneous
or more diverse items or viewpoints will be exposed to the
user. The authors show that assessing the viewpoint diver-
sity might not be as straightforward as it may seem, consid-
ering and experimenting with a few ranking fairness metrics
in a controlled simulation study.

Volume 23, Issue 1



SIGKDD Explorations

We hope you will enjoy reading the papers on bias and fair-
ness in Al in this special section and find them an inspiration
for formulating and addressing many of the open challenges
in this socio-technical problem space, advancing the current
state of the art further and further.
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ABSTRACT

The famous COMPAS case has demonstrated the difficulties in
identifying and combatting bias and discrimination in Al-based
penal decision-making. In this paper, I distinguish two kinds of
discrimination that need to be addressed in this context. The first
is related to the well-known problem of inevitable trade-offs be-
tween incompatible accounts of statistical fairness, while the
second refers to the specific standards of discursive fairness that
apply when basing human decisions on empirical evidence. I will
sketch the essential requirements of non-discriminatory action
within the penal sector for each dimension. Concerning the for-
mer, we must consider the relevant causes of perceived correla-
tions between race and recidivism in order to assess the moral
adequacy of alternative standards of statistical fairness, whereas
regarding the latter, we must analyze the specific reasons owed in
penal trials in order to establish what types of information must be
provided when justifying court decisions through Al evidence.
Both positions are defended against alternative views which try to
circumvent discussions of statistical fairness or which tend to
downplay the demands of discursive fairness, respectively.

Keywords

Al-based decision-making, crime prediction, bias, discrimination,
justice, fairness, statistical fairness, discursive fairness, COMPAS.

1. INTRODUCTION

This paper addresses two types of potential discrimination in algo-
rithm-based decision-making. Both problems are well-known and
have achieved widespread attention within the general public and
the academic disciplines, though it may be surprising that I dis-
cuss both of them under the title “discrimination”. However, |
hope the following discussion will elucidate why this overarching
perspective is conceptually justified and ethically insightful. In
particular, it may clarify central questions within both dimensions
and reveal important connections between the two issues.

Concerns of possible bias and discrimination in computer algo-
rithms pertain to a multitude of areas, ranging from everyday
applications such as image recognition software, search engines or
chat bots to specialized systems used in university admission pro-
cedures, hiring decisions or loan granting. Notwithstanding this
ubiquity of the topic, it is plausible to assume that normative anal-
yses of and technical solutions to bias and discrimination in Al-
based decision-making must ultimately be tailored to the concrete
fields of social interaction in which these applications take place.
In this paper, I will focus on the forensic sector, more specifically
on Al-based crime prediction in penal court decisions. My prima-
ry example of use will be the famous COMPAS case.

SIGKDD Explorations

COMPAS (“Correctional Offender Management Profiling for
Alternative Sanctions”) is a software package for crime prediction
which was originally developed and marketed by the private firm
Northpointe, meanwhile succeeded by Equivant (www.equivant.
com). COMPAS aims to assess a defendant’s probability of
reoffending, thus supporting judges in their decisions concerning
whether a culprit should be detained before trial or might be re-
leased on bail, whether she should go to prison or might be eligi-
ble for probation, or whether she should stay in jail or might be a
candidate for parole [13, 31]. COMPAS is based on a question-
naire, collecting data such as the current charges against the de-
fendant and her criminal history, but also socio-economic factors
including education levels, employment status, family back-
ground, social environment etc. Drawing from 137 items, COM-
PAS generates a score predicting the risk of reoffending, ranging
from 1 to 10 [9].

In 2016, a public controversy arose when Angwin and colleagues
claimed that COMPAS risk scores were discriminating against
black persons, pointing to apparent problems of statistical fairness
in the algorithm’s predictions [3, 28]. Beforehand, several authors
had already expressed procedural worries about using Al evi-
dence in court hearings [8, 10]. In the following sections, I will
turn to both aspects respectively, highlighting the basic tenets of
how each notion of fairness is to be assessed. Finally, I will con-
nect these analyses into an integrated view.

2. STATISTICAL FAIRNESS
2.1 Numerical Features of COMPAS

Angwin et al.’s statistical concerns about COMPAS can be most
readily retraced by arranging retrospective data on algorithmic
predictions and real outcomes in an “error matrix” (or “confusion
matrix”). In such a matrix, rows contain the numbers of persons
predicted to exhibit a certain trait (here: predicted reoffending or
predicted not reoffending), while columns display the numbers of
persons indeed falling into the corresponding groups (here: in fact
reoffending or in fact not reoffending). The four resulting fields of
the matrix contain true positives (TP: predicted reoffending and in
fact reoffending), false positives (FP: predicted reoffending, but in
fact not reoffending), true negatives (TN: predicted not reoffend-
ing and in fact not reoffending), and false negatives (FN: predict-
ed not reoffending, but in fact reoffending). Based on these num-
bers, several parameters can be calculated in order to evaluate the
statistical performance of the algorithm.

Issues of statistical fairness can be addressed by calculating these
parameters separately for different groups. In particular, discrep-
ancies in parameters between groups distinguished by salient fea-
tures such as race or gender may be taken as indications of poten-
tial discrimination. The following error matrix for COMPAS (Ta-
ble 1), compiled from Larson et al., shows algorithmic predictions
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and real outcomes in Broward County, Florida (2013/14), con-
trasting data on white (w) and black (b) defendants [28]. By ana-
lyzing these basic data, especially by comparing statistical param-
eters for whites and blacks, one can determine whether COMPAS
satisfies different fairness conceptions [5, 6, 19, 27, 30, 34].

In fact In fact
reoffending not reoffending
Predicted TP FP
reoffending w=1505;b=1,369 w = 349; b = 805
Predicted FN TN

not reoffending w=461;b=532 w=1,139; b=990

Table 1: Error matrix for COMPAS, numbers from [28]'

First, it must be stressed that COMPAS does not make explicit use
of a race variable in order to generate its predictions. Race is not
among the 137 items on the questionnaire, and nothing suggests
that COMPAS reconstructs its value from proxy variables and
then utilizes it as an additional input to its calculations. So COM-
PAS does comply with the standard of “fairness through una-
wareness”, not referring to a variable that would carry the label
“protected” in fields pertaining to possible racial discrimination.
However, it is widely agreed that this is a minimum requirement
which, in general, does not exhaust all statistical fairness issues.

Second, predicted rates (PRs), i.e. relative numbers of persons
predicted to reoffend, can be calculated (PR = {TP+FP}/total).
Here we find a stark difference between both groups (PR =35%,
PRy, = 59%), demonstrating that COMPAS does not correspond to
the standard of “statistical parity” (“demographic parity”, “equal
acceptance rate”). However, one might consider it adequate to
compare the PRs to the true rates p (“base rates”, “prevalences”),
i.e. the relative numbers of individuals who do in fact reoffend
(p = {TP+FN}/total). Although not in perfect agreement, these
display at least a similar tendency (pw = 39%, p» = 51%). Against
this background, it may appear incongruous to complain about
unequal predicted rates PR. Rather, it might be suggested, COM-
PAS simply tracks social reality, as displayed in the true rates p. I
will comment on this issue in the following sections, particularly
on the problems of calling the prevalences p “true rates”. But for
the time being, it should be noted that also Angwin et al., in their
critique of COMPAS, do not focus on its lack of statistical parity.

Instead, what Angwin et al. are predominantly concerned about is
the false positive rates (FPRs), i.e. the relative numbers of persons
who, although they ultimately do not reoffend (i.e. being either a
false positive or a true negative), have erroneously been predicted

! Larson et al. only analyzed pretrial-detainment decisions, not
probation or parole decisions, as COMPAS was predominantly
used for the former in Broward County. They classified as “pre-
dicted reoffending” individuals receiving a risk score of 8-10,
and as “predicted not reoffending” those with a risk score of 1—-
4, corresponding to Northpointe’s classification of these indi-
viduals as “high risk” or ”low risk”, respectively. They defined
“in fact reoffending” or “in fact not reoffending” with regard to
whether the same person was again arrested within two years
after her scoring, as COMPAS itself is supposed to predict a
new offence within two years. I will comment on the problem of
identifying reoffending with rearrests in due course.

SIGKDD Explorations

to reoffend (ending up as a false positive) (FPR = FP/{FP+TN}).
This indicator is much higher for blacks than for whites
(FPRy, =23%, FPRy, =45%), i.e. COMPAS does not fulfil “pre-
dictive equality”. Maybe not surprisingly, the reverse is true for
the false negative rates (FNRs), i.e. the relative numbers of indi-
viduals who, although they ultimately do reoffend (i.e. being ei-
ther a true positive or a false negative), have erroneously been
predicted not to reoffend (ending up as a false negative)
(FNR = FN/{TP+FN}). This figure is much higher for whites than
for blacks (FNRy =48%, FNR;, =28%), i.e. COMPAS does not
satisfy “equal opportunity”. So in both regards, we do not have
“error rate balance”, and taken together we do not have “equalized
odds”, which would require both error rates to be equal. Put simp-
ly, COMPAS seems to be too strict for blacks and too lax for
whites.

However, Northpointe replied to these concerns by stating that
this difference should not be misread as racial bias against black
defendants [11]. In particular, they argued that the appropriate
metric for judging fairness is rather the positive predictive values
(PPVs). This parameter measures the relative numbers of persons
who, after having been predicted to reoffend (i.e. being either a
true positive or a false positive), do in fact reoffend (ending up as
a true positive) (PPV =TP/{TP+FP}). This value, although not
fully identical, is in reasonable agreement for both groups
(PPVy, =59%, PPV}, = 63%). So COMPAS does establish approx-
imate “predictive parity” (essentially equivalent to “calibration”).
In this respect, COMPAS does not seem to discriminate against
black people.

It appears like a natural requirement that all the above parameters,
error rates as well as predictive values, be roughly equal for
whites and blacks in order to avoid potential discrimination. But
unfortunately, this comprehensible demand, except for degenerate
cases like zero errors, is mathematically impossible to meet,
where the prevalences p differ for both groups. There are several
“impossibility theorems” demonstrating this unfavorable constel-
lation [16, 25]. Maybe the most easily accessible proof is by
Chouldechova [7]. She bases her argument on the equation
FPR = [p/{1-p}] - [{1-PPV}/PPV] - [1-FNR]. From this formula,
it can easily be seen that, if there is a difference in prevalence p
for the two groups, the groups must also differ in at least one of
the three quality parameters, FPR, FNR or PPV, unless these have
values zero or one.”

2.2 A Stalemate

Against this background, some scholars have started to turn away
from the debate on statistical fairness, preferring other approaches
to issues of algorithmic discrimination [6, 18, 19, 24]. This reac-
tion is comprehensible, and appears to be backed by several con-
siderations.

First, the impossibility theorems mentioned above demonstrate
that we cannot have all that we might want in terms of statistical
fairness. And facing this irresolvable conflict of alternative con-
ceptions, it is not obvious which fairness measure to prefer.

2 COMPAS, in fact, has significant differences in two parameters.
Both FPRs and FNRs considerably deviate for whites and
blacks. Theoretically, an algorithm could achieve equality of
two parameters between the groups. But at least one of the three
needs to compensate for the given difference in prevalence p.
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To be sure, there is some reason to share Angwin et al.’s view that
the differing FPRs for whites and blacks are especially disturbing.
COMPAS is applied within the penal system, where false posi-
tives appear to be particularly troubling. It may be tempting to
back this normative intuition with reference to the basic standard
in dubio pro reo. However, this classical legal tenet concerns the
ascription of past offences to a defendant: it states that, if you are
not reasonably sure that some person has committed a crime, she
should rather not be prosecuted. COMPAS, by contrast, is applied
in decisions concerning bail, probation or parole, where the pre-
diction of future offences of the defendant is at stake: in these
contexts, we are fairly certain that a person has committed some
offence, but we consider waiving incarceration, given an optimis-
tic prediction that she will not perpetrate again. Consequently, in
dubio pro reo does not properly apply here. In particular, false
positives in COMPAS do not, as is sometimes suggested, amount
to “incarcerating innocent people”. If that was the case, even an
FPR of 23% for whites would be outrageously high, not just an
FPR of 45% for blacks. Yet, it may be reasonable to hold that,
although the in dubio principle itself is not to the point, some
more basic imperative standing behind it will still apply, namely
the idea that it is legally paramount to avoid unnecessary punish-
ment. Even when defendants are highly suspect or actually con-
victed of some past offence, imprisonment without demonstrated
need ought to be avoided where possible, given its devastating
impact on individuals and their families. Consequently, once we
agree that the past offence in question is of a minor kind or has
been atoned for to a sufficient degree, so that good confidence in
the future compliance of a defendant would justify her release,
failure to grant bail, probation or parole would constitute a major
wrong within a liberal state, ultimately conflicting with the rule of
law. Following this line of thought, focusing on FPRs, rather than
on FNRs or PPVs, would appear paramount to penal justice. Ad-
mittedly, though, it may be less obvious why the FPRs need to be
equal for different groups. We should possibly minimize them, but
it is not clear yet why we should equalize them.

Similar remarks hold with regard to the FNRs. Contrary to the
arguments sketched above, one may insist that, in discussions of
bail, probation or parole, false negatives should constitute our
primary focus. In these contexts, judges are presented with highly
suspect or actually convicted individuals whose incarceration
would be basically justified. Under these circumstances, decisions
to waive imprisonment must, first and foremost, avoid possible
dangers to the general public due to potentially non-compliant,
dangerous, recidivating individuals. This is why predictions of
future offences are involved in these decisions. The defendants
did commit an offence, or are highly suspect of having done so,
and the question of whether imprisonment could be waived must
focus more on the danger of future recidivism in case of false
negatives than on the danger of unnecessary imprisonment in the
form of false positives. Note that this argument would not, as
might first appear, establish that there was no race-related prob-
lem in COMPAS: to be sure, it would shift the focus away from
the disproportionate numbers of false positives in black defend-
ants that Angwin et al. concentrate on. But instead, it would have
to turn to the enlarged numbers of false negatives in white de-
fendants: stressing the need to protect the public, of all things an
FNR of 48% for whites would seem to be unbearably high, not so
much an FNR of 28% for blacks. Again, however, this line of
reasoning may not really bear on issues of statistical fairness. It
would probably require the minimization of FNRs, but it may not
straightforwardly suggest the importance of their equalization.
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It is also understandable that Northpointe underlined the im-
portance of PPVs. Given that the algorithm predicted that a person
would reoffend, the PPV indicates the probability that the person
will indeed do so. So in a way, the PPV announces the reliability
of the algorithmic prediction, the quality of the provided service.
Thus, it is not surprising that computer scientists are inclined to
focus on this parameter, and that common processes of algorithm
optimization tend to increase its value. In addition, the infor-
mation conveyed by the PPV seems to be in better correspondence
to the epistemic situation of a decision-maker than the FPR or
FNR. She is not presented with a not reoffending or reoffending
individual and has to make up her mind whether the algorithm
might misclassify that person (FPR or FNR), but she is presented
with an algorithmic prediction and has to make up her mind
whether this assessment will turn out to be true (PPV). Finally, it
makes sense to assume that the PPV should not only be maxim-
ized, but also equalized across groups. For, if this is the case, the
decision-maker (i.e. the judge) may restrict her considerations to
the prediction that she is given (i.e. the risk score), without having
to pay additional attention to the defendant’s group affiliation
when interpreting this information. If the PPV is equal for whites
and blacks, a given risk score has the same meaning for both
groups. The prediction has a consistent reliability, no matter
whether the person concerned is white or black.

In short, there seems to be a real stalemate between these different
fairness measures. And it may appear hopeless to find a decisive
argument in favor of one of them.

Second, focusing on measures of statistical fairness runs the dan-
ger of absurd solutions, ending up with an Al that simply rear-
ranges numbers in the error matrix in the way desired, but without
any substantial sense [12, 18]. For instance, an algorithm could
achieve statistical parity by predicting proportionate fractions
from two groups to reoffend while selecting the individuals from
both groups randomly, or it could equalize false positive rates by
attributing high risk scores to actually harmless individuals.

Third, largely analogous debates on different statistical fairness
standards and their mutual mathematical incompatibility took
place back in the 1960s and 1970s, in discussions on potential bias
and discrimination in assessment tests [21]. These discussions
produced no decisive results, undermining hopes that we might do
now better with the parallel problems in algorithmic predictions.

Given these findings, it is not surprising that some people have
become weary of discussions on statistical fairness. At the same
time, something important still seems to show up in the numbers
which is worth addressing. In the following sections, I will make
some remarks on these issues and suggest how they might be
tackled. In particular, I contend that there is no general solution
stating which fairness measures should dominate in any Al-based
decision-scenario, be it university admissions or loan granting, but
that we need to turn to a concrete scenario, like crime prediction
in the forensic sector, in order to approach these problems.

2.3 The Core Question

To adequately grasp the issue of statistical fairness in Al-based
penal decision-making, one core question needs to be addressed:
What is the cause of the correlation between race and recidivism
that we appear to observe both in empirical data and in Al predic-
tions? It is only answers to this core question, I propose, that can
guide us in balancing various statistical fairness demands. Two
main answers to this question seem to suggest themselves.
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(1) The first answer would be: “A major cause of the correlation is
the past treatment of black people in the US. In the US history,
we witness an extensive thread of massive discrimination against
black persons, including slavery, political exclusion, segregation,
and social marginalization. This practice has clearly led to a sig-
nificant socio-economic deprivation of the black population. And
higher crime incidence, or enlarged recidivism rates, as they show
up both in empirical data and in Al predictions, must be regarded,
to a large extent, as another downstream effect of this targeted
maltreatment.”

This attitude would assume that there is a frue correlation be-
tween race and recidivism in social reality, i.e. that there is in fact
a higher rate of reoffending in black defendants. But it would
underline that this correlation is an obvious effect of past wrongs
done to that population. In this paper, I will not try to enter into a
political debate whether this perspective is adequate. Recent re-
ports on systemic racism in the US police may suggest that higher
crime rates in the black population are, to a considerable degree, a
myth [4].3

For my current purpose, however, | want to explore what reac-
tions this diagnosis would entail. And I think what suggests itself
would be the idea that some kind of “affirmative action” might be
applicable here [17]. Affirmative action comprises political
measures meant to counter the disproportionate prevalence of
salient groups in certain areas of public life. Such programs have
been mainly justified in two different ways.

Firstly, and predominantly, affirmative action is grounded on the
aim to promote diversity, plurality, integration or participation,
e.g. in classrooms, universities, workplaces and offices. The driv-
ing idea behind this conception is recognition of the fact that these
social units themselves benefit from the presence of different ex-
periences and world views, and that society at large needs e.g.
black attorneys or female managers in order to retain social cohe-
sion and provide role models. However, it seems dubious how this
line of justification might apply to the case at hand. It would ap-
pear strange to argue that we need racial diversity or racial inte-
gration in person imprisoned or in persons being released.

Secondly, however, affirmative action can be justified through the
definite purpose to counter social correlations based on acknowl-
edged wrongs. The main idea behind this conception is that we
should ignore or override certain criteria that we usually apply in
our assessments if it should turn out that they are tainted by past
discrimination, in order to prevent these past wrongs from further
infecting our current decisions. For instance, when we find that
test results correlate with race or gender, and when we know that
these correlations obtain because blacks or women have been
subjected to preceding discrimination in their development and
education, we should suppress or overrule these indicators, at least
to some extent, and accept those applicants, in spite of their poor-
er performances. We should compensate them, not in the cheap
sense of giving them some arbitrary advantages in order to bal-
ance their former harms, but in the conscientious sense of not
letting their past disadvantages determine their future fates.

Following this line of thought, affirmative action advocates the
targeted departure from common decision criteria in order to pre-
vent past discrimination from influencing people’s future lives.
Within the context of COMPAS, this would mean that predicted

3 T will come back to this skepticism below. Essentially, it con-
verges with the alternative answer to the core question.
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rates for recidivism, when underlying judgements on bail, proba-
tion or parole, should be taken at values deviating from the true
rates, correcting them for their problematic background in past
injustice. More precisely, the predicted rates should be taken as
equal, or at least more equal. Consequently, statistical parity
would be the fairness measure to adhere to, at least to some extent
[6, 12, 14, 15].

There may be some debate concerning whether this perspective is
persuasive. For instance, the compensatory approach to affirma-
tive action, as opposed to the diversity logic, presupposes that the
concrete individual, and not just her social group, has been per-
sonally affected by the past wrongs in order to justify her favora-
ble treatment, which might be hard to argue for in a given case of
penal justice [17]. Moreover, it may be doubted that abstaining
from punishment can really count as compensating for disad-
vantages, comparable to offering someone a university place con-
sidering her deficient education. In addition, our reason for ignor-
ing poor test results may ultimately be backed by our confidence
that the person thus favored might eventually succeed at our uni-
versity, hoping that her hitherto underdeveloped talents will be
awakened through high quality teaching, whereas in ignoring high
risk scores we would have to acknowledge that we do in fact un-
derrate her probability of reoffending, as her personality structure
is likely to fail again in her unimproved circumstances.

Notwithstanding these caveats, affirmative action is basically
applicable to any social system. And the demand to eradicate the
social influence of past wrongs has at least some argumentative
weight in the penal context. At any rate, it should be noted that the
concept is not meant to apply to extremely dangerous criminals
expected to commit further violent felonies. Its use is restricted to
persons who, given their past and present record, are realistically
eligible for bail, probation or parole.

(2) A different answer would be: “A major cause of the correla-
tion is the current treatment of black people in the US. In the US
criminal system, we find a systematic policy of racial targeting of
black people, consisting in more intensive surveillance, more
frequent arrests, and more severe sentences. This skewed practice
leads to false data in the training sets from which COMPAS has
learned, and these exaggerated trends are now being reproduced in
the algorithm’s predictions. In particular, the higher ‘prevalence’,
the differing ‘base rate’ or disproportionate ‘true rate’ that seems
to show up in retrospective assessments, is actually, to a large
extent, a social artefact and not ‘true’ at all.”

One major problem that this position will emphasize is the fact
that, while COMPAS is generally supposed to predict future of-
fences, as only the probability of impending offences can have
any legitimate impact on court decisions concerning bail, proba-
tion or parole, COMPAS is actually designed to predict future
arrests, as a closer reading of the official Practitioner’s Guides
reveals,

simply because it has been mainly trained on data sets of past
arrests [9, 13, 31]. This implicit equation of (re-)offending with
(re-)arrests in the application of COMPAS is plainly wrong, as not
every arrest is based on a verified offence, and it is clearly biased,
as in the US blacks are much more likely than whites to be subject
to unfounded arrests without having committed an actual offence
[4]. Using COMPAS, however, will feed this bias back into the
system and perpetuate it. Based on false data (disproportionate
arrest rates), it will make distorted predictions (concerning future
offences), thus producing enlarged imprisonment rates, thus sug-
gesting exaggerated crime rates, thus encouraging more racial

Volume 23, Issue 1



targeting, thus generating more false data, thus making more dis-
torted predictions, and so on [22, 27].4

However, if it is false data that underlie our decisions, differing
false positive rates are particularly hard to accept. In any case,
unnecessary punishment is a major problem for penal justice, but
if it is based on false data, it becomes clearly untenable.

In this light, Angwin et al.’s focus on the false positive rates is
most comprehensible. As stated above, we may generally debate
whether false positives, false negatives or positive predictive val-
ues are of paramount importance in penal justice. But when we
learn that unnecessary imprisonments stem from constant misin-
formation, false positives must become our major concern.

In addition, against this background it makes sense not just to
demand the minimization of false positive rates, but also their
equalization across groups. When data are distorted to the detri-
ment of one group, resulting differing error rates become a real
issue. When deviating miscarriages are based on fake differences,
we must avoid differing mistakes in harming people.

Correspondingly, this second answer to the core question suggests
that our major concern should in fact be to equalize false positive
rates. In technical terms, our algorithm should strive to satisfy
predictive equality, rather than one of the other fairness measures
[20, 35].

There is a little problem with this conclusion, as it apparently
presupposes the FPRs to be objectively true when calling for their
equalization. If these numbers are themselves infected by false
data, equal or minimal or even zero FPRs will be no real comfort
as they will still perpetuate the current discrimination in the sys-
tem [6]. And in fact, we must suspect that FPRs, as reported by
Angwin et al., are still distorted, because they follow COMPAS in
counting rearrests as reoffences. So not only the “true rate” is not
“true”, as the second answer stresses, but the FPRs are not true
either, although the second argument seeks to equalize them.

However, this inconsistency does not undermine the argument in a
fatal way. Admittedly, the call for equal FPRs should ultimately
not apply to Angwin et al.’s own figures, but to ideal numbers,
counting as true positives or false negatives not simply all rear-
rested persons, but only individuals who do indeed reoffend. But
this caveat does not contradict the basic idea that false positives
must be the major concern against the background of biased train-
ing data. And if the FPR in blacks is too high even for the distort-
ed numbers, at least that obvious mistake should be reduced, all
the more as we have to suspect that their true FPR is bigger still,
containing all the rearrested persons who did not reoffend.

2.4 Division of Labor

I will not try to explore how adequate the two answers to the core
question are, or decide which argument is more convincing. It
seems reasonable to assume that both asserted ways of influence
contribute to the situation, and that both suggested remedies can
be supported: There may be some true correlation between race
and recidivism, based on past discrimination, which can encour-
age the affirmative action logic and thus make us want to move
towards more equal predicted rates. There may also be false data

4 A defense attorney presented with a high COMPAS risk score
of her black client might callously reply, with only a minor ad-
mixture of outright sarcasm: “Of course, my client has a high
probability of being rearrested — she is black!”
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underlying the algorithmic predictions, based on racial targeting,
which should make unnecessary imprisonment our major concern
and hence call for more equal false positive rates.

Even if both lines of reasoning apply, though, it is helpful to high-
light their divergent focuses and disentangle their logical struc-
tures. Not least, this differentiation may be important in deciding
which corrections should be performed by which player, suggest-
ing a division of labor: Carrying out compensatory adjustments to
predicted rates in the spirit of affirmative action might ultimately
be the business of human users at the end of the decision-making
process, and so best be realized by the judges: this conforms to
widespread intuitions that it is up to society, and not to the algo-
rithms, to take charge of correcting the long-term effects of dis-
criminatory practices that shape our communities [19]. Balancing
out error rates due to false data, by contrast, should rather be re-
garded as part of the algorithmic service provided, and so be taken
care of by the programmers: correcting for problematic input
should take place before the predictive output is presented.

At the same time, this ideal disentanglement may have its realistic
limits. We must be prepared to meet deeper intertwinements be-
tween the two lines of argument, at all levels from diagnoses to
principles and remedies.

Factual assessment. In an indirect sense, past discrimination may
as well contribute to false data: ultimately, it is these historical
practices that have brought about present stereotyping, prejudice
and harshness on the side of police agencies. Conversely, current
racial targeting may to some extent contribute to true correlations
[19]: in fact, by generating opposition, resignation or role-
acceptance within the black population it may reinforce problem-
atic behavioral patterns.

Normative demands. In a certain sense, statistical parity, i.e. the
aim of having more equal predicted rates, may also be seen as an
approximate correction of skewing effects due to racial targeting
[15]: in any case, deviation from observed correlations due to
affirmative action is easier to accept when it is clear that these
allegedly “true rates” are not “true” at all. Conversely, predictive
equality, i.e. the aim of having more equal false positive rates,
may be regarded a minimum requirement of not adding further
wrongs to past discrimination: after all, the unnecessary punish-
ment of black people appears like an unpleasant continuation of
malpractices such as slavery, exclusion, segregation or marginali-
zation.

Technical implementation. When applying common techniques to
“debias” algorithms against the background of differing base
rates, we might expect to produce both corrections simultaneous-
ly. Especially when not performing some selective rearrangement
of entries in the error matrix, but following a more reasoned ap-
proach (e.g., by looking for variables strongly correlating with
race and eliminating these variables from the training set), the
ultimate effect will be to assimilate groups, i.e. more equal pre-
dicted rates and more equal error rates. This will usually have its
costs, because eliminating information from the data will general-
ly impair the accuracy of the algorithm (e.g., the error rates will
be more equal, but they will go up). But this is the kind of price
you always pay for affirmative action, and if the information is
dubious anyway it may not be a high price.

So there is some irony in all of this. Both positions sketched
above follow distinct paths of problem assessment and suggested
solutions, and also imply a division of labor between judges and
programmers in fighting statistical discrimination in Al-based
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decision-making. But then again, both approaches appear to be
deeply merged. Causes and their statistical effects, aims and their
moral justification, and techniques and their mathematical impacts
seem to be ultimately entangled. We may think that unequal false
positive rates are the most urgent problem for a just penal system,
particularly as they partly stem from false data due to racial tar-
geting. However, in fighting this phenomenon (preferably at the
algorithmic level), we will probably also produce more equal
predicted rates, maybe ignoring some real differences between the
groups. Now this is what affirmative action (most reasonably
applied at the human level) is always about, overriding true corre-
lations that originate in past discrimination. But anyway, past
discrimination also contributes to false data and encourages equal-
izing false positive rates, and likewise, racial targeting enforces
true correlations and suggests equalizing predicted rates.

2.5 Alternative Approaches

In Section 2.2, I noted that some scholars have proposed dropping
issues of statistical fairness altogether. The alternative approaches
to algorithmic discrimination that they instead pursue mostly refer
to conceptions of causal reasoning [6, 19, 24], often employing
standards of counterfactual fairness [18, 27]. It is beyond the
scope of this paper to comment on these strategies in detail. How-
ever, it seems likely that their arguments will ultimately depend
on considerations largely parallel to those sketched above.

Modern accounts of causal reasoning predominantly refer to
Bayesian networks, representing and quantifying deterministic or
probabilistic influences between relevant variables of specific
systems [32]. In the present context, these conceptions would
amount to unearthing the causal paths between (i) the sensitive
feature “race”, (ii) other attributes collected through the items on
the COMPAS questionnaire such as education levels, family
background etc., (iii) the risk score arrived at by the algorithm,
and (iv) the real outcome of recidivating or not recidivating [6, 19,
24]. On this basis, one could check for discriminatory causal paths
within the Bayesian network. In particular, causal paths between
the variables “race” and “score” that are deemed illegitimate
could be marked out as indicating wrongful discrimination by the
algorithm. Obviously, direct paths between “race” and “score”
would be unacceptable in this sense, as any immediate influence
of the protected variable on the algorithmic prediction would
amount to straightforward discrimination. However, indirect
paths, mediated through other variables such as employment sta-
tus or social environment, could be more controversial, in particu-
lar when these mediating variables do impact on recidivating be-
havior. So which of these paths are to be classified as “discrimina-
tory”, and which are to be accepted as legitimate?> A rather ex-
treme position would regard all indirect paths between “race” and
“score” as illegitimate. The effect would be that COMPAS were
to be rated as thoroughly discriminatory, because its scores largely
depend on such mediating variables. But this attitude seems to
amount to an all-too sweeping exculpation of defendants, leaving
no notion of personal accountability for any predictive traits that
may be statistically correlated with someone’s race. A more mod-
erate position would consider some of these indirect paths to be
tolerable, others less so. The effect of this would be that COM-

5 Within causal approaches to algorithmic fairness, this central
question is framed as the distinction between “unfair” or “fair”
causal paths, or between “unresolved” or “resolved” causal in-
fluences, leading from “race” to “score” [6, 24].
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PAS might be in need of some corrections, but not of complete
abandonment. Such a view would probably try to distinguish be-
tween variables that should be regarded as lying within a defend-
ant’s liability and those that she ought not to be accountable for.
But how can this line be drawn, without getting deeply entangled
in notoriously difficult metaphysical issues of free will and moral
responsibility? A promising approach is to concentrate on the
distinctly normative dimension of this question, asking which of
the correlating variables are linked to race due to plainly unfair
practices. More precisely, we need to know whether past discrim-
ination has produced stable paths between “race” and “score”, and
we need to know whether present discrimination has produced
false values of influences between these variables. This implies
that, instead of just putting together a Bayesian network of causal
paths, we will have to analyze the empirical causes of the network
itself, in order to assess whether it contains evidence of algorith-
mic discrimination. But then, causal reasoning on algorithmic
discrimination eventually carries us back to exactly those ques-
tions concerning affirmative action and unfounded data that our
above discussion on statistical fairness has already marked out as
essential.

Contemporary arguments on counterfactual fairness may be un-
derstood as special variants of causal analysis, arrived at by giving
causes a counterfactual interpretation [29]. Within the current
debate, these approaches amount to asking whether COMPAS
would confer a different risk score to some person if she belonged
to a different race [18, 27]. This approach has some intuitive ap-
peal as a guide to discrimination issues. Apparently, an algorithm
should be regarded as wrongfully discriminating against a black
person if it gave that individual a lower risk score when switching
her race variable from “black” to “white”. To be sure, the envis-
aged alteration of her race should not come along with all sorts of
additional changes within her personality or behavior, as such
extra variations might certainly justify corresponding adjustments
of algorithmic predictions. Rather, the change must be restricted
to a shift in race alone, if a difference in score is to be indicative
of discrimination. But how precisely is this fictitious state of some
person “merely” having a different race to be envisaged?® On a
rather naive interpretation, it would mean that just the variable
“race” changes its value, while all the items contained on the
COMPAS questionnaire remain constant [18]. In that case, of
course, COMPAS would output the same risk score as before, as
it does not use the feature “race” at all, but only the items on the
questionnaire. However, to conclude from this fact that there is no
problem of discrimination involved appears simplistic, essentially
reducing the concept of non-discrimination to plain “fairness
through unawareness”. On a more realistic interpretation, it
would mean that the variable “race” changes, and along with it
many other items on the COMPAS questionnaire which are so-
cially correlated with race, including education levels, family
background etc. [27]. In that case, COMPAS might certainly
change its risk score. But it is not obvious that such a change
would necessarily indicate discrimination, if we admit that these
variables might correlate with criminal behavior. How then should
we conceive of an imaginary change in “race” which would imply

¢ Assuming a specific (social, non-biological, constructivist, non-
reductionist) understanding of “race”, some authors claim that
the counterfactual notion of some person having (merely) a dif-
ferent race is incomprehensible in the first place and useless for
debates on discrimination [23, 26].
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discrimination if accompanied by a change in “score”? Again, this
can be taken as an inherently normative question, and an ade-
quately designed answer will be largely parallel to the above one.
All those changes in other variables that can be traced back to past
or present discrimination should be in the counterfactual picture
of the person belonging to a different race. For if an algorithm’s
predictions changed with those variables, it would perpetuate
these discriminating effects of historical wrongs or false data, and
so be in need of debiasing corrections. Consequently, counterfac-
tual reasoning has again brought us back to exactly those issues
that already appeared pivotal for discussions of statistical fairness.

In short, whether (indirect) causal paths leading from “race” to
risk scores are to be regarded as instances of bias, or which (imag-
ined) counterfactual scenarios where “race” is switched and risk
scores shift too should count as indicators of discrimination large-
ly depends on the causes that establish these relationships in the
first place. And adequate countermeasures against the workings of
these correlations must ultimately be based on assessments of past
or present discrimination that bring them about. At the same time,
one may doubt whether it is necessary, and actually possible, to
conduct these assessments down to the levels of single causal
paths or even individual persons, as approaches of causal reason-
ing and counterfactual fairness tend to suggest. General policies
that need to be established in fighting algorithmic discrimination
in the penal sector may well be allowed to, and may ultimately
have to, restrict themselves to a critical awareness of the sociolog-
ical impact of discriminatory practices on correlations between
“race” and scores, without spelling out their psychological mech-
anisms through concrete traits in specific persons.

3. DISCURSIVE FAIRNESS
3.1 Another Problem in COMPAS

It must be emphasized that nothing in the above discussion of
statistical fairness is unique to Al predictions. Human predictions,
whether in the forensic sector or in other social spheres, are af-
fected by the same problems, i.e. the basic plurality of fairness
measures and the general impossibility of their simultaneous ful-
filment. But COMPAS opens up another problem, which we
might phrase as a problem of discursive fairness. This problem, in
contrast to statistical fairness, is specific to Al predictions, or
more precisely to human decisions based on Al predictions.

Let us imagine that there were no statistical fairness problems in
COMPAS, i.e. no true or spurious correlations between race and
recidivism, no differing error rates for blacks and whites, and
perfect matches of positive predictive values. Even if this were the
case, we still might question the use of COMPAS predictions in
court, pointing to issues which are commonly framed as “black
box problem”, “lack of transparency”, or “right to explanation” [8,
10, 22]. But it is possible to reconstruct these issues once more
under the heading of discrimination. This will help to make more
explicit what the black box problem amounts to, what kind of
transparency is required, and what rights are at stake, in the given
penal context.

3.2 Definition of Discrimination

To see this it will be useful to start off from the following working
definition of (wrongful) discrimination, which aims to capture the
essential factual and normative dimensions of the concept [1]:
(Wrongful) discrimination consists in differentiating between
persons, particularly disadvantaging certain persons belonging to
salient groups, for no relevant reason, notably just because of
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their belonging to a salient group. Focusing on “salient groups”
brings in a historical dimension. More accurately, it is the history
of a given society which determines whether some social group
has been exposed to widespread disadvantaging, so that the corre-
sponding feature marks out a vulnerable subpopulation, defined
e.g. by race, gender, ethnicity, or religion. Clarifying what
amounts to a “relevant reason” opens up a contextual dimension.
More precisely, the question whether something is a relevant rea-
son or not will depend on the social system and the corresponding
decision processes envisaged, e.g. university admissions, loan
granting, school tests, or job hiring.

Admittedly, within the given context of crime prediction for penal
decision-making in court hearings there may be different accounts
of what a “relevant reason” for denying a defendant bail, proba-
tion or parole must ultimately amount to. The alternative impera-
tives of focusing either on the avoidance of unnecessary impris-
onment or on the protection of the general public leave this issue
largely open (see Section 2.2). We may have been able to make
some statements concerning statistical fairness, pointing out
which imbalances between groups appear to be particularly trou-
bling, given their past or present causes. But this does not give us
concrete guidance on which levels of disposition to recidivism
might justify waiving punishment and which might not.

Fortunately, however, for our present purpose we need not make
any definite statements on these matters. What is important for the
current discussion is merely that, whatever precise standard of
penal justice we may subscribe to, if we decide to deny a defend-
ant bail, probation or parole, we need to justify this decision by
providing reasons for it. This is a basic demand of discursive fair-
ness. For if we cannot provide reasons, we will have an instance
of wrongful discrimination, differentiating between persons for no
relevant reason (see definition above).

Note that according to this perspective, the focus is no longer on
Al predictions and their statistical qualities, which may need to be
adjusted, either by a judge or by a programmer. Rather, the focus
is on human decision-making based on Al predictions, and on the
specific justificatory demands that social decisions concerning
other persons’ fates entail. In our context, it is the specific discur-
sive setting of a penal trial that will determine what may count as
a relevant reason. As stated above, we will not need to establish
substantial sets of reasons that are valid in this regard, but we can
restrict ourselves to narrowing down the formal types of reasons
that might serve in such justifications.

3.3 The Core Question

In order to address this problem of discursive fairness in Al-based
penal decision-making, we need to answer another core question:
What reasons must a judge provide for her decision when denying
a defendant bail, probation or parole? Such a decision amounts to
differential treatment of the defendant, compared to other defend-
ants who were granted these advantages, and so the judge must
give relevant reasons for this differential treatment, in order not to
generate a clear instance of straightforward discrimination. How-
ever, when basing her decision on COMPAS risk scores, a couple
of answers that the judge might want to produce are clearly insuf-
ficient for this purpose.

First attempt: “1 did not decide, but COMPAS did!” — This an-
swer is plainly wrong: the judge signed the judgment, and this
very procedure of signing the judgment is what making a judicial
decision consists in. Besides, if the answer was true, it would be
bad news for the judge: judges are paid to make these decisions,
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and if she could demonstrate that she did not make the decision,
she would have to return her salary.

Second attempt: “1 did decide, and my reason was the COMPAS
risk score!” — This answer is beside the point: we did not ask for
the subjective reason that may have prompted the judge’s deci-
sion, i.e. a psychological explanation of her action. What we re-
quire as an answer is something entirely different: we ask for the
objective reason that may account for her decision’s adequacy, i.e.
a legal justification of her action.

Third attempt: “But COMPAS is very reliable. Accordingly, its
risk score should be taken as an objective reason!” — As a matter
of fact, COMPAS’s reliability is not all too impressive: a positive
predictive value of around 60%, implying that only 6 out of 10 of
COMPAS’s predictions turn out to be true, is not that good.” But
even if it were, or if we concluded that better estimates for future
human criminal behavior are not available, either because of epis-
temic limits to such foreknowledge or because of ontological
indeterminacies in human behavior, the answer would still be
misplaced: COMPAS’s position in the judicial process is compa-
rable to that of an expert witness, and so positive evidence needs
to be provided for its current recommendations, beyond just point-
ing to its past performances and general reliability.

Fourth attempt: “1 know important details of COMPAS’s struc-
ture, training, working, mechanism, including its problems, such
as the diverging FPRs and the mathematical incompatibility of
different fairness measures. Against this background, I do have an
objective reason to take its predictions into account!” — Indeed,
this is not true: the basic structure and subsequent training of
COMPAS is a commercial secret of Northpointe, not revealed to
the judges or the public.® But even if these facts about COMPAS
were available, comparing its position to that of an expert witness
once again demonstrates why the answer is not satisfying: we do
not want details about an expert witness’s brain structure, school
training, mental processes, or reasoning styles either, but rather,
we want a reason why some person is not eligible for bail, proba-
tion or parole.

3.4 Basic Requirements of Fair Trials

The four responses sketched in the preceding section are all
flawed. But they bring us closer to what would in fact be required
for something to count as a relevant reason in a court setting,
when basing a denial of bail, probation or parole on a prediction
of future criminal behavior. Certainly, some explanation of this

]

Indeed, much simpler algorithms, referring to considerably few-
er items (age, sex, and number of past convictions) and working
in a completely transparent way (through a decision tree), seem
to perform as well as COMPAS in terms of reliability [2]. This
fact might provide courts with additional doubts concerning
whether it is worth carrying the costs of this commercial prod-
uct and accepting its inherent lack of transparency.

o

This fact, along with the problem of mislabeling (re-)arrests as
(re-)offences (see Section 2.3) and the lack of transparency in
results (see Section 3.4), seems to constitute a major knock-out
argument against the use of COMPAS in its present form [22].
Public institutions in general, and penal courts in particular,
should not accept this policy and rather demand that private
firms, if they want to sell their services to public authorities, ful-
ly disclose the structures and workings of their products.
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prediction is necessary for a justification of the decision. But how
much and what kind of explanation is demanded?

This problem must be addressed with regard to the discursive
standards of a fair trial. Against this background, there seem to be
two questions that the judge has to answer: First, which feature of
the defendant makes her suggest that the defendant might reoftend
(and thus is not eligible for bail, probation or parole)? Second,
what psychosocial regularity or causal mechanism is assumed in
this prediction (and thus in her decision)?

These questions must be answered within the discursive setting of
a criminal proceeding. This is because the defense must be able to
challenge the decision, and this can happen in two essential ways:
The defense may either provide evidence that the defendant does
not have the feature in question (by calling a witness, by submit-
ting relevant documents, etc.). Or the defense may provide evi-
dence that the regularity or the mechanism presumed does not
hold (by hearing an expert, by pointing to recent research, etc.).

As a consequence, the following suggests itself as a first approxi-
mation to the above problem: a relevant reason required to prevent
wrongful discrimination in a court decision on bail, probation or
parole must specify (i) decisive features of the defendant pre-
sumed to make future offences from his side sufficiently probable,
and (ii) empirical regularities or scientific mechanisms assumed
to support this predictive verdict. This is a formal requirement
which must be met independently of substantial debates on the
factual reliability of both pieces of evidence, or the normative
impact that they should have: We may argue about whether a
defendant has the feature in question, or whether it is indeed pre-
dictive of criminal behavior. We may debate whether these facts
should suffice to foreclose bail, probation or parole. But this dis-
cussion can only proceed, within a fair trial, when the two pieces
of information are provided as reasons for the decision.

So this is the kind of “transparency” that is required for algorith-
mic predictions in penal settings. Its content is specified with
regard to the discursive setting of a fair trial. COMPAS does not
fulfil this criterion, because of its “black box” character, and so it
violates a defendant’s “right to explanation”, in a very clear sense.
In particular, the problem is not the lacking transparency of
COMPAS’s basic construction, owed to its commercial back-
ground, but the lacking transparency of COMPAS’s concrete
predictions, due to their unspecified references.

Note that this is a qualitative difference to human experts, such as
psychologist consultants. To be sure, human experts, when ap-
pearing in court, may make risk predictions based on specialist
theories that are not fully intelligible to judges or defense attor-
neys. However, they are still able to, and they will be asked to,
state clearly the features of the case they consider paramount for
their assessments and the regularities of behavior they assume in
their prognoses. This is not just to let them demonstrate the epis-
temic quality of their predictions, but rather to enable others to
challenge their predictions through targeted counter-evidence.

3.5 Diverging Opinions

The above argument is contrary to State vs. Loomis, a famous
judgment of the Supreme Court of Wisconsin (July 13, 2016) in
which it was decided that the due process rights of (white) de-
fendant Eric Loomis were not infringed by the use of COMPAS
risk scores in the trial against him [33]. In particular, his right to
be sentenced based upon accurate information, including his op-
portunity to assess this accuracy and challenge its validity, was
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not considered to have been compromised in his trial. In its justi-
fication, the Supreme Court of Wisconsin argued that COMPAS
used individual information on Loomis himself (collected from
his criminal file and personal interviews) and proved statistically
reliable in published validation studies (notwithstanding certain
limitations and race correlation issues). Both pieces of evidence
could be checked by Loomis so that his rights to due process were
not infringed.

However, both levels of information are far too unspecific in or-
der to grant the defense adequate opportunity to mount a legal
challenge. The Loomis side needs to know, first, which of the 137
items were used in his case (and to what extent), and, second,
which empirical regularity was assumed to obtain in the predic-
tion (and how it was supported). It is only when provided with
this information that the defense can launch a targeted challenge
of the impending decision. So contrary to the opinion of the Su-
preme Court of Wisconsin, the use of COMPAS risk scores con-
stitutes a clear violation of procedural justice.

4. CONCLUSION

Both accounts, statistical fairness and discursive fairness, allow
for no general answer concerning what definition of fairness we
should apply, or what standards of fairness we should adhere to.
Adequate answers can only be approached with close regard to the
historical facts we face and the concrete systems we are talking
about. In discussing statistical fairness we need to look into the
empirical causes for perceived correlations between race and
recidivism, in order to establish which aims are paramount in
debiasing Al predictions, i.e. which fairness measures are most
relevant. In discussing discursive fairness we need to specify the
relevant reasons in judicial proceedings on bail, probation or pa-
role, which are determined by the justifications that must be pro-
vided for court decisions based on Al predictions in a fair trial.

Finally, both dimensions must be brought into close contact, as it
is exactly the combination of the two fairness dimensions which
may help us to avoid plainly insufficient accounts. As mentioned
above, focusing exclusively on statistical fairness may end up in
devising algorithms that satisfy fairness standards by issuing ab-
surd predictions (equalizing predicted rates by way of randomiza-
tion, equalizing false positives rates through deliberate misclassi-
fication of harmless persons). Taking into account discursive fair-
ness may safeguard against these obvious malpractices (requiring
justification of penal decisions precludes tossing coins, or detain-
ing innocuous people). So being forced to mark out decisive fea-
tures of persons and assumed regularities in predictions in the
name of discursive fairness may prevent misguided versions of
statistical fairness.

The considerations in this paper have closely referred to the spe-
cifics of discrimination against black people in the US, and the
basic tenets of fair trials. The concrete statements arrived at are
not directly transferrable to other settings and systems, such as
gender discrimination in job hiring. However, similar observa-
tions might hold for these alternative applications as well. Moni-
toring empirical causes for observed correlations and defining
relevant reasons for justifiable decisions may prove to be of para-
mount importance in many fields of Al-based decision-making.
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ABSTRACT

Machine Learning (ML) based predictive systems are increas-
ingly used to support decisions with a critical impact on
individuals’ lives such as college admission, job hiring, child
custody, criminal risk assessment, etc. As a result, fairness
emerged as an important requirement to guarantee that ML
predictive systems do not discriminate against specific indi-
viduals or entire sub-populations, in particular, minorities.
Given the inherent subjectivity of viewing the concept of
fairness, several notions of fairness have been introduced in
the literature. This paper is a survey of fairness notions
that, unlike other surveys in the literature, addresses the
question of “which notion of fairness is most suited to a given
real-world scenario and why?”. Our attempt to answer this
question consists in (1) identifying the set of fairness-related
characteristics of the real-world scenario at hand, (2) analyz-
ing the behavior of each fairness notion, and then (3) fitting
these two elements to recommend the most suitable fairness
notion in every specific setup. The results are summarized
in a decision diagram that can be used by practitioners and
policy makers to navigate the relatively large catalogue of
ML fairness notions.

1. INTRODUCTION

ML-based decision-making (MLDM)" is beneficial as it allows
to take into consideration orders of magnitude more factors
than humans do and hence outputting decisions that are more
informed and less subjective. However, in its quest to maxi-
mize efficiency, ML algorithms can systemize discrimination
against a specific group of population, typically, minorities.
As an example, consider the automated candidates selec-
tion system of St. George Hospital Medical School [32; 36].
The aim of the system was to help screening for the most
promising candidates for medical studies. The automated
system was built using records of manual screenings from
previous years. During those manual screening years, ap-
plications with grammatical mistakes and misspellings were
rejected by human evaluators as they indicate a poor level
of english. As non-native english speakers are more likely to
send applications with grammatical and misspelling mistakes
than native english speakers do, the automated screening

'We focus on automated decision-making system supported
by ML algorithms. In the rest of the paper we refer to such
systems as MLDM.

szhioua@hct.ac.ae

Paris, France
catuscia@lix.polytechnique.fr

system built on that historical data ended up correlating race,
birthplace, and address with a lower likelihood of acceptance.
Later, while the overall english level of non-native speakers
improved, the race and ethnicity bias persisted in the system
to the extent that an excellent candidate may be rejected
simply for her birthplace or address.

In the context of automated decision-making, a consensual
definition of fairness can be formulated as: “absence of any
prejudice or favoritism towards an individual or a group based
on their intrinsic or acquired traits” [34]. Mathematically,
however, there is no consensual definition of fairness. Very of-
ten, research papers focus on a specific real-world scenario of
automated decision system and propose a fairness definition
tailored to that scenario and its specificities. Consequently,
several fairness notions have been introduced in the literature.
These notions are the subject of several survey papers [2; 6;
19; 34; 35; 41; 44].

The very reason of having different flavors of fairness notions
is how suitable each one of them is for specific real-world
scenarios. But none of the existing surveys addressed this
aspect. Discussion about the suitability (and sometimes
the applicability) of the fairness notions is very limited and
scattered through several papers [3; 10; 29; 35; 43]. In this
survey paper we show that each ML-based automated deci-
sion system can be different based on a set of criteria such
as: whether the ground-truth exists, difference in base-rates
between sub-groups, the cost of misclassification, the exis-
tence of a government regulation that needs to be enforced,
etc. We then revisit exhaustively the list of fairness notions
and discuss the suitability and applicability of each one of
them based on the list of criteria.

The results of this survey are finally summarized in a decision
diagram that hopefully can help researchers, practitioners,
and policy makers to identify the subtleties of the ML-based
automated decision system at hand and to choose the most
appropriate fairness notion to use, or at least rule out notions
that can lead to wrong fairness/discrimination result.

2. REAL-WORLD SCENARIOS WITH CRIT-
ICAL FAIRNESS REQUIREMENTS

As the paper is focusing on the applicability of fairness
notions, we provide here a list of notable real-world MLDMs
where fairness is critical. In each of these scenarios, failure
to address the fairness requirement will lead to unacceptably
biased decisions against individuals and/or sub-populations.
These scenarios will be used to provide concrete examples of
situations where certain fairness notions are more suitable
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than others.

Job hiring: MLDMs in hiring are increasingly used by
employers to automatically screen candidates for job open-
ings.Typically, the input data used by the MLDM include:
affiliation, education level, job experience, 1Q score, age,
gender, address, etc. The MLDM outputs a decision and/or
a score indicating how promising the application is for the
job opening. A biased MLDM leads to rejecting a candidate
because of a trait that she cannot control (gender, race, sex-
ual orientation, etc.). This can be damaging for the employer
as excellent candidates might be missed.

Granting loans: Since decades, statistical and MLDM sys-
tems are used to assess loan applications and determine
which of them are approved and with which repayment plan
and annual percentage rate (APR). The assessment proceeds
by predicting the risk that the applicant will default on her
repayment plan. Loan Granting MLDMs currently in use
include: FICO, Equifax, Lenddo, Experian, TransUnion, etc.
The common input data used for loan granting include: credit
history, purpose of the loan, loan amount requested, employ-
ment status, income, marital status, gender, age, address,
housing status and credit score. An unfair loan granting
MLDM will either deny a deserving applicant a requested
loan, or give her an exorbitant APR, which on the long run
will create a vicious cycle as the candidate will be very likely
to default on her payments.

College admission: Given the large number of admission
applications, several colleges are now resorting to MLDMs
to reduce processing time and cut costs®. Typically, the
candidates’ features used include: the institutions previ-
ously attended, SAT scores, extra-curricular activities, GPAs,
test scores, interview score, etc. The predicted outcome
can be a simple decision (admit/reject) or a score indicat-
ing the candidate’s potential performance in the requested
field of study [18]. Unfair college admission MLDMs may
discriminate against a certain ethnic group (e.g. African-
American [38]) which could lead, in the long term, to eco-
nomic inequalities and corrupting the role of higher education
in society as a whole.

Criminal risk assessment: There is an increasing adop-
tion of MLDMs that predict risk scores based on historical
data with the objective to guide human judges in their de-
cisions. The most common use case is to predict whether
a defendant will re-offend (or recidivate). Predicting risk
and recidivism requires input information such as: number
of arrests, type of crime, address, employment status, mar-
ital status, income, age, housing status, etc. Unfair risk
assessment MLDMs, as revealed by the highly publicized
2016 proPublica article [1], may result in biased treatment
of individuals based solely on their race. In extreme cases,
it may lead to wrongful imprisonments for innocent people,
contributing to the cycle of violation and crime.

Child maltreatment prediction: The objective of the MLDM
in child maltreatment prediction is to estimate the likelihood
of substantiated maltreatment (neglect, physical abuse, sex-
ual abuse, or emotional maltreatment) among children. The
system generates risk scores, which would then trigger a
targeted early intervention in order to prevent children mal-
treatment. The features considered in this type of MLDM

2While the final acceptance decision is taken by humans,
MLDMs are typically used as a first filter to “clean-up” the
list from clear rejection cases.

include both contemporaneous and historical information
for children and caregivers. An unfair MLDM may use a
proxy variable to predict decisions based on the community
rather than which child get harmed. For example, a major
cause of unfairness in AFST is the rate of referral calls; the
community calls the child abuse hotline to report non-white
families at a much higher rate than it does to report white
families [17].

Health care: Since decades, ML algorithms are able to
process anonymized electronic health records and flag poten-
tial emergencies, to which clinicians are invited to respond
promptly. Examples of features that might be used in dis-
ease (chronic conditions) prediction include vital signs, blood
test, socio-demographics, education, health insurance, home
ownership, age, race, address. The outcome of the MLDM
is typically an estimated likelihood of getting a disease. A
biased disease prediction MLDM can misclassify individu-
als in certain sub-populations in a disproportionally higher
rate than the dominant population. For instance, diabetic
patients have known differences in associated complications
across ethnicities [40].

Facial analysis: Automated facial analysis systems are
used to identify perpetrators from security video footages,
to detect melanoma (skin cancer) from face images [16],
to detect emotions [12], and to even determine individual’s
characteristics such as IQ, propensity towards terrorist crime,
etc. based on their face images [42]. A flawed MLDM
may lead to biased outcomes such as wrongfully accusing
individuals from specific ethnic groups (e.g. asians, dark skin
populations) for crimes (based on security video footages)
at a much higher rate than the rest of the population. For
instance, African-Americans have been reported to be more
likely to be stopped and investigated by law enforcement due
to a flawed face recognition system [22].

Others: Other MLDMs with fairness concerns include: insur-
ance policy prediction [39], income prediction [34], teachers
evaluation and promotion [7], online recommendation [25]
and university ranking [33; 36].

3. FAIRNESS NOTION SELECTION CRI-
TERIA

In order to systemize the procedure for selecting the most
suitable fairness notion for a specific MLDM system, we
identify a set of criteria that can be used as as roadmap.
For each criterion, we check whether it holds in the problem
at hand or not. Telling whether a criterion is satisfied or
not does not typically require an expertise in the problem
domain. We note here that in some cases, these criteria can,
not only indicate if a fairness notion is suitable, but whether
it is “acceptable” to use in the first place. We tried to be
exhaustive when listing the decision criteria based on the
existing literature. However, there are no guarantees about
the completeness of this list.

Ground truth availability: A ground truth value is the true
and correct observed outcome corresponding to given sample
in the data. It should be distinguished from an inferred
subjective outcome in historical data which is decided by
a human. An example of a scenario where ground truth
is available is when predicting whether an individual has a
disease. The ground truth value is observed by submitting
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the individual to a blood test® for example. An example of
a scenario where ground truth is not available is predicting
whether a job applicant is hired. The outcome in the training
data is inferred by a human decision maker which is often a
subjective decision, no matter how hard she is trying to be
objective.

Base rate is the same across groups: The base rate is
the proportion of positive outcome in a population (Based
on Table 2, BR = %). This rate can be the
same or differs across sub-populations. For example, the base
rates for diabetes disease occurrence for men and women is
typically the same. But, for another disease such as prostate
cancer, the base rates are different between men and women®.
(Un)reliable outcome: In scenarios where ground truth is
not available, the outcome (label) in the data is typically
inferred by humans. The outcome in the training data in
that case can or cannot be reliable as it can encode human
bias. The reliability of the outcome depends on the data
collection procedure and how rigorous the data has been
checked. Scenarios such as job hiring and college admis-
sion may be more prone to the unreliable outcome problem
than recommender system for example. A “one-size-fit-all”
MLDM model in disease prediction that does not take into
consideration the ethnic group of the individual may result
in unreliable outcome as well.

Presence of explaining variables: An explaining vari-
able® is correlated with the sensitive attribute (e.g. race) in
a legitimate way. Any discrimination that can be explained
using that variable is considered legitimate and is acceptable.
For instance, if all the discrepancy between male and female
job hiring rate is explained by their education levels, the
discrimination can be deemed legitimate and acceptable.
Emphasis on precision vs recall: Precision (the comple-
ment of target population error [13]) is defined as the fraction
of positive instances among the predicted positive instances
(77+%5)- In other words, if the system predicts an instance
as positive, how precise that prediction is. Recall (the com-
plement of model error [13]) is defined as the fraction of
the total number of positive instances that are correctly pre-
dicted positive (%). In other words, how many of the
positive instances the system is able to identify. There is
always a tradeoff between precision and recall (increasing one
will lead, very often, to decreasing the other). Depending
on the scenario at hand, the fairness of the MLDM may be
more sensitive to one on the expense of the other. For ex-
ample, granting loans to the maximum number of deserving
applicants contribute more to fairness than making sure that
an applicant who has been granted a loan really deserves it.
When firing employees, however, the opposite is true: fairness
is more sensitive to wrongly firing an employee, rather than,
firing the maximum number of under-performing employees.
Emphasis on false positive vs false negative: Fairness
can be more sensitive to false positive misclassification (type
I error) rather than false negative misclassification (type II
error), or the opposite. For example, in criminal risk assess-
ment scenario, it is commonly accepted that incarcerating an
innocent person (false positive) is more serious than letting
a guilty person escape (false negative).

3assuming the blood test is flawless.

4While male prostate cancer is the second most common
cancer in men, female prostate cancer is rare [14].
SReferred also as resolving variable.

Cost of misclassification: Depending on the scenario at
hand, the cost of misclassification can be significant (e.g.
incarcerating an individual, firing an employee, rejecting a
college application, etc.) or mild and without consequential
impact (e.g. useless product recommendation, misleading in-
come prediction, offensive online translation, abusive results
in online autocomplete, etc.)

Prediction threshold is fized or floating: Decisions in
MLDM are typically made based on predicted real-valued
score. In the case of binary outcome, the score is turned
into a binary value such as {0, 1} by thresholding®. In some
scenarios, it is desirable to interpret the real-value score
as probability of being accepted (predicted positive). The
threshold used as a cutoff point where positive decisions are
demarcated from negative decisions can be fixed or floating.
A fixed threshold is set carefully and tends to be valid for
different datasets and use cases. For instance, in recidivism
risk assessment, high risk threshold is typically fixed. A
floating threshold can be selected and fine-tuned arbitrarily
by practitioners to accommodate a changing context. Ac-
ceptance score in loan granting scenarios is an example of a
floating threshold as it can move up or down depending on
the economic context.

Likelihood of intersectionality: Intersectionality theory [11]
focuses on a specific type of bias due to the combination of
sensitive factors. An individual might not be discriminated
based on race only or based on gender only, but she might
be discriminated because of a combination of both. Black
women are particularly prone to this type of discrimination.
Likelihood of masking: Masking is a form of intentional
discrimination that allows decision makers with prejudicial
views to mask their intentions [4]. Masking is typically
achieved by exploiting how fairness notions are defined. For
example, if the fairness notion requires equal number of candi-
dates to be accepted from two ethnic groups, the MLDM can
be designed to carefully select candidates from the first group
(satisfying strict requirements) while selecting randomly from
the second group just to “make the numbers”.

The existence of regulations and standards: In some
domains, laws and regulations might be imposed to avoid
discrimination and bias. For instance, guidelines from the
U.S. Equal Employment Opportunity Commission state that
a difference of the probability of acceptance between two sub-
populations exceeding 20% is illegal [3]. Another example
might be an internal organizational policy imposing diversity
among its employees.

4. FAIRNESS NOTIONS

Let V, A, and X be three random variables representing, re-
spectively, the total set of attributes, the sensitive attributes,
and the remaining attributes describing an individual such
that V = (X, A) and P(V = v;) represents the probability
of drawing an individual with a vector of values v; from the
population. For simplicity, we focus on the case where A is a
binary random variable where A = 0 designates the protected
group, while A = 1 designates the non-protected group. Let
Y and Y be binary random variables representing, respec-
tively, the actual outcome and the predicted outcome where
Y =1 designates a positive instance, while Y = 0 a negative
one. Typically, the predicted outcome Y is derived from a
score represented by a random variable S where P(S = s) is

SThe threshold is defined by the decision makers depending
on the context of interest.
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the probability that the score value is equal to s.

All fairness notions presented in this survey (Table 1) address
the following question: “is the outcome/prediction of the
MLDM fair towards individuals?”. So fairness notion is
defined as a mathematical condition that must involve either
Y or S along with the other random variables. As such,
we are not concerned by the inner-workings of the MLDM
and their fairness implications. What matters is only the
score/prediction value and how fair/biased is it.

A simple and straightforward approach to address fairness
problem is to ignore completely any sensitive attribute while
training the MLDM system. This is called fairness through
unawareness’. We don’t treat this approach as fairness
notion since, given MLDM prediction, it does not allow to
tell if the MLLDM is fair or not. Besides, it suffers from the
basic problem of proxies. Many attributes (e.g. home address,
neighborhood, attended college) might be highly correlated
to the sensitive attributes (e.g. race) and act as proxies
of these attributes. Consequently, in almost all situations,
removing the sensitive attribute during the training process
does not address the problem of fairness.

Statistical parity[15]: is one of the most commonly ac-
cepted notions of fairness. It requires the prediction to be
statistically independent of the sensitive attribute (Y L A).
In other words, the predicted acceptance rates for both pro-
tected and unprotected groups should be equal. Using the
confusion matrix (Table 2), statistical parity implies that
% is equal for both groups. Statistical parity
is appealing in scenarios where there is a preferred decision
over the other. For example, being accepted to a job, not
being arrested, being admitted to a college, etc.®. Statistical
parity is also well adapted to contexts in which some regula-
tions or standards are imposed. For example, a law might
impose to equally hire or admit applicants from different
sub-populations. The main problem of statistical parity is
that it doesn’t consider a potential correlation between the
label Y and the sensitive attribute A. In other words, if
the underlying base rates of the protected and unprotected
groups are different, statistical parity will be misleading. In
the ideal case (§ = y), this will lead to loss of utility [24].
Another issue with this notion is its “laziness”; if we hire
carefully selected applicants from male group and random
applicants from female group, we can still achieve statis-
tical parity, yet leading to negative results for the female
group as its performance will tend to be worse than that
of male group. This practice is an example of self-fulfilling
prophecy [15] where a decision maker may simply select ran-
dom members of a protected group rather than qualified
ones, and hence, intentionally building a bad track record
for that group. Barocas and Selbst refer to this problem as
masking [4]. Masking is possible to game several fairness
notions, but it is particularly easy to carry out in the case
of statistical parity.

Conditional statistical parity [10]: this notion is a variant
of statistical parity obtained by controlling on a set of legiti-
mate attributes®. The legitimate attributes (we refer to them
as F) among X are correlated with the sensitive attribute

"Known also as: blindness, unawareness [35], anti-
classification [9], and treatment parity [31].

8This might not be the case in other scenarios such as disease
prediction, child maltreatment, where imposing a parity of
positive predictions is meaningless.

9Called explanatory attributes in [26].

A and give some factual information about the label at the
same time leading to a legitimate discrimination. In other
words, this notion removes the illegal discrimination, allow-
ing the disparity in decisions to be present as long as they
are explainable [10]. In practice, conditional statistical parity
is suitable when there is one or several attributes that justify
a possible disparate treatment between different groups in
the population. More seriously, conditional statistical parity
gives a decision maker a tool to game the system and realize
a self-fullfilling prophecy. Therefore, it is recommended to
resort to domain experts or law officers to decide what is un-
fair and what is tolerable to use as legitimate discrimination
attribute [26].

Equalized odds [23]: this notion considers both the pre-
dicted and the actual outcomes. Thus, the prediction is con-
ditionally independent from the protected attribute, given
the actual outcome (Y L A | Y). In other words, equal-
ized odds requires that both sub-populations to have the
same TPR = 750 and FPR = -1 (Table 2). By
contrast to statistical parity, equalized odds is well-suited
for scenarios where the ground truth exists such as: disease
prediction or stop-and-frisk [5]. It is also suitable when
the emphasis is on recall (the fraction of the total number
of positive instances that are correctly predicted positive)
rather than precision (making sure that a predicted positive
instance is actually a positive instance). A potential problem
of equalized odds is that it may not help closing the gap
between the protected and unprotected groups. Because
equalized odds requirement is rarely satisfied in practice, two
variants can be obtained by relaxing its equation (Table 1).
The first one is called equal opportunity [23] and is ob-
tained by requiring only TPR equality among groups. As
TPR does not take into consideration F'P, equal opportu-
nity is completely insensitive to the number of false positives.
This is an important criterion when considering this fair-
ness notion in practice. More precisely, in scenarios where
a disproportionate number of false positives among groups
has fairness implications, equal opportunity should not be
considered. The second relaxed variant of equalized odds
is called predictive equality [10] which requires only the
FPR to be equal in both groups. Since F'PR is independent
from F'N, predictive equality is completely insensitive to
false negatives. Predictive equality is particularly suitable
to measure the fairness of face recognition systems in crime
investigation where security camera footages are analyzed.
Fairness between ethnic groups with distinctive face features
is very sensitive to the FPR. A false positive means an inno-
cent person is being flagged as participating in a crime. If
this false identification happens at a much higher rate for
a specific sub-population (e.g. dark skinned ethnic group)
compared to the rest of the population, it is clearly unfair
for individuals belonging to that sub-population. Looking
to the problem from another perspective, choosing between
equal opportunity and predictive equality depends on how
the outcome/label is defined. In scenarios where the posi-
tive outcome is desirable (e.g. hiring, admission), typically
fairness is more sensitive to false negatives rather than false
positives, and hence equal opportunity is more suitable. In
scenarios where the positive outcome is undesirable for the
subjects (e.g. firing, risk assessment), typically fairness is
more sensitive to false positives rather than false negatives,
and hence predictive equality is more suitable.
Conditional use accuracy equality [6]: with this notion,
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Table 2: Confusion matrix

Actual Positive | Actual Negative
Y =1 Y =0
Predicted TP FP
Positive (True Positive) (False Positive)
Type I error
y=1
Predicted FN TN
Negative | (False Negative) | (True Negative)
Type II error
Y =0

fairness is achieved when all population groups have equal
PPV = % and NPV = % In other words, the
probability of subjects with positive predictive value to truly
belong to the positive class and the probability of subjects
with negative predictive value to truly belong to the negative
class should be the same. By contrast to equalized odds, one
is conditioning on the algorithm’s predicted outcome not the
actual outcome. In other words, the emphasis is on the preci-
sion of the MLDM system rather than its recall. Predictive
parity [8] is a relaxation of conditional use accuracy equality
requiring only equal PPV among groups. Like predictive
equality, predictive parity is insensitive to false negatives.
Hence in any scenario where fairness is sensitive to false
negatives, predictive parity should not be used. Choosing
between predictive parity and equal opportunity depends on
whether the scenario at hand is more sensitive to precision or
recall. For precision-sensitive scenarios, typically predictive
parity is more suitable while for recall-sensitive scenarios,
equal opportunity is more suitable. Precision-sensitive sce-
narios include disease prediction, child maltreatment risk
assessment, and firing from jobs. Recall-sensitive scenarios
include loan granting, recommendation systems, and hiring.
Very often, precision-sensitive scenarios coincide with situa-
tions where the positive prediction (Y = 1) entails a higher
cost [43]. For example, a predicted child maltreatment case
will result in placing the child in a foster house which will
generally entail a higher cost compared to a negative predic-
tion (low risk of child maltreatment) in which case the child
stays with the family and typically no action is taken.

Balance [29] : The predicted outcome (V) is typically de-
rived from a score (S) which is returned by the ML algorithm.
All aforementioned fairness notions do not use the score to
assess fairness. Balance for positive class focuses on the
individuals who constitute positive instances and is satisfied
if the average score S received by those individuals is the
same for both groups. The intuition behind this notion is
that a balance for the positive class should be assured, thus,
a violation of this balance means that individuals belonging
to the positive class in one group might receive steadily lower
predicted score than individuals belonging to the positive
class in the other group. Balance of negative class is an
analogous fairness notion where the focus is on the negative
class. Both variants of balance can be required simultane-
ously which leads to a stronger notion of balance'®. Balance
fairness notions are relevant in the criminal risk assessment
scenario because a divergence in the score values of individu-
als from different races may indicate a difference in the type
of crime that can be committed (high risk score typically

10No previous work reported such fairness notion.

means a serious crime).

Calibration [8]: To satisfy calibration, for each predicted
probability score S = s, individuals in all groups should
have the same probability to actually belong to the positive
class. Interestingly, calibration is not always stronger than
predictive parity [21]. Calibration is suitable to use in scenar-
ios where the threshold is not fixed and is very likely to be
tuned to accommodate a changing context. A first example
is the acceptance score in loan granting applications which
may change abruptly due to economic instability. A second
example is the child maltreatment risk assessment where
the threshold for intervention (withdrawing a child from
his family) depends on the available seats in foster houses.
Well-calibration [29] is a stronger variant of calibration.
It requires that (1) calibration is satisfied, (2) the score is
interpreted as the probability to truly belong to the positive
class, and (3) for each score S = s, the probability to truly
belong to the positive class is equal to that particular score.
No unresolved discrimination [27]: similarly to counter-
factual fairness, no unresolved discrimination is assessed
using causal reasoning. Given a causal graph, no unresolved
discrimination is satisfied when no directed path from the
sensitive attribute A to the predictor Y are allowed, except
via a resolving variable. A resolving variable is any variable
in a causal graph that is influenced by the sensitive attribute
in a manner that it is accepted as nondiscriminatory (this
is very similar to the use of the explanatory attributes in
conditional statistical parity but in a non-causal context).
Compared to counterfactual fairness, no unresolved discrimi-
nation is a weaker notion. That is, a counterfactually unfair
scenario may be identified as fair based on no unresolved
discrimination. This can happen in case one or several vari-
ables in the causal graph are identified as resolving. The
application of unresolved discrimination is completely based
on the definition of the causal graph. Thus, this notion is
well-suited when a reliable and trustworthy causal graph
that describes best the domain at hand including all relevant
relations and features (in particular, the resolving attributes)
is available. Hence, it is mandatory that the choice of the re-
solving variables along with their causal relationships to the
other attributes is in reliance on policy makers and domain
professionals expertise.

No proxy discrimination [27]: a causal graph exhibits
potential proxy discrimination if there exists a path from
the protected attribute A to the predicted outcome Y that
is blocked by a proxy variable P,. A proxy is merely a
descendant of A that is chosen to be labelled as a proxy
because it is significantly correlated with A. Given a causal
graph, a predictor Y exhibits no proxy discrimination if the
equality of the following equation is valid for all potential
proxies Pi:

P(Y | do(Py =p)) = P(Y | do(P. = p/)) ¥ p,pt

In other words, this notion implies that changing the value
of P, should not have any impact on the prediction. As with
the previous two fairness notions, the applicability of proxy
discrimination is based on the construction of a reliable
and plausible causal graph. In particular, the main goal
of this notion is to carefully investigate and analyze the
relations between attributes (in particular, those related to
the sensitive attributes) in order to discover all potential
proxies that might result in unfair decisions.

Counterfactual fairness [30] : counterfactual is a con-
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cept from causal inference which goes beyond mere sta-
tistical correlation between variables and relies on causal
relationship between them. Causal relationships are rep-
resented using causal graph where nodes represent vari-
ables (attributes) and edges represent causal relationships
between variables. U represents all exogenous variables such
that each assignment U = wu corresponds to a unique in-
dividual in the population or to a situation in nature [37].
Counterfactual fairness is achieved if for every individual
(U =u,X = z,A = a) of the entire population, the prob-
ability to be predicted as hired is the same, had A been
a’. That is, P(YAPG(U) =y | X =2z,A = a) is equal to
P()A/A(_a/(U) =y | X =x,A=a) where }A/m_a/(U) is called
the counterfactual and corresponds to the predicted outcome
in case the variable A is forced*! to be equal to a’ for an
individual with exogenous variable U = u. The probability
of the counterfactual is conditioned on (X = z, A = a) which
is called the evidence. In other words, counterfactual fairness
requires that for every individual (X = z, A = a) in the pop-
ulation (evidence), the probability of the outcome is the same
in both the actual world (A <+ a) and the counterfactual
world (A < a’). Compared to causal discrimination where
all variables are measured in the same world but on different
individuals, counterfactual fairness measures variables on
the same individual but in different worlds (the world of
the evidence, and another hypothetical world). This notion
is satisfied if the probability distribution of the predicted
outcome Y is the same in the actual and counterfactual
worlds, for every possible individual. A simple but important
implication of counterfactual fairness formulation is that,
given a causal graph, a predictor Y is counterfactually fair if
it is a function of non-descendants of the sensitive variable A.
Consequently, one can tell if a predictor is counterfactually
fair by simply checking the causal graph®2. Hence, the main
challenge to using counterfactual fairness in practice is the
construction of the causal graph which typically requires
domain expertise. It is important to note that generally,
data can be used to validate a proposed causal graph. That
is, a dataset of observed samples can be used to rule out
possible causal graphs.

Causal discrimination [20]: this notion implies that a
classifier should produce exactly the same prediction for in-
dividuals who differ only in their sensitive attribute A while
possessing identical attributes X. At a first glance, causal
discrimination can be seen as an extreme case of conditional
statistical parity when conditioning on all non-sensitive at-
tributes (E = X). However, conditional statistical parity is
a group fairness notion which is satisfied if the proportion of
individuals having the same non-sensitive attribute values
and predicted accepted in both groups (e.g. male and female)
is the same. This is why the mathematical formulation of
conditional statistical parity (Table 1) is expressed in terms
of conditional probabilities. Causal discrimination, however,
considers every individual separately regardless of its contri-
bution to sub-population proportions. Causal discrimination
is suitable to use in decision making scenarios where it is
very common to find individuals sharing exactly the same
attribute values. For example, admission decision making
based mainly on test scores and categorical attributes. The

YPearl et al. [37] use the term surgical modification.
12Kusner et al. [30] identify some exceptions, but guaranteeing
that they will not happen in general.

result of applying causal discrimination is the percentage of
violations in the entire population (i.e. how many individuals
are unfairly treated).

Fairness through awareness [15]: this notion is a gener-
alization of causal discrimination which implies that similar
individuals should have similar predictions. Let ¢ and j
be two individuals represented by their attributes values
vectors v; and v;. Let d(v;,v;) represent the similarity dis-
tance between individuals ¢ and j. Let M(v;) represent
the probability distribution over the outcomes of the pre-
diction. For example, if the outcome is binary (0 or 1),
M (v;) might be [0.2,0.8] which means that for individual 4,
P(Y =0) =02 and P(Y =1) = 0.8. Let D be a distance
metric between probability distributions. Fairness through
awareness is achieved iff, for any pair of individuals i and j:

D(M (vi), M (v;)) < d(vi, )

In practice, fairness through awareness assumes that the
similarity metric is known for each pair of individuals [28].
That is, a challenging aspect of this approach is the difficulty
to determine what is an appropriate metric function to mea-
sure the similarity between two individuals. Typically, this
requires careful human intervention from professionals with
domain expertise [30].

5. DIAGRAM AND DISCUSSION

With the large number of fairness notions and the subtle
resemblance between MLDM scenarios, deciding about which
fairness notion to use is not a trivial task. More importantly,
selecting and using a fairness notion in a scenario inappro-
priately may detect unfairness in an otherwise fair scenario,
or the opposite, i.e., fail to identify unfairness in an unfair
scenario.

One of the objectives of this survey is to systemize the
selection procedure of fairness notions. This is achieved by
identifying a set of fairness-related characteristics (Section 3)
of the scenario at hand and then use them to recommend
the most suitable fairness notion for that specific scenario.
The proposed systemized selection procedure is illustrated
in the decision diagram of Figure 1. The diagram is called
“decision diagram” and not “decision tree” for the following
reason. In typical decision trees, every leaf corresponds to
a single decision, which is a fairness notion that should be
used. However, the diagram in Figure 1 is designed such
that every node indicates which notions are recommended,
which notions should be avoided, and which notions must
not be used.

The diagram is composed of four types of nodes:

e Decision node (diamond): based on fairness-related
characteristics (Section 3)

¢ Recommended node (rectangle): a leaf node indi-
cating that the fairness notion is suitable to be used
given all fairness-related characteristics in the path to
that node.

e Warning node (triangle): indicates that the fairness
notion(s) is/are not recommended in all the branch in
the right of the node. This node can appear in the
middle of the edge between two decision nodes.

e Must-not node (circle): the fairness notion must
not be used.
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To illustrate how the diagram should be interpreted, consider
the recommended node predictive parity (34). According
to the diagram, predictive parity is recommended in the
scenario where intersectionality and/or masking are unlikely
(decision node 1), standards do not exist (decision node 2),
ground-truth is available or outcome Y is reliable (decision
node 6), fairness is more sensitive to precision rather than
recall (decision node 14), the prediction threshold is typi-
cally fixed (decision node 20) and the emphasis is on false
positives rather than false negatives (decision node 24). In
that particular scenario, equal opportunity must not be used
(must-not node 42) because fairness in this scenario is partic-
ularly sensitive to false positives, while equal opportunity is
completely insensitive to false positives. The warning node
9 along the same path indicates that statistical parity is
not suitable in this scenario. Finally, any fairness notion
for which there is no warning node or must-not node along
the path of the scenario can be used in this scenario. For
instance, all individual fairness notions can be used, which
is indicated by the link to node 4, i.e., the square with a “4”
inside at the end of several paths, as will be discussed below.
The lower part of the diagram corresponding to the “yes”
branch of decision node 1 deals with individual fairness
notions. In that branch all group fairness notions are not
recommended (warning node 3) because they are not suitable
when intersectionality or masking are likely. The part between
decision nodes 7 and 15 is the only part with a non-tree-
like structure. It expresses the fact that, typically, several
individual fairness notions can be suitable at the same time.
This indicates also that currently, the tensions between the
various individual fairness notions are not well understood
in the literature.

The diagram may be misleading if it is interpreted very cate-
gorically. This occurs when a user of the diagram navigates it
and ends up using the recommended fairness notion without
considering other important elements specific to the scenario
at hand. The diagram can be misleading also when it is not
clear which branch to take in a decision node. For example,
the question in decision node 14 (emphasis on precision or re-
call?) is difficult to answer categorically in several scenarios.
The decision nodes 13, 19, 22, and even 1, are typically easier
to navigate, but can be challenging to settle in a number
of scenarios. A potential solution would be to label one of
the branches as default (to be followed when the answer is
not clear), but this can, often result in a suboptimal deci-
sion. In summary, the diagram should be considered as guide
and should never be used to supersede important elements
specific to the scenario at hand.

6. CONCLUSION

With the increasingly large number of fairness notions consid-
ered in the relatively new field of fairness in ML, selecting a
suitable notion for a given MLDM (machine learning decision
making) becomes a non-trivial task. There are two contribut-
ing factors. First, the boundaries between the defined notions
are increasingly fuzzy. Second, applying inappropriately a
fairness notion may report discrimination in an otherwise
fair scenario, or vice versa, fail to identify discrimination in
an unfair scenario. This survey tries to address this problem
by identifying fairness-related characteristics of the scenario
at hand and then use them to recommend and/or discourage
the use of specific fairness notions. Hence, the survey is an

attempt to bridge the gap between the real-world use case
scenarios of automated (and generally unintentional) discrim-
ination and the mostly technical tackling of the problem in
the literature.
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ABSTRACT

Social media platforms employ inferential analytics methods to
guess user preferences and may include sensitive attributes such as
race, gender, sexual orientation, and political opinions. These
methods are often opaque, but they can have significant effects such
as predicting behaviors for marketing purposes, influencing
behavior for profit, serving attention economics, and reinforcing
existing biases such as gender stereotyping. Although two
international human rights treaties include express obligations
relating to harmful and wrongful stereotyping, these stereotypes
persist both online and offline, and platforms often appear to fail to
understand that gender is not merely a binary of being a 'man' or a
'woman,' but is socially constructed. Our study investigates the
impact of algorithmic bias on inadvertent privacy violations and the
reinforcement of social prejudices of gender and sexuality through
a multidisciplinary perspective including legal, computer science,
and queer media viewpoints. We conducted an online survey to
understand whether and how Twitter inferred the gender of users.
Beyond Twitter's binary understanding of gender and the
inevitability of the gender inference as part of Twitter's
personalization trade-off, the results show that Twitter misgendered
users in nearly 20% of the cases (N=109). Although not apparently
correlated, only 8% of the straight male respondents were
misgendered, compared to 25% of gay men and 16% of straight
women. Our contribution shows how the lack of attention to gender
in gender classifiers exacerbates existing biases and affects
marginalized communities. With our paper, we hope to promote the
online account for privacy, diversity, and inclusion and advocate
for the freedom of identity that everyone should have online and
offline.

Keywords

Gender; Twitter; Inference; Gender Classifier; Privacy;
Algorithmic  Bias;  Discrimination; LGBTQAI+; Gender
Stereotyping; Social Media

1. INTRODUCTION

Online and social media platform providers use users' traits,
including name, age, and gender, to improve user experience and
personalize online behavioral advertising. By knowing users'
characteristics, corporations can target or exclude certain groups
more efficiently, tailor their services to users, and increase the time

I See https://help.twitter.com/en/rules-and-policies/data-processing-
legal-bases
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they spend on the platform [61]. In such a way, profiling makes
marketing more precise and effective. However, a growing concern
is the increasing use of opaque inferential analytics that reveal
sensitive user attributes that serve attention economics [15] and that
may reinforce existing biases which, although not explicit, can be
very influential [10, 14].

A recurrent bias is gender stereotyping. Gender stereotyping “refers
to the practice of ascribing to an individual ‘woman’ or ‘man’
specific attributes, characteristics, or roles by reason only of their
membership in the social group of ‘women or men’ [59].
However, gender stereotyping is a complex process that, although
grounded in strong beliefs of what a gender is and should be, is both
used and understood in a too simplistic manner. For instance, gay
men are hyper-sexualized in e.g., the masculine promiscuity
stereotype, or feminized, e.g., gay men who are perceived to be
feminine fall into traditional female stereotypes. Two international
human rights treaties include express obligations relating to
harmful and wrongful stereotyping. Art. 5 of the Convention on the
Elimination of All Forms of Discrimination against Women
mandates States Parties to “take all appropriate measures to modify
the social and cultural patterns of conduct of men and women, to
achieve the elimination of prejudices and customary and all other
practices which are based on the idea of the inferiority or the
superiority of either of the sexes or stereotyped roles for men and
women” [1]. Art. 8(1)(b) of the Convention on the Rights of
Persons with Disabilities stresses that “States Parties undertake to
adopt immediate, effective and appropriate measures to combat
stereotypes, prejudices and harmful practices relating to persons
with disabilities, including those based on sex and age, in all areas
of life” [2]. However, these stereotypes are preserved both online
and offline [22, 26]; platforms often appear to fail to grasp that
gender is not limited to the simple binary of being solely a “man”
or a “woman,” but socially constructed [8].

Given that gender stereotypes persist online, and that the social
media platform Twitter infers gender from a wide variety of
sources,! we address the research question (RQ): How accurate are
Twitter’s inferences of its users’ gender identities? Addressing this
RQ brings into view concerns of discrimination, misgendering, and
exacerbation of existing biases that online platforms persist in
replicating that has already been highlighted by existing literature
[23, 33]. Our goal is to investigate misgendering on Twitter and
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illustrate the impact of algorithmic bias on inadvertent privacy
violations and how such biases reinforce social prejudices of
gender and sexuality through a multidisciplinary perspective
including legal, computer science, and queer media-studies
viewpoints.

The reason behind our contribution lies in the idea that gender is a
co-shaped, changing part of human identity tied into the socio-
materiality of gendered relations often treated as a binary
dichotomy. For instance, trans and non-binary users have recently
claimed that they are being misgendered on Twitter because the
categories “female” and “male” do not match who they are [16].
Second, platform providers no longer have to learn sensitive details
about a particular user or correctly group users into categories for
advertising to be effective, as advertising has a high tolerance for
classification errors [62]. Nonetheless, not considering a broader
understanding of gender in platforms can be socially harmful and
costly, as technology usage and implementation may lead to further
exacerbation of existing biases, including those relating to gender,
race, and minorities [5, 24, 54].

In Section 2 of this article, we provide background information on
inferential analytics to elucidate how companies infer specific user
attributes, including gender, and how these techniques may harm
users’ rights. In Section 3, we explain the methods for this study,
and in Section 4 we introduce the results. Our findings suggest that
Twitter’s binary understanding of gender excludes those not fitting
the category “male” and “female.” The results also show that
inferring gender is part of Twitter’s personalization trade-off and
misgenders users in nearly 20% of the cases. Out of these cases,
LGBTQIA+ individuals and straight women were misgendered
more frequently than straight men. In Section 5 we discuss the lack
of diversity in social media platforms and the role designers play in
accounting for inclusivity and diversity. We conclude by presenting
our future work, which includes a more extensive and refined
survey to investigate this issue and the user’s impressions further.

2. GENDERING ALGORITHMS

2.1 Profiling, inference analytics, and

discrimination

Profiling techniques like regression, classification, or clustering
mainly ascribe properties to people [9]. These methods infer
distinct people's traits from different inputs of data, originating
either from the person themself (i.e., predicting recidivism based
on someone's criminal record) or others (i.e., others who ordered
these shoes also like these shoes). Organizations use inferential
analytics to induce user preferences using sensitive attributes such
as race, gender, sexual orientation, political interests, and opinions
[30, 56, 63]. These techniques can predict behaviors for marketing
purposes and influence behavior for profit [68]. A critical feature
of inferential analytics is that companies infer information from
data not directly or indirectly provided by data subjects [14]. These
inferences may be precise (like inferring age from the date of birth)
or estimates (like inferring emotional states, e.g. happiness, or even
intelligence from Facebook likes) [35]. In this way, data analytics
can predict qualities that a data subject may not want to disclose
and attributes that a data subject does not even know about
themselves and ascribe them to an individual person.

One of the parameters used to infer attributes from people is the
“like” button on many social media platforms [53]. In other words,
what users like online tells something about who they are, such as
their income [42] with a high degree of accuracy. Gender can also
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be inferred from Facebook likes with very high accuracy [35]. With
approximately 250 Facebook likes, gender could be predicted with
accuracy rates of 93%. Although this may seem like a high number,
gender could be predicted with accuracy rates of about 70% when
using only five Facebook likes. Moreover, when using only one
single Facebook like, the accuracy rates were approximately 60%
for gender predictions. According to Kosinski et al., predictions for
homosexuality were about 88% accurate for gays and 75% for
lesbians, and predictions on being single versus in a relationship
were about 67% accurate [35]—showing the complexity of inferring
gender and sexuality through likes alone.

Inferential analytics may have some benefits. For instance, it can
be a tool to fill gaps in fragmentary datasets or check the accuracy
of available data by matching inferred data with the contested data.
In this way, datasets enriched with many inferred attributes are
likely to have higher levels of completeness and precision. In big
data analytics, completeness and correctness of data is not a strict
condition but can contribute to getting more well-defined and
reliable results. Companies can identify that a particular customer
prefers to consume video instead of text content, or is interested in
learning about particular topics, like travel, fashion, or food.
Companies use this information to personalize the user experience
to fit the preferences of that particular individual.

However, inferential analytics has some drawbacks. When people's
attributes are predicted, privacy is at stake, especially if people did
not want to disclose specific personal information. Furthermore,
these inferences may contain errors, leading to biased and unfair
decisions and may lead to self-fulfilling prophecies [13]. These
effects may amplify inequality, undermine democracy, lead to
opinion echo chambers, and further push people into categories that
are hard to break out of [49].

Machine learning and data mining tools can be developed so that
they do not grant discriminating patterns such as gender stereotypes
or profiles, a practice called discrimination-aware data mining [31].
The underlying idea is not to limit the data input (such as gender
data), but to prevent the algorithms from yielding gender-based
patterns, since not using gender data may still allow for predicting
gender and thus result in indirect discrimination (discrimination by
proxy). Focusing on the algorithms' design can prevent this when
using gender in the development of data-driven decision models
[67].

2.2 Gender inferences

Gender classification systems (GCS) are trained using a training
dataset (or corpus) of structured and labeled data. These labels
categorize data, and the features within, as either masculine or
feminine [51]. Training a GCS builds a classification algorithm (or
classifier) that categorizes features—such as body movements,
physiological and behavioral characteristics, and facial features
[51]—found in new data by comparing it to labeled features in the
dataset. A GCS uses a feature extraction algorithm, classifier, and
a dataset to make an inference [39].

Classifiers are trained in machine learning models. Exemplary
models include neural networks [51], K-nearest neighbor [34],
support vector machine [38], and Adaboost [41]. A classifier infers
gender from video, images, or text, and the process is usually
straightforward. First, data such as video or images are parsed into
a GCS. Using a feature extraction algorithm, it then extracts
features from the data, such as static body features, dynamic body
features, apparel features, and biometrics [36, 38, 39]. Finally, it
compares those features using a classifier to a feature dataset, which
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is categorized by gender, and maps them to either category,
inferring gender based on similarities in features [34, 51].

Similarly, a text-based GCS infers gender using features such as
language, vocabulary, and frequency of words [39]. Text-based
GCSs extract features using text mining from content found in
forums, chat rooms, and social media [39, 50]. Beyond language,
Corney et al. extended text-based feature extraction further into the
typography field, training a classifier to make gender inferences
based on style markers, structural characteristics, and gender-
preferential language [12].

In the literature, developers have used classifiers to support text
analysis techniques (e.g., sentiment and content analysis). Park et
al. developed a GCS that supports sentiment analysis to identify the
gender of persons making posts found on an online AIDS-related
bulletin board [50]. The authors’ GCS used a feature dataset that
paired gender with the frequency of sentiment-driven words.
During training, the GCS learned that women tended to use the
words “thank,” “bless,” “scary,” and, “illness” about twice as often
as men, who themselves used “accurate,” “important,” “issue,” and
“aches” twice as often as women [50].

Several studies have made use of freely available Twitter user posts
(or tweets) to train a GCS and infer the gender of other users [17,
19, 40, 45]. Lopes Filho et al. utilized a dataset categorizing gender
by 60 textual meta-attributes associated with characters, syntax,
words, structure, and morphology for the extraction of gender
expression linguistic cues in tweets [40]. The authors compared
different classifiers, finding that each accurately determined the
gender of Twitter users, 63.5%, 61.96%, and 68.08% of the time.
Using word unigrams, hashtags, and psychometric properties as
features, the GCS developed by Fink et al. predicted the gender of
Twitter users with 80% accuracy [17].

Gender recognition can be useful to support applications, such as
face recognition and smart human-computer interface aid in other
domains [51]. Developers use algorithmic gender classification in
human-computer interaction, the security and surveillance industry,
law enforcement, psychiatry, demographic research, education,
commercial development, telecommunication, and mobile
application and video games [34, 39, 51]. Depending on the
application and dataset, developers may also use vision-based and
biological information-based methods to make inferences [39].

99 ¢

However, “sex,” “gender,” and “sexuality” are often confused and
used in overlapping ways, both by laypeople and experts. In this
paper, we draw on the following definitions: “sex” usually refers to
the assigned gender at birth based on medical factors (e.g. genitalia,
chromosomes, and hormones), usually “m[20]ale” or “female”
although in some cases “intersex.” Sex can also be changed through
medical intervention. “Gender” is both a “person's internal held
sense of their gender”—also called gender identity—but is also tied
to social, cultural and legal factors. “Sexuality” we take to mean the
“physical, romantic, and/or emotional attraction to another person”
[60]. We take into account that these definitions are also socially
constructed through societal demands and norms.

2 The exact wording of the questions were: 1) What is your sexual
orientation?; 2) What is your gender identity?; 3) What pronouns
do you use?; 4) Did you at one point provide Twitter with your
gender?; 5) If you did not include your gender in your profile, the
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3. METHODS

Available scientific literature focuses on how gender can be
inferred from user attributes [17, 19, 40, 45]. However, there are
not many studies that have compared the users' reported gender, the
inferred gender from those attributes, and its correctness, although
this avenue of research has been of an increasing interest in social
sciences [23]. How algorithms exacerbate existing biases and affect
marginalized communities is also a nascent area of specialization
[23, 46, 64]. Our work contributes to the literature on algorithmic
bias and discrimination by exploring misgendering on social media
platforms like Twitter.

Given that gender stereotypes persist online, and that the social
media platform Twitter infers gender from a wide variety of
sources, we wondered how accurate Twitters’ gender inferences of
its users’ gender identities are and, with the support of survey data,
we explore what implications this social media practice has—such
as the reinforcement of gender binarism and exacerbation of gender
stereotypes [23]. We also refer to privacy and discrimination law,
focusing on the impact of online behavioral advertising on
inadvertent privacy violations [63] and the reinforcement of social
prejudices.

We conducted a short survey disseminated using Twitter. For four
days, from 22 to 26 May 2020, N=109 Twitter users responded.
The online survey was prepared in Qualtrics and included five
specific questions revolving around whether Twitter algorithms
inferred users' gender and whether it was correct. In particular, we
asked the user's sexual orientation (Q1), their gender identity (Q2),
the pronouns they use (Q3), whether they provided Twitter with
their gender information (Q4), and, if not, whether that was
correctly assigned (Q5).2 We gave the users instructions on how to
find their assigned gender on Twitter,’ and we processed
anonymous data and surveyed the adult population only.

At the end of the survey, we exported, tabulated, and analyzed the
data using Microsoft Excel Spreadsheet Software. The lead author
analyzed the survey data, and the remaining authors examined the
tabulated data and analysis to discuss discrepancies and ensure the
reliability of the results. Empirically ascertaining if Twitter
(mis)genders users lays the foundation for future work into the
potential impacts in an extensive survey.

All of the respondents completed the survey in its entirety.
However, the online survey has some limitations, including the
small number of the respondents, which only amounts to N=109.
This is due to the quick nature of our survey, within a limited, four-
day timeframe. Another limitation may be the limited
representativeness of the sample, which seems to over-represent the
LGBTQIA+ community compared to the number of straight people
in society in general. This potential bias may be due to one or more
of the following reasons. First, the LGBTQIA+ community may be
overrepresented among Twitter users (Twitter does not provide
data on this) or be overrepresented in the authors’ Twitter networks.
Moreover, people from the LGBTQIA+ community may be more
inclined to complete the survey, perhaps because the survey topic

gender that appears in your profile may have been assigned by
Twitter, is the gender appearing here correct?

3 To know the gender assigned by Twitter, go to picture > settings
and privacy > account > your Twitter data > password > account >
confirm password > gender.
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appealed to them, as it may relate to past experiences of gender
stereotyping or misrepresentation, on Twitter or elsewhere.

4. RESULTS

Based on the conducted online survey, we identify the following
data:

Self-reporting Incorrect by Twitter % Incorrect by Twitter

Non- Non- Non-

Female Male binary All Female Male binary All Female Male binary All
Straight 37 25 62 6 2 8 16% 8% 13%
Gay 24 24 6 6 25% 25%
Lesbian
Bisexual 4 5 1 10 1 1 1 3 25% 20% 100% 30%
Asexual 3 2 5 2 2 0% 100% 40%
Questioning 2 1 3 0% 0%
Other 2 1 3 2 2 100% 67%
Sum 50 55 4 109 9 9 3 21 18% 16% 100% 19%
— — —

Table 1. Twitter gender inference accuracy in a N=109 sample
data.

Out of N=109 respondents, 19% had their gender wrongly
assigned, whereas Twitter inferred users' gender correctly in 81%
of the cases. Our central hypothesis revolved around differences
between the self-reported gender identity (male), the sexual
orientation of users (gay), and the correctness of the Twitter
assigned gender (female).

Twitter infers their users’ identity from a wide variety of sources,
such as information from the account, interactions with links, and
cookie data,* but not from their sexual orientation. However, how
apparently fair algorithmic designs and categorizations have
ulterior and unintended consequences in specific communities is
well-known in the literature [10, 21, 28]. For instance, our collected
data shows that, out of the misgendered Twitter users that we
analyzed, only 38% were straight. Only 8% of the straight men
respondents were misgendered, compared to 25% of gay men and
16% straight women. Individuals that self-reported as bisexuals
were misgendered in 25% of the cases for bisexual women and 20%
for bisexual men. Respondents identifying as non-binary were
misgendered in all cases. These results show that the LGBTQIA+
community and straight women were more often misgendered than
straight men in our sample. Therefore, misgendering was, contrary
to our hypothesis, not only limited to gay men compared to straight
men. Moreover, women and non-binary are usually more
misgendered by Twitter than men.

The findings also seem to suggest that lesbian and questioning
people are less likely to be misgendered, although the numbers are
small in our sample (two lesbian and three questioning
participants)—more studies are needed for this sample population.
One questioning and one lesbian participant answered that they had
provided their gender to Twitter, meaning the gender of the
remaining were inferred correctly by Twitter. The findings also
show that non-binary participants (N=2) were misgendered, both of
whom were also asexual participants. However, there were other
asexual participants (N=3) whose gender (female in all cases) was
correctly inferred by Twitter (each answered ‘I do not know’ when
asked if they provided Twitter with their gender).

Of the 109 participants, only 15% provided Twitter with their
gender, whereas 24% did not, and 61% did not remember doing so.

4 See https://help.twitter.com/en/rules-and-policies/data-
processing-legal-bases
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42% of those who did not provide Twitter with gender were from
the LGBTQAI+ community. Of the 16 participants who provided
their gender, all but one answered “Yes” about whether or not the
gender appearing on their Twitter profile was correct. An outlier
was an asexual, nonbinary person. This may indicate that either (1)
some of those 16 participants were mistaken and had entered their
gender into their Twitter profile previously or (2) Twitter may infer
gender and change the one entered by the user.

Other findings resulted from discussions over Twitter, where we
shared the online survey. Some respondents openly reported that
Twitter used to misgender them, but that now Twitter gendered
them correctly, probably due to their increasing interest in gender
equality. Other respondents mentioned they had two profiles, but
that Twitter misgendered the profile they used the most. A
respondent suggested that, although gay, Twitter assigned his
gender correctly, while another was surprised to be considered
“female” while being a “male.”

S. DISCUSSION

5.1 Misgendering in social media is

discriminatory

Research affirms that gender identity is primarily subjective and
internal, which juxtaposes with the idea that gender can be
recognized automatically, at least with the state of art GCS [23].
Moreover, misgendering users via automated gender recognition
systems have adverse implications, some of those being that they
reinforce gender binarism, undermine autonomy, are a tool for
surveillance, and threaten safety [23].

They also exacerbate existing stereotypes. Classifiers trained on
real-world datasets are often biased because the data used to train
them contains racial and gender stereotypes [7, 18, 43, 57]. Female
names are more associated with family than career words, with arts
more so than mathematics and science [47, 48]. Datasets imSitu and
MS-COCO are significantly gender-biased and “models trained to
perform prediction on these datasets amplify the existing gender
bias when evaluated on development data” [65]. For example, the
verb “cooking” is heavily biased towards women in a classifier
trained using the imSitu dataset, amplifying existing gender
stereotypes [65]. The same gender biases have been shown in
natural language processing [55, 66], another method used to
support gender classifiers [11].

To be misgendered reinforces also the idea that society does not
consider or recognize a person's gender as “real,” causing rejection,
impacting self-esteem and confidence, felt authenticity, and
increasing one's perception of being socially stigmatized [33]. If not
addressed carefully, these gender biases in the offline world may
propagate to artificial intelligence [10]. This is especially
concerning given that available research suggests that many
individuals perceive automatic misgendering as more harmful than
human misgendering [23].

Moreover, when the tools used to extract patterns and profiles from
data are not transparent, it may be hard for people to contest any
decisions resulting from this, which may impede their freedom and
autonomy and may inadvertently affect their privacy. In the EU, the
collecting and processing of personal data are protected under the
General Data Protection Regulation (GDPR), which also addresses
discrimination issues in datasets. However, enforcing legislation in
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such cases is very challenging. For data protection, scholars note
that information about a person's gender, age, financial situation,
geolocation, and online profiles are not sensitive data according to
Article 9 of the GDPR, despite often being grounds for
discrimination [63]. Not being “sensitive data” translates into not
enjoying the extra protection (such as users' informed and explicit
consent) that categories of information deemed sensitive such as
race, religion, or sexual orientation have. Discrimination in
(patterns and profiles extracted from) large datasets can be hard to
detect. Indirect discrimination takes place unintentionally when
users are unaware of any harm profiles may be doing. However, it
may also be the case that companies use profiles precisely to
conceal discrimination, a process called masking [13]. Because
direct discrimination in data is hard to detect, and indirect
discrimination is nearly impossible to detect, it can be challenging
to enforce equal treatment acts and data protection legislation.

Many forms of discrimination are illegal in most Western
jurisdictions. Not hiring someone based on their gender, ethnicity,
or sexual orientation, or because they have a criminal record, is
prohibited for most professions. Not every decision based on the
sensitive characteristics mentioned is forbidden, however.
Legislation that forbids discrimination based specific
characteristics lists the characteristics that may not serve as a basis
for making decisions (including gender, ethnicity, political
preferences, trade union membership, or sexual orientation).
Nonetheless, “softer” forms of discrimination, in the form of
stigmatization of specific population groups may occur, for
example, in the formation of friendships. On a larger scale, this
could lead to social polarization and segregation. For now,
misgendering or addressing someone with the wrong pronoun is not
sufficiently grave to be considered harassment under certain
specific legal provisions (although there has been advocacyfor
remedies for these acts [4]).

5.2 Inferences Organizations controversially

infer gender for legitimate interests

Twitter makes inferences about users’ accounts, including interests,
age, and gender, to provide features such as account suggestions
(e.g., suggested contacts, promoted accounts for the user to follow),
advertising, recommendations, and timeline ranking.’ Twitter uses
users’ content, activity, relationships, and interactions to genderize
content production patterns [52], infer gender, and make these
suggestions.® Twitter justifies making inferences about interests,
age, and gender, stating that it helps tailor content to users, keeps
the platform safe and enjoyable for all users, and enables Twitter to
provide compelling, targeted advertising. In other words, users
have to accept the trade-off if they want to have a personalized
Twitter account.

The GDPR lists a limited number of legal grounds for data
processing, including consent, the performance of a contract, or
legitimate interests. Twitter states that it makes “inferences about
your account - such as interests, age, and gender” for “legitimate
purposes.” The appeal to legitimate interests as a legal basis for data
processing is controversial, as legitimate purposes are only a solid
legal basis if there is a necessity. It is questionable, however,
whether gender inferences are necessary for Twitter. Although the

5 See https://help.twitter.com/en/rules-and-policies/data-
processing-legal-bases; see also https://help.twitter.com/en/using-
twitter/account-suggestions.
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legitimate interest seems less constraining than other grounds for
data processing, it should not be considered a “last resort” when all
other grounds for lawful data processing fail [3].

Legitimate interest is the most appropriate legal ground for data
processing if the data controller uses people's data in ways they
would reasonably expect and have a minimal privacy impact, or
where there is a compelling justification for the processing. If
controllers choose this legal ground, they “should take on extra
responsibility for considering and protecting people's rights and
interests” [27]. Thus, three elements configure the basis for
legitimate interest: identifying the legitimate interest, showing that
the processing is necessary to achieve it, and balancing it against
the individual's interests, rights, and freedoms.

Our survey findings highlight a significant number of misgendered
users and question whether Twitter did balance their interests
against individuals’ interests. First, out of the 109 participants, only
15% provided Twitter with their gender, while Twitter inferred
their gender anyway. Second, our results suggest that the
LGBTQIA+ community and straight women may be more often
misgendered than straight men. Third, remedies for opposing the
processing seem not to correspond in magnitude to the subsequent
impact of being misgendered. A user can modify or rectify the
inferred gender but cannot escape that inference unless she actively
opts out of Twitter’s personalization features. Making users choose
between these two is as if, in times of COVID-19, developers made
users choose between health or privacy [25]. Moreover, it results in
a privacy paradox: the gender inference causes a privacy issue (i.e.,
disclosing information people may want to keep to themselves), but
to address this, users have to provide additional information,
disclosing even more (or more detailed) information about
themselves [13]. This is particularly problematic for communities
that society has been historically discriminated against and in
which gender is a sensitive part of their identity [16, 44].

5.3 Accounting for diversity in social media
Platforms exclude and misrepresent a large number of potential
users if they are not respectful and inclusive towards their gender
identity or sexual orientation. The assumption that gender is
physiologically-rooted harms trans people overall by essentializing
the body as the source of gender, and also harms non-binary people,
who cannot be accurately classified [33]. As Fergus highlighted,
transgender and non-binary users reported being misgendered by
Twitter, which we found to be the case in our survey (100% of the
non-binary participants reported being misgendered) [16]. These
findings may result from the fact that Twitter gender classifiers do
not account for diversity and work on male/female binary
categorization that, although it does represent some people's gender
expression, does not do justice to the freedom of identity that
everyone should have.

Our study shows that when it comes to diversity and more inclusive
engagement, social media platforms like Twitter still have a long
way to go to become a more open and welcoming platform for a
wide variety of users. Misgendering users in the background is not
good practice, and beyond echoing deeply rooted stereotypes, can
lead to privacy and discrimination issues,. The lack of diversity in
marketing strategies is apparent when users can be gendered as
male or female only. However, making strategies for a diverse

6 See https://help.twitter.com/en/using-twitter/account-suggestions
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engagement with the "queer rainbow economy" can make for more
affluent and more diverse revenue streams [6, 32, 58].

From all this, it is clear that digital identity and participatory culture
play a massive role in the sense of self in the modern world and that
there should be more effort to realize diversity and inclusion in the
online world [29] to not perpetuate the normative view that certain
groups of people, such as trans or non-binary people, do not exist
[33].

6. SUMMARY

An online survey showed that, out of N=109 respondents, Twitter
correctly inferred users’ gender in 81% of the cases, and 19% were
misgendered. A close look at the results shows that only 8% of the
straight men respondents were misgendered, compared to 25% of
gay men and 16% of straight women, while non-binary users were
misgendered in all the cases.

Social media platforms like Twitter have economic incentives to
know wusers' genders for commercialization and targeted
advertisements. However, our investigation shows that inferring a
user's gender with automated means clashes with the understanding
that gender is subjective and internal. Misgendering has also
broader consequences, leading to serious privacy, discrimination,
autonomy, and self-identity issues. Misgendering reinforces gender
stereotypes, accentuates gender binarism, undermines autonomy,
and leads to toxic cultures and algorithmic bias [23, 37]. Moreover,
misgendering causes a feeling of rejection, impacting one's self-
esteem, confidence, and authenticity, increasing social
stigmatization [33].

If users do not provide a gender parameter choice themselves,
platforms may infer the user's gender from a wide variety of data
sources, including personal data. Therefore, gender classifiers
should account for diversity and inclusion, using a more accurate
understanding of gender to represent contemporary society fully.
Otherwise, inferential analytics may reinforce existing biases about
gender stereotyping. By including diverse users early on, during the
design, and with the possibility to provide feedback afterward, the
technology can be experienced as more just and fairer. Inclusive
engagement that reflects on the users as not homogeneous can have
a positive impact on technology.

By identifying how inferential analytics may reinforce gender
stereotyping and affect marginalized communities, we hope to
continuously contribute to promoting the online account for
privacy, diversity, and inclusion and advocate for the freedom of
identity that everyone should have online and offline [69]. Looking
forward, a more robust survey ought to be undertaken to further
explore the social implications of gender inference on Twitter, such
as discrimination and diversity in social media.
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ABSTRACT

Machine learning is being integrated into a growing number
of critical systems with far-reaching impacts on society. Un-
expected behaviour and unfair decision processes are coming
under increasing scrutiny due to this widespread use and its
theoretical considerations. Individuals, as well as organisa-
tions, notice, test, and criticize unfair results to hold model
designers and deployers accountable. We offer a framework
that assists these groups in mitigating unfair representations
stemming from the training datasets. Our framework relies
on two inter-operating adversaries to improve fairness. First,
a model is trained with the goal of preventing the guessing
of protected attributes’ values while limiting utility losses.
This first step optimizes the model’s parameters for fairness.
Second, the framework leverages evasion attacks from ad-
versarial machine learning to generate new examples that
will be misclassified. These new examples are then used
to retrain and improve the model in the first step. These
two steps are iteratively applied until a significant improve-
ment in fairness is obtained. We evaluated our framework on
well-studied datasets in the fairness literature — including
COMPAS — where it can surpass other approaches concern-
ing demographic parity, equality of opportunity and also the
model’s utility. We investigated the trade-offs between these
targets in terms of model hyperparameters and also illus-
trated our findings on the subtle difficulties when mitigating
unfairness and highlight how our framework can assist model
designers.

Keywords

Adversarial machine learning, fairness, neural networks

1. INTRODUCTION

Machine learning eases the deployment of systems that tack-
les various tasks: spam filtering, image recognition, etc. One
of the most trendy applications is decision support. These
systems give recommendations on who should get a loan,
predict who could commit subsequent offences, etc. based
on data describing individuals. Such systems have a desir-
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able property: they provide objective, supposedly consistent
decisions based on a collection of data. At first glance, this
could counteract unfair decisions made by humans.
However, they still exhibit unfair behaviour. Such behaviours
can impact individuals belonging to a specific social group.
Well-studied examples include the COMPAS system that
predicts the recidivism of pre-trial inmates |2} [10] and keep
taking decisions in favor of Caucasian people compared with
African-Americans. We consider fairness where the impact
on individuals can be categorized as either allocational harm
or representational harm [§]. With allocational harm, the
favorable outcome (e.g. bail being granted) differs between
social groups. Representational harm is more subtle, and
include differences in performance between social groups,
and stereotyping. We focus on allocational harm in this
work, as decision support systems with different outcomes
can affect social groups far beyond the outcome itself.

If an allocational harm exists when advising for a favorable
outcome for a group, the decision towards an other group
to not receive the same outcome can, ultimately, create a
feedback loop where unfair behaviours are amplified [19}[32].
For example, consider a system that imposes more expensive
loans to African-American people, who then fail to repay
them, that will lead them to ask for another loan, etc.

To avoid such consequences, researchers increasingly focused
on incorporating fairness as objectives in their systems. In
discrimination-aware data mining (DADM), modifications
were developed and applied to data, learning algorithms, or
resulting patterns and models |25|. Recently, adversarial
fairness continues in this direction with, for instance, re-
search on learning representations [31} [43] and task-specific
fair models [1][36][38].

Adversaries are also used when assessing the security of ma-
chine learning based systems. Biggio and Roli [5| synthe-
sised a decade of research in adversarial machine learning.
This domain aims at finding or creating examples that are
problematic for a machine learning model, e.g. Biggio et al.
[7], Papernot et al. [33][34]. These examples can be injected
directly into the training phase to perturb the training of
the model, known as poisoning attacks, or they can simply
be used to bypass the model that is supposed to act as a
filter, in this case, they are called evasion attacks.

In this paper, we propose a new framework implementing
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a gray-box fairness scenario coupling evasion attacks and
fair machine learning using gradient reversal. We evaluate
our framework on three datasets: (i) COMPAS, (ii) Ger-
man Credit, and (iii) Adult. Our framework improves demo-
graphic parity and equal opportunity when comparing to the
state of the art while globally improving the model’s utility.
We thus reconciles fairness and model performance.

This paper is an extension of our previous work [12], which
was presented at the first workshop on Bias and Fairness in
AT (BIAS 2020) held jointly with the ECML-PKDD confer-
ence. With respect to the original contribution, we provide:
(i) a detailed analysis of tradeoffs between fairness and util-
ity by computing and charting a Pareto front; (%) a more
nuanced interpretation of our results based on 30 random
hyperparameter trials, where we calculated the expected val-
idation accuracy, and (%i) a discussion on the role of prior
domain knowledge to create both valid and realistic examples
to feed to the model.

This paper is organised as follows: |Section 2|discusses related
work on adversarial machine learning techniques but also on
measuring and mitigating unfairness. presents our
new framework, followed by its evaluation on the COMPAS,
German Credit and Adult datasets in[Section 4} [Section 7

concludes and gives an outlook on future work.

2. BACKGROUND AND RELATED WORK

2.1 Poisoning and Evasion Attacks

Adversarial machine learning assesses the required effort to
make a classifier unusable by forcing it to perform so many
errors that users will not trust its predictions anymore [5].
The generation of adversarial attacks follows this black-box
process: (i) probe an existing target model to gain informa-
tion about it, (ii) copy an existing example, (iii) apply an
adversarial technique that will modify the example depend-
ing on the desired goal.

Various models can be attacked including support vector
machines (SVMs), linear models and even neural networks
(NNs) [7] 133} [34]. Since all machine learning models are
based on a similar set of assumptions, including the fact that
they statistically approximate data distributions, adversar-
ial machine learning leverage on these assumptions to train
a surrogate classifier to start the attack on. After the at-
tack finishes, because of these assumptions, newly generated
data examples can be transferred back to the original target
model [13]. Only one restriction remains on the surrogate
classifier, attacks are gradient-based techniques requiring the
discriminant function to be differentiable. We distinguish
between poisoning attacks and evasion attacks. In the for-
mer, malicious examples are introduced in the training set
in order to significantly and permanently affect the model
to be trained [4}[6]. In the latter, malicious examples are
provided at test time to harm the model without changing
it [7].

In related work by Solans et al. [39], poisoning attacks
have been used to influence the fairness of machine learning
models in a black-box manner. The authors have also linked
their poisoning attack to demographic parity, an evaluation
metric that will be introduced in [Section 2.2

Kulynych et al. [29] also used poisoning attacks, specifically
for countering effects of credit scoring systems. In addition,
they provide an outline of how users can affect optimiza-

tion systems to mitigate negative external impacts, called
Personal Optimization Technologies (POTs). This frame-
work could also be used to ground the adversarial attacks
generated by the Feeder from our framework.

In this paper, we consider evasion attacks that are performed
on an already trained model. We craft adversarial examples
that are supposed to belong to a class while the model will
assign them with a different one because of specific charac-
teristics, highlighting an unfair behavior regarding a certain
population. By carefully reintroducing these examples dur-
ing retraining, we hypothesize that the retrained model will
be fairer. While we rely on a similar example generation
technique, our exploitation goal differs from |39).

2.2 Evaluating Fairness

There exist several measures of fairness in the literature,
e.g. demographic parity [16], equalized odds and equalized
opportunity |26], statistical parity [21} [43], disparate im-
pact [10J[21], and threshold testing [35]. They are categorized
into different family of measures, presented in the FairML
book [3], depending on their mathematical expression. In
the following, we focus on two different measures: (i) de-
mographic parity which is probably the most popular but
also controversial and (ii) equalized opportunity also quite
popular but from a different family of measure. We define
all measures via the predicted values of the classifier ¥ and
the protected attribute A. We identify the disadvantaged
group with A = 1 and the privileged group with A = 0. The
similarities of predictions are described for ¥ = 1.

Since the focus of most fairness measures is on the disadvan-
taged group having fewer (desired) opportunities, Y =1 is
generally the desired outcome. Measures usually come in two
forms. The first one expresses the requirement that the pre-
dicted values of the classifier Y conditioned on the protected
attribute be equal |9]. Most of the time, this strict equality
in the outcome predictions between both groups is unrealis-
tic. The relazed form accepts the previous equality not to be
strict within a range that is to be determined. For instance,
in a legal setting, the US Equal Employment Opportunity
Commission (EEOC) uses the Demographic Parity ratio (as
defined by Def.and with 7 = 0.8 (“80% rule” |21]),
stating that disparate impact caused by employment-related
decisions or structures can only be ascertained if DPR < 0.8.

Definition 2.1. Demographic parity (DP). DP is the equal-
ity or similarity of prediction outcomes as an absolute differ-
ence |16/36|:

DP=|PY=1|A=0-PY =1|4=1)|<e (1)

Definition 2.2. Demographic parity ratio (DPR). DPR is
the equality or similarity of prediction outcomes as a ratio:

P(Y:1|A:1)>T @

DPR = = > T.
P(Y=1]|A=0)

Demographic parity has received some criticisms, since the
measure does not necessarily report on what many would de-
fine as fairness [16]. This issue stems from ignoring both the
true outcome and individual merits. For instance, consider
a selection procedure where two individuals apply and both
belong to the same protected group. The entity that has to
make the selection needs to select one individual from this
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protected group, regardless of their qualification, in order
to achieve demographic parity. Let say that one individual
is qualified (i.e., with high chances to get a positive true
outcome Y = 1) and the other one is not. Deliberately se-
lecting the unqualified individual would not be considered as
fair regarding the other (qualified) applicant; however, the
entity would still satisfy demographic parity. So these to-
ken individuals are not guaranteeing fairness since qualified
individuals from the protected group are still mistreated.
Addressing the criticisms of demographic parity, Hardt et al.
presented two other metrics that extend the aforemen-
tioned ones. By including the true outcome Y, the authors
show that this variable can serve as a justification for the
predicted outcome. For example, in the case of COMPAS,
this is the recidivism rate as measured by violent crimes in
a two-year window. Conditioning by the true outcome is a
justification that the authors consider to be a suitable inter-
pretation of the task-specific similarity measure from Dwork
et al. [16], which can otherwise be difficult to come up with.
This is also very similar to disparate mistreatment
used as an evaluation metric by Adel et al. [1].

Definition 2.3. Equal opportunity (EO). EO requires an
independence Y L A | Y of Y and A conditioned on the
true outcome Y. Expressed as a difference, this yields:

P(Y=1]A=0,Y=1)-PY =1|A=1,Y=1)|<w
®3)

“Equality of opportunity” is satisfied if v = 0, and larger
absolute values are indicative of unfairness in the model or
data.

2.3 Fair Neural Networks

Several works tried to reduce the impact of data imbal-
ance and data representations over ML models
[27]. In addition, fair models have been studied for a variety
of learning algorithms, such as Naive Bayes classifiers [9] or
SVMs [42]. Nowadays, the focus is also on neural networks
due to their prediction performance [I}[31}[37].
Some researchers mitigate unfairness in neural networks us-
ing white-box adversaries [44]. In all these
instances, a new model architecture is proposed with two
goals: (i) predicting the main attribute Y (which we will
refer to as the utility of the model; with Y = 1 being the pos-
itive outcome); (ii) not being able to predict the protected
attribute A (with A =1 considered as belonging to the pro-
tected group). The joint goals can be formally defined as a
min max optimization problem over the loss function L,
i.e., ming maxy L (0, ¢) , with an adversary ¢ and an encoder
with parameters 8. We use this representation to predict
both Y and A via a white-box adversary and a neural net-
work. Adel et al. [I], Ganin et al. [22], Raff and Sylvester
all proposed to optimize a variant of the following loss
function following

L(07 d)) = E97¢(Xa Y) - >‘D9a¢(X7 A)7 (4)

with Dg ¢ the loss for predicting A from X, and Ejy 4 the
loss for the target prediction Y also from X and A a hyper-
parameter.

Gradient reversal was introduced by Ganin et al. [22] for
domain adaptation, and later adapted by Raff and Sylvester

[36] and Adel et al. who treated the protected attribute
A as a domain label. The gradient reversal strategy assumes
that multiplying by a negative sign will increase the loss
Dy s(X,A) of the branch h, : X — A and yields a rep-
resentation X* that is maximally invariant to changes in
A [11136].

Using gradient reversal for fairness is based on the intuition
that the inability to predict A is a suitable fairness goal.
This differs slightly from the fairness evaluations presented in
but a similar loss function from based
on demographic parity led to the architecture of FAD [i],
which leverages gradient reversal specifically for fairness.
However, there is no guarantee that gradient descent with
flipped gradients does guarantee the maximal invariance re-
quired for fairness. In the worst case, maximizing the loss
Dy,»(X, A) can even result in the opposite optimum for the
shared layers with regard to A, because flipping the gradi-
ents with regard to A makes it perform gradient ascent for A.
With the shared layers performing gradient ascent w.r.t. A
followed by gradient descent in the adversarial branch, this
creates a discrepancy between the parameters defining both
components for predicting A. This means that the model is
not only not maximally invariant on the last shared layer, but
that the shared layers are still explicitly learning to predict
the protected attribute A.

This is one of the major limitations of using GRL for fair
models, as predictions of main attribute Y are not made
on ‘fair’ representations. Elazar and Goldberg made
an empirical observation on leakage of protected attributes
specifically for text-based classifiers that can also be traced
back to this. In we clarify how our ethical adver-
saries framework mitigates this issue, thus allowing GRL to
be used for training fair models.

3. ETHICAL ADVERSARIES

Our main contribution is a framework that joins evasion
attacks (see|Section 2.1)) and fair neural networks (see
tion 2.3) to improve the overall fairness of the system. Thus,
it relies on two types of ethical adversaries: (i) a Feeder that
uses evasion attacks to create examples highlighting unfair
representation of a certain population and (ii) an adversar-
ial Reader that tries to predict the protected attributes of
interest (age, gender, race, etc.). In addition of exhibiting
fairness issues in the data and in the trained model, our
framework leverages gradient reversal to minimise the abil-
ity of the reader to guess protected attributes ultimately
yielding a fairer ML model without sacrificing utility.
Figure 1|presents the global architecture. Our network fol-
lows a typical architecture with a GRL (discussed in
and is represented by the Reader). The Feeder, on
the left part, performs evasion attacks as discussed in
Both adversaries interact with each other in an
iterative manner, forming the main difference between our
framework and GANs [23]. To achieve better fairness and
utility outcomes, our process —that consists of two steps —
can be performed multiple times.

The first step starts with a trained neural network (target
label in predicting a main attribute Y. In this
network, the adversarial Reader adds a second branch that
tries to predict a protected attribute A while the gradient
reversal layer strives to minimise the confidence of the Reader
to predict A. Additionally, as we discussed in [Section 2.3|
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Figure 1: Ethical adversaries architecture: adversarial feeder on the left, and integrated adversarial reader on the right.

during the backward pass, a hyperparameter A contributes
to prioritize the utility versus the adversarial branch of the
network. The model is trained with the joint loss of the
original prediction target and the protected attribute.

In a second step, the Feeder, on the left part, performs eva-
sion attacks as discussed in[Section 2.11 The Feeder creates
a set of adversarial points from an approximation of the tar-
get model, a.k.a a surrogate model, that is constructed on
the same dataset as the model under attack. Our surrogate
model is an SVM which it uses a radial basis (RBF) kernel
function to cope with different level of model complexity. We
selected this kernel since preliminary results on COMPAS
showed that it is expressive enough and Biggio et al. [7] de-
tailed how evasion attacks can be directly applied to SVMs
with RBF kernels. The Feeder performs multiple evasion
attacks on the surrogate function to generate adversarial
examples that are similar to the training examples, but are
wrongly classified.

For each iteration of this two-step process, adversarial ex-
amples are generated and included in the training set for
adversarial retraining. Each adversarial example is added to
the training set with the same label as the original example
from which it was generated. The effect of the ratio of ad-
versarial points in the dataset—the adversarial fraction—is
further analyzed empirically in

The Feeder is constrained to a maximum perturbation, so
the adversarial examples that are generated are still similar
to the original training examples. The perturbation distance
dmaz 18 the same for all input features and is applied after
normalizing the data. Because the adversarial examples are
within dyqes of the training examples and thus similar, we
assume all generated examples are also valid examples. The
Feeder is ambivalent to possible—hard and soft—constraints.
We opted to keep the Feeder ambivalent to eliminate an-
other possible source of unfairness. We assume that the data
on which the models are trained exhibits unfair patterns,
something which we aim to correct with the Ethical Adver-
saries framework. It is therefore challenging to introduce
constraints that would limit that adversarial examples to a
limited set, especially when unfair patterns could discrim-
inate minorities. However, we recognize that this uncon-
strained approach can be at odds with business logic and
future work could focus on including constraints.

In terms of performance, constructing a surrogate classifier is
the limiting factor. Using SVMs implies that the time com-
plexity of the entire framework is O(n?) with n the number
of data points. The impact of adversarial attacks is linear on
the overall complexity. But we should notice that adversarial

retraining may drastically increase time to compute a sep-
arating function since included adversarial examples make
the separation more difficult to find, or on the contrary, may
not affect the function at all, if too few adversarial examples
are included.

Both reading and feeding steps are run successively until
we achieve better fairness and utility outcomes, which we
demonstrate in A key benefit of this process is
that we prevent the Reader from learning biased representa-
tions, since these features cannot be used as proxies for the
protected attribute anymore.

4. EVALUATION

We evaluate our model on three popular datasets: COM-
PAS [2], German Credit, and the Adult Census [28]. The
COMPAS dataset was originally a sample of outcomes from
the COMPAS system that predicted the risk of recidivism.
This caused a debate about whether or not this score was dis-
advantaging African Americans [14]. The dataset,
therefore, includes the race of individuals. In line with pre-
vious research [42], we will only use individuals from
Caucasian or African-American descent. As other groups
are clearly less represented (e.g., only 31 instances for peo-
ple of Asian descent), this raises issues during training and
evaluation. It implies that there are minorities that are ex-
cluded from many studies; more datasets would be needed
to study whether patterns of unfairness are similar and mit-
igation measures can be transferred, or whether these affect
different demographics differently. COMPAS is composed of
5,278 instances and represented by 12 features. The target
variable is whether a person has recidivated within two years.
The race is used as a protected attribute.

The Adult dataset gathers 32,000 instances represented by 9
features. We use gender as a protected attribute and the bi-
nary target variable is income, whether someone earns more
than 50,000 USD. German Credit is the smallest dataset,
with only 1,000 instances and 20 features. There is a class
imbalance, with 70% of all samples good credits and only
30% bad credits. The protected attribute is age, with a
threshold at 25 years.

For reproducibility purposes, we have publicly released our
code and provided users with a template that they can incor-
porate in their projects. It is compatible with all PyTorch
models with only minor modifications, i.e., adding an ad-
versarial branch and replacing the training loop. We recall
that we have used the secML packageEI (v0.11) for running
evasion attacks.

Thttps:/ /secml.gitlab.io/

Volume 23, Issue 1

35



SIGKDD Explorations

-75 50 -25 00 25
X0

50

75 100

(a) Naive model
(A =50)

(b) Model trained with a GRL (c) Model trained with our

framework

Figure 2: T-SNE dimensionality reduction of the activations in the last hidden layer on the held-out COMPAS test set.
Distinct colors are used for the reported race of individuals in the dataset: either African-American ® or Caucasian

4.1 Training setup

The model under attack. We start from a neural network of 3
hidden layers with 32 hidden units for COMPAS and German
Credit and 128 for Adult, due to its larger encoded input.
Each of the hidden units has a ReLU activation. This activa-
tion function is computationally efficient and mitigates the
issue of vanishing gradients since the function never saturates,
which makes it one of the most popular activation functions.
For the output units, a softmax activation was used to get
the classification and a linear activation for COMPAS. The
network, including the adversarial reader, is trained with the
Adam optimizer with 81 = 0.9, 82 = 0.9999 and an initial
learning rate I, = 0.01, which is adjusted by a factor of 0.1
when reaching a plateau.

The adversarial reader. The adversarial reader is part of the
model under attack and therefore follows the same training
regime. The joint loss follows by including the
GRL. The individual losses for both ha and h, are binary
cross-entropy loss, except for COMPAS. In that case, the
risk score is predicted as a regression problem with the MSE
loss and then thresholded at 4 (low vs medium and high
risk).

The adversarial feeder. In our setting, we can use the same
training set for both the feeder and reader since they are
part of the same, unique architecture.

We also approximate—relying on the earlier discussed trans-
ferability of attacks [13]—the attacked model by an SVM
with a radial basis function kernel. We set the hyperpa-
rameters C' and v with a grid search with a reduced num-
ber of values: respectively {0.0001;0.001;0.01;0.1; 1.0} and
{0.01;0.1; 1;10; 100; 1000}. We performed 10-fold cross vali-
dation.

4.2 Mitigating unfair representations

For each individual for the COMPAS test set, all three models
derive a representation in the last hidden layer, on which we
applied a t-SNE dimensionality reduction for a two-dimensional
visualisation.

The model without fairness constraints (Figure 2a) has slight
separation with regard to the protected attribute, but it

is clearly separable in the representation from the model
trained with a GRL . This is also shown by re-
training a one-layer perceptron on these representation. The
model that was originally trained to predict only recidivism

could be used to classify the protected attribute race with
AUC = 0.71. The adversarial branch h, that was trained
simultaneously has an AUC = 0.44 As we mentioned ear-
lier, this branch can be limited in predicting the protected
attribute A. Which is the case here, as an independent
perceptron has AUC = 0.92.

Here, we demonstrated that the hidden representation ob-
tained by gradient reversal, not only still contains informa-
tion about the protected attribute, but contains a stronger
signal. Our architecture that joins ‘adversarial fairness’, also
called the Reader, and ‘adversarial learning’, or the Feeder,
(see leverages utility- and fairness-focused methods
in a better way than the modification of the model alone. By
injecting noise with the adversarial Feeder, our framework
successfully mitigated this unfair representation, as shown

in [Figure 2c

4.3 Effect of adversarial fraction

displays the effect of the adversarial fraction in the
training dataset on COMPAS. When adversarial examples
(equivalent to 25% of the training set size) are added to the
training set, the utility is maximal. With higher fractions,
the utility decreases and the development of the DP ratio
fluctuates. This could stem from the minimax formulation,
where a small fraction (i.e., 25%) helps optimize better for
this saddle point, but higher fractions only add noise. We
use this fraction for all further experiments, in future work
this could be automated with a custom stopping criterion.

4.4 Benchmark results

presents our results on the three datasets. We com-
pare them with (i) a baseline without fairness goals, i.e., a
neural network without any particular control on fairness as-
pects, (ii) a re-implementation of the GRL and (iii)
the reported results from other works that incorporate fair-
ness and cover a wide range of learning algorithms: Naive
Bayes [9], random forests [37], SVMs and neural net-
works [36][43]. The models’ utility was evaluated by binary
classification accuracy and macro-averaged F score; the lat-
ter highlights some issues when dealing with class imbalances,
as is the case for German Credit.

Fairness is evaluated with demographic parity, both as an
absolute difference (DP) and as a ratio (DPR), and equal
opportunity (EO). Adel et al. also report results on
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Table 1: Results on the three datasets. An obelisk (f) show results reported by original papers. Results of classifiers without
fairness constraints are reported as a baseline. Best results are in bold typeface. An asterisk (x) indicates a division by zero.

Model ACC F1 DP DPR EO
Adult

Baseline without fairness constraints 0.839 £+ 0.009 0.763 0.173 0.296  0.096
GRL 0.612 £ 0.012 0.518  0.059 1.931 0.061
NBF (NB) [9] 0.773" — 0.000" — —
NBF (EM) [9] 0.801f — 0.001" — —
Grad-Pred [36] 0.7541 — 0.0007 — —
FF [37] 0.753f — 0.000f — —
LFR [43] 0.702f — 0.001" — —
Ours 0.814 + 0.009 0.689  0.031 0.784 0.179
German Credit

Baseline without fairness constraints 0.705 £ 0.063 0.624 0.018 0.929  0.198
GRL 0.710 £ 0.063 0.415 0.000 = 0.000
Grad-Pred [36] 0.675¢ — 0.001" — —
FF [37] 0.700° — 0.0007 — —
LFR [43] 0.591% — 0.004" — —
Ours 0.730 + 0.062 0.640 0.006 0.971 0.175
COMPAS

Baseline without fairness constraints 0.715 0.709  0.466 2.192  0.449
GRL 0.567 0.549  0.057 0.926 0.114
COMPAS risk predictions [2] 0.655 + 0.029 0.654  0.289 1.829  0.000
Preference-based fairness [42] 0.675" — 0.380" — —
Ours 0.794 0.793 0.026 0.840 0.008

SIGKDD Explorations

both COMPAS and Adult but use a different setup for the
Adult dataset. For COMPAS, the reported results (as well
as their unfair baseline) are significantly higher than in our
experiments, which we could replicate only when classifying
high-risk individuals. To make a meaningful comparison, we
also include our replication of FAD |[1| as GRL.

The utility of our framework is the highest on the German
Credit and COMPAS datasets, even surpassing the baseline
model. On Adult, we achieve the highest utility of any model
with fairness constraints. These results show that our model
has only a very limited impact on the utility of the classi-
fier, and it can even contribute to the training as shown in
Note that on German Credit, a majority classifier
would achieve 70% accuracy already, hence the inclusion of
the F} score.

Regarding fairness evaluation, our framework gives the best
results for COMPAS when considering DP. It also increases
fairness as measured by DPR, which is the only one of the con-

sidered measures that indicates the “direction” of unfairness.
More fairness is sometimes given by an increase towards par-
ity (DPR=1) for the disadvantaged group: for the German
Credit dataset, their chances of getting a loan increase. In
COMPAS, the baseline has a EO of 2.192, the “bias against
blacks” |2| decreases substantially with our model. For GRL,
the near-equality of DPR (0.926) appears fairer, but this is
not the case for DP and EO, where we observe an EO of
0.449 for GRL versus 0.008 for our model.

Figure 5|also reports the accuracy on COMPAS, however in
function of the number of hyperparameter trials to illustrate
how randomized hyperparameter assignments will affect the
results [15]. The hyperparameter A was varied between the
interval [0.1,200] and the batch size selected from the set
{256, 512,1024,2048}. Based on these results in relation to
both (i) a model without any fairness constraints and (ii)
a model with a GRL, we can conclude that our framework
does perform better on this task compared to GRL. In ad-
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for COMPAS.

dition, given a sufficiently large compute budget it will even
surpass the naive model without fairness constraints, since
our model likely benefits from additional training examples.
Nevertheless, it remains sensitive to optimal or suboptimal
hyperparameter assignments, as is indicated by the large
confidence interval. This sensitivity is also confirmed by
the Pareto front in where many trials with large
(> 50) values for X performed quite poor on both utility and
fairness.

5. CODE

We release an open source implementation— under the MIT
licence—of our framework at: https://github.com/iPieter/
ethical-adversaries.

6. TOWARDS DOMAIN KNOWLEDGE IN-
TEGRATION

While adversarial machine learning has been applied to the
world of images and videos, we applied it in a different con-
text. Our experiments aim at using evasion attacks to at-
tempt generating new instances that represent personas, pro-
files or persons’ representations. This context therefore forms
a new domain space bringing its own set of constraints and
value boundaries. In this section, we discuss the challenges
this context brings.

The first challenge relates to constraints’ heterogeneity. In-
deed, in the image domain, the representation of pixels is ho-
mogeneous and thus easy to constrain while running evasion
attacks. Yet, when it comes to different features representing
categorical information, the problem is more complex.
Consider age category or highest obtained diploma, this in-
formation is part of the global description of the profile of
a person and are usually categorical as only one choice is
important/allowed. Some machine learning algorithms (e.g.
SVMs) do not support easily such kind of categorical feature.
Still, to be able to use such algorithms with this kind of fea-
tures, categories can be decoupled into different features so
that are mutually exclusive. For instance, regarding the high-
est diploma, one would create the following features: “has
a Bachelor’s Degree”*has a Master’s Degree”, “has a PhD

racy in function of the number of hyperparam-
eter trials for COMPAS.

Degree”, etc. While evasion attacks will bring perturbations
to features independently, one needs to check the validity of
the attacks [40].

There are different strategies: check constraints after each
iteration and reject the latest modifications if any of these
constraints is violated, wait until the attack has finished to
reject the example in case of constraint violation, or even
tradeoffs between these two extreme strategies. In this paper
we did not applied a constraint enforcement strategy (see
Section , but rather focused on limited perturbations that
would generate similar examples to instances in the datasets,
therefore likely to be valid. A stricter constraint enforcement
strategy is left for future work.

The second challenge is linked to the prior domain knowledge
that should also be taken into account in order to make a gen-
erated example realistic. For instance, in the context of the
German credit dataset, it would be unlikely (and most prob-
ably illegal) that a kid (let’s say under 10 years old) surfs to
an online banking website to ask for a credit. We can easily
transform this prior legal knowledge into a hard constraint
and therefore consider that case invalid. As previously dis-
cussed, such constraints differ from the image domain. We
would need the help of solvers which can take time to run
and check all of them. Furthermore, some engineering may
be needed to transform features’ value into interpretable con-
straints for solvers and then back to the feature space. We
were able to check some boundary constraints for features’
value, but incorporating richer domain-knowledge is left to
future work.

Our kid would be even more unusual if they additional stated
that they had a PhD. While the fictional Sheldon Cooper
from the Big Bang Theory show got his PhD at the age of
sixteen and there exist actual cases of people obtaining their
PhDs at very young age these are the kind of examples
we may still want to avoid since there not representative.
Because we relied on machine learning and statistical ap-
proaches, we did not see the case of one of our attack gen-
erating a kid holding a PhD. This can be explained by the
fact that no examples were given looking alike it, thus the
data distribution of the examples are not showing that this

*https://en.wikipedia.org/wiki/Kim_Ung-yong
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is a possibility (the stochastic gradient descent procedure
has no interest in trying to generating examples toward this
direction of the feature space).

7. CONCLUSION AND FUTURE WORK

In this paper, we presented a novel architecture for integrat-
ing fairness constraints in machine learning models. Our
architecture consists of two adversaries: (i) an adversarial
reader that evaluates fairness constraints during model train-
ing and attempts to enforce them, and (ii) an adversarial
feeder that performs iterative evasion attacks to discover pre-
viously uncovered regions in the input space. We evaluated
our architecture on three well-studied datasets and showed
that it can deliver high utility to models while satisfying
fairness constraints. On COMPAS, we illustrated that our
architecture yields a model that surpasses an unfair baseline
regarding the utility (accuracy and Fy score) and fairness.
We provide evidence that gradient reversal alone is not suffi-
cient (it might even be detrimental) but that our combination
of adversaries leads to intrinsically fairer models.

There is room for future work. First, we may optimize the
runtime execution of the technique via faster learning of
surrogate models. Second, we could use the target model
directly instead of a surrogate classifier to support adver-
sarial attacks and assess if transferability properties hold
for fairness constraints. This requires heavyweight modifica-
tions of the secML framework to allow multiple output values
in neural networks. Third, one could define constraints in-
volving multiple features. Enforcing these domain-specific
constraints during attack generation raises questions on the
representation of the feature space and optimal convergence
of the algorithms. Fourth, our framework is evaluated against
allocational harms. More subtle differences— like a differ-
ence in the model’s performance—are also affecting social
groups. With some minor modifications, we suspect that
these types of unfairness can be addressed with our frame-
work. Finally, we would like to generate the most dissimilar
examples possible to ensure good coverage of the unseen
feature space with a minimal number of attacks.
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ABSTRACT

Decisions support systems (DSS) are used more and more
to offer right information at the right time. Serendipity has
been pro- posed to ensure that the experience is broad and
engaging. However, only designing for serendipity might
not be enough to avoid historical discrimination affecting
your DSS. For this reason we argue to include equity when
designing for serendipity.

1. INTRODUCTION

Managing knowledge is an important skill, it can reduce
or enhance the power of individuals and organizations [44].
Nowadays, systems based on big data and algorithmic pro-
cessing are increasingly applied to support knowledge man-
agement and resulting activities. For example, algorithmic
matchmaking systems are being used to match job seekers
and potential employers, and several approaches have been
put forward to implement these complex tasks [3]. These de-
cision support systems (DSS) are trained to offer the right
information at the right time with high accuracy, making use
of (big) data. However, we are increasingly becoming aware
that there is a problem of bias and that it is a difficult prob-
lem to address. It emerges in the system before the data is
collected as well as in the other stages of the deep learning
processes [28]. The question of “how standards of unbiased
attitudes and non-discriminatory practices can be met in
(big) data analysis and algorithm-based decision-making”
is consequently a timely one. Today, there are many tools
focusing on technical solutions mitigating bias built up by
choices in training data and modelling methods [39]. How-
ever, this only partially solves the challenge to enable the
creation of both a performant fair and engaging, interest-
ing system. After all, these tools focus on the known social
or statistical biases. What with the unknown unknown, the
blind spots? We agree with scholars like Reviglio [44] and Ge
et al. [26] and argue that designing for serendipity could help
to overcome these blind spots in DSS. However, we want to
debunk the idea that designing for serendipity is a guarantee
to develop a system free from any bias. We therefore argue
that the implementation and operationalization of serendip-
ity should take into account additional principles, such as
equity. Hence, the particular question this paper aims to
address, is why and how serendipity and equity can help to
overcome blind spots in the design of algorithmic decision

1050 Brussels, Belgium
cora.van.leeuwen@vub.be annelien.smets@vub.be

1050 Brussels, Belgium
an.jacobs@vub.be

support systems (DSS). In the remainder of this paper, we
will first elaborate on the notion of blind spots and discuss
why we consider them to be a result of existing paradigms to
reduce information overload. Second, we address the notion
of serendipity to overcome these blind spots. Following this,
we put forward three guiding principles to introduce equity
in the design of DSS. Throughout this work, we demonstrate
these principles by means of an hypothetical case example
of a job-matching system that aims to help job seekers find
interesting vacancies.

2. INFORMATION OVERLOAD

The increasing amount of available data and digital infor-
mation systems provide great opportunities for these kinds
of decision support systems. However, as discussed in re-
lated literature [29, 11], this also comes with the problem
of information overload. Although existing recommender
systems have shown to be an efficient remedy by applying
personalization and filtering techniques, there are growing
concerns about the potential drawbacks of these systems
(e.g. [11]). Indeed, while the current paradigm has shown
to be effective to reduce information overload, it is also being
criticized to exploit convergent system behavior rather than
cater divergent behavior [44]. This aligns with the emerging
call from scholars for additional and/or alternative metrics
to optimize these information systems beyond accuracy or
relevance (e.g. [33] ).

Perhaps the most contentious discussion in this regard is
the one about filter bubbles in online (social) media. Here,
the hypothesis is that algorithmic personalization focused
on accuracy or relevance results in a diminished exposure
diversity. The latter implies that users are only being ex-
posed to information that confirms their beliefs or properly
aligns with their preferences. In this way, users of the system
are literally blind to any information outside their bubble.
While this is an useful feature in some cases - a dog owner
does not want to get recommendations for cat food - in other
situations it might be detrimental. For example, when you
look online for information about a particular topic, e.g. the
usefulness of vaccines, you might only find information that
confirms your existing beliefs and thus result in a confirma-
tion bias [30].

While this is a striking example that many like to associate
with notable events in our contemporary society, the prob-
lem of information filtering and algorithmic curation exceeds
this single application domain. Indeed, as decision support
systems are increasingly being used in healthcare, financial
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systems or juridical settings, these domains suffer from these
biases too. Moreover, these blind spots are not only due to
the filtering techniques themselves. They also result from
the available information in the first place: the data sources
and training data. In the case of job matching systems, for
example, there is a recurrent observation that women are
more often shown vacancies for part-time jobs, even though
gender is not a variable that is taken into account in the
model [51]. This appears to be, however, due to the actual
situation in the job market in which women seem to more of-
ten apply to part-time jobs and consequently this behaviour
is reinforced in the matchmaking model. The question then
arises about how to deal with this: should the system sim-
ply keep this imbalance or should it try to remediate? And
if we decide upon remediating, how can we make sure the
system indeed includes items that might score less on rele-
vance or accuracy, and thus represent the blind spots? The
challenge is hence how to design these systems with atten-
tion to these blind spots? In the next section we illustrate
how the concept of serendipity could be a first step in that
direction.

3. SERENDIPITY AGAINST BLINDSPOTS

3.1 Serendipity in digital environments

The idea of having a set of guidelines that helps us to dis-
cover the unknown sounds appealing to many. Unexpected
discoveries are a key driver for innovation and growth, and
the study of how people encounter information accidentally
has therefore been an important field in information science
over the last decade. In this domain, the notion of serendip-
ity is used to refer to the “unplanned ways to encounter
resources that we find interesting” [10, p.7] . Serendipity is
associated with a line of groundbreaking discoveries such as
Alexander Fleming’s discovery of Penicillin or Archimedes’
principle. Indeed, this ‘eureka moment’ reflects the key char-
acteristic of serendipity: an unexpected discovery.

Despite the importance of serendipity in epistemology, more
recently the concept started to gain attention in digital infor-
mation environments as well. Indeed, while the Web could
be considered to be the ultimate serendipity engine [32], the
problem of information overload and resulting algorithmic
filtering techniques seem to diminish this serendipitous po-
tential. Scholars therefore argue to apply serendipity as a
key design principle for digital environments [44]. Serendip-
ity is indeed concerned with discovering the unknown un-
known and has been proposed to be applied in recommender
systems to improve their quality and resulting user satis-
faction [26]. Similarly, serendipity can play an important
role in decision support systems to overcome the previously
described blind spots. For example, adding serendipity to
a job matching system, might result in recommending va-
cancies that the job seeker would never have thought of by
him/herself. However, the question remains how to design
these serendipitous encounters?

3.2 Designing for serendipity

While the notion of serendipity has gained attention in sev-
eral scientific disciplines, ranging from psychology to soci-
ology of science and computer science, there is a recurrent
misconception that turns it into an ill-defined buzzword [45].
Indeed, serendipity is often referred to as a happy accident,
an exceptional situation in which the right person was in the

right place. However, it is important to understand that
serendipitous discoveries are more complex: they are the
result of a favourable combination of an individual’s charac-
teristics and so-called environmental affordances. The lat-
ter are “opportunities for action offered by the real world”
[47, p.117] that allow individuals to engage in information-
seeking activities leading up to serendipitous encounters.

3.3 The key affordances of serendipity

This approach allows one to overcome the paradox of ‘de-
signing accidents’ as we will not design serendipity itself,
but design for serendipity and thus a so-called serendipity
potential. As mentioned before, there is an emerging line of
research focusing on cultivating this serendipity potential in
digital environments and stresses its importance and ethical
value [43, 10, 44] . Bjorneborn [10] identifies three key af-
fordances for serendipity: diversifiability, transferability and
sensoriability. These affordances represent the “key aspects
of human interactions with environments” [10, p.7]. The
first one, diversifiability, refers to the extent to which such
an environment can be diversified in terms of content. In the
case of our job matching system, this would mean a set of
recommended job vacancies across different sectors and/or
with multiple modalities (both part-time and full-time for
example). In this same example, the notion of transferabil-
ity would refer to the capacity of the system to explore the
possible vacancies. How easy can one navigate in between
several vacancies; are there multiple ways to end up with one
particular vacancy (e.g. through multiple search words), etc.
For example, a vacancy for a ‘store assistant’ could be re-
trieved both when looking for jobs in retail as well as jobs
with people. This illustrates one of the benefits of having
divergent systems because they allow to create new seman-
tic knowledge, in this case for the end-user. Finally, senso-
riability deals with the sensory stimuli in the environment.
In digital environments, this often refers to a combination of
images, colored hyperlinks, explicit keywords, notifications
or particular suggestions that are displayed.

3.4 Interaction of the system

An important additional aspect of these affordances is the
identification of re- lated personal characteristics that are
considered to be “the actoral components of these [environ-
mental] affordances” [10, p.7]. More specifically, Bjérneborn
[10] identifies three key personal factors that correspond to
each of the previously described affordances: curiosity (di-
versifiability), mobility (traversability) and sensitivity (sen-
soriability). Without going into detail about each of these
personal characteristics, it is obvious to also acknowledge
the role of the user. This is important to keep in mind when
thinking of the possible outcomes of decision support sys-
tems. Indeed, in our example of the job matching system,
it is still up to the job seeker to engage with the proposed
vacancies. Here, it has indeed been found that people’s lev-
els of extroversion and conscientiousness influence their job
seeking attitudes [24].

3.5 It ain’t a silver bullet

Although we argue that in the design of a DSS one should
aim to incorporate these dimensions, we acknowledge that
the application of this affordance reasoning is not straight-
forward. As with many principles, these concepts need to
be operationalized and adjusted to the system’s particular
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context. In this operationalization, one should be equally
aware of the potential biases that might enter in the design.
Implementing these serendipity affordances is in no way an
exemption to any other biases. In this paper, we there-
fore want to particularly pay attention to the affordance of
diversifiability. After all, the mere requirement of having
a diverse (information) environment, does not sufficiently
take into account existing historic biases towards certain in-
formation sources, which is due to societal power dynamics
very difficult to not replicate [21]. The above-mentioned ex-
ample of women getting more part-time offers is such a bias,
related to the gender stereotypical role of the women as the
central home and childcare provider, where paid employ-
ment is assumed of second order importance. To overcome
this historical bias, we suggest that the operationalization
of diversity should take into account the notion of equity as
it is more adequate to deal with this type of bias.

Design for Serendipity
Transferability

Sensoriability

Reflexivity

Power dimensions

Intersectionality

Figure 1: Conceptual connection between design for
serendipity affordances and the dimensions to enable design
for equity

4. MITIGATING HISTORIC BIAS
4.1 Historic bias & equity

Any kind of decision-support system relies on one or multi-
ple models that are trained on data. A model is an abstrac-
tion of a process which makes predictions on historic data
points [40]. Consequently, the predictions and recommen-
dations are based on data that may contain (past) societal
prejudices that were (unintentionally) encoded in these his-
toric data points. This is called historical bias, it occurs
when the world as it was or is influences the model to make
unwanted biased outcomes [50]. Friedman and Nissenbaum
[25] coined the term “pre-existing bias” to describe the same
effects. According to them, this is a bias that can be traced
back to institutions, practices and attitudes. An example
of an historical bias can be found in Amazon’s discontin-
ued human resources machine learning algorithm. This was
used to identify possible job candidates by predicting their
success based on previous employees’ success. The model is
no longer in use as it downgraded CVs from women due to
an inferred preference for male candidates [19]. Pena Gan-
gadharan and Niklas [41] recognise that in order to resolve
discrimination it is necessary to investigate the normative
practices and institutions that have contributed to this dif-
ference in treatment, as technology is created within a soci-
ety’s laws and practices. This means that it is necessary to
examine the socio-technical dynamics of gathering data by
not discounting the historical choices that created the data
[41,38]. One element that is proposed to stop discrimination
and to obtain equality is to design for fairness.

Historical discrimination or data provenance (the availabil-
ity of data) is sometimes explicitly ignored [14] when try-
ing to achieve fairness in models. Gilbert and Mintz [27]

have made the case that in order to counter bias in data
it is important to place the data within a context. This
is confirmed by Binns’[8] examination of the unfairness of
discrimination in relation to political philosophy’s role in al-
gormorithic bias. He concluded that fairness needs to be
contextualized in order to be truly fair. He proposes to use
luck egalitarianism to achieve fairness, this doctrine states
that to be fairly judged a person can only bear the burden of
their own choices and those burdens caused by outside influ-
ences should be taken out of the equation. He acknowledges
that this contextualisation of choices is not an easy task as
what is truly a choice and what is a result of the historical
circumstances is in most cases hard to distinguish. Research
has been done to use machine learning to discover and use
causal relationships that can be found in historical data to
show the bias [37]. Cardaso et al. [36] examined if it was
possible to use self created biased data to validate if there
was bias in the system. What these two approaches have in
common is that they use data to examine or contextualize
historical inequality. A shortcoming here is that this can
only be established when there is data available.

Currently many of the technical solutions to bias or unfair-
ness are focused on creating fair outcomes by algorithm [1,
2, 22]. For example, they compare if all groups are treated
equally by the model. This approach, however, does not ad-
dress if it is fair to the individual to be judged on the basis
of a group. Moreover, the studies focused on algorithmic
fairness do not address that the perception of fairness might
not be the same for everyone and that the promoted fairness
is not determined within a vacuum. For example, Wang et
al. [52] found that fairness perception differs greatly among
the 579 participants of their experiment and is not easily
determined or feelings of unfairness are not easily resolved.
O’Neil [40] argues that fairness is hard to grasp for models
and a focus on data means that unfairness is perpetuated
and often unaddressed. She [40] witnessed this in her study
of police predictive modeling and these findings are echoed
by the ethnographic studies of algorithms by Eubanks [23].
Data collection, or lack there off, is inherently political and is
part of structural oppression [21]. One example to illustrate
both the need for an historical perspective and the influence
of normative practices, is in the lack of data available on the
lived experience of women [42], which has impacted many
fields from urban planning to health. In the context of a
DSS, this kind of historical bias limits the available data and
resulting interpretations and support. To remediate this, it
has been suggested to design for equity [16, 17, 21].

4.2 Designing for Equity

D’ignazio and Klein [21] argue that fairness as a concept is
not sufficient to address inequality. This is because fairness
is judged from a current moment in time without reflection
on past advantages. Therefore it would be advantageous for
those that have been privileged from the start. The deci-
sions involved in creating fairness within DSS are numerous
as fairness as a concept comes in many different iterations
with each determining the type of fairness that is provided
to the subject of a DSS (e.g. group fairness, individual fair-
ness, group parity and others). Determining and document-
ing the choice in fairness alone does not solve bias. This is
echoed by Hoffmann [31] who uses anti-discrimination dis-
course to explain that using fairness alone does not solve
bias in technological solutions as it will replicate normative
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structures and does not take into account the full lived ex-
perience of marginalized people. Equity on the other hand
would take into account the context of a person which in
turn enables an equitable outcome. The purpose of equity
is to ensure that advantages and disadvantages are taken
into consideration and to offer an alternative to the fairness
principle. There have been initiatives to introduce what is
called data justice into design practice. Data justice brings
together multiple disciplines which are focused on the role
of datafication within a wide variety of topics ranging from
democratic procedures to the dehumanisation of decision-
making [20].

When we look for inspiration on how to put this into prac-
tice, we can rely on the recent increased interest to integrate
data justice in design and practice [16, 20]. The focus of
these initiatives is to ensure that a plurality of voices and
lived experiences are introduced within the design process,
which is currently too focused on an universal experience
[17]. Others have argued that integrating critical feminist
theory originating from the social sciences in design of Hu-
man Computer Interaction (HCI) would ensure that there
would be challenges to normative thinking [7]. According to
Bardzell and Bardzell [7] critical feminist theory is uniquely
qualified for this as resisting and critiquing the status quo
is one of its tenets. Although the feminist theory originally
set out from a gender inequality point of view, applying sys-
tematic reflexivity and a high awareness of historical power
inequalities, created insight in the intersection of different
inequalities coming along other social categories (e.g ethnic-
ity, age, sexuality, ability, economical background) guiding
social interaction. This lead to a body of work interested
in investigating the different practices involved in creating
organisations and technologies. Young [53] used their article
as the basis to create a design practice for a feminist chat-
bot by proposing practical methods to include stakeholders
within the creation process of a chatbot. Using insights from
both these fields we argue to integrate the following into the
diversifiablity affordance for serendipity: awareness of power
dynamics, intersectionality and reflexivity.

4.2.1 Powerdynamics

Ignoring the structures of discrimination by focusing solely
on single instances of blind spots disregards how these struc-
tures of power can have a wider impact [31]. D’ignazio and
Klein [21] make use of the 4 domains of power (based on Pa-
tricia Hill Collins’[15] work) to explain structural oppression.
First, there is the structural domain which organizes oppres-
sion via laws and policies. Second, the disciplinary domain
which manages oppression by enforcing the laws and poli-
cies of the first domain. The third domain is the hegemonic
domain which circulates oppression and creates acceptance
via cultural activities and the media. And finally, there
is the interpersonal domain which consists of the personal
experience of oppression. Structural oppression can also re-
sult in a disproportionately privilege for a dominant group
[21]. Robinson et al. [46] argue that disregarding structural
racism while designing a system will result in it insidiously
infiltrating your system on every level.

Applying these domains on the design for algorithm-decision
making-processes in a labor context, there are laws and poli-
cies in place that are sensitive to equal access to jobs (struc-
tural domain of power). However, the disciplinary domain
is often insufficiently equipped to enforce these laws and

policies in daily practice. There are, however, cases where
unequal access to jobs is challenged. It is on the third do-
main, the hegemonic domain, where a lot of change is still
necessary. It is also in this domain a new DSS should be
situated as it is a cultural expression captured in a technol-
ogy: what is a good or a wrong decision. Finally, in the
interpersonal domain, any oppression supported by the DSS
is only shown to the person that is discriminated against.
The end-users from the dominant group are not aware of
their privilege, which thus remains a blind spot for them.
Designing for equity would mean to be aware of the power
structures that made the decisions regarding the model and
the manner of data gathering. In other words make visible
who was allowed to be involved in the design process [16].
Once the power structures have been examined it becomes
possible to challenge these decisions [21].

4.2.2  Complexity of intersectionality

Solely focusing on structural racism in the design of a DSS
would ignore the intersectionality of most people’s identities,
and the related exclusion mechanisms - for example ageism,
sexism, ableism, or marginalisation by wealth. The concept
of intersectionality was proposed [18] to explain that race,
gender and class do not operate in a silo. They intersect
and on those points of intersection people’s identity is con-
structed [16, 17]. According to Collins [15] people receive
benefits and penalties based on their position on the inter-
sections within systems of oppression. An example can be
found in data sets created for training facial recognition soft-
ware. Buolamwini and Gebru [12] found that the algorithm
was unable to recognise black female faces because it was not
only trained on a lack of black faces but it specifically lacked
black female faces. There has been interest in re-examining
the principles of fairness, for example, Burke [13] proposes
multi-sided fairness. In this case, however, the multi-sided
aspect is not considered within an individual itself as inter-
sectionality proposes, but is related to fairness for multiple
stakeholders within an algorithmic decision. Designing for
equity would mean to design a system that is aware of the
complex intersections of peoples’ identity and to go beyond
a universal design [17].

4.2.3  Reflexivity of data scientists

The third principle is reflexivity which is “the ability to re-
flect on and take responsibility for one’s own position within
the multiple, intersecting dimensions of the matrix of dom-
ination” [21, p.64]. Reflexivity is then achieved by being
aware of your own position within the power dimensions
and actively acknowledging the benefits and disadvantages
of this position. The reflexivity achieves a transparency on
the differences between data subject and data gatherer. This
is important because it highlights possible gaps in the knowl-
edge base of the data scientist.

S. IN (DESIGN) PRACTICE

On an abstract level, the trajectory of a DSS can be mod-
elled as depicted in Figure 2. This trajectory is based on the
simplified life cycle of Al as proposed by Binns and Gallo
[9]. To further accommodate early consideration of ethi-
cal issues, we have elaborated the framework to reflect the
necessity to consider the team who develops the Al. In addi-
tion, we have added a deeper layer to the training and test
data phase to be able to differentiate between the different
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steps that need to be taken to procure the training and test
data. A lot of the blind spots are built up in this phase, but
not all as discussed earlier. Applying ethical considerations
at an early stage has been found to be the most beneficial
and cost effective method [25]. It is therefore important to
ensure that these phases can be described as detailed as pos-
sible. We will use this framework to place the different steps
for integrating equity and serendipity within all the phases
of the design process. While the role of diversifiability in
serendipity has been acknowledged in the design of machine
learning models [35], it is rarely considered as an important
aspect of the design process itself. However, what is clear
from the previous discussion, is that incorporating diversifi-
ability should not be a mere feature of the algorithm itself.
Diversifiability also emerges from related design activities
such as data collection or developing measures of success
because they are subject of the previously described design
principles for equity.

Business

and use-case | | Design phase e I?J?st:iun Building Testing Deployment Monitoring
development a
4 Preparation, \
Team ( collection, )
cleaning
Design for Serendipity and for Equity :>

Figure 2: Based on the simplified life cycle of AI [9] an
ideal typical process of the creation of a DSS is depicted,
connected with the overall design for serendipity and equity
as key drivers in the process

5.1 Living lab approach

We propose combining both the principles of data justice
and critical feminist theory with a living lab approach. The
latter is a research method that involves “multiple stake-
holders, including users, in the exploration, co-creation and
evaluation of (usually ICT-related) innovations within a re-
alistic setting” [5, p. 1].

At the start of the project, in the business and use-case de-
velopment phase, one assesses the stakeholders, the purpose
of the DSS system and its context. Which stakeholders are
under-served? A thorough stakeholder mapping should be
conducted, keeping in mind the intersectionality of stake-
holders’ identity. In order to compensate for structural dis-
advantages, it will be necessary to examine where people
might be penalized or privileged based on intersections of
identity [15] . Moreover, it needs to be ensured that the sys-
tem design is also informed by a representation (e.g. per-
sona’s) and involvement (e.g. user research, co-creation)
of the most disadvantaged. In our earlier example of the
job-matching system, those who have been identified as ex-
periencing difficulties in being matched with a job should be
involved in the design process. This will create additional
semantic knowledge for the system to work with and conse-
quently reduce potential biases. This could be, for example,
people older than 50, educationally disadvantaged and mi-
noritized people [51]. Involving them can be achieved by
conducting user research and co-creation with representa-
tives, not only focusing on the (historic and current) disad-
vantages, but also their strengths and experiences. During

these sessions, system-designers should emphatically listen
to the epistemic knowledge of stakeholders themselves, as
they are uniquely qualified to critique the status quo [7].
Here, it is important to note that the involvement of these
stakeholders needs to be a touch stone throughout the en-
tire design process. Involving them throughout the project
will ensure that their actual experiences impact the design,
rather than the designers’ interpretation of these experi-
ences. This means that they would be involved in every
stage of the life cycle (Figure 2). Another step where a
living lab approach will benefit equity is within step 3 the
data collection phase. The input is essential as interpre-
tation of data can be tricky. Involving domain experts is
essential to understand which data needs to be included to
be able to make a decision. The involvement of marginal-
ized stakeholders here would enable a new perspective on
the data from a lived experience point of view. As said be-
fore the involvement of the stakeholders is throughout the
lifecycle as they will be involved in the testing of the re-
sulting model and can be involved in creating an inclusive
deployment strategy.

The incorporation of equity within diversifiability can also
be realized by examining the purpose of solutions together
with the stakeholders identified as most impacted by the
solutions. This means that the systems’ beneficial impact
on society is determined and possible harms for their peer
group are identified. Furthermore, by interacting with these
stakeholders we can learn from their experiences on how to
avoid the harm and improve the solution for all. This in-
cludes an examination of the broader context by analysing
the stakeholder mapping and the conducted sessions of co-
creation and user research to present an overview of the
possible positive and negative outcomes of the proposed so-
lution. This can be implemented by conducting a domain
analysis using classic scientific methods combined with the
epistemological knowledge of the marginalized stakeholders.

5.2 Reflexivity

Next to listening and incorporating other viewpoints in the
design process, there is also a need to focus on the design
team. The design team should be aware of their own inter-
sectional identities, values and position in society. Both on
an individual team member level and as a group. This can
be achieved by practicing reflexivity. In our example of labor
mitigation, the team should first reflect on which intersec-
tion they would be placed (e.g. a team member could be a
hetero-sexual 30 year old white man) and think about what
this would mean for their own unconscious preferences and
assumptions. Another aspect of this reflexive exercise in-
volves studying how these intersectional identities reflect in
or differ from the marginalized stakeholders. Subsequently,
what kind of involvement of the marginalized stakeholders
is needed to ensure that the design will have the desired
impact. How are you going to realise this: an additional
team member, a soundboard of experience experts, . . . Fi-
nally, if particular design choices are based on assumptions
of use, these need to be disclosed in order to facilitate re-
flexivity on the possible impact of these assumptions later
in the process. For example at the time of deployment or
monitoring of the performance of the DSS. Leaflet or fact
sheet approaches are commonly used as a tool to create that
transparency [4, 49].
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5.3 Challenges

These three principles of intersectionality, reflexivity and
awareness of power dimensions help designers to ensure eq-
uity. Applying them also contributes to the diversifiabil-
ity affordance that has been defined to design for serendip-
ity. Indeed, as has been illustrated in the previous sec-
tion, including diversity can only be considered as beneficial
when it does not come at the cost of equality. We there-
fore argue that the practical methods put forward in this
section should become an essential part of the design work-
flow of any algorithm-based decision-making system. In this
way, they could be considered as complementary research
approaches and practices to rather technical-oriented solu-
tions that have been suggested before in order to deal with
serendipity and diversity.

Although implementing these principles and corresponding
methodologies sounds evident in theory, we acknowledge
that there is still a lack of practical tools and procedural
knowledge as to how to implement them in an actual de-
sign process. This is not only an open challenge related to
the subjects presented in this work, but is applicable more
generally to the discourse of ethical artificial intelligence.
Recent works all explicitly point out that there is a need
for domain appropriate ethical tools (e.g.[6, 39, 34]. From
our experience as social scientists involved in the design of
many of these systems, we believe that this challenge arises
from (at least) two bottlenecks that need to be addressed
collectively in order to be able to move forward. First of
all, experience has taught us that ethical considerations do
not have the attention that they should have to truly have
ethics by design. They are seen as a nice to have instead of a
key consideration throughout the design process. Secondly,
there is a lack of a proper articulation of the actual steps
that take place within the development of a DSS. This means
that we do not know for sure if the trajectory in Figure 2 de-
picts a version of reality or is indeed solely a representation
of an ideal. This hampers our ability to develop and provide
more specific and concrete tools to implement the principles
of serendipity and equity. We hope that the arguments in
this paper demonstrate the importance of notions such as
serendipity and equity in the design of algorithmic-based
decision-making systems and invite scholars and practition-
ers from other domains to work collectively towards putting
these principles into practice.

6. CONCLUSION

The availability of high volumes of data and intelligent decision-

making systems present both opportunities and challenges
to various actors. In the current research paradigm, the
most important system objective of decision-making systems
is accuracy. The relevance and applicability of the system is
informally evaluated by the user and determines if they will
continue to use application. While these systems allow for
an enhanced informed decision-making process, the question
arises to which extent the information they present is not
flawed by biases and blind spots. In this work, we outlined
how design principles based on serendipity and equity could
help to re-mediate some of these weaknesses. The underlying
rationale is that these principles will broaden the available
information and semantic knowledge and in this way allow
for divergent rather than convergent systems. We aimed
to put forward a design rationale that would help to in-

corporate the principles of serendipity (diversifiability) and
equity (inter- sectionality, reflexivity and power balances) in
the development of DSS.

The main challenge, however, relates to the actual imple-
mentation of these methodological tools within an actual
design process of a DSS. What is evident from the rationale
presented in this paper, is the fact that design principles
such as serendipity and equity shouldn’t be limited to the
activities related to the mere design or training of the sys-
tem. Rather, it should be part of the entire trajectory from
start to end, including testing and evaluating it continuously
with several user groups. While we presented an ideal trajec-
tory of this design and development process (cfr. Figure 2),
we are aware of the fact that in reality this might not always
be the case. Future research will need to be conducted to
examine and elaborate on the process presented in figure 2
in order to present a realistic representation of the design of
a DSS. We therefore call for an inter-disciplinary approach
that considers these design principles such as serendipity
and equity not merely as a nice to have, but as an essential
component of the design of a DSS, and starting from this,
discusses how these practices can be met in the actual design
of these systems.

APPENDIX

A. ADDITIONAL AUTHORS

Additional authors: Pieter Ballon(imec-SMIT-VUB, email:
Pieter.Ballon@vub.be)

B. REFERENCES

[1] Agarwal, A., Beygelzimer, A., Dudik, M., Langford, J.,
& Wallach, H. (2018). A reductions approach to fair clas-
sification. arXiv preprint arXiv:1803.02453.

2

Ajunwa, I., Friedler, S., Scheidegger, C. E., & Venkata-
subramanian, S. (2016). Hiring by algorithm: predicting
and preventing disparate impact. Available at SSRN.

Al-Otaibi, S. T., & Ykhlef, M. (2012). A survey of
job recommender systems. International Journal of the
Physical Sciences, 7(29), 5127-5142.

3

[4

Arnold, M., Bellamy, R. K., Hind, M., Houde, S., Mehta,
S., Mojsilovié, A., ... & Reimer, D. (2019). FactSheets:
Increasing trust in AI services through supplier’s dec-
larations of conformity. IBM Journal of Research and
Development, 63(4/5), 6-1.

[5] Ballon, P., Van Hoed, M., & Schuurman, D. (2018).
The effectiveness of involving users in digital innovation:
Measuring the impact of living labs. Telematics and In-
formatics, 35(5), 1201-1214.

6

Ballon, P., Duysburgh, P., Fanni, R., Franck, G.,
Heyman, R., & Laenens, W. (2019). D2.2. Raamwerk
voor ethische validatie van Al. Kenniscentrum Data &
Maatschappij, Brussel, Belgié (Authors alphabetically
placed)

[7

Bardzell, S., & Bardzell, J. (2011, May). Towards a fem-
inist HCI methodology: social science, feminism, and
HCI. In Proceedings of the SIGCHI conference on hu-
man factors in computing systems (pp. 675-684).

Volume 23, Issue 1

47



SIGKDD Explorations

[8] Binns, R. (2017). Fairness in machine
Lessons from political philosophy.
arXiv:1712.03586.

learning:
arXiv preprint

[9] Binns, R., & Gallo, V. (2019). An overview of the
Auditing Framework for Artificial Intelligence and
its core components. Retrieved February 17, 2020,
from https://ico.org.uk/about-the-ico/news-and-
events/ai-blog-an-overview-of-the-auditing-framework-
for-artificial-intelligence-and-its-core-components/

[10] Bjorneborn, L. (2017). Three key affordances for
serendipity: Toward a framework connecting envi-
ronmental and personal factors in serendipitous en-
counters. Journal of Documentation, 73(5), 1053-1081.
10.1108/JD-07-2016-0097

[11] Bozdag, E. (2013). Bias in algorithmic filtering and per-
sonalization. Ethics and information technology, 15(3),
209-227.

[12] Buolamwini, J., & Gebru, T. (2018, January). Gender
shades: Intersectional accuracy disparities in commercial
gender classification. In Conference on fairness, account-
ability and transparency (pp. 77-91).

[13] Burke, R. (2017). Multisided fairness for recommenda-
tion. arXiv preprint arXiv:1707.00093.

[14] Chen, I., Johansson, F. D., & Sontag, D. (2018). Why
is my classifier discriminatory?. In Advances in Neural
Information Processing Systems (pp. 3539-3550)

[15] Collins, P. H. (2002). Black feminist thought: Knowl-
edge, consciousness, and the politics of empowerment.
Routledge.

[16] Costanza-Chock, S. (2018). Design Justice: towards an
intersectional feminist framework for design theory and
practice. Proceedings of the Design Research Society.

[17] Costanza-Chock, S. (2018). Design Justice, A.L, and
Escape from the Matrix of Domination. Journal of De-
sign and Science. 10.21428/96c¢8d426

[18] Crenshaw, K. (1990). Mapping the margins: Intersec-
tionality, identity politics, and violence against women
of color. Stan. L. Rev., 43, 1241.

[19] Dastin, J. (2018) “Amazon scraps secret Al recruiting
tool that showed bias against women” Reuters

[20] Dencik, L., Hintz, A., Redden, J., & Treré, E. (2019).
Exploring data justice: Conceptions, applications and
directions.

[21] D’Ignazio, Catherine, and Lauren F. Klein. Data femi-
nism. MIT Press, 2020.

[22] Dwork, C., Immorlica, N., Kalai, A. T., & Leiserson,
M. (2017). Decoupled classifiers for fair and efficient ma-
chine learning. arXiv preprint arXiv:1707.06613.

[23] Eubanks, V. (2018). Automating inequality: How high-
tech tools profile, police, and punish the poor. St. Mar-
tin’s Press.

[24] Fort, 1., Pacaud, C., & Gilles, P. Y. (2015). Job search
intention, theory of planned behavior, personality and
job search experience. International Journal for Educa-
tional and Vocational Guidance, 15(1), 57-74.

[25] Friedman, B., & Nissenbaum, H. (1996). Bias in com-
puter systems. ACM Transactions on Information Sys-
tems (TOIS), 14(3), 330-347.

[26] Ge, M., Delgado-Battenfeld, C., & Jannach, D. (2010).
Beyond accuracy: Evaluating recommender systems by
coverage and serendipity. Proceedings of the Fourth
ACM Conference on Recommender Systems - RecSys
’10, 257. 10.1145/1864708.1864761

[27] Gilbert, T. K., & Mintz, Y. (2019, January). Epis-
temic Therapy for Bias in Automated Decision-Making.
In Proceedings of the 2019 AAAI/ACM Conference on
Al, Ethics, and Society (pp. 61-67).

[28] Hao, K. (2019). This is how AI bias really hap-
pens—and why it’s so hard to fix. https://www. tech-
nologyreview. com/s/612876/this-is-how-ai-bias-really-
happensand-whyits-so-hard-to-fix.

[29] Ho, J., & Tang, R. (2001, September). Towards an op-
timal resolution to information overload: an infomediary
approach. In Proceedings of the 2001 international ACM
SIGGROUP conference on supporting group work (pp.
91-96).

[30] Holone, H. (2016). The filter bubble and its effect on on-
line personal health information. Croatian medical jour-
nal, 57(3), 298

[31] Hoffmann, A. L. (2019). Where fairness fails: data, al-
gorithms, and the limits of antidiscrimination discourse.
Information, Communication & Society, 22(7), 900-915.

[32] Johnson, S., & From, W. G. I. C. (2010). The Natural
History of Innovation.

[33] Kaminskas, M., & Bridge, D. (2016). Diversity,
Serendipity, Novelty, and Coverage: A Survey and Em-
pirical Analysis of Beyond-Accuracy Objectives in Rec-
ommender Systems. ACM Transactions on Interactive
Intelligent Systems, 7(1), 1-42. 10.1145/2926720

[34] Kerr, A., Barry, M., & Kelleher, J. D. (2020). Expec-
tations of artificial intelligence and the performativity of
ethics: Implications for communication governance. Big
Data & Society. 10.1177/2053951720915939

[35] Kotkov, D., Wang, S., & Veijalainen, J. (2016). A sur-
vey of serendipity in recommender systems. Knowledge-
Based Systems, 111, 180-192.

[36] L. Cardoso, R., Meira Jr, W., Almeida, V., & J.
Zaki, M. (2019, January). A framework for benchmark-
ing discrimination-aware models in machine learning. In
Proceedings of the 2019 AAAI/ACM Conference on Al,
Ethics, and Society (pp. 437-444).

[37] Madras, D., Creager, E., Pitassi, T., & Zemel, R. (2019,
January). Fairness through causal awareness: Learning
causal latent-variable models for biased data. In Pro-
ceedings of the Conference on Fairness, Accountability,
and Transparency (pp. 349-358).

Volume 23, Issue 1

48



SIGKDD Explorations

[38] Milan, Stefania, and Emiliano Treré. 2019. “Big Data
from the South(s): Beyond Data Universalism.” Televi-
sion & New Media 20 (4): 319-35.

[39] Morley, J., Floridi, L., Kinsey, L., & Elhalal, A. (2019).
From What to How: An Initial Review of Publicly Avail-
able AI Ethics Tools, Methods and Research to Trans-
late Principles into Practices. Science and Engineering
Ethics, 1-28.

[40] O’neil, C. (2016). Weapons of math destruction: How
big data increases inequality and threatens democracy.
Broadway Books.

[41] Pena Gangadharan, S., & Niklas, J. (2019). Decentering
technology in discourse on discrimination. Information,
Communication & Society, 22(7), 882-899.

[42] Perez, C. C. (2019). Invisible Women: Exposing data
bias in a world designed for men. Random House.

[43] Race, T. M., & Makri, S. (Eds.). (2016). Accidental in-
formation discovery: cultivating serendipity in the digi-
tal age. Elsevier

[44] Reviglio, U. (2019a). Serendipity as an emerging design
principle of the infosphere: challenges and opportunities.
Ethics and Information Technology, 21(2), 151-166.

[45] Reviglio, U. (2019b). Towards a Taxonomy for
Designing Serendipity in Personalized News Feeds.
http://informationr.net/ir/24-4/colis/colis1943.html

[46] Robinson, W R, A Renson,
2020. “Teaching Yourself about Structural
Racism Will Improve Your Machine Learning.”
https://academic.oup.com/biostatistics/article-
abstract/21/2/339/5631851.

and A I Naimi.

[47] Sadler, E. B., & Given, L. M. (2007). Affordance theory:
a framework for graduate students’ information behav-
ior. Journal of documentation, 63(1), 115-141.

[48] Smets, A., Walravens, N. & Ballon, P. (2020). Design-
ing Recommender Systems for the Common Good. In
Adjunct Proceedings of the 28th ACM Conference on
User Modeling, Adaptation and Personalization (UMAP
’20 Adjunct), July 14-17, 2020, Genoa, Italy. ACM, New
York, NY, USA, 3 pages. 10.1145/3386392.3399570

[49] Sokol, K., & Flach, P. (2020, January). Explainability
fact sheets: a framework for systematic assessment of
explainable approaches. In Proceedings of the 2020 Con-
ference on Fairness, Accountability, and Transparency
(pp. 56-67).

[50] Suresh, H., & Guttag, J.V. (2019). A Framework for
Understanding Unintended Consequences of Machine
Learning. ArXiv, abs/1901.10002.

[61] Van Humbeeck, G. (2020, April). AI = VDAB.
Presentation presented during Data Date 2, Ken-
niscentrum Data & Maatschappij. https://data-en-
maatschappij.ai/nieuws/data-date-2-ai-en-rekrutering

[62] Wang, R., Harper, F. M., & Zhu, H. (2020, April).
Factors Influencing Perceived Fairness in Algorithmic
Decision-Making: Algorithm Outcomes, Development
Procedures, and Individual Differences. In Proceedings
of the 2020 CHI Conference on Human Factors in Com-
puting Systems (pp. 1-14).

[53] Young, J. 2017. “Designing Feminist Chatbots” 2017.
https://www.ellpha.com/list/2017/9/23/designing-
feminist-chatbots.

Volume 23, Issue 1

49



SIGKDD Explorations

Assessing Viewpoint Diversity in Search Results Using
Ranking Fairness Metrics

Tim Draws
Delft University of Technology
The Netherlands

t.a.draws@tudelft.nl

ABSTRACT

The way pages are ranked in search results influences whether
the users of search engines are exposed to more homoge-
neous, or rather to more diverse viewpoints. However, this
viewpoint diversity is not trivial to assess. In this paper, we
use existing and novel ranking fairness metrics to evaluate
viewpoint diversity in search result rankings. We conduct
a controlled simulation study that shows how ranking fair-
ness metrics can be used for viewpoint diversity, how their
outcome should be interpreted, and which metric is most
suitable depending on the situation. This paper lays out
important groundwork for future research to measure and
assess viewpoint diversity in real search result rankings.

1. INTRODUCTION

Search result rankings strongly influence user attitudes, pref-
erences, and behavior |11||13| 18} |19|. Underlying this ef-
fect are cognitive biases such as position bias, which de-
scribes users’ tendency to pay more attention to documents
at higher ranks [13}18|. Recent research has demonstrated
that these biases go to such an extent that rearranging
search result rankings to favor different stances on the same
topic can affect users’ personal opinions |11} |19]. To miti-
gate such unintentional biases, it is important to maintain
a strong viewpoint diversity in search result rankings — es-
pecially when they relate to disputed topics.

Viewpoint diversity in search result rankings is closely re-
lated to the notion of ranking fairness. The aim in fair
ranking is to measure and adapt ranked lists in terms of
their fairness concerning a given characteristic |7)|22| [27].
For example, a ranked list of candidates on a job seeking
platform could be evaluated with respect to gender fairness.
A fair ranking is then considered to be one in which gen-
der does not affect the ranking of candidates. Analogously
in this paper, a search result ranking is evaluated with re-
spect to viewpoint — to the best of our knowledge, a novel
application of ranking fairness. Such a viewpoint can for
example convey different stances on a topic, or different un-
derlying reasons for a given stance. A search result ranking
that is fair (or unbiased) with respect to viewpoints would
give each viewpoint its fair share of coverage, contributing
to viewpoint diversity in the search results[ﬁ

'Note that here we are thus looking at fairness in the out-
come of a ranking algorithm; i.e., not at procedural fairness.

Nava Tintarev
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One major building block of studying viewpoint fairness in
search result rankings is deciding how to measure it. Several
metrics have been developed that assess fairness in rankings
127{122| (see Section . These metrics evaluate fairness in
terms of statistical parity, which is satisfied in a ranking if a
given variable of interest — here, the expressed viewpoint —
does not influence how documents are ranked. In this paper,
we investigate whether ranking fairness metrics can be used
to assess viewpoint diversity in search results.

We generate a range of synthetic search result rankings with
varying degrees of ranking bias and explore the behavior of
existing and novel ranking fairness metrics on these rank-
ings. For our use case of viewpoint diversity, we consider
two fundamental scenarios: binomial viewpoint fairness, in
which the task is to measure viewpoint diversity with re-
spect to one specific protected viewpoint, and multinomial
viewpoint fairness where the aim is to protect all available
viewpoints simultaneously. We make the following contri-
butions:

1. We present a simulation study that illustrates how ex-
isting ranking fairness metrics can be used to assess
viewpoint diversity in search result rankings. We show
how these metrics behave under varying conditions of
viewpoint diversity and provide a guide for their use

(Section ) .
2. We propose a novel ranking fairness metric for assess-

ing multinomial viewpoint fairness (Section ) and
[

also analyze its behavior (Section

We find that all the considered ranking fairness metrics can
distinguish well between different levels of viewpoint diver-
sity in search results. However, which specific metric is most
sensitive to a lack of viewpoint diversity depends on how
many viewpoint categories there are, the distribution of ad-
vantaged and disadvantaged items in the ranking, and the
severity of the ranking bias.

All code and supplementary material related to this research
are openly available at https://osf.io/nkjdg/.

2. BACKGROUND AND RELATED WORK

Diversity in search result rankings is not a novel topic. Sev-
eral methods have been proposed to measure and improve
diversity in ranked lists of search results [1{|2|9{/20;/21|. Un-
like previous methods, which aim to balance relevance (e.g.,
in relation to a user query) and diversity (e.g., in relation
to user intent), we delve deeper into the notion of diver-
sity. Specifically, we focus on ranking fairness for assessing
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Table 1: The viewpoint label taxonomy we consider in this paper. Labels are denoted by s and represented as ordinal values.

s Description Example

-3 strongly opposing

-2 opposing

-1 somewhat opposing
0 neutral

+1 somewhat supporting

+2 supporting

+3 strongly supporting

“Horrible places! All zoos should be closed ASAP.”
“We should strive towards closing all zoos.”

“Despite the benefits of zoos, overall 'm against them.”
“These are the main arguments for and against Zoos.”
“Although zoos are not great, they benefit society.”
“I’'m in favor of zoos, let’s keep them.”

“There is nothing wrong with zoos — open more!”

viewpoint diversity, which originates from the field of fair
machine learning.

Fairness and the mitigation of bias in machine learning sys-
tems extends into several different sub-fields |5} 6//17|. One
of these sub-fields — fair ranking — has received increasing
attention recently, following calls for dealing with bias on
the web [4]. This has led to the development of methods to
increase ranking fairness (7} |8;/23||28| as well as evaluative
frameworks (3} |7| |10} 22| and metrics |15 |27 for assessing
bias and fairness in ranked lists. Measuring ranking fairness
requires deciding which notion of fairness to handle (i.e.,
defining a fair ranking scenario) 10}|7| and discounting the
metric computation by rank to account for differences in
attention over the ranks |7}|22|.

Previously proposed ranking fairness metrics commonly pre-
suppose that a fair or unbiased ranking is one in which sta-
tistical parity is present |27|. A machine learning algorithm
satisfies statistical parity when an item’s probability of re-
ceiving a given outcome is not affected by belonging to a
protected group |24]. Such a protected group can be any
subset of the overall population of items that share some
characteristic that is not supposed to affect the algorithm
outcome. In the context of ranking, statistical parity holds
when membership in a protected group has no influence on a
document’s position in the ranking [27]. Suppose a user en-
ters the query Should Zoos Exist? into a web search engine,
which then returns a ranked list of search results. Each doc-
ument in the ranking corresponds to some viewpoint con-
cerning zoos or is neutral towards the topic. A ranking as-
sessor could define the opposing side of the zoo-argument
as the protected viewpoint. Statistical parity would then
be satisfied if expressing the protected viewpoint does not
affect the ranking of documents.

Yang and Stoyanovich [27] introduce three metrics that as-
sess statistical parity in rankings. These metrics compare
the group membership distribution (i.e., share of protected
and non-protected items) in a ranking at different cut points
(e.g., 10, 20, ...) with the ranking’s overall group mem-
bership distribution. Aggregating the results of these com-
parisons in a discounted manner incorporates the intuition
that an absence of bias is more important among higher
ranks. We formalize the metrics introduced by Yang and
Stoyanovich 27| in Section

Ranking fairness has also been assessed in at least two other
notable ways. First, Kulshrestha et al. [15| introduce a
metric that quantifies ranking bias related to continuous at-
tributes as opposed to group membership. Their metric con-
siders the mean of a continuous variable of interest at each
step of its computation. Despite this promising ground-
work, measuring continuous ranking bias remains limited;

for instance, by considering only the mean, other important
characteristics of continuous distributions (i.e., such as the
standard deviation or distribution type) are ignored. Sec-
ond, recent work has defined criteria that a ranking has to
fulfill to be considered fair |28} |22|. Whether the ranking
fulfills these criteria is assessed using null hypothesis signif-
icance testing. Our aim, however, is to quantify the degree
of viewpoint diversity in search result rankings.

3. MEASURING FAIRNESS IN RANKINGS

Viewpoint diversity in search results can best be illustrated
by a running example. Consider that a user wants to form
an educated opinion on the topic ‘Should Zoos Ezist?’, and
turns to web search to gather information. Let us assume
that each document that the user encounters in the search
result list will express a viewpoint concerning zoos or be
neutral towards the topic These viewpoints can be repre-
sented in an ordinal manner, as illustrated in Table We
thus categorize the different viewpoints related to zoos by
placing them on a 7-point scale ranging from strongly op-
posing to strongly supporting the existence of zoos|

3.1 Preliminaries and Notation

We are given a set of documents D and a set of viewpoint
labels S. Both sets contain the same number of elements
N. Each document d € D is uniquely associated with one
label sq4 € S. Here, s4 reflects the viewpoint of document
d towards a given disputed topic, rated on a 7-point scale
ranging from extremely opposing to extremely supporting.
The viewpoint labels in S are integers ranging from —3 to
3, where negative values indicate an opposing viewpoint, 0
indicates a neutral viewpoint, and positive values indicate a
supporting viewpoint towards the debated topic (see Table
for an example). A ranked list of D is denoted as 7. We
denote the number of items that belong to a subset p of
S as SP, which becomes ST, when constrained to the top
i ranked documents. Table [2| presents an overview of the
notation introduced here.

3.2 Defining Fairness and Viewpoint Diversity

There are many definitions of fairness, and so before describ-
ing fairness metrics, we first identify which type of fairness
to handle. In this paper, we focus on the notion of statisti-
cal parity (also commonly referred to as group fairness; see
Section. This notion allows us to define several fairness

2Here, neutral could mean that a document is not opin-
ionated, provides a balanced overview of the different view-
points, or is irrelevant to the topic.

3Note that this is just one possible way to categorize existing
viewpoints on a topic.
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Table 2: Notation used throughout this paper.

Notation Description

d document

D set of documents

Sd viewpoint label of document d

S set of viewpoint labels

SP number of items in set S that belong to subset p
T ranked list of set D

N S? in the top i ranked documents

N number of elements in D, S, and 7

aims for assessing viewpoint diversity. We consider two such
aims, which we call binomial viewpoint fairness and multi-
nomial viewpoint fairness. Below we describe these aims and
align them with the notion of statistical parity in rankings.

Binomial viewpoint fairness. One aim for viewpoint di-
versity may be to treat one specific viewpoint, e.g., a minor-
ity viewpoint, fairly. For example, if a search result ranking
on the query Should Zoos Exist? is dominated by arguments
supporting zoos, the ranking assessor may want to evaluate
whether the minority viewpoint (i.e., opposing zoos) gets its
fair share of coverage. The assessor may consider a binomial
classification of documents into one of two groups: express-
ing the minority viewpoint or not expressing the minority
viewpoint. Here, expressing the minority viewpoint is anal-
ogous to a protected group. Statistical parity in a ranking
of such documents is satisfied when expressing the minor-
ity viewpoint does not affect a document’s position in the
ranking.

Multinomial viewpoint fairness. Another aim when eval-
uating viewpoint diversity may be that all viewpoints are
covered fairly. For example, a search result ranking on the
query Should Zoos Exist? could be assessed without ex-
plicitly defining a specific viewpoint as the protected group
but instead considering the distribution over several existing
viewpoints. Here the assessor thus considers a multinomial
classification of documents into some viewpoint taxonomy
(e.g., into seven categories depending on polarity and sever-
ity of the viewpoint; see Section . In this case, we say
that statistical parity is satisfied when for each viewpoint,
the choice of viewpoint does not influence a document’s po-
sition in the ranking. Multinomial viewpoint fairness is
thus more fine-grained than binomial viewpoint fairness:
whereas binomial viewpoint fairness focuses on fairness to-
wards one protected viewpoint, multinomial viewpoint fair-
ness requires being fair to all viewpoints simultaneously.

3.3 Desiderata and Practical Considerations
for Metrics

Evaluating statistical parity. In this paper, we use rank-
ing fairness metrics to assess viewpoint diversity in search
result rankings. These are based on the notion of statistical
parity, which is present in a ranking when the viewpoints
that documents express do not affect their position in the
ranking. However, we are only given the ranking and view-
point per document and cannot assess the ranking algorithm
directly. Statistical parity thus needs to be approximated.

We choose to approximate statistical parity in the same way

as previously developed ranking fairness metrics [27|. These
metrics measure the extent to which the document distri-
bution over groups (e.g., the protected and non-protected
group) is the same in different top-i portions of the rank-
ing compared to the overall ranking (see Section . The
more dissimilar the distribution at different top-z is from
the overall distribution, the less fair the ranking.

Discounting the ranking fairness computation. User
attention depletes rapidly as the ranks go up |13}|18|. For
example, in a regular web search, the majority of users may
not even view more than 10 documents. This means that
a measure of viewpoint diversity needs to consider the rank
of documents, and not just whether viewpoints are present.
More specifically, fairness is more important at higher ranks.
A practical way to incorporate this notion into a ranking
fairness metric is to include a discount factor. Sapiezynski
et al. |22] point out that such a discount depends on the
user model related to the particular ranking one is assess-
ing. Similar to the ranking fairness metrics introduced by
Yang and Stoyanovich 27|, we choose the commonly used
log, discount for each metric we introduce below. Yang
and Stoyanovich (27| suggest discounting in steps of 10 (see
Section . Such a binned discount nicely incorporates the
notion that ranking fairness is more important in the top 10
documents than it is in the top 20 documents. However, es-
pecially on the first page of search results, individual ranks
matter a lot [13||18]. We therefore decide to discount by
individual rank and consider the top 1, 2, ... N documents
at each step of the aggregation.

Normalization. When evaluating and comparing metrics,
it is useful if they all operate on the same scale. We thus
only consider normalized ranking fairness metrics.

3.4 Ranking Fairness Metrics

In this section, we describe the metrics that we use to assess
viewpoint diversity in search result rankings. These met-
rics are partly based on existing ranking fairness metrics
and partly novel. We adapt each metric that we use to fit
the practical considerations outlined in Section Taking
these practical considerations into account, we define a tem-
plate that each normalized ranking bias (nRB) metric that
we use will follow:

1~ F(i

Here, F' is a function that quantifies the ranking bias in the
ranked list 7. All metrics that we describe in the following
subsections will only differ in terms of how they define F.
The function F is iteratively computed for the top i docu-
ments and subsequently aggregated by using a log, discount.
Finally, Z is a normalizing constant that takes on the value
for F' given the maximally unfair permutation of TE

3.4.1 Metrics to assess binomial viewpoint fairness

Yang and Stoyanovich (27| propose three ranking fairness
metrics to assess statistical parity in rankings (see Section

. We interpret these metrics to fit binomial viewpoint

4A description of how we normalize each metric can be found
at https://osf.io/nkj4g/
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fairness and adapt them to fit the considerations outlined in
Section

Note that, although we define a protected and a non-protected
viewpoint before using any of these metrics, the metrics are
in principle agnostic as to which of the two viewpoint cat-
egories (i.e., “protected” and “unprotected”) is advantaged
in the ranking. That is, they do not only measure when the
protected viewpoint is treated unfairly but also capture if
a ranking is biased towards the protected viewpoint. The
categorization into protected and non-protected viewpoints
should thus be viewed as a binary classification of documents
that — in a fair scenario — does not affect how documents are
ranked.

Normalized Discounted Difference (nDD). This met-
ric computes the difference between the proportion of items
that belong to the protected group at different top-i subsets
of the ranking with and overall proportion:

ST S

nbD(7) = ZZIOgQ(l—‘r )‘ i N

(2)

Here, S? is the number of documents in the protected group
and N is the total number of ranked documents.

Normalized Discounted Ratio (nDR). This metric mea-
sures the difference between the ratio of documents that ex-
press the protected viewpoint, and those who do not, at
different top-i portions of the ranking with the overall ratio:

1 Sy . SP

N
1

DR(r) = = Y — | 2L

nDR(r) Z;logz(i-l-l)

St st
Here, S refers to the number of documents that do not
express the protected viewpoint. Here we set the value of
fractions to 0 if their denominator is 0 [27].

Normalized Discounted Kullback-Leibler Divergence
(nDKL). This metric makes use of the Kullback-Leibler di-
vergence (KLD), an asymmetric measure of difference be-
tween probability distributions [14]. For two discrete prob-
ability distributions P and @ that are defined on the same
probability space X', KLLD is given by

KLD(P||Q) =

Z P(z)log < Ex;> (4)

To measure binomial viewpoint fairness in a ranking, P and
Q@ can be defined as

St St sPos
P:< 1:.42’ 1:..2>7 _ <777>
i i @ N’ N
This way, KLD measures the divergence between the propor-
tion of protected items at rank 7 and in the ranking overall

We can insert KLD in Equation

nDKL(7) = — Z KLD(P|Q) (5)

log, (i + 1)

®Note that KLD is not deﬁned for P = (0,
we smooth to P = (0.001,0.999).

1). In this case,

3.4.2  Metric to assess multinomial viewpoint fairness

To the best of our knowledge, no metrics have so far been
proposed that explicitly assess ranking fairness for multiple
categories at once. The previously introduced nDKL metric
can in principle be expanded to assess multinomial view-
point fairness. KLLD measures the distance between two dis-
crete probability distributions P and ). In the multinomial
case, we can define P and ) as multinomial distributions
over the available viewpoint categories. For instance, in our
use case of viewpoints rated on a 7-point scale, P and @
may be given by:

p= <Sl_31 51_21 Sl_lz SP.i 51“2 Sf—zz STSI)

- Z k] Z ) ’L ) ’L ) ’L ) 'L ) Z )
S73 5—2 S—l SO S+1 S+2 S+3
=TT N )

where §73 723
point category.
A problem with using KLD for multinomial distributions is
that its normalization becomes extremely complex. To nor-
malize KLD, the maximally divergent distribution of items
needs to be computed at each step. Whereas this is rather
straightforward in the binomial caseﬂ finding the maximally
divergent distribution becomes extremely expensive when
more categories are added.

To resolve the normalization issue that comes with KLD, we
propose a new metric that uses the Jensen-Shannon diver-
gence (JSD) as an alternative distance function. Similarly
to KLD, JSD measures the distance between two discrete
probability distributions P and @ that are defined on the
same sample space X [12|. JSD can in fact be expressed
using KLD:

refer to the number of items in each view-

JSD(P||Q) = 0.5 * (KLD(PHR) + KLD(QHR)).

Here, R = 0.5 % (P + Q) is the mid-point between P and
Q. In contrast to KLD (which can go to infinity), JSD is
bound by 1 as long as one uses a base 2 logarithm in its
computation [16|. Knowing this maximally possible value
for JSD, also an aggregated, discounted version of JSD is
easily normalized. We thus propose Normalized Discounted
Jensen-Shannon Divergence (nDJS) as given by

ISD(PI|Q)
nDIS(7) = Z JSD(P]|Q) (6)

log, (i + 1)

where JSD(P||Q) is the JSD between P and Q. Although
we here propose nDJS specifically for assessing multinomial
viewpoint fairness, note that it can be used to assess bino-
mial viewpoint fairness as well.

4. SIMULATION STUDY

In this section, we show how the metrics introduced in Sec-
tion |3.4] -behave in different ranking scenarios. Our code to
implement the metrics and simulation is openly avallable

6 A description of how we normalize each metric can be found
at https://osf.io/nkj4g/!
"See our repository at https://osf.io/nkjdg/,
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Table 3: Examples of sample weight allocations for the simulation of binomial (left-hand table, o = 0.5) and multinomial

viewpoint fairness (right-hand table; o = —0.8).

viewpoint -3 -2 -1 0 +1 +2 43 viewpoint -3 -2 -1 0 +1 42 +3
weight W wi w1 w2 w2 W2 W2 weight w2 w2 Wi w2 w2 W2 W2
(rounded) 05 05 05 15 15 15 1.5 (rounded) 0.2 0.2 18 02 0.2 02 0.2

4.1 Generating Synthetic Rankings

To simulate different ranking scenarios, we first generate
three synthetic sets S1, S2, and S3 to represent different
viewpoint distributions. The items in each set simulate
viewpoint labels for 700 documents (i.e., to enable a simple
balanced distribution over seven viewpoints) and are dis-
tributed as shown in Table[d Whereas S1 has a balanced
distribution of viewpoints, S2 and S3 are skewed towards
supporting viewpoints We use S1, S2, and S3 to simulate
both binomial and multinomial viewpoint fairness

Table 4: Viewpoint distributions of the sets S1, S2, and S3.
-3 -2 -1 0 +1 42 43
S1 100 100 100 100 100 100 100

52 8 80 8 115 115 115 115
S3 60 60 60 130 130 130 130

Sampling. We create rankings of the viewpoint labels in
S1, §2, and S3 by conducting a weighted sampling proce-
dure. To create a ranking, viewpoint labels are gradually
sampled from one of the three sets without replacement to
fill the individual ranks. Each viewpoint label in the set is
assigned one of two different sample weights that determine
the labels’ probability of being drawn. These two sample
weights are controlled by the ranking bias parameter a and
given by: w1 = 1.0001 — 1 X a; we = 1.0001 + 1 X a.

Alpha. For our simulation of binomial and multinomial
viewpoint fairness, ranking bias is controlled by the con-
tinuous parameter w = [—1, 1]. More specifically, a controls
the sample weights w1 and ws that are used to create the
rankings. Whereas a negative o will result in higher ranks
for viewpoints that are assigned w1, a positive a will advan-
tage viewpoints that are assigned ws. The further away «
is from 0, the more extreme the ranking bias. If « is set to
exactly 0, no ranking bias is present: here it does not matter
whether a viewpoint label is assigned w; or wa, the sample
weights are the same. In each simulation, we try 21 degrees
of ranking bias for &« = —1 to a =1 in steps of 0.1.

4.1.1 Simulating binomial viewpoint fairness

To simulate binomial viewpoint fairness, we create ranked
lists from S1, S2, and S3 with different degrees of ranking
bias. Ranking bias — controlled by a — in this scenario refers
to the degree to which expressing a protected viewpoint in-
fluences a document’s position in the ranking. We define all

8Due to symmetry we do not include similar distributions
for opposing viewpoints.

9Because we are only interested in rankings with respect to
viewpoint labels, we do not generate any actual documents
here. Instead, we rank the labels themselves.

opposing viewpoints (i.e., -3, -2, and -1) together as the pro-
tected viewpoint and assign them the sample weight w;. All
other viewpoints (i.e., 0, 1, 2, and 3) are thus non-protected
and assigned the other sample weight ws when generating
the rankings. Table (left-hand table) shows an example
of this sample weight allocation for a = 0.5. In this exam-
ple, the non-protected viewpoint is more likely to be drawn
compared to the protected viewpoint.

Our weighted sampling procedure (see above) will produce
slightly different rankings even when the same « is used. To
get reliable results, we therefore create 1000 ranked lists for
each « and aggregate the results.

4.1.2  Simulating multinomial viewpoint fairness

We simulate multinomial viewpoint fairness by again sam-
pling rankings from S1, S2, and S3 with different degrees of
ranking bias. This time the ranking bias « is defined as how
much the expressed viewpoint generally affects a document’s
position in the ranking.

Since there are many scenarios in which one (or more) of
several viewpoint categories could be preferred over others
in a ranking, we focus on just one specific case: our sim-
ulation prefers one of the seven viewpoints over the other
six. For example, this could be the case if a search result
list is biased towards an extremely opposing viewpoint. We
randomly assign the sample weight w1 to one of the oppos-
ing viewpoints (i.e., —3, —2, or —1) and the sample weight
ws to all remaining viewpoints for each ranking we create.
This means that each ranked list we create prefers a differ-
ent viewpoint, reflecting the idea that we do not know which
viewpoint might be preferred before evaluating the ranking
and we have no specific, pre-defined protected viewpoint.
Table (right-hand table) shows an example of this sam-
ple weight allocation for &« = —0.8. In this example, the
ranked list will prefer the viewpoint —1 over all other view-
points. We again compute 1000 ranked lists for each o and
aggregate the results.

4.2 Metric Behavior

Here, we explore the behavior of the ranking fairness metrics
introduced in Section using the synthetic rankings from
Section [4.1]

4.2.1 Binomial viewpoint fairness

Binomial viewpoint fairness can be assessed using nDD,
nDR, or nDKL. Each of these metrics measures the degree
to which expressing a protected viewpoint affects the rank-
ing of documents. The ranking in our running example is
considered fair if documents opposing zoos (i.e., —3, —2, and
—1) get a similar coverage throughout the ranking compared
to other viewpoints (i.e., 0, +1, +2, and +3). A fair scenario
should lead to a low score on each of the three metrics.

Figure shows the mean outcome of nDD, nDR, and nDKL
from 1000 ranked lists per data set (i.e., S1, S2, and S3) and
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Ranking bias

Figure 1: Behavior of the metrics nDD (left-hand plot), nDR (center plot), and nDKL (right-hand plot) on the sets S1
(SP = 300), S2 (S? = 240), and S3 (S? = 180) across different « (ranking bias) settings.

« (i.e., ranking bias) setting. Each set represents a different
overall distribution of viewpoints (see Table|4).

We note three characteristics that all three metrics share.
First, each of the three metrics is lowest for low bias (a = 0)
and increases from there as the absolute value of « increases.
This means that all three metrics function as expected: they
produce higher values as ranking bias becomes more ex-
treme. Second, each metric shows a steeper curve as the data
sets contained fewer items that express the minority view-
point (here, the protected opposing viewpoint) increases;
i.e, S1 > 52 > S3. Different levels of ranking bias thus be-
come easier to detect when the distribution of protected and
non-protected items is more balanced. Third, each metric
produces higher values for & = —1 (protected viewpoint is
advantaged) than for & = 1 (protected viewpoint is disad-
vantaged). The reason behind this is that unfair treatment
becomes increasingly harder to detect as the number of items
in the disadvantaged group shrinks: if one group only en-
compasses around 25% of items (e.g., such as in S3), it is
less odd to see several items of the other group ranked first
than if the distribution is more balanced. That is also why
each metric produces higher values at & = 1 as the number
of protected items increases.

Next to these general characteristics that are shared by all
metrics, below we discuss differences that distinguish the
metrics in terms of their behavior.

Normalized Discounted Difference. For each of the three
data sets, nDD reaches its maximum value of 1 when o = —1
and is at its lowest with mean values of approximately 0.08
when a = 0. Depending on the number of items that ex-
press the protected viewpoint, nDD reaches mean values
between 0.55 and 0.85 when o = 1 for the three data sets
in our simulation. The curves for nDD in Figure [1|are also
comparatively steep. This indicates that nDD is especially
useful for distinguishing low levels of ranking bias.

Normalized Discounted Ratio. The lowest mean nDR
values in our simulation (reached at a = 0 for each of the
three data sets) all approximate 0.04. Even more so than

nDD, nDR reaches mean values far below 1 when the pro-
tected viewpoint is disadvantaged in the ranking. The mean
values for this form of extreme ranking unfairness range from
approximately 0.19 to 0.24 in our simulation, depending on
the number of protected viewpoint items. In comparison
to the other two metrics, nDR is less steep than nDD but
steeper than nDKL. It could thus be useful for detecting
medium levels of ranking bias. However, if a ranking is
unfair towards the minority viewpoint, nDR does not dis-
tinguish different levels of ranking bias well. We also find
that our normalization procedure (i.e., dividing each met-
ric outcome by the outcome for a maximally unfair ranking)
does not normalize nDR correctly. Thus, the maximal mean
values for nDR (which it reaches at o« = —1) lie above 1 and
are therefore not displayed in Figure (which has 1 as its

upper limit)

Normalized Kullback-Leibler Divergence. Similar to
the other metrics, nDKL reaches its maximum value of 1
at @« = —1. In our simulation, the lowest mean values for
nDKL (reached at @ = 0) approximated 0.03. Extremely
positive a settings (i.e., disadvantaging the minority view-
point) produce mean nDKL values between 0.40 and 0.78,
depending on the number of items that express the minority
viewpoint. Furthermore, nDKL has a more parabolic shape
compared to nDD and nDR. Whereas nDKL can thus not
distinguish low values of ranking bias well, it is useful for
differentiating between high levels of ranking bias.

4.2.2  Multinomial viewpoint fairness

To assess multinomial viewpoint fairness, we use nDJS. This
metric measures the degree to which the viewpoint that doc-
uments express is a factor for a ranking in general. For ex-
ample, in a search result ranking related to the topic Should
Zoos Erist?, a range of viewpoints may exist, some of which
may be advantaged in the ranking over other viewpoints.

10We explore the reason behind this (including an alternative

way to normalize nDR) in a supplementary document on our
normalization procedures. This document can be found at
https://osf.io/nkjdg/.
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Figure 2: Behavior of nDJS on the sets S1, S2, and S3
across different « (ranking bias) settings. The number of
items with sample weight w; for rankings from the sets S1,
52, and S3 are 100, 80, and 60, respectively.

That is why we cannot use binomial ranking fairness met-
rics here: we do not have a specific viewpoint to protect,
but instead wish to protect all viewpoints equally. A maxi-
mally fair ranking scenario would give all viewpoints a cover-
age across the ranking that is proportional to their share in
the overall distribution. For (approximately) fair rankings,
nDJS should return a low value.

We test nDJS on synthetic rankings that simulate varying
degrees of bias on three different sets of items (S1, S2, and
53, see Section . Figure shows the mean outcome of
nDJS from 1000 ranked lists per set and « (i.e., ranking
bias) setting. Similar to the binomial ranking fairness met-
rics, nDJS does what it is expected to do: it produces its
highest values at extreme « (ranking bias) settings and its
lowest values at & = 0. This means that nDJS can pick up
the nuanced multinomial viewpoint fairness in our synthetic
rankings. We observe, however, that due to its normaliza-
tion, the maximum values for nDJS are much lower than for
the metrics that assess binomial viewpoint fairness. When
a = —1 (i.e., when one random viewpoint is disadvantaged
compared to others), nDJS produces mean values between
approximately 0.18 and 0.21. Due to the different normal-
ization, it is therefore not possible to compare results from
nDJS directly to results from the binomial ranking fairness
metrics. For low values of ranking bias, the mean nDJS
values approximate 0.03 on all three data sets. The mean
nDJS value lies between approximately 0.07 and 0.09 when
a =1 (i.e., when one viewpoint is advantaged compared to
others).

Similar to the binomial fairness metrics, the values that
nDJS produces is again influenced by the proportion of ad-
vantaged items in the ranking. The more balanced this ra-
tio, the easier it is to detect a ranking bias (i.e., the higher
nDJS). Note that in this simulation, the distribution of ad-
vantaged and disadvantaged items was far from balanced, as
we only treated one viewpoint label differently per ranking.

Table 5: Recommended metrics for different scenarios of
ranking bias and overall viewpoint distribution (i.e., pro-
tected and non-protected items) in a ranked list.

Ranking Bias

Low Medium  High

Low balance nDD nDD nDD

Distribution Medium balance nDD nDD nDKL
High balance nDD nDKL nDKL

5. DISCUSSION

In this section, we summarize our findings, provide a guide
to using the metrics we examined, and discuss the limita-
tions and implications of this research.

5.1 Binomial Viewpoint Fairness

Each of the three metrics we tested in our simulation can
measure binomial viewpoint fairness (nDD, nDR, nDKL; see
Section. However, depending on the distribution of pro-
tected and non-protected items, as well as the direction and
level of ranking bias, a different metric might be suitable.
Table [5] shows which metric we recommend using in which
scenario. In sum, we suggest taking the following consider-
ations when assessing binomial viewpoint fairness:

1. Generally, the more balanced the overall distribution
of protected and non-protected items in the ranking,
the better the metrics are able to distinguish different
levels of ranking bias. When ranking bias is disadvan-
taging a protected group that only contains a small
number of items, nDR appears to be the most suitable
metric because it is the least vulnerable in this case.

2. Which metric is most suitable also depends on how se-
vere the bias in the ranking is estimated to be. Whereas
nDD outputs the most divergent values for mild cases
of ranking bias, nDKL distinguishes more severe cases
of ranking bias better. Although nDR is slightly bet-
ter in distinguishing medium levels of negative rank-
ing bias, we do not recommend using it at all due to
its normalization issues and weak performance when
ranking bias is positive.

3. If the minority viewpoint is preferred in the ranking,
ranking bias is well detected by all three metrics. How-
ever, when the minority group is disadvantaged, all
metrics show a decrease in performance. In this case,
we suggest using either nDD or nDKL, depending on
how strong the ranking bias is.

5.2 Multinomial Viewpoint Fairness

We find that our novel metric nDJS can assess multinomial
ranking fairness. Similarly to the binomial fairness metrics,
nDJS can distinguish different levels of ranking bias best
when the overall distribution of advantaged and disadvan-
taged viewpoints is balanced. A weakness of nDJS is that its
normalization causes its outcome values to be much lower in
general compared to binomial fairness metrics. We note that
nDJS cannot be directly compared to nDD, nDR, or nDKL
and recommend to interpret nDJS carefully when ranking
bias is mild.

Volume 23, Issue 1

56



SIGKDD Explorations

5.3 Caveats and Limitations

We note that our simulation study is limited in at least three
important ways. First, we consider a scenario in which doc-
uments have correctly been assigned multinomial viewpoint
labels. This allows us to study their behavior in a controlled
setting. In reality, existing viewpoint labeling methods are
prone to biases and issues of accuracy. Current opinion min-
ing techniques are still limited in their ability to assign such
labels [25] and crowdsourcing viewpoint annotations from
human annotators can be costly and also prone to biases
and variance |26].

Second, we assume that any document in a search result
ranking can be assigned some viewpoint label concerning a
given disputed topic. It is realistically possible for a doc-
ument to contain several, or even all available viewpoints
(e.g., a debate forum page). In these cases, assigning an
overarching viewpoint label might oversimplify the nuances
in viewpoints that exist within rankings and thereby not
leading to a skewed assessment of viewpoint diversity in the
search result ranking. Future work could look into best prac-
tices of assigning viewpoint labels to documents.

Third, our simulation of multinomial viewpoint fairness in-
cluded only one specific case in which one viewpoint is treated
differently compared to the other six. There are other sce-
narios where multinomial viewpoint fairness could become
relevant. These scenarios differ in how many viewpoint cat-
egories there are, how many items are advantaged in the
ranking, and to what degree. Simulating all of these poten-
tial scenarios is beyond the scope of this paper. Future work
could however explore how metrics such as nDJS behave in
such scenarios.

6. CONCLUSION

We adapted existing ranking fairness metrics to measure bi-
nomial viewpoint fairness and proposed a novel metric that
evaluates multinomial viewpoint fairness. We find that de-
spite some limitations, the metrics reliably detect viewpoint
diversity in search results in our controlled scenarios. Cru-
cially, our simulations show how these metrics can be inter-
preted and their relative strengths.

This lays the necessary groundwork for future research to
assess viewpoint diversity in actual search results. We plan
to perform such evaluations of existing web search engines
concerning highly debated topics and upcoming elections.
Such work would not only provide tremendous insight into
the current state of viewpoint diversity in search result rank-
ings but pave the way for a greater understanding of how
search result rankings may affect public opinion.

Acknowledgements

This activity is financed by IBM and the Allowance for
Top Consortia for Knowledge and Innovation (TKI’s) of the
Dutch ministry of economic affairs.

We also thank Agathe Balayn, Shabnam Najafian, Oana
Inel, and Mesut Kaya for their comments on an earlier draft
of this paper.

7. ADDITIONAL AUTHORS

Additional authors: Alessandro Bozzon (Delft University of
Technology, The Netherlands, email: a.bozzon@tudelft.nl)

and Benjamin Timmermans (IBM, The Netherlands, email:
b.timmermans@nl.ibm.com).

8. REFERENCES

[1] A. Abid, N. Hussain, K. Abid, F. Ahmad, M. S. Farooq,
U. Farooq, S. A. Khan, Y. D. Khan, M. A. Naeem, and
N. Sabir. A survey on search results diversification tech-
niques. Neural Comput. Appl., 27(5):1207-1229, 2015.

[2] R. Agrawal, S. Gollapudi, A. Halverson, and S. Ieong.
Diversifying search results. Proc. 2nd ACM Int. Conf.
Web Search Data Mining, WSDM’09, pages 5-14, 2009.

[3] A. Asudeh, H. V. Jagadish, J. Stoyanovich, and G. Das.
Designing fair ranking schemes. In Proc. ACM SIG-
MOD Int. Conf. Manag. Data, pages 1259-1276, 2019.

[4] R. Baeza-Yates. Bias on the web. Commun. ACM,
61(6):54-61, 2018.

[5] A. D. Barocas, Solon and Selbst. Big data’s disparate
impact. Calif. Law Rev., 104(671):671-732, 2016.

[6] R. K. Bellamy, A. Mojsilovic, S. Nagar, K. N. Rama-
murthy, J. Richards, D. Saha, P. Sattigeri, M. Singh,
K. R. Varshney, Y. Zhang, K. Dey, M. Hind, S. C. Hoft-
man, S. Houde, K. Kannan, P. Lohia, J. Martino, and
S. Mehta. Al Fairness 360: An extensible toolkit for
detecting and mitigating algorithmic bias. IBM J. Res.
Dev., 63(4-5), 2019.

[7] A.J. Biega, K. P. Gummadi, and G. Weikum. Equity of
attention: Amortizing individual fairness in rankings.
41st Int. ACM SIGIR Conf. Res. Dev. Inf. Retrieval,
SIGIR 2018, pages 405-414, 2018.

[8] L. E. Celis, D. Straszak, and N. K. Vishnoi. Ranking
with fairness constraints. Leibniz Int. Proc. Informat-
ics, LIPIcs, 107:1-32, 2018.

[9] C.L. Clarke, M. Kolla, G. V. Cormack, O. Vechtomova,
A. Ashkan, S. Biittcher, and I. MacKinnon. Novelty
and diversity in information retrieval evaluation. ACM
SIGIR 2008 - 31st Annu. Int. ACM SIGIR Conf. Res.
Dev. Inf. Retrieval, Proc., pages 659-666, 2008.

[10] A. Das and M. Lease. A Conceptual Framework
for Evaluating Fairness in Search. arXiv Prepr.
arXiv1907.09328, 2019.

[11] R. Epstein and R. E. Robertson. The search engine ma-
nipulation effect (SEME) and its possible impact on the
outcomes of elections. Proc. Natl. Acad. Sci. U. S. A.,
112(33):E4512-E4521, 2015.

[12] B. Fuglede and F. Topsge. Jensen-Shannon divergence
and Hubert space embedding. In IEEE Int. Symp. Inf.
Theory - Proc., page 31, 2004.

[13] T. Joachims, L. Granka, B. Pan, H. Hembrooke, and
G. Gay. Accurately interpreting clickthrough data as
implicit feedback. SIGIR 2005 - Proc. 28th Annu. Int.
ACM SIGIR Conf. Res. Dev. Inf. Retr., 51(1):154-161,
2005.

[14] S. Kullback and R. A. Leibler. On information and suf-
ficiency. Ann. Math. Stat., 22(1):79-86, 1951.

Volume 23, Issue 1

57



(15]

(16]

(17]

(18]

(19]

(20]

SIGKDD Explorations

J. Kulshrestha, M. Eslami, J. Messias, M. B. Zafar,
S. Ghosh, K. P. Gummadi, and K. Karahalios. Search
bias quantification: investigating political bias in social
media and web search. Inf. Retr. J., 22(1-2):188-227,
2019.

J. Lin. Divergence Measures Based on the Shannon En-
tropy. IEEE Trans. Inf. Theory, 37(1):145-151, 1991.

E. Ntoutsi, P. Fafalios, U. Gadiraju, V. losifidis,
W. Nejdl, M. E. Vidal, S. Ruggieri, F. Turini, S. Pa-
padopoulos, E. Krasanakis, I. Kompatsiaris, K. Kinder-
Kurlanda, C. Wagner, F. Karimi, M. Fernandez,
H. Alani, B. Berendt, T. Kruegel, C. Heinze, K. Broele-
mann, G. Kasneci, T. Tiropanis, and S. Staab. Bias
in data-driven artificial intelligence systems—An in-
troductory survey. Wiley Interdiscip. Rev. Data Min.
Knowl. Discov., 10(3):1-14, 2020.

B. Pan, H. Hembrooke, T. Joachims, L. Lorigo, G. Gay,
and L. Granka. In Google we trust: Users’ decisions on
rank, position, and relevance. J. Comput. Commun.,
12(3):801-823, 2007.

F. A. Pogacar, A. Ghenai, M. D. Smucker, and C. L.
Clarke. The Positive and Negative Influence of Search
Results on People’s Decisions about the Efficacy of
Medical Treatments. In Proc. ACM SIGIR Int. Conf.
Theory Inf. Retr., ICTIR ’17, pages 209-216, New
York, NY, USA, 2017. Association for Computing Ma-
chinery.

T. Sakai and R. Song. Evaluating diversified search
results using per-intent graded relevance. SIGIR’11 -
Proc. 84th Int. ACM SIGIR Conf. Res. Dev. Inf. Retr.,
pages 1043-1052, 2011.

(21]

(22]

23]

24]

(25]

(26]

27]

(28]

T. Sakai and Z. Zeng. Which Diversity Evaluation Mea-
sures Are “ Good ”? In SIGIR’19, pages 595-604, 2019.

P. Sapiezynski, W. Zeng, R. E. Robertson, A. Mislove,
and C. Wilson. Quantifying the Impact of User Atten-
tionon Fair Group Representation in Ranked Lists. In
Companion Proc. 2019 World Wide Web Conf., WWW
19, pages 553-562, New York, NY, USA, 2019. Asso-
ciation for Computing Machinery.

A. Singh and T. Joachims. Fairness of exposure in rank-
ings. Proc. ACM SIGKDD Int. Conf. Knowl. Discov.
Data Min., pages 2219-2228, 2018.

S. Verma and J. Rubin. Fairness definitions explained.
In Proc. Int. Work. Softw. Fairness, FairWare ’18,
pages 1-7, New York, NY, USA, 2018. Association for
Computing Machinery.

R. Wang, D. Zhou, M. Jiang, J. Si, and Y. Yang. A sur-
vey on opinion mining: From stance to product aspect.
IEEE Access, 7:41101-41124, 2019.

F. L. Wauthier and M. 1. Jordan. Bayesian bias miti-
gation for crowdsourcing. In Adv. Neural Inf. Process.
Syst. 24 25th Annu. Conf. Neural Inf. Process. Syst.
2011, NIPS 2011, pages 1-9, 2011.

K. Yang and J. Stoyanovich. Measuring fairness in
ranked outputs. In Proc. 29th Int. Conf. Sci. Stat.
Database Manag., SSDBM ’17, pages 1-6, New York,
NY, USA, 2017. Association for Computing Machinery.

M. Zehlike, F. Bonchi, C. Castillo, S. Hajian, M. Mega-
hed, and R. Baeza-Yates. FA*IR: A Fair Top-k Ranking

Algorithm. In Admit One, pages 1-18, 2017.

Volume 23, Issue 1

58



SIGKDD Explorations

Generative Counterfactuals for Neural Networks via
Attribute-Informed Perturbation

Fan Yang, Ninghao Liu, Mengnan Du, Xia Hu
Department of Computer Science and Engineering, Texas A&M University
{nacoyang, nhliu43, dumengnan, xiahu}@tamu.edu

ABSTRACT

With the wide use of deep neural networks (DNN), model
interpretability has become a critical concern, since explain-
able decisions are preferred in high-stake scenarios. Current
interpretation techniques mainly focus on the feature at-
tribution perspective, which are limited in indicating why
and how particular explanations are related to the predic-
tion. To this end, an intriguing class of explanations, named
counterfactuals, has been developed to further explore the
“what-if” circumstances for interpretation, and enables the
reasoning capability on black-box models. However, gener-
ating counterfactuals for raw data instances (i.e., text and
image) is still in the early stage due to its challenges on
high data dimensionality and unsemantic raw features. In
this paper, we design a framework to generate counterfac-
tuals specifically for raw data instances with the proposed
Attribute-Informed Perturbation (AIP). By utilizing gen-
erative models conditioned with different attributes, coun-
terfactuals with desired labels can be obtained effectively
and efficiently. Instead of directly modifying instances in the
data space, we iteratively optimize the constructed attribute-
informed latent space, where features are more robust and
semantic. Experimental results on real-world texts and im-
ages demonstrate the effectiveness, sample quality as well as
efficiency of our designed framework, and show the superior-
ity over other alternatives. Besides, we also introduce some
practical applications based on our framework, indicating
its potential beyond the model interpretability aspect.

1. INTRODUCTION

The past decade has witnessed the success of deep neural
networks (DNN) in many application domains [31]. De-
spite the superior performance, DNN models have been in-
creasingly criticized due to its black-box nature [6]. Inter-
pretable machine learning techniques [7] are thus becoming
significantly vital, especially in those high-stake scenarios,
such as medical diagnosis. To effectively interpret black-box
DNNs, most approaches investigate the feature attributions
between input instances and output predictions through cor-
relation analysis, so that humans can have a sense of which
part of the instance contributes most to the model decision.
A typical example is the heatmaps employed for image clas-
sification [36], where saliency scores are capable of indicating
the feature importance for one prediction label.

However, existing correlation-based explanations are neither

discriminative nor counterfactual [29], since they are not
able to help understand why and how particular explana-
tions are relevant to model decisions. Thus, to further ex-
plore the decision boundaries of black-box DNN, counterfac-
tuals have gradually come to the attention of researchers, as
an emerging technique for model interpretability. Counter-
factuals are essentially some synthetic samples within data
distribution, which can flip the prediction. With counter-
factuals, humans can understand how input changes affect
the model and conduct reasoning under “what-if” circum-
stances. Take a loan applicant who got rejection for in-
stance. Correlation-based explanations may simply indicate
those most contributed features (e.g., income and credit) for
rejection, while counterfactuals are capable of showing how
the application could be accepted with certain changes (e.g.,
increase the monthly income from $5,000 to $7,000).
Recent work have made some initial attempts on conduct-
ing counterfactual analysis. The first line of research [19; 3]
employed the prototype and criticism samples in the train-
ing set as the raw ingredients for counterfactual analysis,
though those selected samples are not counterfactuals in na-
ture. Some other work [12; 1] utilized feature replacement
techniques to create hypothetical instances as counterfac-
tuals, where a query instance and a distractor instance are
typically needed for counterfactual generation. Besides, con-
trastive intervention [5; 43] on the query instance is another
way to generate counterfactuals. By reasonably perturbing
input features, counterfactuals can be obtained in the form
of modified data samples.

Despite the existing efforts, generating valid counterfactuals
for raw data instances is still challenging due to the fol-
lowing reasons. First, effective counterfactuals for certain
label are not guaranteed to be existed in training set, so the
selected prototypes and criticisms are not always sufficient
for counterfactual analysis. The related sample selection al-
gorithms are highly possible to select some “unexpected”
instances due to data constraints [19], which would largely
limit the reasoning on model behaviors. Second, efficient
feature replacement for raw data instances could be very
hard and time-consuming [12]. Also, relevant distractor in-
stances for replacement may not be available in particular
scenarios considering privacy and security issues, such as
loan applications. Third, modifying query samples with in-
tervention can simply work on a limited types of data, such
as tabular data [43] and naive image data [5]. For general
raw data like real-world texts or images, intervention opera-
tion in data space can be intractable, which makes it difficult
to be used in practice.
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To handle the aforementioned challenges, the high-dimension
data space and unsemantic raw features are the two ob-
stacles ahead. In this paper, we design a framework to
generate counterfactuals specifically for raw data instances
with the proposed Attribute-Informed Perturbation (AIP)
method. By utilizing the power of generative models, we
can obtain useful hypothetical instances within the data dis-
tribution for counterfactual analysis. Essentially, our pro-
posed AIP can guide a well-trained generative model to
generate valid counterfactuals by updating representations
in the attribute-informed latent space, which is a concate-
nated coding space for both raw features and semantic at-
tributes. Due to the different data formats, raw features
and attributes are typically encoded in different ways to con-
struct such attribute-informed space. Compared with the in-
put space, attribute-informed latent space has two merits for
counterfactual generation: (1) raw features are encoded as
low-dimension ones which are more robust and efficient for
generation; (2) data attributes are modeled as joint latent
features which are more semantic for conditional generation.
As for the construction of attribute-informed latent space,
we employ two losses to conduct the training of generative
models, where the reconstruction loss is used to guarantee
the quality of raw feature embedding and the discrimina-
tion loss is used to ensure the correct attribute embedding.
Through the adaptive gradient-based optimization, AIP can
iteratively derive valid counterfactuals which are able to flip
the prediction. The main contributions of this paper are
summarized as follows:

e We design a general framework to derive counterfactuals
for raw data instances by employing generative models;

e We develop AIP to iteratively update the parameters of
generative models in an attribute-informed latent space;

e We evaluate the designed framework with AIP on several
real-world datasets including raw texts and images, and
demonstrate the superiority over other alternatives.

2. PRELIMINARIES

In this section, we briefly introduce related contexts to our
problem, as well as some basics of the employed techniques.

2.1 Counterfactual Explanation

Counterfactual explanation is a natural extension under the
framework of example-based reasoning [34], where particu-
lar data samples are provided to promote the understandings
on model behaviors. Nevertheless, counterfactuals are not
common examples, since they are typically generated under
the “what-if” circumstances which may not necessarily ex-
ist. According to the theory proposed by J. Pearl [30], three
distinct levels of cognitive ability are needed to fully master
the behaviors of a particular model, i.e., seeing, doing and
imagining from the easiest to the hardest. In fact, counter-
factual explanation is just raised to meet the imagining-level
cognition for model interpretation.

Within the contexts of this paper, we only discuss counter-
factuals under the assumption of “closest possible world” [42],
where desired outcomes can be obtained through the small-
est changes to the world. To be specific and simple with-
out loss of generality, consider a binary classification model
fo : RY = {0,1}, where 0 and 1 respectively indicate the
undesired and desired output. The model input x € R? is

further assumed to be sampled from data distribution P(x).
Then, given a query instance x¢ with the undesired model
output (i.e., fo(xo) = 0), the corresponding counterfactual
x* can be mathematically represented as:

x" = argmin [(x,%0) s.t. fo(x*) =1, (1)

x|P(x)>n

where [ : R? x R? — RT is a distance measure in the input
space, and n > 0 denotes the threshold which quantifies
how likely the sample x is under the distribution P(x). The
obtained counterfactual x* is regarded to be valid if it can
flip the target classifier fo to the desired prediction.
Although finding counterfactuals is somewhat similar to gen-
erating adversarial examples (in terms that both tasks aim
to flip the model decision by minimally perturbing the input
instance), they are essentially different in nature. Following
the previous settings, the adversarial sample x®?* for model
feo, with query instance xo, can be generally indicated by:

x4 = agmin 8], st fol"™) £ folxo). (2

X=Xq

where § denotes the adversarial perturbation on the query,
I - || represents the norm operation and p € {c0,1,2,---}.
Comparing with Eq. 1, we note that counterfactual exam-
ple has two significant differences from adversarial sample.
First, counterfactual generation process is subject to the
original data distribution, while adversarial samples are not
constrained by the distribution. This difference brings about
the fact that counterfactuals are all in-distribution sam-
ples, but adversarial examples are mostly out-of-distribution
(OOD) samples. Second, counterfactual changes on the
query need to be human-perceptible, while adversarial per-
turbations are usually inconspicuous [37]. Therefore, the
key problem of counterfactual explanation actually lies in
how to generate such in-distribution sample, with human-
perceptible changes on the query, to flip the model decision
as desired.

2.2 Generative Modeling

Generative modeling is a typical task under the paradigm of
unsupervised learning. Different from discriminative ones,
which involves discriminating input samples across classes,
generative modeling aims to summarize the data distribu-
tion of input variables and further create new samples that
plausibly fit into that distribution [28]. In practice, a well-
trained generative model is capable of generating new exam-
ples that are not only reasonable, but also indistinguishable
from real examples in the problem domain. Conventional
examples of generative modeling include Latent Dirichlet
Allocation (LDA) and Gaussian Mixture Model (GMM).
As emerging families of generative modeling, Generative Ad-
versarial Network (GAN) [10] and Variational Auto-Encoder
(VAE) [21] have been attracting lots of attentions due to
their exceptional performance in a myriad of applications,
especially for the task on image and text generation [41; 17].
By taking full advantage of their power on raw data with
high dimensionality, we are able to better investigate how
those data samples were created in the first place, which po-
tentially benefits the generation of certain hypothetical ex-
ample. To this end, we specifically employ some advanced
generative models (i.e., GAN and VAE) to study the coun-
terfactual explanation for black-box DNN on raw data in-
stances, providing effective generative counterfactuals for
better model understanding.
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Figure 1: Designed framework for counterfactual generation.

3. COUNTERFACTUAL GENERATION

In this section, we first introduce the designed generative
counterfactual framework for raw data instances. Then, we
present how to specifically construct the attribute-informed
latent space with generative models. Finally, we show the
details of our proposed AIP method.

3.1 Generative Counterfactual Framework

We design a framework to create counterfactual samples
for raw data instances, as illustrated by Fig. 1. To effec-
tively handle the high dimensionality and unsemantic fea-
tures, we utilize the generative modeling techniques to aid
the counterfactual generation process. Consider a target
DNN Fyp : R% — {1,---,C}, which is a black-box model for
counterfactual analysis, where R? is the input data space
and {1,---,C} denotes the model prediction space with C
different outputs. Given a query instance xo, Fg(x0) = yo
outputs a one-hot vector. To effectively generate a valid
counterfactual sample x* € R? that can flip the Fy de-
cision to y* € {1,---,C} as desired, a generative model
is trained to achieve this in the framework. The applied
generative modeling plays two important roles in the coun-
terfactual generation process: (1) guarantee that all cre-
ated instances are in-distribution samples, since it can be
regarded as a stochastic procedure that generates samples
x € R? under the particular data distribution P(x); (2)
assume that underlying latent variables can be mapped to
the data space under certain circumstances, which ensures
the sufficient feasibility for hypothetical examples. Thus, a
well-trained generative model is the basis for high-quality
counterfactuals within the designed framework.

The employed generative model specifically serves two sub-
tasks for counterfactual generation, i.e., data encoding and
decoding. For raw data instances like images, the input
space R? could be extremely large, which makes it diffi-
cult and inefficient to directly create counterfactuals for the
query. In our designed framework, data encoding is con-
ducted to map the input data space to a low-dimension
attribute-informed latent space, which is formulated as a
joint embedding space for both raw features and data at-
tributes. In this way, each data sample x can be effectively
encoded through the function G : R? — R* @ R?, where
R* is the latent space for raw feature embeddings, R! in-
dicates the data attribute space, and @ represents a con-

Reconstruction

Loss
z
e —
X éGenc _>_>Gdecﬁ D¢
ajg
Discriminatios T

Loss D £

Discriminator

Figure 2: General illustration of the attribute-informed la-
tent space in generative models.

catenation operator. Reversely, the mapping for decoding
is from the attribute-informed latent space to the original
data space. The decoder function can be similarly indicated
by G&° : R¥ x R* — R%. Although G5'° and G&° typi-
cally have two different focuses, they are jointly trained as
a whole generative model in an end-to-end manner. The is-
sues about how to derive G and G2 will be particularly
discussed in Sec. 3.2.

To finally obtain the counterfactual x* for model Fy with
query Xo, we further need to modify the attribute-informed
latent space of the deployed generative model. Specifically,
we use the proposed AIP to update the attribute-informed
latent vector of xo, according to the counterfactual loss cal-
culated. Assuming Gfl,"c(xo) =2z Dag (20 € R*. ay € RY),
AIP method can jointly update zo and ag, so as to min-
imize the corresponding loss counter-factually. The over-
all counterfactual loss consists of two parts, i.e., predic-
tion loss and perturbation loss. Prediction loss is set to
ensure the flip of model decisions, and perturbation loss
is involved to guarantee the “closest possible” changes on
the query, which are both indispensable for counterfactual
generation. For the prediction loss, we simply follow the
common cross-entropy term, expressed as Lq(Fy(x),y") =
—y*log(Fp(x)) — (1 — y*)log(l — Fg(x)). For the pertur-
bation loss, we employ two l2 norms respectively on R* and
R?, indicated by Ly(z,a,20,20) = ||z — zo|l2 + [la — aol|2
(z € R* ac R?), to restrain the query changes, which can
also be regarded as a regularization term. Further, the over-
all counterfactual loss can thus be represented as follows:

LC(Z7 a, Zo, aO,y*) =La (Fﬁb(GieC(z?a))’ y*)

+ aLb(z, a, zo, a())7

3)

where « is a balance coefficient between the two loss terms.
With the proposed AIP method, the designed framework
can generate the valid counterfactual example x* with the
aid of optimized z*,a* through the decoder function (i.e.,
x* = G¥¢(z*,a")). The details of the proposed AIP method
will be introduced in Sec. 3.3.

3.2 Attribute-Informed Latent Space

Constructing an appropriate attribute-informed latent space
is the key part for generative modeling in our designed frame-
work, which has direct influences on the quality of generated
counterfactuals. To achieve this, we need to well train a gen-
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erative model, better capturing the raw data features as well
as relevant data attributes, where embedded features can
bring about more robust bases for counterfactual analysis,
and incorporated attributes are able to provide more seman-
tics for conditional generation. Here, the data attributes
mainly indicate those extra information from humans along
with raw instances, such as annotations or labels, which can
usually be represented as one-hot vectors.

In practice, it is common that different generative models are
employed for different tasks or data. Since different mod-
els typically involve disparate architectures, their training
schemes can totally differ from each other. Take the GAN
and VAE for example, where GAN is usually trained to ob-
tain an equilibrium between a generator and a discriminator
function, while VAE is typically trained to maximize a vari-
ational lower bound of the data log-likelihood. Therefore, to
better introduce how to specifically construct the attribute-
informed latent space with generative models, we present a
general illustration shown by Fig. 2, although it may not be
fully representative for all kinds of models.

We generally introduce the data modeling process with an
encoder-decoder structure, which corresponds to the data
encoding and decoding in our designed framework. Essen-
tially, the attribute-informed latent space can be regarded
as an extended code space of auto-encoders, where attribute
information is properly incorporated into the representa-
tion beyond the raw feature inputs. By concatenating at-
tribute vector a to raw feature embedding z, the decoder
function aims to achieve the conditional generation based
on a. To ensure the attribute consistency between original
sample x and generated sample X, discriminator D is par-
ticularly employed, which is trained separately and used to
classify the attributes of x. To effectively train such gen-
erative model, two basic loss terms are required, which are
the discrimination loss and reconstruction loss. The overall
training can be indicated by:

t
min E > —a;log Di(%)—(1—a;) log <17D2(5c))
b 3P (30) £
a~P(a) *= (4)
E |lx—x]2,
x~P(x)

where a; denotes the i-th attribute in a, and Dé indicates
the prediction of D¢ on the i-th attribute. After sufficient
training, G and Gee can be effectively obtained, and
the attribute-informed latent space can be constructed with
the aid of G'“. For specific tasks and architectures, the
generative modeling process could be further enhanced with
other loss terms, such as the adversarial losses employed in
[16] for better visual quality.

3.3 Attribute-Informed Perturbation

With the obtained G and G2 for generative modeling,
we then introduce the proposed AIP method to finally de-
rive the counterfactual for target DNN Fy with the query
Xo. To guarantee the quality of the generated counterfac-
tuals, AIP needs to find the sample that can minimize the
counterfactual loss indicated by Eq. 3. Under the “closest
possible world” assumption, the corresponding counterfac-
tual sample can be denoted as:

x* =G% | argmin Lc.(z,a,z0,a0,y") | . (5)
zERF, acRt

© 0 N0 A WN
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Algorithm 1: Attribute-Informed Perturbation (AIP)

Input: Fy, G'°, G %0, ¥, 1, v, &, B, Nmax

Output: Counterfactual sample x*

Initialize y, v, a, B ;

Initialize n = 0, x = xo ;

Construct the latent space with z @ a + Gf,,"c(x) ;

while Fy(GX¢(z,a)) #y* or 7 < Nmax do
Update z and a according to Eq. 6 ;
Update step sizes with p < Sp and v < f ;
n<n+1;

Reconstruct the sample with x* « G&(z, a) ;
if Fp(x*) ==y" then

| Return x* as the counterfactual for Fy with xo;
else

L Return None — No valid counterfactual exists;

To effectively solve Eq. 5, the proposed AIP method utilizes
an iterative gradient-based optimization algorithm with dy-
namic step sizes (controlled by a decaying factor ), which
helps the iteration process converge faster. In each iteration,
the updated z and a can be derived as follows:

2D — () _ ,LL(")VZLC (z(n)7a(n)’ Zo, a0, y*>
, (6)

at™tl) = oM _ My, 1, (z(n>’a<n>’ 20, ao, y*>

where n indicates the iteration index, p and =y respectively
denotes the step sizes of updates on z and a. Specifically, the
proposed AIP method can be summarized in Algorithm 1.
It is important to note that AIP only works on the optimiza-
tion of z,a, and does not involve the parameter update on
Fg, G'°, G2¢¢. Thus, the proposed AIP method should be
less time-consuming and easily deployed for counterfactual
generation task, compared with those generative frameworks
which need extra model training [35; 38].

4. EXPERIMENTS

In this section, we evaluate the designed counterfactual gen-
eration framework with the proposed AIP on several real-
world datasets, both quantitatively and qualitatively. Over-
all, we conduct two sets of experiments respectively on text
and #mage counterfactual generation, by utilizing different
data modeling techniques. With conducted experiments, we
aim to answer the following four research questions:

e How effective is the designed framework in generating
counterfactuals with AIP?

e How is the quality of created counterfactuals from our
designed framework aided by AIP?

e How efficient is the counterfactual generation under the
designed framework with AIP?

e Can we benefit other practical tasks with the counterfac-
tuals generated from our design framework with AIP?

4.1 Experimental Settings
4.1.1 Real-World Datasets.

Throughout the whole experiments, we employ three real-
world datasets to evaluate the performance of the designed
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Table 1: Dataset statistics in experiments.

Datasets #Instance F#Attribute Type Domain
Yelp 455,000 1 Texts Sentiment
Amazon 558,000 1 Texts Sentiment
CelebA 202,599 13 Images Human Face

framework with AIP, including both raw texts and images.
The relevant data attributes depend on the particular tasks,
which are collected either from labels or annotations. The
statistics of the involved datasets are shown in Table 1.

e Yelp User Review Dataset' [2]: This dataset consists
of user reviews from the Yelp associated with relevant
rating scores. We involve a tailored and modified version
of this data for our experiments on text counterfactuals.
Specifically, we consider the reviews with ratings higher
than three as positive samples and regard the others as
negative ones, and we further use these sentiment labels as
the relevant attribute for data modeling. The vocabulary
of our involved Yelp data contains more than 9, 000 words,
and the average review length is around 9 words.

e Amazon Product Review Dataset® [15]: This dataset
is also involved as a raw textual dataset for our experi-
ments. Similar to the Yelp data, we modify the original
rating information of reviews into the sentiment categories
(i-e., positive and negative), and further model these la-
bels as an sentiment attribute of the raw textual reviews.
Amazon dataset has more than 50,000 words in vocabu-
lary, and the average length is around 15.

e CelebFaces Attributes (CelebA) Dataset® [24]: This
is a large-scale face attributes dataset, containing tons of
raw face images with human annotations. We employ
this dataset for our experiments on image counterfactual
generation, and select 13 representative face attributes
(out of 40) for data modeling along with raw face images.
The involved thirteen attributes include: Male, Young,
Blond_Hair, Pale_Skin, Bangs, Mustache and etc.

4.1.2  Target Model for Interpretation.

Since we mainly discuss the counterfactuals of raw data in-
stances, DNN is a better choice as our target model. For the
target DNN Fy in our experiments, we employ some regular
structures for the corresponding tasks. Particularly, for the
text sentiment classification, we use a common convolutional
architecture in [20] to pre-train a DNN classifier for further
counterfactual analysis. For the image attribute classifica-
tion task, similarly, we utilize a simple convolutional net-
work [13] to prepare a target classifier, where the model is
trained with one of those attributes as the label. During the
evaluations on counterfactual generation, target DNNs are
fixed without further training.

4.1.3 Employed Generative Modeling Techniques.

In our experiments, different data modeling techniques are
employed for different types of data. In particular, we use

"https://www.yelp.com/dataset
Zhttp://jmcauley.ucsd.edu/data/amazon/index_2014.
html

3http://mmlab.ie.cuhk.edu.hk/projects/CelebA.html

different generative models to construct the corresponding
attribute-informed latent space, regarding to text and im-
age. For textual reviews (Yelp, Amazon), we utilize the

modeling techniques introduced in [17], and build a transformer-

based VAE to effectively formulate the relevant attribute-
informed latent space. For face images (CelebA), we mainly
follow the modeling method of AttGAN [16], where more
complicated training schemes are employed, compared with
the general one shown in Sec. 3.2, for better visual quality
of the generated images. Both of the employed generative
models should be well-trained on the corresponding datasets
before the counterfactual generation process, so as to guar-
antee the high quality of generated counterfactuals.

4.1.4 Alternative Methods and Baselines.

To effectively evaluate the performance of the designed frame-

work with AIP, we incorporate following alternative meth-
ods and baselines for comparison.

e TextBugger [22]: This is a general method for adver-
sarial text generation, which is built based on the word
attribution and bug selection. The created text samples
can effectively flip the prediction of the target classifier.
We employ this method as a baseline to specifically com-
pare with our generated text counterfactuals.

e DeepWordBug [9]: This is another method focusing
on the adversarial text generation, where a token scoring
strategy is utilized to guide the character-level adversarial
perturbation. This method is employed as a baseline for
text counterfactuals as well.

e FGSM [11]: Fast gradient sign method is a common way
to generate image adversarial samples, by using the gra-
dients of the loss with respect to the input. The sam-
ple created by this method can effectively maximize the
loss, so as to flip the original prediction. We employ this
method as a baseline specifically for our generated image
counterfactuals.

e Counter_Vis [12]: This is a recent method in generat-
ing image counterfactuals, where particular image regions
are replaced to flip the model decision. We employ this
method as an alternative method for image counterfactual
generation.

e CADEX [27]: This is a state-of-the-art method for coun-
terfactual generation, where the gradient-based method is
directly applied to modify the input space of query. This
method is originally proposed for tabular data, and we
modify it simply as an alternative for image counterfac-
tuals, due to the particularity of texts.

e xGEMs [18]: This is a state-of-the-art method for gen-
erating counterfactuals, which also employs the gener-
ative modeling technique for sample generation. This
method only involves the latent space modeling and can-
not achieve the conditional generation with semantic at-
tributes. We employ this method as an important alter-
native for both text and image counterfactuals.

e AIP_R: This is the random version of our proposed AIP
method, which updates all parameters in a random way.
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Figure 3: Effectiveness evaluation for text counterfactuals.
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Figure 4: Quality evaluation for text counterfactuals.

4.2 Text Counterfactual Evaluations

In this part, we evaluate the designed framework with AIP in
generating text counterfactuals, regrading to a convolutional
neural net (CNN) built for sentiment classification. The in-
volved raw texts for target DNN come from the user/product
reviews in Yelp and Amazon datasets, where 90% are used
for training, 5% for development and 5% for testing.

4.2.1 Effectiveness Evaluation.

In order to evaluate the effectiveness for text counterfactu-
als, we employ the metric Flipping Ratio (FR) to measure
the relevant performance, which reflects how likely the gen-
erated text samples would flip the model decision to y*.
Specifically, FR can be calculated as follows:

FR= 12| /12| (x0 € Xr if Fo(xo) =y"), (7)

where Xy indicates the set of query samples with which new
flipping instances can be generated by particular methods,
and X; denotes the set of all testing queries. In our exper-
iments, there are 500 testing queries in total (i.e., |Xy| =
500), which are randomly selected from the test set. Fig. 3
illustrates our experimental results on both Yelp and Ama-
zon datasets. According to the numerical results, we note
that our designed framework with AIP can work well on
both datasets, and has competitive performance among all
other alternatives as well as baselines, although TextBugger
achieves the highest FR score with better robustness (i.e.,
the performance variance across different datasets). Besides,
we also observe that AIP_R does not effectively work for
generating flipping samples, which indicates that random
optimization in attribute-informed latent space cannot help
for counterfactual sample generation.

4.2.2  Quality Evaluation.

As for the quality assessment of counterfactual samples, we
employ the Latent Perturbation Ratio (LPR) metric to mea-
sure the latent closeness between the generated sample x*
and original query instance xo. Since high-quality counter-
factual samples typically need to ensure sparse changes in
the robust feature space, thus the smaller the LPR is, the
better the counterfactual we have. To be specific, the LPR
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Figure 5: Efficiency evaluation for text counterfactuals.

Table 2: Case studies on generated text samples.

Counterfactual on Negative sentiment (Yelp)

Query: this is the worst walmart neighborhood market out of any of them
TextBugger: this is the worst walmart neighborhoOd market out of a ny of them
DeepWordBug: this id the wosrt walmart neighobrhood market out of any of htem
xGEMs: that is good walmart market out of any neighborhood

AIP: this is the best walmart neighborhood market for all of them

Counterfactual on Positive sentiment (Amazon)

Query: this item works just as i thought it would

TextBugger: this item wOrks just as i tho ught it would
DeepWordBug: this item wroks just ae i thought it wolud
xGEMs: this item works out poorly just as i thought disappointed
AIP: this item works bad just as i thought it would not play

can be calculated by:
LPR = ||z* 2|, /%, (8)

where || - ||o indicates the Iy norm operation, z* and zo are
the raw feature embeddings respectively for x* and x¢. To
make a fair comparison, we use the same encoder function
G5 for all generated samples to obtain the corresponding
latent representation vectors. In this set of experiments,
the latent dimension is 256 (i.e., K = 256), and the final
LPR value for a particular method is recorded with the aver-
age over 500 testing queries. The relevant numerical results
are presented in Fig. 4. From the experiments, it is noted
that xGEMs and the proposed AIP method significantly out-
perform other baselines, indicating that the corresponding
generated samples actually maintain more robust features
regarding to the query. Furthermore, the proposed AIP is
noted to be slightly better than xGEMSs, which may partially
result from the conditional generation brought by attribute
vector a. This set of results also validate a fact that ad-
versarial samples typically utilize some artifacts to flip the
model decisions, instead of using some robust features.

4.2.3  Efficiency Evaluation.

To compare the efficiency, we record the time consumption
for each method over 500 testing queries in the generation
phase on the same machine. Specifically, we calculate the
average time cost for one query, and further employ this as
the metric to access the efficiency for particular methods.
Fig. 5 shows the relevant experimental results. Based on
the statistics, it is observed that adversarial related meth-
ods (i.e., TextBugger and DeepWordBug) consume less time
per query on average, compared with the counterfactual gen-
eration methods, which is mainly due to the fact that ad-
versarial methods do not need to conduct encoding compu-
tations before sample generation. As for our proposed AIP
method, the time efficiency is roughly the same as the alter-
native xGEMs, but it is significantly better than its random
version AIP_R which needs more iterations to converge.

4.2.4  Qualitative Case Studies.

Here, we present several representative case studies from
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Figure 6: Evaluations for image counterfactual generation.
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Figure 7: Qualitative case studies on generated image samples.

different methods, shown in Tab. 2, aiming to provide a
qualitative comparison for generated text samples. Based
on the Tab. 2, we can see that adversarial texts typically
provide limited insights for humans on counterfactual anal-
ysis, since they mainly make use of the model artifacts to
flip the prediction. Nevertheless, with the samples generated
by xGEMs and AIP, we can easily observe some sentiment
variation regarding to the query instance, which sheds light
on model behaviors and facilitates further human reasoning
on black-box models. Besides, compared with xGEMs, the
proposed AIP method usually can generate more sensible
counterfactuals with the aid of attribute conditions.

4.3 Image Counterfactual Evaluations

In this part, we specifically evaluate the designed frame-
work with AIP on image counterfactual generation. Instead
of simply considering one attribute for conditional gener-
ation in texts, we take multiple attributes into account for
image counterfactuals. In this set of experiments, our target
DNN follows the common CNN architecture and is trained
as a gender classifier, which can classify an input image as
Male or Female. All involved raw images for target DNN
come from the CelebA dataset, and we use 90% data for
training, 5% for development, 5% for testing. The relevant
quantitative results are all illustrated by Fig. 6.

4.3.1 Effectiveness Evaluation.

For the effectiveness assessment, we still use the FR met-
ric indicated by Eq. 7. In the experiments, we set |X,| =
500, and aim to test how many of them can be effectively
flipped with particular methods. Fig. 6(a) illustrates the rel-
evant numerical results, where adversarial method FGSM
performs the best on FR and can flip nearly every test-
ing query. We note that the proposed AIP method ranks
the second, and outperforms other counterfactual genera-

tion methods. Besides, it is also observed that CADEX
and AIP_R performs relatively bad for the image counter-
factual task within certain iterations, even though CADEX
is proved to work well for tabular instances [27].

4.3.2  Quality Evaluation.

Similar to text counterfactuals, we employ the LPR metric,
shown as Eq. 8, to measure the quality of the generated im-
age counterfactuals. In experiments, the latent dimension k
constructed by G'® is 1,024 (i.e., k = 1024), and the LPR
for particular method is recorded by calculating the average
over 500 testing queries. Relevant experimental results are
shown by Fig. 6(b). Based on the LPR comparison, we note
that the samples generated by FGSM and CADEX change
a lot in the latent feature space, because both methods di-
rectly rely on the input perturbation for sample generation.
As for the proposed AIP, it achieves the lowest LPR among
all the alternatives and baselines, and it is significantly bet-
ter than its random version AIP_R.

4.3.3  Efficiency Evaluation.

We similarly employ the average time consumption per query
to evaluate the efficiency aspect for image counterfactual
generation. Specifically, the average time is obtained over
the 500 testing queries randomly selected from the test set.
Fig. 6(c) shows the relevant experimental results. According
to the statistics and comparison, we note that FGSM is the
most efficient one, and xGEMs consumes the least time on
average among all other counterfactual-based methods. As
for the proposed AIP, a competitive efficiency performance
is observed, and is remarkably superior compared with that
of Counter_Vis, CADEX and AIP_R.

4.3.4  Qualitative Case Studies.

To facilitate a qualitative comparison among different meth-
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ods, we specifically show some case studies, illustrated by
Fig. 7. We select several query instances whose model pre-
dictions are female, and then employ different methods to
generate the corresponding image samples which flip the
model decisions for counterfactual purpose. According to
the results, we note that the samples generated by FGSM
and CADEX do not have salient visual changes regarding to
the query instances, which largely limits the human reason-
ing on model behaviors. Among other alternative methods,
it is observed that the proposed AIP is capable of generat-
ing counterfactuals with better visual quality, which present
much smoother transitions from female to male.

4.4 Influence of Hyper-parameter o

In this part, we show some additional results on the influence
of hyper-parameter o in Eq. 3. Other experimental settings
keep unchanged. The relevant results are shown by Fig. 8.

1
-@—-Yelp —-Amazon —&—CelebA

. o
3
S =
0.4 0.4
0.2 0.2
-@-Yelp —#-Amazon —&—CelebA
0 0

0 02040608 1 12141618 2 0 02040608 1 12141618 2

(-4 [»4

Figure 8: Influence of @ on FR and LPR metrics.

Based on the results, we observe that a serves as a knob to
control the effectiveness and sample quality of the designed
framework. To select an appropriate «a, we actually need to
strike a balance between FR and LPR, where the larger the
« is, the lower the effectiveness is and the higher the sam-
ple quality is. Different data types may also have different
trade-off curves.

4.5 Applications

In this part, we focus on some practical scenarios which
may benefit from the counterfactual samples generated by
our designed framework. In particular, we show the appli-
cations of the framework respectively on feature interaction
and data augmentation.

4.5.1 Feature Interaction

Understanding the feature interaction could be very impor-
tant in lots of real-world domains. A typical example is the
bias detection task, where humans aim to find out a related
set of features which can significantly influence the correct-
ness or fairness of model decision. Utilizing our designed
framework for counterfactual analysis can partially help this
practical task. By observing the perturbation scale on at-
tribute vector a of the generated counterfactual, humans
can have a sense on which semantic features contribute sig-
nificantly to the flipping of model decision. To illustrate
the point, we show another case result from the designed
framework with AIP in Fig. 9. Here, we train an age clas-
sifier on the CelebA dataset as our target DNN, and aim
to analyze the feature interaction of a query prediction as
“Old”. Based on the attribute perturbations of the gener-
ated sample, we note that the top semantic attributes are
“Male”, “Bushy_Eyebrows”, “Black_Hair” and “Bangs”, be-
sides the target attribute. This result directly demonstrates

Query Counterfactual

(Old) (Young)

Attribute Perturbation

&

&8

< > &
4 & s
& &F &

Figure 9: Feature interactions for the decision change.

Table 3: Model performance with data augmentation.

Dataset CNN [20] VDCNN [4]
Yelp Tnitial | 82.33% (£ 0.61%) | 83.79% (£ 0.53%)
Augmented | 83.16% (+ 0.57%) | 89.95% (& 0.46%)
Avomon _ Initial | S1.96% (& 0.52%) | 88.55% (& 0.63%)
Augmented | 82.41% (£ 0.49%) | 88.76% (£ 0.55%)

Dataset CNN [13] ResNet [14]
CelobA Tnitial | 87.32% (£ 0.22%) | 90.96% (£ 0.27%)
Augmented | 88.85% (+ 0.21%) | 91.35% (£ 0.25%)

the fact that the “Male” attribute has a strong interaction
with the predicted attribute for this particular query, and
the target DNN exists potential gender bias for its age pre-
dictions. Please note that such feature interaction indicates
the attribute sensitivity for flipping model decisions, instead
of the attribution for predictions, which is different from the
existing local interpretation methods (e.g., LIME [32]).

4.5.2 Data Augmentation

Another application of the designed framework is the data
augmentation for model training. By taking full advan-
tage of the generated counterfactual samples as new train-
ing instances, we aim to obtain better DNN models with
higher performance and robustness. Specifically, to test the
improvement, we train several DNN models on relatively
smaller training sets, which are essentially the subsets of
original data. For the sentiment classifiers on Yelp and Ama-
zon, our initial training size is 20,000, containing 10,000
positive and 10,000 negative reviews. The extra counter-
factual training size is 2,000 whose queries are randomly
selected from the initial training set. For the binary age
classifier on CelebA, we employ a similar setting for train-
ing, where each class includes 10,000 initial samples, and
2,000 generated counterfactual samples are further incor-
porated for augmentation. Relevant experimental results
are shown in Tab. 3. Based on the statistics, we note that
the augmented training with counterfactual samples typi-
cally achieves higher classification accuracies with smaller
variances, which can also be observed under some advanced
DNN structures.

5. RELATED WORK

Generating counterfactuals is just one of interpretation meth-
ods for black-box models, which generally belongs to the
family of interpretable machine learning. According to the
particular problems, interpretation methods can be divided
into the following three categories in general.

The first category of methods aims to answer the “What”-
type questions, i.e., what part of the input mostly contribute
to the model prediction. A representative work in this cat-
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egory is LIME [32], where authors employ linear models to
approximate the local decision boundary and further for-
mulate it as a sub-modular optimization problem for model
interpretation. The feature importance in LIME is obtained
by observing the prediction changes after perturbing input
samples. Related methods can also be found in Anchors [33]
and SHAP [25]. Another common methodology under this
category is to utilize the model gradient information, where
gradients are regarded as an indicator for perturbation sen-
sitivity. Related methods can be found in GradCAM ([36],
Integrated Gradients [40], and SmoothGrad [39].

The second category aims to answer the “Why”-type ques-
tions, i.e., why the input is predicted as label A instead of
B. The methods under this category can be quite different
from the previous ones, since these methods need to consider
two labels simultaneously. There are several different meth-
ods proposed for this problem. For example, the authors
in [5] design a contrastive perturbation method to derive re-
lated positive and negative features of inputs regarding the
concerned label. Besides, a general method based on struc-
tural causal models is proposed in [26] to tackle the problem
in classification and planning scenarios. Also, a generative
framework CDeepEx is designed in [8] to particularly inves-
tigate this problem for images by utilizing GAN.

The third category lies in the “How”-type questions, i.e.,
how to particularly modify the input so as to flip the model
prediction to the preferred label. This problem is a natu-
ral extension of the “Why”-type, and it can somewhat to be
handled by the second category of methods under some sim-
ple scenarios. However, for problems with high-dimension
space, previous categories of methods typically fail due to
the intractable computation for sample modification. Sev-
eral particular methods are raised to solve this issue. For
example, authors in [12] propose a straightforward solution
with image region replacement, which is essentially a feature
replacement process for input with the aid of a distractor. In
work [1], authors novelly use the input itself as the distrac-
tor for feature replacement by utilizing GAN for inpainting.
Besides, generative modeling is another potential way for
this problem, and related methods can be found in [38; 18;
23]. Our work belongs to this branch of methodology.

6. CONCLUSION AND FUTURE WORK

In this paper, we design a framework to generate counterfac-
tual explanation for black-box DNN models specifically with
raw data instances. By taking advantage of the generative
modeling, we effectively construct an attribute-informed la-
tent space for particular data, and further utilize this space
for counterfactual generation. To guarantee the validity of
the generated samples, we propose the AIP method to itera-
tively optimize the specific attribute-informed latent vectors
according to the counterfactual loss term, from which the
counterfactuals can be finally obtained through data recon-
struction. We evaluate the designed framework with AIP
on several real-world datasets, including both texts and im-
ages, and demonstrate its effectiveness, sample quality as
well as efficiency. Future extension of this work may possibly
include the investigation under the “close possible worlds”
assumption, where the goal is to find an optimal set of coun-
terfactuals for a query instead of a single sample. Besides,
employing causal models for counterfactual generation is an-
other promising direction to explore.
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ABSTRACT

Applications of machine learning (ML) to high-stakes pol-
icy settings — such as education, criminal justice, health-
care, and social service delivery — have grown rapidly in
recent years, sparking important conversations about how
to ensure fair outcomes from these systems. The machine
learning research community has responded to this challenge
with a wide array of proposed fairness-enhancing strate-
gies for ML models, but despite the large number of meth-
ods that have been developed, little empirical work exists
evaluating these methods in real-world settings. Here, we
seek to fill this research gap by investigating the perfor-
mance of several methods that operate at different points in
the ML pipeline across four real-world public policy and
social good problems. Across these problems, we find a
wide degree of variability and inconsistency in the ability of
many of these methods to improve model fairness, but post-
processing by choosing group-specific score thresholds con-
sistently removes disparities, with important implications
for both the ML research community and practitioners de-
ploying machine learning to inform consequential policy de-
cisions.

1. INTRODUCTION

There has been a recent increase in the use of machine learn-
ing models to support decisions in high stakes domains with
societal impact, including informing bail decisions |20| |70}
6|, hiring |61/, healthcare delivery |57} 62| and social service
interventions [9} (22| |60]. These decisions affect critical as-
pects of people’s lives and if not done responsibly, can hurt
already vulnerable and historically-disadvantaged communi-
ties. This combination of increased use, increased potential
for improving social outcomes, and increased risk of harm
has prompted questions from researchers, policymakers, cit-
izens, and the media about the role these models can play
in exacerbating (or reducing) existing inequities |36/|58] |54
17], giving rise to a growing area, FairML, focused on deal-
ing with issues of bias and fairness in building and using
machine learning systems. FairML research has grown to
span issues around defining bias in machine learning mod-
els, enumerating a variety of metrics that can be used to
measure model bias |71], detecting instances of it through
audit tools [67]|12|, and methods for reducing (or mitigat-
ing the impact of) bias in ML models [17]. In this work,
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we focus on bias reduction methods, which can be broadly
categorized into three groups based on the stage of analysis
at which they are applied:

1. Pre-processing methods typically involve changing the
data in some manner before building models.

2. In-processing methods typically involve using ML mod-
els/methods that are explicitly designed to deal with
bias in the process of building models, such as using
regularization approaches.

3. Post-processing methods typically involve adjusting scores,

thresholds, or model selection after the model predic-
tions have been generated.

Despite active research and the development of several new
methods in the area of FairML in recent years, there has
been a lack of extensive empirical evaluation across them to
assess their effectiveness on real-world problems and data.
The majority of this research has typically focused on achiev-
ing abstract, general-purpose definitions of fairness, and eval-
uated on benchmark data sets (such as the adult data set
123]) or limited data sets (such as COMPAS [50]). While
that is a reasonable starting point, benchmark data sets of-
ten do not reflect the richness, nuances, and constraints of
real-world problems, making it unclear for both researchers
and practitioners how to assess the applicability and effec-
tiveness of these methods or make decisions around which
ones to use under given circumstances in real-world situa-
tions.

In this paper, we attempt to fill this empirical gap by pre-
senting a comprehensive empirical evaluation of differ-
ent bias reduction strategies over four real-world prob-
lems that come from public policy and social good settings.
We want to emphasize that real-world problems are not just
data sets but rather a combination of business/policy prob-
lems, the corresponding machine learning formulation and
evaluation metrics, an extensive set of features generated
in the feature engineering process, a large and varied set of
ML models and hyperparameters, and a validation method-
ology and metric(s) that mirrors the deployment scenario.
To that end, we describe the analytical formulation for each
of these problems, the feature engineering process, parame-
ters of temporal model selection using a wide variety of ML
models and hyperparameters, and then evaluate the effec-
tiveness of a variety of bias reduction strategies in reducing
specific disparities while preserving as much of the original
evaluation metric of interest as possible. We believe that
this paper not only fills a critical gap today for researchers
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and practitioners of FairML but also provides a framework
for researchers proposing new methods to follow when re-
porting the effectiveness of their work.

2. RELATED WORK

The focus of this paper is not on the entire process of build-
ing ML systems that lead to fair and equitable outcomes
but more narrowly on methods that are used to reduce the
bias in the predictions of ML models. With that focus, as
mentioned earlier, bias reduction methods can be catego-
rized broadly into three categories, based on the phase of
the analysis pipeline to which they are applied: (a) Pre-
processing, (b) In-processing and, (c) Post-processing.

2.1 Pre-processing

Pre-processing approaches assume that the bias in the ML
models is caused by certain variables in the data or by the
distribution of the data being used to train and validate the
ML models. Most of the pre-processing approaches thus try
to modify the data by either removing the sensitive variable
(gender or race for example) or by changing the data distri-
bution (with respect to the sensitive variable) by sampling.
Omission of sensitive variables has been widely explored
in the past [29/|69]. This approach is based on the assump-
tion that if machine learning model is not given the pro-
tected variable as a feature, the model that is trained will not
be dependent on the protected variable, making the model
unbiased. Unfortunately, this assumption is often overly-
optimistic (and violated) in real-world problems where sev-
eral other features, including ones relevant to the prediction
problem, may be strongly correlated with the protected at-
tribute. Recent work has described how omission of sensitive
variables for training models often may not affect bias re-
duction (or even increase biases) despite decreasing model
accuracy |16;/42}24]. Despite these well-documented limita-
tions, we included this strategy in the present exploration of
fairness-enhancing methods because this notion of “fairness
through unawareness” nevertheless persists and has com-
monly been posited by policymakers, decision-makers (in
governments, non-profits, and corporations), and students
we have worked with. Notably, other researchers have pro-
posed more nuanced approaches to modifying the input data
to remove correlations with the protected attribute in addi-
tion to the attribute itself. Although we do not explore this
direction for pre-processing here, we refer the reader to |26]
for an example of this approach in the context of disparate
impact as a measure of fairness.

Resampling involves modifying the distribution of the train-
ing data by either over- or under-sampling examples to re-
duce disparities when the modified data is used in model
training. Calders et al. |15| explored three different sam-
pling techniques to fix existing bias in the data distribution
to ensure that a model (in their case, Naive Bayes) trained
on the modified data is more fair. Similarly, Iosifidis et
al. [39] used clustering across sensitive attribute and labels
to come up with representative training data to train mod-
els, and Kamiran et al. [42] explored multiple techniques
involving sampling and re-weighing of training instances as
pre-processing steps before applying machine learning mod-
els. Other popular preprocessing techniques involve rela-
belling and perturbation [44], details of which we omit from
the paper.

2.2 In-processing

In-processing bias reduction methods generally include regu-
larization or constrained optimization approaches to account
for fairness metrics while solving their underlying classifier’s
optimization problem. Regularization adds penalty terms to
the objective function of the classifier such that it is penal-
ized for unfair solutions, whereas constrained optimization
generally introduces fairness as a hard constraint in order to
directly reject solutions that fail to satisfy fairness criteria.
Kamishima et al. 43| proposed a regularization technique
that uses mutual information of the sensitive attribute and
prediction class, penalizing any increase in conditional prob-
ability on a specific subgroup. Zafar et al. |[75| extended on
this work by introducing fairness constraints into the ob-
jective function of the underlying classifier. One challenge
faced by these approaches, however, is that these constraints
often yield a non-convex objective function, making the opti-
mization problem inherently difficult. To address this issue,
Zafar proposed an efficient method for solving the result-
ing non-convex formulation. Similar techniques for different
fairness metrics and even general classes of metrics have also
been proposed in the literature |18|. Jiang et al. proposed an
approach that minimizes Wasserstein-1 distances between
classifier output and sensitive information [41]. Heidari et
al. proposed a Rawlsian concept of fariness that can be in-
troduced as a constraint into any convex loss-minimization
algorithm [33|. Similar methods have also been extended to
neural-network based models |52| as well as decision trees |3]|.

2.3 Post-processing

Post-processing methods are generally agnostic to the ma-
chine learning models used, and modify the outputs to im-
prove fairness in predictions or classifications. This involves
training meta-models with fairness constraints |18| |25/ or
directly thresholding or modifying model scores to improve
fairness [32}|65|. Hardt et al. proposed methods for direct
post-hoc adjustments to scores (or binary predicted
classes) from trained classifiers to achieve either equalized
odds or equality of opportunity by choosing group-specific
thresholds that meet these fairness goals [32]. Recently, we
have extended on this work, applying similar methods across
a number of policy contexts and finding little or no trade-off
in model accuracy in doing so |65]|64].

Another fairness-enhancing strategy that can be applied on
top of a range of underlying machine learning methods in-
volves decoupling the training or selection of classi-
fiers, as proposed by Dwork and colleagues |25|. This ap-
proach starts from the hypothesis that a model trained to
do well on the entire population might not fully capture dif-
ferences in predictiveness of features or other important pat-
terns across groups and posits that training separate mod-
els for each protected group might better pick up on these
nuances. Because fully decoupling the models might signif-
icantly reduce the available training data (particularly for
small groups), they also suggest exploring different levels of
transfer learning between groups, giving a relative weight
to training examples from the protected group or rest of the
population (so, at the other extreme, one might train models
across the full population, but select best-performing models
for each group rather than a single overall model).

Other authors, including Celis et al [18| as well as Menon
and Williamson [55|, have proposed methods that perform
a constrained optimization to train a meta-model to
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improve the fairness of a prediction score generated by a
model. These methods seem particularly useful where mem-
bership in the protected groups is not known apriori but
can be estimated (for instance, |18| describes estimating a
joint probability distribution over outcomes and sensitive
attributes). However, when group membership is known,
these methods will generally result in stretching or shift-
ing within-group score distributions without reordering in a
manner equivalent to choosing separate thresholds for each
group (for more detail, see our discussion in the supplemen-
tal materials from [64]).

Finally, and perhaps most simply, fairness can be incorpo-
rated into the process of model selection. After training
a large set of different model types and hyperparameter val-
ues, the validation set performance of these different trained
models can be assessed both in terms of traditional accuracy
metrics (such as AUC-ROC, precision@k, or other confusion
matrix based metrics) as well as fairness metrics appropri-
ate to the context. Choosing a model to deploy then be-
comes an optimization problem over two dimensions, with
a Pareto frontier reflecting a menu of potential trade-offs
between these two goals of accuracy and fairness [72|. In
practice, the trade-offs presented by this frontier might be
a function of inherent properties of the data and problem
as well as the extent to which the grid search that was per-
formed covers the possible space of model types and hyper-
parameters. Although relatively straightforward in nature
and implementation, relying entirely on model selection is
somewhat arbitrary as it relies entirely on finding a model
specification that performs well on both fairness and accu-
racy metrics without taking active steps to ensure or im-
prove fairness.

3. COMPARISON SETUP

This section describes our setup to conduct the empirical
evaluation across bias reduction methods. We describe the
specific methods we chose to compare, the policy contexts
for the problems we use to conduct that empirical evalua-
tion, and the specific experimental setup for each real-world
problem (the data used, features generated, models built,
evaluation metric, protected group, and bias metric).

3.1 Methods to Compare

While a large number of bias reduction methods exist in
each category we describe in Section 2 (Pre-processing, In-
processing, and Post-processing), in this paper, we focus on
a few representative methods from each category to compare
with each other. The methods chosen for this study are
described below.

3.1.1 Pre-Processing Methods

Removing the Protected Attribute: For each problem
domain, we define a set of protected attributes and remove
those from the data before performing any ML modeling.
Sampling: We apply sampling to our training sets with
respect to the protected group in three ways: a) changing
the marginal distribution of the protected and non-protected
subgroups, b) changing the label distribution within the pro-
tected and non-protected subgroups, and ¢) changing both
simultaneously. Here, we implemented the six sampling
strategies described in Table [1] reflecting a set of reason-
able a priori hypothesis about how these distributions in
the training data might influence model fairness.

To formalize our sampling approaches, we define Protected
as the protected value/group (such as Race=Black) and
NonProtected as the set of values that are considered Non-
Protected (such as Race=White). The (binary) label vari-
able is represented as Y with values 0 and 1. P°(-) represents
a probability distribution in the original dataset and P’()
represents a probability distribution after resampling. With
those definitions, each of our three sampling settings are:
(A) Balances the data by changing the ratio of Protected
to Non-Protected while preserving the original label distri-
bution within each group.

The goal is to achieve:

P'(NonProtected)

P!(Protected) -«

while preserving the original label distribution within Protected

and NonProtected such that

P'(Y = 1| NonProtected) = P°(Y = 1 | NonProtected)
and P'(Y = 1| Protected) = P*(Y = 1| Protected)

In Table Strategy 1 uses this approach with a = 1.
(B) Balances the label distribution across each subgroup:
Protected and NonProtected. The goal is to achieve:

P'(Y = 1| NonProtected) = Bnp
P'(Y = 1| Protected) = Bp

such that Bup =7
Bp
while preserving the original marginal distributions for Pro-
tected and NonProtected such that:

P'(NonProtected) = P°(NonProtected)
and P'(Protected) = P°(Protected)

In Table Strategy 2 uses this approach (with 8p = np =
0.5 and v = 1), as does Strategy 3 (with Sp = Bnp

P°(Y = 1| NonProtected) and v = 1) and Strategy
(with Bnp = P°(Y = 1| NonProtected) and fp = 0.5).

(C) Adjusts the marginal distribution of Protected and Non-
Protected as well as the label distributions by setting «, Sp,
Bnp, and v as described above.

In Table Strategy 5 uses this approach (with a = 1 and
Bp = Bnp = 0.5) as does Strategy 6 (with « = 1, and
Bp = Bnp = P°(Y = 1| NonProtected)).

Note that in each strategy, in order to balance two distri-
butions, we can either undersample from the majority dis-
tribution or oversample from the minority distribution. In
case of oversampling, we randomly sample (with duplicates
allowed) to generate more examples|!| increasing the total
number of examples as little as possible while achieving the
desired distributions. When undersampling, we remove as
few examples as possible in order to achieve the desired dis-
tributions. Also note that we only sample in each training
set while keeping the distribution of the validation sets the
same as in the original data.

el

'For oversampling, we do not make use of methods such
as SMOTE [19| as each feature might have a specific set of
constraints and this method does not take into account the
overall joint distribution.
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Table 1: Sampling strategies used in this study.

Ratio: Protected Label Dist. Label Dist.
to Non-Protected Protected Non-Protected
1 1:1 Original Original
2 Original 50-50 50-50
.. Same as ..
3 Original Non-Protected Original
4 Original 50-50 Original
1:1 50-50 50-50
6 1:1 Same as Original

Non-Protected

3.1.2 In-Processing Methods

In this paper, we focus on in-processing through constrained
optimization to reduce model disparities. This approach
includes fairness metrics in the objective function and seeks
to produce predictions that maximize accuracy while taking
fairness into account.

Zafar and colleagues [75| |74 proposed a constrained op-
timization method centered on a fairness notion they de-
scribed as “disparate mistreatment.” A model can be said
to have disparate mistreatment when misclassification rate
for the protected and non-protected group are different, and
their work described optimization problems using either False
Positive Rate (FPR) or False Negative Rate (FNR) as a
measurement of misclassification. Formally, this optimiza-
tion problem (for FNR) is defined by:

min L(0)

where, L is the loss function (over model parameters 6), 4
prediction, y original label, z is the protected attribute, and
€ denotes the tolerance boundaries for a fair output.

For our problem settings, we focus on True Positive Rate
(TPR) disparities (also referred to “equality of opportunity”
by Hardt [32|) as the appropriate metric of fairness (see the
discussion on problem settings below, as well as in [66§64]).
However, because TPR = 1 — FN R, we make use of Zafar’s
method to equalize FNR. In doing so, we used a very small
value of € = 0.0001 to find solutions which remove disparities
entirely.

Recently, open source toolkits such as FairLearn [13| have
also been introduced which try to reduce biases, according
to a given metric in classification problems. However, we do
not include FairLearn in this study setting because it only
generates binary predicted class labels rather than a con-
tinuous score. This makes it poorly suited to our problem
settings where we focus on choosing the k highest-risk en-
tities for intervention based on an organization’s resource
constraints (as discussed in more detail below). In other
work, we have explored heuristics such as sampling to select
top k predictions from the output of FairLearn but found
that it performed poorly since it wasn’t designed for that
purpose [68].

3.1.3  Post-Processing Methods

We define the post-processing class of methods as any method
that is applied once the model has been built, typically in ad-

justing the scores that the models produced or using differ-
ent thresholds to create classification decisions. We describe
several such methods above and discuss here the methods
we explored in the present work.

Post-Hoc Adjustments: Here we expand on some of our
recent work |65 /64| using a method to equalize TPRs across
groups while keeping the total number of individuals selected
constant, reflecting the “top k” setting of the policy prob-
lems we consider (see the discussion on problem settings
below for more details). In short, because TPR increases
monotonically with depth in a predicted score, we can find
a single solution (up to randomized tie breaking) with equal-
ized TPR across groups by adjusting the score thresholds for
each group while keeping the total number of individuals
selected constant. In practice, these threshold adjustments
are made on the model scores in one validation split (say,
at time ¢ = 0) to decompose the overall number of indi-
viduals to select by group|“|then these group-specific target
numbers are applied to a subsequent validation set to eval-
uate how well this fairness-enhancing strategy generalizes
into the future. Note that, as mentioned above, some of the
meta-model approaches such as those described in |18; |55
can be shown to be mathematically equivalent to choosing
different score thresholds when protected group membership
is known (rather than modeled) and a unique equitable so-
lution exists, as is the case here. As such, we don’t explore
those methods separately from these post-hoc adjustments
through group-specific thresholding.

Composite Models: Following the proposal of Dwork and
colleagues (25|, we investigated two options for building com-
posite models from models trained or selected for their per-
formance on subgroups. On the one extreme, we simply
used the grid of models trained on the full population but
performed model selection separately for each subgroup (re-
flecting the complete transfer learning approach described
by Dwork). On the other extreme, we trained separate mod-
els just with examples from each subgroup (the fully decou-
pled approach in Dwork) and added these to the model grid
for subgroup-specific model selection. One challenge with
implementing these composite models, however, is that the
scores from the separate models chosen for different sub-
groups have not been calibrated and cannot be assumed to
be comparable. As such, one needs to determine how to ap-
propriately choose a total “top k” set of individuals across
these different models. Because we were making use of these
composite models in the interest of improving fairness, a
natural means of choosing these thresholds was to apply the
same method choosing TPR-equalizing thresholds described
above. It is somewhat challenging to determine whether fair-
ness improvements seen from these composite strategies are
more a result of the group-specific thresholds or decoupling
the model building or selection itself. However, one hope
here would be that the decoupling should improve the accu-
racy of model predictions on the subgroups, so success for
these methods ideally would show not just similar dispar-
ity mitigation to post-hoc adjustments but also improved
overall accuracy metrics at the same level of fairness.

2For instance, if a program can intervene on 100 individuals,
this process might break that down into 75 Black individuals
and 25 white individuals. Because score distributions are
likely to change over time, group-specific “top k” values are
used rather than score thresholds to ensure the total number
of targeted individuals remains fixed.
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Model Selection: As noted above, an additional simple
approach that falls under our umbrella of post-processing
strategies is to account for fairness metrics in the process
of model selection. However, this approach is not only very
sensitive to the machine learning method/hyperparameter
grid explored but also relies on some degree of luck that
specifications with favorable trade-offs will be found. Here,
we explored two options by which fairness could be included
in the model selection process:

e Setting a “Disparity Constraint” reflecting a largest
acceptable disparity. Here, we only consider models
with disparity no higher than a certain value, then
choose the model with the highest precision among
these. Note that it may be possible that no models
have a low enough disparity to meet the criteria, in
which case we choose the model closest to this cut-off
(making it a soft constraint and guaranteeing a model
will always be chosen).

e Setting an “Accuracy Constraint” reflecting a largest
acceptable loss in accuracy to improve fairness. Here,
we only consider models with precision@k within a
given number of percentage points below the best model,
then choose the model with lowest disparity among
these. Note that because this constraint is relative to
the performance of the most-accurate model, there will
always be at least one meeting the criteria, so this is
a hard constraint.

For each type, we explored eight levels of the constraint,
from placing little or no weight on fairness to strongly se-
lecting for fair models. For Disparity Constraints, these in-
cluded allowing disparities up to 5.0, 2.0, 1.5, 1.3, 1.2, 1.1,
1.05, or 1.0 (that is, exact equity). For the Accuracy Con-
straints, these included allowing a decrease in precision of up
to 0.0, 0.05, 0.10, 0.15, 0.20, 0.25, 0.50, and 0.60 percentage
points.

3.2 Problems, Data, and Experimental Setup

Our empirical evaluation of these methods was done on three
real world problems that we have worked on in collabora-
tion with various government agencies. These span mental
health and criminal justice (with Johnson County, Kansas),
housing safety inspections (with San Jose, CA), and educa-
tion outcomes (with the Education Ministry of El Savador).
Since the data for these problems is confidential and not
available publicly, we also replicate this empirical evaluation
on a crowdfunding problem from DonorsChoos¢”’| where the
data is publicly available. This will allow other researchers
and practitioners to replicate our work before applying it
to their own problems. In general, these problem settings
involve six elements:

1. Features: Each project we use in this study went
through an extensive feature engineering process. As
is typically done in real-world ML systems, the features
generated included raw and transformed information
about the entities of interest (such as demographics)
as well as temporal and spatial aggregations (while
respecting temporal boundaries in train and validation
sets to avoid leakage).

3http://wwww.donorschoose.org
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Figure 1: The temporal validation approach used in these
settings to capture the non-stationary nature of the data and
guard against leakage. Time is used to split the available
data into a series of training and validation sets, testing
for generalization performance on “future” data relative to
model training.

2. Label: In each of the problem domains, the decision
on the definition of the label is part of the formulation
process and is done in collaboration with the partner-
ing organization. In all of these problems, the label
was determined by the occurrence of an event at some
point in the future from the time of prediction, for
example, an individual being booked into jail in the
next 12 months or a crowdfunding project failing to
get fully funded in the next 4 months.

3. Train and Validation Splits: Since most real-world
prediction problems are temporal in nature and vio-
late stationary distribution assumptions, we use tem-
poral validation to split our datasets into train and val-
idation sets . These train and validation sets are
usually temporally sequential in nature, where each
candidate model is trained on data from “past” data
and validated on “future” data (see Figurefor a di-
agram).

4. Models: We train a wide variety of model and hy-
perparameter combinations, including logistic regres-
sion, tree-based models, and ensembles such as ran-
dom forests and boosted trees. The reasoning behind
a wide grid was both to understand the effectiveness
of different models along both the “accuracy” and bias
dimensions as well as to provide the model selection
process with as much diversity as possible. The model
types and hyperparameters used for each problem are
listed in Table

5. Choice of Bias Metric: In all of these problems, a
key decision to make is the choice of the appropriate
bias metric(s). We use the Fairness Tree (Figure|2), a
framework developed and used in to inform that
choice. Since in all the problems we describe below, we
are supporting assistive interventions (i.e. reducing
disparities in false negatives is more important than
those in false positives), and have limited resources
to intervene compared to the number of people that
need support, the Fairness Tree framework leads us
to choose Recall (True Positive Rate) Disparity as the
primary bias metric.
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Are your interventions
punitive or assistive?

Punitive
(could hurt individuals)

Assistive
(will help individuals)

A
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for actual outcome

People for whom
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Small Fraction

Can you intervene with
most people with need
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Figure 2: Fairness Tree framework to help identify appropriate fairness metrics based on the intended use. The metrics in the
leaf nodes are: False Negative Rate (FNR), False Omission Rate (FOR), False Negatives Adjusted to Group Size (FN/GS),
Recall/True Positive Rate (TPR), False Positive Rate (FPR), False Discovery Rate (FDR), and False Positives Adjusted to

Group Size (FP/GS).

6. Evaluation Methodology: For each temporal vali-
dation set we calculate the evaluation metric as well as
the bias metric (with respect to the protected group)
for all models. These results are aggregated by calcu-
lating the mean and standard errors.

Each of the four policy problems used for the present em-
pirical evaluation are described in detail below, including
details about the underlying data set, the performance and
fairness metrics of interest, and the protected group for bias
and fairness analysis.

3.2.1 Mental Health Outreach - Johnson County KS

Untreated mental health conditions often result in a nega-
tive spiral, which can culminate in repeated periods of incar-
ceration with long term consequences both for the affected
individual and the community as a whole . Surveys of
inmate populations have suggested a high prevalence of mul-
tiple and complex needs, with 64% of people in local jails
suffering from mental health issues and 55% meeting crite-
ria for substance abuse or dependence . The criminal
justice system is poorly suited to address these needs, yet
houses three times as many individuals with serious mental
illness as hospitals .

Since 2016, Johnson County, KS, has partnered with our
group to help them break this cycle of incarceration by iden-
tifying individuals who might benefit from outreach with
mental health resources and are at risk for future incarcer-
ation. While the Johnson County Mental Health Center
(JCMHC) currently provides services to the jail population,
needs are generally identified reactively, for instance through
screening instruments individuals fill out when entering jail.
The new program being developed will supplement these ex-
isting approaches by adding a new automatic referral system
for people who are at risk of being booked into jail, with the

SIGKDD Explorations

hope that they can be outreached to reduce their risk of
returning to jail.

Through our partnership, we obtained administrative data
from their mental health center, jail system, police arrests,
and ambulance runs. ML modeling was focused on Johnson
County residents with any history of mental health need
who had been released from jail within the past three years.
Early results from this work were described in @] A field
evaluation of the predictive model is ongoing at the time of
this writing, but validation on historical data demonstrated
a 12% improvement over a baseline based on the number
of bookings in the prior year and 4.8-fold increase over the
population prevalence.

3.2.2  Housing Safety Inspections - San Jose, CA

The Multiple Housing team in San Jose’s Code Enforcement
Office is tasked with protecting the occupants of properties
with three or more units, such as apartment buildings, fra-
ternities, sororities, and hotels. They do so by conducting
routine inspections of these properties, looking for every-
thing from blight and pest infestations to faulty construc-
tion and fire hazards (see and for a discussion of
the importance of housing inspections to public health). Al-
though the city of San Jose inspects all of the properties
on its Multiple Housing roster over time, and expects to
find minor violations at many of them, it is important that
they can identify and mitigate dangerous situations early to
prevent accidents. With more than 4,500 multiple housing
properties in San Jose, CA — many of which comprise mul-
tiple buildings and hundreds of units — it is not possible for
the city to inspect every unit every year. San Jose recently
instituted a tiered approach to prioritizing inspections, in-
specting riskier properties more frequently and thoroughly.
Although the tier system helped focus inspections on riskier
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Table 2: Data and Experimental Setup for our four problems.

Mental Health
and Criminal Justice

Housing Safety
Inspections

Student
Outcomes

Education
Crowdfunding

Prediction Task

Jail booking
within the next

Housing unit having
a violation within

Student not
returning to

Project not getting
fully funded within

Feature Groups

Mental Health History
Past Diagnosis
Mental Health Programs
Police Interactions

Building Permits
Past Citations
Past Violations

House Prices

Repeated Grades
Rural/Urban
Academic History
Dropout History

12 months the next year school next year 4 months
Timespan 2013-01-01 to 2019-04-01 | 2011-01-01 to 2017-06-01 2009-01-01 to 2018-01-01 2010-01-01 to 2014-01-01
# of entities 61,192 4,593 801,242 210,310
. Age Relative to Grade
Demographics

Funding Request Details
Donation Details
Past Funding Rates

Model Types and
Hyperparameters
(as specified by
scikitlearn
parameters

used in the
experiments)

Decision Tree
Max Depth:
(1,2.3)

Min Samples Split:
(10, 50, 100)

Random Forest
Num Estimators:
(100, 1000, 5000)

Min Samples Split:
(10, 25, 100)
Max Depth:

(5, 10, 50)

Logistic Regression
Penalty:
(11, 12)
C:
(0.001, 0.01, 0.1, 1, 10)

(gini, entropy)
Max Depth:
(1,2,3,5,10,20,50)
Min Samples Split:
(10, 20, 50, 1000)

Random Forest
Max Features:
(sqrt, log2)
Criteria:
(gini, entropy)
Num Estimators:
(100, 1000, 5000)
Min Samples Split:
(10, 20, 50, 100)
Max Depth:

(2, 5, 10, 20, 50, 100)

Extra Trees
Max Features:
(sqrt, log2)
Criterion:
(gini, entropy)
Num Estimators:
(100, 1000, 5000)
Min Samples Split:
(10, 20, 50, 100)
Max Depth:

(2, 5, 10, 50, 100)
Logistic Regression
Penalty:

(11, 12)

C.

(0.001, 0.01, 0.1, 1, 10)

Decision Tree
Max Depth:
(1, 5, 10, 20, 50, 100)
Min Samples Split:
(2, 5, 10, 100, 1000)

Extra Trees
Num Estimators: (100)
Max Depth: (5, 50)

Logistic Regression
Penalty:
(11, 12)
C.

(0.0001, 0.001, 0.1, 1, 10)

Random Forest
Num Estimators: (100, 500)
Min Samples Split: (2, 10)
Class Weight:
(Balanced Subsample, Balanced)
Max Depth: (5, 50)

Past Jail Incarceration Census Data Gender Project Description
Jail Booking Details Tllness
Family Information
# of Features 3,465 1,657 220 319
Base Rate 0.12 0.43 0.25 0.24
Evaluation Metric Precision@500 Precision@500 Precision@10000 Precision@1000
Decision Tree
Criteria:

Random Forest
Num Estimators:
(100, 500, 1000)
Min Samples Split:
(10, 50)
Max Depth:
(10, 50, 100)

AdaBoost
Num Estimators: (500, 1000)
Decision Tree
Max Depth:
(1, 5, 10, 20, 50, 100)
Min Samples Split:
(2, 5, 10, 100, 1000)

Logisitic Regression
(0.0001, 0.001, 0.01, 0.1, 1, 10)

penalty:
(11, 12)

Train and
Validation Sets

Temporal Block:
4 months

Temporal Block:
2 months

Temporal Block:
1 year

Temporal Block:
3 months

Protected Group

Race

Median Income

Age Relative to Grade

Poverty Level
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properties, the new system has its limitations. The city
evaluates tier assignments for properties infrequently (every
3 to 6 years), and these adjustments require a great deal of
expertise and manual work while leaving out a rich amount
of information.

In order to provide a more nuanced view of properties’ vio-
lation risk over time and allow for more efficient scheduling
of inspections, the Code Enforcement Office partnered with
us to develop a model to predict the risk that a serious vi-
olation would be found if a given property was prioritized
for inspection (similar tools have been developed for allocat-
ing fire inspections in New York |7] and health inspections
in Boston |28]). Evaluation of the model on historical data
indicated that it could provide a 30% increase in precision
relative to the current tier system and the model’s predic-
tive accuracy was confirmed during a 4-month field trial in
2017.

3.2.3  Improving Educational Outcomes - El Salvador

Each year from 2010 through 2016, 15-29% of students en-
rolled in school in El Salvador did not return to school in
the following year. This high dropout rate is cause for se-
rious concern, with significant consequences for economic
productivity, workforce skill, inclusiveness of growth, social
cohesion, and increasing youth risks [11]|8|. El Salvador’s
Ministry of Education has programs available to support
students with the goal of reducing these high dropout rates,
but the budget for these programs is not large enough to
reach every student and school in El Salvador.

Predictive modeling has been deployed to help schools iden-
tify students at risk of dropping out in several contexts
|49} |4} |14 and El Salvador partnered with us in 2018 to
make use of these methods to focus their limited resources
on the students at highest risk of not returning each year.
Student-level data was provided by the Ministry of Edu-
cation, including demographics, urbanicity, school-level re-
sources (e.g., classrooms, computers, etc), gang and drug vi-
olence, family characteristics, attendance records, and grade
repetition. For the present study, we focused on the state
of San Salvador and identifying the 10,000 highest-risk stu-
dents, considering annual cohorts of approximately 300,000
students and drawing on 5 years’ of prior examples as train-
ing data.

3.2.4 Education Crowdfunding - DonorsChoose

Since the projects above used confidential and sensitive data
and were done under data use agreements, we are not able to
make that data publicly available. For our work to be eas-
ily reproducible, we include a fourth problem in this study
where the data is available publicly, focused around crowd-
funding for education by the organization DonorsChoose.
Many schools in the United States, particularly in poorer
communities, face funding shortages [56|. Often, teachers
themselves are left to fill this gap, purchasing supplies for
their classrooms when they have the individual resources to
do so [37]. The non-profit DonorsChoose was founded in
2000 to help alleviate these shortages by providing a plat-
form where teachers post project requests focused on their
classroom needs and community members can make contri-
butions to support these projects. Since 2000, they have
facilitated $970 million in donations to 40 million students
in the United States |2|. However, approximately one third
of all projects posted fail to reach their funding goal.

Here, we make use of a dataset DonorsChoose made pub-
licly available for the 2014 KDD Cup (an annual data sci-
ence competition) including information about projects, the
schools posting them, and donations they received. Be-
cause the other case studies explored here focused on pro-
prietary and often sensitive data shared with us under data
use agreements that cannot be made publicly available, we
included a case study surrounding this publicly-available
dataset. While we have not partnered with DonorsChoose
to deploy the machine learning system described, we other-
wise treated this case study as we would any of our applied
projects. Here, we consider a resource-constrained effort to
assist projects at risk of going unfunded (for instance, pro-
viding a review and consultation) capable of helping 1,000
projects in a 2-month window, focusing on the most recent
2 years’ of data available in the extract (earlier data had far
fewer projects and instability in the baseline funding rates as
the platform ramped up). This dataset is publicly available
at kaggle.com |1].

4. RESULTS

Overall results across the different methods and problems
we evaluated are shown in Figure Each graph shows
the relative performance of models with a given strategy
in terms of the “performance metric” (namely precision@k
on the x-axis) and fairness with respect to the protected
group (namely True Positive Rate or Recall disparities on
the y-axis), with error bars representing the 95% confidence
interval over all temporal validation splits. The ideal model
would have a value of 1.0 for both of these metrics — mod-
els appearing further to the right on the x-axis are more
accurate while those appearing closer to the dashed y=1.0
line are more equitable (departures from this line in either
direction reflect disparities favoring one or the other group).
The blue circle in all of the graphs refers to the Original
model — a term we use to specify the model built and se-
lected only focused on maximizing the accuracy metric. All
the other points are results from the bias reduction methods
that we investigated. Note that in this figure we only include
the best-performing sampling strategies (either in terms of
fairness or accuracy) but discuss and show the wider range
of sampling results in the graphs below. Likewise, we only
show the composite models without decoupled training be-
cause the results from the two strategies were generally sim-
ilar, but discuss and show these results in more detail below
as well. Additionally, model selection approaches are omit-
ted from Figurebecause they generally required consider-
able decreases in precision@k to improve fairness, allowing
us to focus the overall analysis on the nuance between the
other methods (see Figure and the related discussion for
these results).

4.1 Overall Results

Across the four problems, a few general patterns seem to
emerge from our experiments:

1. Considerable disparities, ranging from 30-100%,
were observed in the baseline models for all four
problems. That is, building models which optimize
only for some measure of accuracy consistently resulted
in appreciable biases if fairness was not actively pur-
sued as an outcome. This is not a surprising outcome
and a result that has been demonstrated in various
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studies but an important point to keep in mind when
building ML models.

2. There was considerable variability across strate-
gies and settings in the effectiveness and ability of
the fairness-enhancing methods considered here to re-
move these disparities, with most methods showing
only moderate success or success only in a few set-
tings. Comparisons across these methods is discussed
in more detail below.

3. Only the two approaches which made use of sepa-
rate thresholds across groups (composite mod-
els and post-hoc adjustments) were consistently
successful in removing disparities and did so without
any appreciable loss in model accuracy.

Below we discuss these results in more detail, examining the
performance of each fairness-enhancing approach in turn.

4.2 Effect of Removing Sensitive Attribute

A common misconception in the context of algorithmic fair-
ness is that simply omitting a sensitive attribute can help a
model achieve fair predictions through “unawareness.” Sev-
eral authors |46|/59| have spoken to the fallacy of this con-
cept, both as a result of correlations between protected at-
tributes and other potentially relevant ones and because ac-
cess to the sensitive attribute might help models pick up on
patterns that improve accuracy for the protected group and
result in lower disparities. However, we included this strat-
egy here both for completeness as well as to understand and
demonstrate how this approach might perform in practice.

Unsurprisingly, then, the results in Figureshow this strat-
egy is inconsistent in the magnitude and direction
of its impact across the four problems. Although
omitting the protected attribute did improve model fairness
somewhat in the Education Crowdfunding and Student Out-
comes contexts, in neither case did it fully remove the dis-
parities from the initial model, and in the latter case these
improvements came at the cost of a moderate decrease in
precision@k. Moreover, in the Inmate Mental Health set-
ting, removing the race attribute actually made the models
somewhat less fair on average while in the Housing Safety
context doing so had no effect on either fairness or accu-
racy. Taken together, these results are very consistent with
the notion that “fairness through unawareness” by remov-
ing the sensitive feature cannot be relied upon to
improve the fairness of machine learning models.

4.3 Effect of Sampling

The other pre-processing method we explored involved sam-
pling of the training data. As discussed above, a number
of parameters must be determined in choosing a sampling
strategy: the relative distributions of the protected and
non-protected subgroups, the label distributions within each
group, and whether to over- or under-sample training exam-
ples to achieve the target distribution. Here, we explored six
strategies (Table that reflect combinations of three rea-
sonable hypothesis:

e A 1:1 ratio between protected group and non-protected
group training examples might tell the model to treat
errors in each group as equally important, alleviating
differential error rates.

e Equal label distributions within the two subgroups
might tell the model to not treat protected group mem-
bership as important.

e A 50/50 label distribution in one or both subgroup
might alleviate any issues arising from imbalance in
the training set.

Figure shows the results of applying these six strategies
to the training data in each of the four policy settings. Al-
though resampling of the training data had an impact on the
models in many of the problem settings, there was a consid-
erable inconsistency in the results both across settings and
sampling strategies. In the Education Crowdfunding and
Student Outcomes settings, many (but not all) of the strate-
gies showed improvements in model fairness, while none of
the strategies yielded fair results in the Housing Safety or
Inmate Mental Health settings. Interestingly, this pattern
reflects the results observed when removing the protected
attribute described above, suggesting that both strategies
may be accomplishing the same thing by effectively telling
the model not to treat subgroup membership as important.
Note, in particular, that in the Education Crowdfunding set-
ting, sampling strategies 2, 3, 5, and 6 show improvements
and each of these strategies equalizes the label distribution
across the protected and non-protected subgroups.

Two more general patterns in Figure |5| do seem of note:
First, over- and under-sampling approaches to the sample
sampling strategy appear to yield similar results, suggest-
ing that, at least in these four policy contexts, decreasing
the total number of training examples through undersam-
pling did not have an appreciable impact on model perfor-
mance. Second, strategy 4 yielded particularly variable re-
sults, ranging from little impact to large disparities in either
direction (note that in the Education Crowdfunding setting,
both over- and under-sampling for strategy 4 resulted in
no predicted positives in the protected class, yielding infi-
nite disparities, so this strategy is omitted from the graph).
However, this result might not be too surprising in light of
the fact that this is the only strategy considered here where
we adjusted the label distribution among the protected sub-
group (to 50/50) without changing the distribution of non-
protected subgroup. Depending on the baseline distribution,
of course, this might (or might not) tell the model to see the
protected attribute (or correlated features) as particularly
important as a predictor of the outcome.

Taken together, these results suggest that sampling of the
training data can have an impact on disparities in
the resulting models’ predictions, but that these ef-
fects are both context and parameter dependent.
Without an obvious or consistent pattern for how a given
sampling strategy will translate into changes in fairness met-
rics in a given modeling context, model developers are left
to conduct a search over different values of these sampling
parameters to explore this space in their setting. Even so,
there does not seem to be strong empirical evidence
that a fairness-enhancing solution will be found in a
particular context, or at what cost to model accu-
racy.

4.4 Effect of In-Processing Methods

The in-processing method considered here was proposed by
Zafar and colleagues |75|. Models were trained with a con-
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straint to equalize the false negative rat between the pro-
tected and non-protected group in each setting, with results
shown in Figure@ In general, in-processing failed to appre-
ciably improve the fairness of the models in any of the four
settings, reducing disparities only slightly in three settings
and making them appreciably worse in the fourth (Student
Outcomes).

Importantly, these results should not be seen as an inherent
critique of either Zafar’s method specifically or in-processing
in general, but rather as a mismatch between the currently
available methods using this approach and the common con-
text of resource-constrained problem settings in which a
given number of highest-risk entities must be selected for an
intervention. In-processing methods generally add a fairness
constraint to a classifier that optimizes for overall accuracy
around an implicit threshold of 0.5 (or best-partitioning de-
cision boundary). To select the “top k” for intervention, we
naively threshold the resulting score (or, equivalently, shift
the decision boundary) to yield only k highest-risk predicted
positives. Of course, the fairness constraints used during
model training applied to the original boundary, not the
shifted one. As such, it is not surprising that Zafar’s method
here failed to improve fairness of these models when applied
to a “top k” setting, even if it might perform well in set-
tings without such a constraint. Perhaps for this reason,
other methods such as Microsoft’s Fair Learn [13] only pro-
vide predicted class labels without a continuous score, but
unfortunately those methods are also poorly suited to the
“top k” setting where a small subset of k individuals would
need to be randomly chosen from the predicted positive class
at considerable cost to accuracy/ precision

4.5 Effect of Model Selection

Results of applying fairness-aware model selection in these
contexts are shown in Figure Here, several of the settings
suggest an often considerable trade-off between fairness and
accuracy, with constraints that put more weight on fair-
ness in the model selection process yielding sizable decreases
in precision@k (note that the range of the x-axes for these
graphs is generally much wider than for the results of using
other methods). For instance, in the Education Crowdfund-
ing setting, disparities could be removed through the model
selection process, but at the expense of loosing nearly half of
the model’s precision. In other cases, even large fairness con-
straints in the model selection process failed to remove dis-
parities effectively: even when sacrificing a large amount of
precision in the Inmate Mental Health context, the resulting
models still showed considerable disparities of 1.27 on aver-
age. Likewise, in the Housing Safety context, fairness-aware
model selection failed to reduce the disparities in these mod-
els regardless of constraint type or size. Notably, across all
four contexts, similar results could be obtained by placing
either a soft constraint on the largest acceptable disparity or
a hard constraint on the largest acceptable decrease in pre-
cision@k to improve fairness (represented by different colors
in Figure .

Although on the surface, these results suggest some sem-
blance of the “Pareto Frontier” one might anticipate could

4Note that FNR = 1—TPR, so this constraint is equivalent
equalizing TPR across groups.
SWe explored this package in particular in the Education

Crowdfunding setting in a recent tutorial presented at the
2020 KDD and 2021 AAAT conferences |68].

reflect an inherent trade-off between fairness and accuracy,
it is important to keep in mind that the nature of this
frontier is highly dependent on the model grid over which
this selection process is taking place (that is, other model
type/hyperparameter combinations may perform better on
one or both metrics). Likewise, other approaches at im-
proving model fairness (such as the other methods explored
here) may expand this frontier and allow for considerably
less drastic trade-offs between fairness and accuracy.

4.6 Effect of Post-Hoc Adjustments

Figureshows the results of post-hoc adjustments to equal-
ize TPR across groups by choosing separate, group-specific
thresholds. Across all four policy settings, this approach
consistently improved the fairness of the models, entirely re-
moving the disparities in most cases. Notably, this improved
fairness was achieved with negligible cost in terms of model
accuracy in all four settings. While this lack of fairness-
accuracy trade-off is somewhat surprising on its face, the
“top k” setting likely plays a role here as well. With limited
resources relative to needs, there are many ways to choose
k individuals for intervention with equally high precision,
making it possible to swap some high-risk individuals from
one group with those from another in order to improve fair-
ness without appreciably reducing accuracy. To the extent
that any small trade-offs may exist when making these ad-
justments, they seem to be dominated by variation over time
in the generalization performance of the models, yielding
consistently fair adjusted models without sacrificing accu-
racy (for a more detailed discussion of the lack of trade-offs
with this approach, see our recent work in [64]).

4.7 Effect of Composite Models

The final approach explored here follows Dwork’s proposal
|25 to build composite models, either through separate model
selection or fully decoupled training for each subgroup. Fig-
ure @presents the results of these two strategies in each of
the policy settings. In general, we find these approaches
to perform quite well, consistently reducing the disparities
across all four settings. As noted above, because the un-
calibrated scores of these group-specific models cannot be
assumed to be comparable, we combined the models across
groups by making use of the same process of choosing TPR-
equalizing thresholds as we used to make post-hoc adjust-
ments to single models. As such, the fairness improvements
seen here might either be a result of the composite strategy
itself or the method for choosing thresholds, which, as seen
above was itself very successful in reducing disparities here.
However, if selecting (or training) separate models was ap-
preciably improving model performance for the subgroups,
we might hope to see increases in the overall accuracy of the
composite models relative to the post-hoc adjusted ones in
Figure but the results here do not lend evidence to sup-
port this hypothesis. While there may be a slight improve-
ment in precision@k for the composite model in the Student
Outcomes setting, the difference in that setting is far from
statistically significant and accuracy of the composite mod-
els in other settings is nearly identical to or somewhat lower
than that of the post-hoc adjusted models.

To disentangle the effects of the composite modeling strat-
egy itself from the TPR-equalizing group-specific thresholds
used here, other strategies for choosing and combining the
models across subgroups could be explored, although these
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are complicated somewhat by the requirement of the “top
k” setting here that a total of k entities is selected across
groups. The score threshold yielding the desired number
of entities will vary considerably across pairs of models, so
the appropriate cut-off at which to evaluate model perfor-
mance for one subgroup depends on what models it will be
combined with for other subgroups. As a preliminary exper-
iment, we explored a simplified strategy in which we selected
models for each subgroup based on their performance among
the same number of highest-risk individuals that would have
been selected from a single (non-composite) model. These
group-specific models were combined and then the top k in-
dividuals with the highest scores in the composite model
were chosen with a single score threshold|”| In these initial
experiments, composite models with a single score thresh-
old failed to improve on either the accuracy or fairness of
the original models, lending support to the conclusion that
the improvements observed in Figure@are likely driven by
the TPR-equalizing thresholds used to combine the models
across subgroups.

In most of the problem settings considered here, the com-
posite models with and without fully-decoupled training per-
formed similarly, but the Housing Safety context provides a
notable exception (Figure @c)) Although the composite
approach performs well in this setting, the decoupled strat-
egy shows a considerable loss in precision as well as over-
shooting the necessary adjustment to achieve a fair result
(ending up with bias in the opposite direction). Notably,
the Housing Safety dataset is considerably smaller than the
others used here, with an order of magnitude fewer entities
than the next-largest setting. As observed in [25|, one po-
tential disadvantage to decoupled model training is that the
smaller number of training examples might degrade model
performance, particularly if there are common patterns in
the data that could be learned across groups. We would,
of course, expect this issue to be exacerbated as the overall
number of available examples decreases. Likewise, perform-
ing model selection on relatively small subgroups might be
prone to over-fitting, choosing an overly-optimistic model
specification whose performance reverts to a lower mean
when measuring generalization performance on a future val-
idation set. Such over-optimistic performance estimates for
one subgroup could also affect the recall-balancing thresh-
olds chosen across groups, leading to relatively too many
individuals being chosen from one group and yielding dis-
parities in the final composite model as well.

5. DISCUSSION

The goal of the current work was to build on the exten-
sive recent work in algorithmic fairness by comparing how
the wide variety of proposed fairness-enhancing approaches
and methods perform in the context of real-world problems
in high-stakes policy problems. While our aim was not to
comprehensively include every existing approach, we sought
to sample a wide range of techniques applied at different
phases of the machine learning pipeline by pre-processing
of the input data, in-processing during model training, and

5Note that this approach will likely yield a different number
of individuals in each group than was in process of selecting
the group-specific models, so the assumption being made
here is that these differences will be small enough that the
model performance among each subgroup will not depart
appreciably from what was used during selection.

post-processing of trained models. Similarly, we focus here
on resource-constrained assistive policy contexts where the
optimization problem reflects a “top k” setting and we ar-
gue TPR disparities are an appropriate fairness metric (re-
flecting a concept of “equality of opportunity” as discussed
in [32/65]). While some of the results described here might
not generalize beyond this problem setting, we note that it is
very commonly encountered in high-stakes decisions across
education 4} [49|, healthcare |60|, criminal justice (34|, so-
cial services |10|, as well as many other contexts |48;|73}|22|
7/|28|, and has been the most common formulation encoun-
tered in the more than 100 projects we have been involved
in applying machine learning to social good problems with
government and non-profit partners.

In this setting, pre-processing methods showed decid-
edly mixed and incomnsistent results, with both sam-
pling and omitting the protected attribute improving fair-
ness in some contexts but not others. This inconsistency is
perhaps not entirely surprising given the wide range of po-
tential contributors to disparities at any stage of the machine
learning pipeline |63|, only some of which we might expect
these pre-processing methods to address. Unfortunately, it
seems unclear a priori whether these strategies will be ef-
fective in a given context (or, with sampling, what approach
will work), making them unreliable as a fairness-enhancing
approach.

Similarly, we found little success with removing dis-
parities through in-processing, but, as noted above, ex-
isting methods to add fairness constraints in the process of
model training seem particularly poorly suited to the “top
k” setting. In principle, developing new in-processing meth-
ods better suited to the “top k” setting should be feasible,
but poses particular technical challenges. As other work
developing methods for this setting (without fairness con-
straints) has observed, the loss function in this setting is,
in general, not only non-convex, but discontinuous (as dis-
joint regions of the parameter space yielding exactly k pre-
dicted positives must be connected by regions yielding either
more or fewer than k) [51]. To our knowledge, no meth-
ods presently exist that seek to improve fairness through
in-processing for “top k” models, but we believe this could
be an interesting future research direction.

By contrast, we found consistent success across the four
problems with eliminating disparities using post-hoc
methods. Across all four policy settings considered here,
these improvements in model fairness could be accomplished
without a corresponding trade-off in accuracy. Although
such trade-offs are often assumed to be an inherent aspect
of reducing disparities in machine learning models [26; 76|
16| making this result somewhat surprising, the resource-
constrained nature of these policy settings may contribute
to the lack of trade-off as discussed above. Further, the con-
sistency with which fair predictions could be obtained with-
out cost to accuracy across the settings considered here may
have important implications for policymakers and machine
learning practitioners, reinforcing the moral imperative to
ensure the fairness of models deployed in similar contexts
(see our recent work in [64] for a more detailed discussion of
these policy implications).

Given the success of these post-hoc adjustments across mod-
els and settings, we also investigated whether applying these
adjustments on top of the pre-processing and in-processing
strategies explored here could remove any residual (or newly
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Figure 9: Effect of composite model approaches on model accuracy (precision@k) and fairness (recall disparities). Composite
models were developed by choosing separate models for each subgroup either with or without decoupled training. Error bars

show 95% confidence intervals over validation sets.

introduced) disparities from those methods. Consistently,
post-hoc adjustment by choosing thresholds to equalize TPR
yielded more fair results, even when applied in combination
with other strategies that failed to improve fairness them-
selves. While this result suggests a robustness of this strat-
egy, we did not observe any improvement in model perfor-
mance by combining post-hoc adjustments with other strate-
gies, so we do not see any advantage to doing so in practice.
Finally, we should note the importance of considering the
broader context in which a machine learning model will be
applied. While the work here has focused on improving the
fairness of a model’s predictions, doing so is only one step
in the process of ensuring outcomes of the broader socio-
technical system are themselves equitable. In most policy
contexts, these models are deployed in a manner intended to
inform the decision-making process of a human expert such
as a doctor, case worker, or school administrator, rather
than being fully autonomous. As such, fairness in a model’s
recommendations is not necessarily a guarantee that inter-
ventions will be allocated fairly, depending on how and when
these humans in the loop follow or override them. Further,
the interventions themselves may not be equally effective
for everyone. For instance, additional after-school tutor-
ing might be difficult to attend for students who have work
or family obligations in the afternoons, or programs offered
only in English might not effectively serve individuals for
whom it is not their first language. Likewise, when the la-
bels themselves are measured in inaccurate and disparate
ways, such as using arrests as a proxy for crime commission
|51 1211 |53} |47} |31], measures of fairness that take these la-
bels as “ground truth” will fail to capture these underlying
disparities. Understanding the implications for fairness at
each stage of the process — from label definition through
modeling to decisions and interventions — is essential to
understanding and mitigating biases in deployed machine
learning systems that impact people’s lives. The work here
explores one key aspect of this process, but machine learning
practitioners and the policymakers who deploy and act on
the systems they build must be cognizant of these broader
contextual aspects as well.

6. SUMMARY AND FUTURE WORK

In the present study, we explored the performance of sev-
eral proposed fairness-enhancing methods on reducing bias
and enhancing fairness in general and improving equality
of opportunity (as measured by TPR disparities) in par-
ticular across four real-world policy contexts. Among the

methods considered, we found that post-hoc adjustments
to model scores by choosing TPR~equalizing group-specific
score thresholds was capable of removing disparities without
loss of accuracy in all four settings. Most directly, our re-
sults have implications for practitioners building and deploy-
ing machine learning systems in similar resource-constrained
policy contexts for whom this post-hoc approach should be
both straightforward to implement and likely to improve the
fairness of their models. For the machine learning research
community, we believe this work highlights the importance
of evaluating new methods on real-world problems, in par-
ticular demonstrating a gap with how well-suited current
in-processing methods are to this “top k” setting.
Although we focus here on characteristics of machine learn-
ing problems commonly encountered in high-stakes policy
contexts, it will be important extend this work to other pol-
icy settings, particularly those for which other bias met-
rics beyond TPR disparity are of interest. In particular, we
hope to understand whether the consistent improvements of
the post-hoc adjustments employed here will generalize to
other fairness metrics, especially those which are not guar-
anteed to be monotonically increasing or decreasing with
the model score. Additionally, in all the settings considered
here, the sensitive attribute was known exactly, but this is
not always the case. Unfortunately, many of the approaches
considered in this study (such as sampling, composite mod-
els, and post-hoc adjustment) cannot be directly applied
where there is uncertainty around group membership, and
more work will be required to both extend these methods to
those contexts as well investigate the performance of meth-
ods that are inherently better-suited to them (such as those
described in [18{|55]). Finally, although we sought to sam-
ple a range of fairness-enhancing methods across pre-, in-,
and post-processing approaches, many more methods have
been proposed than we could incorporate in the present work
and continuing to extend upon these findings with additional
methods will be an interesting avenue for future work.
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ABSTRACT

Despite the recent advances in a wide spectrum of appli-
cations, machine learning models, especially deep neural
networks, have been shown to be vulnerable to adversar-
ial attacks. Attackers add carefully-crafted perturbations
to input, where the perturbations are almost imperceptible
to humans, but can cause models to make wrong predic-
tions. Techniques to protect models against adversarial in-
put are called adversarial defense methods. Although many
approaches have been proposed to study adversarial attacks
and defenses in different scenarios, an intriguing and crucial
challenge remains that how to really understand model vul-
nerability? Inspired by the saying that “if you know your-
self and your enemy, you need not fear the battles”, we may
tackle the challenge above after interpreting machine learn-
ing models to open the black-boxes. The goal of model in-
terpretation, or interpretable machine learning, is to extract
human-understandable terms for the working mechanism of
models. Recently, some approaches start incorporating in-
terpretation into the exploration of adversarial attacks and
defenses. Meanwhile, we also observe that many existing
methods of adversarial attacks and defenses, although not
explicitly claimed, can be understood from the perspective
of interpretation. In this paper, we review recent work on
adversarial attacks and defenses, particularly from the per-
spective of machine learning interpretation. We categorize
interpretation into two types, feature-level interpretation,
and model-level interpretation. For each type of interpreta-
tion, we elaborate on how it could be used for adversarial
attacks and defenses. We then briefly illustrate additional
correlations between interpretation and adversaries. Finally,
we discuss the challenges and future directions for tackling
adversary issues with interpretation.

Keywords

Adversarial attacks, adversarial defenses, interpretation, ex-
plainability, deep learning

1. INTRODUCTION

Machine learning (ML) techniques, especially recent deep
learning models, are progressing rapidly and have been in-
creasingly applied in various applications. Nevertheless, con-
cerns have been posed about the security and reliability is-
sues of ML models. In particular, many deep models are sus-

i e
Interpretation
~AD LA

Developer Attacker

U s

How to improve How to attack
robustness? the model?

Figure 1: Interpretation can either provide directions for
improving model robustness or attacking on its weakness.

ceptible to adversarial attacks [1; 2]. That is, after adding
certain well-designed but human imperceptible perturbation
or transformation to a clean data instance, we are able to
manipulate the prediction of the model. The data instances
after being attacked are called adversarial samples. The
phenomenon is intriguing since clean samples and adversar-
ial samples are usually not distinguishable to humans. Ad-
versarial samples may be predicted dramatically differently
from clean samples, but the predictions usually do not make
sense to a human.

The model vulnerability to adversarial attacks has been dis-
covered in various applications or under different constraints.
For examples, approaches for crafting adversarial samples
have been proposed in tasks such as classification (e.g., on
image data [3], text data [4], tabular data [5], graph data [6;
7]), object detection [8], and fraud detection [9]. Adver-
sarial attacks could be initiated under different constraints,
such as assuming limited knowledge of attackers on target
models [10; 11], assuming higher generalization level of at-
tack [12; 13], posing different real-world constraints on at-
tack [14; 15]. Given the advances, several questions could be
posted. First, are these advances relatively independent of
each other, or is there an underlying perspective from which
we can discover the commonality behind them? Second,
should adversarial samples be seen as the negligent corner
cases that could be fixed by putting patches to models, or
are they deeply rooted in the internal working mechanism
of models that it is not easy to get rid of?

Motivated by the idiom that “if you know yourself and your
enemy, you need not fear the battles” from The Art of War,
in this paper, we answer the above questions and review the
recent advances of adversarial attack and defense approaches
from the perspective of interpretable machine learning. The
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relation between model interpretation and model robustness
is illustrated in Figure 1. On the one hand, if adversaries
know how the target model works, they may utilize it to
find model weakness and initiate attacks accordingly. On
the other hand, if model developers know how the model
works, they could identify the vulnerability and work on
remediation in advance. Interpretation refers to the human-
understandable information explaining what a model has
learned or how a model makes predictions. Exploration of
model interpretability has attracted many interests in re-
cent years, because recent machine learning techniques, es-
pecially deep learning models, have been criticized due to
lack of transparency. Some recent work starts to involve in-
terpretability in the analysis of adversarial robustness. Also,
although not being explicitly specified, in this survey, we
will show that many existing adversary-related work can be
comprehended from another perspective as an extension of
model interpretation.

Before connecting the two domains, we first briefly intro-
duce the subjects of interpretation to be covered in this pa-
per. Interpretability is defined as “the ability to explain or to
present in understandable terms to a human [16]”. Although
a formal definition of interpretation still remains elusive [16;
17; 18; 19], the overall goal is to obtain and transform infor-
mation from models or their behaviors into a domain that
human can make sense of [20]. For a more structured analy-
sis, we categorize existing work into two categories: feature-
level interpretation and model-level interpretation, as shown
in Figure 2. Feature-level interpretation targets to find the
most important features in a data sample for its predic-
tion. Model-level interpretation explores the functionality
of model components, and their internal states after being
fed with input. This categorization is based on whether the
internal working mechanism of models is involved in inter-
pretation.

Following the above categorization, the overall structure of
this article is organized as below. To begin with, we briefly
introduce different types of adversarial attack and defense
strategies in Section 2. Then, we introduce different cate-
gories of interpretation approaches, and demonstrate in de-
tail how interpretation correlates to the attack and defense
strategies. Specifically, we discuss feature-level interpreta-
tion in Section 3 and model-level interpretation in Section 4.
After that, we extend the discussion to additional relations
between interpretation and adversarial aspects of models in
Section 5. Finally, we discuss some opening challenges for
future work in Section 6.

2. ADVERSARIAL MACHINE LEARNING

Before understanding how interpretation helps adversarial
attack and defense, we first provide an overview of existing
attack and defense methodologies.

2.1 Adversarial Attacks

In this subsection, we introduce different types of threat
models for adversarial attacks. The overall threat models
may be categorized under different criteria. Based on dif-
ferent application scenarios, conditions, and adversary ca-
pabilities, specific attack strategies will be deployed.

2.1.1 Untargeted vs Targeted Attack

Based on the goal of attackers, the threat models can be clas-
sified into targeted and untargeted ones. For targeted attack,
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Figure 2: Illustration of feature-level interpretation and
model-level interpretation for a deep model.

it attempts to mislead a model’s prediction to a specific class
given an instance. Let f denote the target model exposed
to adversarial attack. A clean data instance is xo € X, and
X is the input space. We consider classification tasks, so
f(x0) =¢,c € {1,2,...,C}. One way of formulating the task
of targeted attack is as below [2]:

3131€i}r{1 d(x,%0), st. f(x)=¢ (1)

where ¢ # ¢, and d(x,Xo) measures the distance between
the two instances. A typical choice of distance measure is
I, norms, where d(x,x0) = ||x — Xo||p. The core idea is to
add small perturbation to the original instance x¢ to make
it being classified as ¢’. However, in some cases, it is impor-
tant to increase the confidence of perturbed samples being
misclassified, so the task may also be formulated as:

max for(x), st.d(x,x0) <8 (2)

where f./(x) denotes the probability or confidence that x is
classified as ¢’ by f, and ¢ is a threshold limiting perturba-
tion magnitude. For untargeted attack, its goal is to prevent
a model from assigning a specific label to an instance. The
objective of untargeted attack could be formulated in a sim-
ilar way as targeted attack, where we just need to change
the constraint as f(x) # c¢ in Equation 1, or change the
objective as minkex f.(x) in Equation 2.

In some scenarios, the two types of attacks above are also
called false positive attack and false negative attack. The
former aims to make models misclassify negative instances
as positive, while the latter tries to mislead models to clas-
sify positive instances as negative. False positive attacks
and false negative attacks sometimes are also called Type-I
attacks and Type-II attacks, respectively.

2.1.2 One-Shot vs Iterative Attack

According to practical constraints, adversaries may initiate
one-shot or iterative attacks to target models. In one-shot
attack, they have only one chance to generate adversarial
samples, while iterative attack could take multiple steps to
find the better perturbation direction. Iterative attacks can
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generate more effective adversarial samples than one-shot
attacks. However, it also requires more queries to the target
model and more computation to initiate each attack, which
may limit its application in some computational-intensive
tasks.

2.1.3 Data-Dependent vs Universal Attack

According to information sources, adversarial attacks could
be data-dependent or data-independent. In data dependent
attack, perturbations are customized based on the target in-
stance. For example, in Equation 1, the adversarial sample
x is crafted based on the original instance xo. However, it is
also possible to generate adversarial samples without refer-
ring to the input instance, and it is also named as universal
attack [12; 21]. The problem can be abstracted as looking
for a perturbation vector v so that

f(x+v)# f(x) for “most” x € X. (3)

We may need a number of training samples to obtain v, but
it does not rely on any specific input at test time. Adversar-
ial attacks can be implemented efficiently once the vector v
is solved.

2.1.4  Perturbation vs Replacement Attack

Adversarial attacks can also be categorized based on the way
of input distortion. In perturbation attack, input features
are shifted by specific noises so that the input is misclassified
by the model. In this case, let x* denote the final adversarial
sample, then it can be obtained via

x" =x0 + Ax, (4)

and usually ||Ax]|, is small.

In replacement attack, certain parts of the input are replaced
by adversarial patterns. Replacement attack is more natural
in physical scenarios. For example, criminals may want to
wear specifically designed glasses to prevent them from being
recognized by computer vision systems 1. Also, surveillance
cameras may fail to detect persons wearing clothes attached
with adversarial patches [14]. Suppose v denotes the adver-
sarial pattern, then replacement attack can be represented
by using a mask m € {0,1}*°/, so that

x"=%x0(1l-m)+vOm (5)
where the symbol ® denotes element-wise multiplication.

2.1.5 White-Box vs Black-Box Attack

In white-box attack, it is assumed that attackers know ev-
erything about the target model, which may include model
architecture, weights, hyper-parameters, and even training
data. White-box attacks help to discover intrinsic vulner-
abilities of the target model. It works in ideal cases repre-
senting the worst scenario that defenders have to confront.
Black-box attack assumes that attackers are only accessi-
ble to the model output, just like regular end-users. This
is a more practical assumption in real-world scenarios. Al-
though a lot of detailed information about models is oc-
cluded, black-box attacks still pose a significant threat to
machine learning systems due to the transferability prop-
erty of adversarial samples discovered in [11]. In this sense,
an attacker could build a new model f’ to approximate the

Thttps://www.inovex.de/blog/machine-perception-face-
recognition/

target model f, and adversarial samples created on f’ could
still be effective to f.

2.2 Defenses Against Adversarial Attacks

In this subsection, we briefly introduce the basic idea of
different defense strategies against adversaries.

2.2.1 Input Denoising

As adversarial perturbation is a type of human-imperceptible
noise added to data, then a natural defense solution is to fil-
ter it out, or to use additional random transformation to
offset adversarial noise. It is worth noting that f,, could
be added prior to model input layer [22; 23; 24], or as an
internal component inside the target model [25]. Formally,
for the former case, given an instance x* which is probably
affected by adversaries, we hope to design a mapping fp,
so that f(fm(x")) = f(x0). For the latter case, the idea
is similar except that f is replaced by certain intermediate
layer output h.

2.2.2 Model Robustification

Refining the model to prepare itself against a potential threat
from adversaries is another widely applied strategy. The
model refinement could be achieved from two directions:
changing the training objective, or modifying the model
structure. Some examples of the former one include adver-
sarial training [2; 1], and replacing empirical training loss
with robust training loss [26]. The intuition behind it is to
consider in advance the threat of adversarial samples during
model training, so that the resultant model gains robust-
ness from training. Examples of model modification include
model distillation [27], applying layer discretization [28],
controlling neuron activations [29]. Formally, let f’ denote
the robust model, the goal is to make f'(x*)) = f'(x0) = y.

2.2.3 Adversarial Detection

Unlike the previous two strategies where we hope to discover
the true label given an instance, adversarial detection tries
to identify whether the given instance is polluted by adver-
sarial perturbation. The general idea is to build another
predictor fg, so that fq(x) = 1 if x has been polluted, and
otherwise f4(x) = 0. The establishment process of fq could
follow the normal routine of building a binary classifier [30;
31; 32].

Input denoising and model robustification methods proac-
tively recover the prediction from influences of adversarial
attacks by focusing on modifying the input data and model
architectures, respectively. Adversarial detection methods
passively decide whether the model should make predictions
against the input in order not to be fooled. Implementa-
tions of proactive strategies are usually more challenging
than passive ones.

3. FEATURE-LEVEL INTERPRETATIONIN
ADVERSARIAL MACHINE LEARNING

Feature-level interpretation is a widely used post-hoc method
to identify feature importance for a prediction result. It fo-
cuses on the end-to-end relation between input and output,
instead of carefully examining the internal states of mod-
els. Some examples include measuring the importance of
phrases of sentences in text classification [33], and pixels in
image classification [34]. In this section, we will discuss how
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Figure 3: Interpretation naturally unveils the direction of
adversarial perturbation (g denotes the local interpreter).

this type of interpretation correlates with the attack and
defense of adversaries, given that many works on adversar-
ial machine learning do not analyze adversaries from this
perspective.

3.1 Feature-Level Interpretation for Under-
standing Adversarial Attacks

In this part, we will show that many feature-level interpreta-
tion techniques are closely coupled with existing adversarial
attack methods, thus providing another perspective to un-
derstand adversarial attacks.

3.1.1 Gradient-Based Techniques

Following the notations in previous discussion, we let f.(xo)
denote the probability that model f classifies the input in-
stance xo as class ¢. One of the intuitive ways to under-
stand why such prediction is derived is to attribute predic-
tion f.(xo) to feature importance in x¢. According to [35],
fe(x0) can be approximated with a linear function surround-
ing x¢ by computing the first-order Taylor expansion:

Fe(x) & fe(x0) +we - (x — x0) (6)

where w, is the gradient of f. with respect to input at xo,
ie., we = Vxfe(%0). From the interpretation perspective,
w,. entries of large magnitude correspond to the features
that are important around the current output.

However, another perspective to comprehend the above equa-
tion is that, the interpretation w. also indicates the most
effective direction to change the prediction result by per-
turbing input away from x¢. If we let Ax = x — x¢9 x —wg,
we are attacking the model f with respect to the input-label
pair (xo,c¢). Such perturbation method is closely related to
the Fast Gradient Sign (FGS) attacking method [1], where:

Ax = € sign(VxJ(f,x0,¢)), (7)

except that (1) FGS computes the gradient of a certain cost
function J nested outside f, and (2) it applies an additional
sign() operation on gradient for processing images. How-
ever, if we define J with cross entropy loss, and the true
label of xq is ¢, then

1
fe(xo)
which points to exactly the opposite direction of interpre-
tation w.. The high-level idea behind this case is that, if
the interpretation of a model is known, a straightforward

way to undermine the model is to remove the important
information or components relevant to the interpretation.

ij(f, XO’C) = —Vx lngC(XO) = - vaC(x0)7 (8)

the gradient saturates

Raw Gradient

Integrated Gradient |

4

Baseline point‘

Figure 4: Raw gradients only consider the local sensitivity
of output to input value changes, which could be limited in
measuring the contribution of a feature to the prediction.

The traditional FGS method is proposed under untargeted
attacks, where the goal is to impede input from being cor-
rectly classified. For targeted attack, where the goal is to
misguide the model prediction towards a specific class, a typ-

ical way is Box-constrained L-BFGS (L-BFGS-B) method [2].

Assume ¢ is the target label, the problem of L-BFGS-B is
formulated as:

argmin o - d(x,%0) + J(f,x,c) (9)
xeX

where d is considered to control the perturbation distance,
and X is the input domain (e.g., [0, 255] for each channel of
image input). The goal of attack is to make f(x) = ¢/, while
making d(x,xo) to be small. Suppose we apply gradient
descent to solve the problem, and xg is the starting point.
Similar to the previous discussion, if we define J as the cross
entropy loss, then

—VxJ(f,X0,¢")) = Vxlog for (X0) X Wer . (10)

On one hand, w. locally and linearly interprets f./(xo), and
it also serves the most effective direction to make xo towards
being classified as c’.

According to the taxonomy of adversarial attacks, the two
scenarios discussed above can also be categorized into: (1)
one-shot attack, since we only perform interpretation once,
(2) data-dependent attack, since the perturbation direction
is related with x¢, (3) white-box attack, since model gradi-
ents are available. Other types of attack could be crafted if
different interpretation strategies are applied, which will be
discussed in later sections.

Improved Gradient-Based Techniques. The interpre-
tation methods based on raw gradients, as discussed above,
are usually unstable and noisy [36; 37]. The possible reasons
include: (1) the target model’s prediction function itself is
not stable; (2) gradients only consider the local output-input
relation so that its scope is too limited (Figure 4); (3) the
prediction mechanism is too complex to be approximated
by a linear substitute. Some approaches for improving in-
terpretation (i.e., potential adversarial attack) are as below.

e Region-Based Exploration: To reduce random noises
in interpretation, SmoothGrad is proposed in [38], where
the final interpretation w., as a sensitivity map, is ob-
tained by averaging multiple interpretation results of in-
stances sampled around the target instance xo, i.e., w. =
2o N (x0) mec(x/). The averaged sensitivity map
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will be visually sharpened. A straightforward way to ex-
tend it for adversarial attack is to perturb input by re-
versing the averaged interpretation. Furthermore, [39] de-
signed a different strategy by adding a step of random per-
turbation before gradient computation in attack, to jump
out of the non-smooth vicinity of the initial instance. Spa-
tial averaging is a common technique to stabilize output.
For example, [40] applies it as a defense method to derive
more stable model predictions.

e Path-Based Integration: To improve interpretation and
consider a broader input scope, [41] proposes Integrated
Gradient (InteGrad). After setting a baseline point x°,
e.g., an all-black image in classification tasks, the inter-
pretation is defined as:

(x0 —x")

D d
se= 020 S (VA + k0 —x), (1)

which is the weighted sum of gradients along the straight-
line path from xo to the baseline point x°. Let s.(m)
denote the m-th entry of s., then the prediction function
could be decomposed as below:

Je) ~ o) + D selm),

m=1

(12)

which is different from the decomposition in Eq 6. Here
sc(m) denotes the contribution of the m-th feature to the
prediction result. Therefore, a new type of adversarial
attack could be conducted by deleting or removing those
features with high contribution scores. This type of fea-
ture deletion or feature occlusion attack is different from
FGS that perturbs feature values.

Interestingly, although in many cases gradient-based inter-
pretation is intuitive as visualization to show that the model
is functioning well, it may be an illusion since we can easily
transform interpretation into adversarial perturbation.

3.1.2 Distillation-Based Techniques

The interpretation techniques discussed so far require gradi-
ent information Vx f from models. Meanwhile, it is possible
to extract interpretation without querying a model f more
than f(x). This type of interpretation method, here named
as the distillation-based method, can also be used for ad-
versarial attacks. Since no internal knowledge is required
from the target model, they are usually used for black-box
attacks.

The main idea of applying distillation for interpretation is
to use an interpretable model g (e.g., a linear model) to
locally mimic the behavior of the target deep model f [42;
43]. Once we obtain g, existing white-box attack methods
could be applied to craft adversarial samples [5]. In addition,
given an instance xg, to guarantee that g more accurately
mimics the behaviors of f, we could further require that g
locally approximates f around the instance. The objective
is thus as below:

min £(f, g,%0) + o C(g), (13)

where £ denotes the approximation error around xo. For

example, in LIME [44]:

Y exp(—d(xo, x)If(x) = g(x))I3,

x' €N (x0)

‘C(fag7 XO) =

(14)

and N (x0) denotes the local region around x¢. In addition,
LEMNA [45] adopts mixture regression models for g and
fused lasso as regularization C'(g). After obtaining g, we can
craft adversarial samples targeting g by removing important
features or perturbing input towards the reversed direction
of interpretation. According to the property of transferabil-
ity [11], an adversarial sample that successfully fools g is
also likely to fool f. The advantages are two-fold. First, the
process is model-agnostic and does not assume availability
to gradients. It could be used for black-box attacks or at-
tacking certain types of models (such as tree-based models)
that do not use gradient backpropagation in training. Sec-
ond, one-shot attacks on g could be more effective thanks to
the smoothness term C/(g) as well as extending the consid-
eration to include the neighborhood of x¢ [46]. Thus, it has
the potential to make defense methods based on obfuscated
gradients [47] to be less robust. However, the disadvantage
is that crafting each adversarial sample requires higher com-
putation cost.
In certain scenarios, it may be beneficial to make adversarial
patterns understandable to humans as real-world simulation
when identifying model vulnerability. For example, in au-
tonomous driving, we need to consider physically-possible
patterns that could cause misjudgment of autonomous ve-
hicles [48]. One possible approach is to encourage adver-
sarial instances to fall into the data distribution [49], which
could be implemented through a regularization term ||xo +
Ax — AE(x0+ Ax)||3, where AE(-) denotes an autoencoder.
By minimizing the normalization term, the perturbed data
X0+ Ax can be well modeled by the autoencoder, which im-
plies that it is close to the data manifold. Another strategy
is to predefine a dictionary, and then make the adversarial
perturbation to match one of the dictionary tokens [48], or
a weighted combination of the tokens [50].

3.1.3  Influence-Function Based Techniques

Instead of measuring feature importance (e.g., feature sensi-
tivity, feature contribution) as explanations, influence func-
tions provide a new perspective by measuring the impor-
tance of data instances. Suppose X1, X2, ..., Xy are the
training instances, and 6 denotes the model parameters. Let
L(xn, 6) be the loss on a single instance, and + 271:]:1 L(xn,0)
be the overall empirical loss. The optimal parameters are
given by 6 = argmin, 25:1 L(xn,0). According to [51],
influence function could be used to answer several questions:
(1) how model parameters 6 would change if an instance xj,
is removed, (2) how model prediction on a test point Xyest
would change if an instance x,, is removed, (3) how model
prediction would change if an instance x,, is modified. By
answering the third question, through experimental demon-
stration, the paper shows that after injecting perturbed data
instances into the training set (i.e., data poisoning), the new
model will make wrong predictions on some test points.

In explanations derived from influence functions, the fun-
damental unit is the data instance instead of the feature.
Therefore, it seems difficult to directly utilize explanation
results from influence functions to initiate adversarial at-
tacks. However, in graph analysis, influence functions are
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useful in studying the importance of graph components (e.g.,
nodes and edges) that can be regarded as the “features” of
the graph. A graph can be denoted as G = {V, £}, where
V = {v1,v2,...,un} is the set of nodes, and £ is the set of
edges. Each edge is denoted as (v;,v;) € £. An important
task in graph analysis is node embedding, where we learn an
embedding vector for each node. The embedding vectors can
be used in downstream tasks such as node classification and
link prediction. One of the fundamental requirements for
learning embeddings is that the embeddings of nodes that
are connected or have similar contexts (e.g., similar neigh-
bors) should be close to each other. By utilizing influence
functions, it is possible to identify how adding or deleting
an edge would change the node embeddings [52]. The addi-
tion or deletion of a small number of edges can be seen as
adversarial attacks on graph data.

3.2 Feature-Level Interpretation for
Adversarial Defenses

The feature-level interpretation could be used for defense
against adversaries through adversarial training and detect-
ing model vulnerability.

3.2.1 Model Robustification With Feature-Level
Interpretation

The feature-level interpretation could help adversarial train-
ing to improve model robustness. Adversarial training [1; 3]
is one of the most applied proactive countermeasures to im-
prove the robustness of the model. Feature-level interpreta-
tion could help in crafting adversarial samples to unveil the
weakness of the model. The adversarial samples are then
injected into the training set for data augmentation. The
overall loss function can be formulated as:

min Exyyep [0 (f(x),9) + (1 =) J(f(x),9)].  (15)

In the scenario of adversarial training, feature-level interpre-
tation helps in preparing adversarial samples x*, which may
refer to any method discussed in Section 3.1.1 and Section
3.1.2. Although such an attack-and-then-debugging strat-
egy has been successfully applied in many traditional cy-
bersecurity scenarios, one key drawback is that it tends to
overfit the specific approach that is used to generate x*.
Therefore, the adversarial training is usually conducted for
multiple rounds.

To train more robust models, some optimization based meth-
ods have been proposed. [26] argues that traditional Empir-
ical Risk Minimization (ERM) fails to yield models that are
robust to adversarial instances, and proposed a min-max
formulation to train robust models:

]f]flfil’l ]E(x,y)ED [érgg’}}(( J(X + 67 y)]’ (16)

where AX denotes the set of allowed perturbations. It for-
mally defines adversarially robust classification as a learn-
ing problem to reduce adversarial expected risk. This min-
max formulation provides another perspective on adversar-
ial training, where the inner task aims to find adversarial
samples, and the outer task retrains model parameters. [39]
further improves its defense performance by crafting adver-
sarial samples from multiple sources to augment training
data. [53] further identifies a trade-off between robust classi-
fication error and natural classification error, which provides

Adversarial

Clean

Figure 5: The interpretation of an adversarial sample may
differ from the one of a clean sample. Top-left: a normal
example from the shirt class of Fashion-MNIST dataset.
Bottom-left: the explanation map for the classification.
Top-right: an adversarial example, originally from the san-

dal class, that is misclassified as a shirt. Bottom-right: the
explanation map for the misclassification.

Input
Instance
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a solution to reduce the negative effect on model accuracy
after adversarial training.

Besides adversarial training, in more cases, feature-level in-
terpretation plays the role of providing motivation for ro-
bust learning. For example, empirical interpretation results
pointed out, that an intriguing property of CNN is its bias
towards texture instead of shape information when making
predictions [54]. To tackle this problem, [55] proposes Info-
Drop, a plug-in filtering method to remove texture-intensive
information during forward propagation of CNN. Feature
map regions with low self-information, i.e., regions with tex-
ture patterns that contain less “surprise”, tend to be filtered
out. In this way, the model will pay more attention to re-
gions such as edges and shapes, and be more robust under
various scenarios including adversaries.

3.2.2 Adversarial Detection With Feature-Level
Interpretation

In the scenario where a model is subject to adversarial at-
tacks, interpretation may serve as a new type of information
for directly detecting adversarial patterns. The motivation
is illustrated in Figure 5. In the adversarial image which
originally shows a shoe, although the model classifies it as
a shirt, its interpretation result does not resemble the one
obtained from the clean image of a shirt. A straightforward
way to distinguish interpretations is to train another clas-
sifier as the detector trained with interpretations of both
clean and adversarial instances, paired with labels indicat-
ing whether the sample is clean [56; 57; 58; 59]. Specifically,
[59] directly uses gradient-based saliency map as interpreta-
tion, [58] adopts the distribution of Leave-One-Out (LOO)
attribution scores, while [57] proposes a new interpretation
method based on masks highlighting important regions. [60]
proposes an ensemble framework called X-Ensemble for de-
tecting adversarial samples. X-Ensemble consists of multiple
sub-detectors, each of which is a convolutional neural net-
work to classify whether an instance is adversarial or benign.
The input to each sub-detector is the interpretation of the
instance’s prediction. More than one interpretation method
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is deployed, so there are multiple sub-detectors. A random
forest model is then used to combine sub-detectors into a
powerful ensemble detector.

In more scenarios, interpretation serves as a diagnostic tool
to qualitatively identify model vulnerability. First, we could
use interpretation to identify whether inputs are affected by
adversarial attacks. For example, if the interpretation re-
sult shows that unreasonable evidence has been used for
prediction [61], then it is possible that there exist suspicious
but imperceptible input patterns. Second, interpretation
may reflect whether a model is susceptible to adversarial
attack. Even given a clean input instance, if the interpre-
tation of model prediction does not make much sense to
humans, then the model is at the risk of being attacked.
For example, in a social spammer detection system, if the
model regards certain features as important, but they are
not strongly correlated with maliciousness, then attackers
could easily manipulate these features without much cost
to fool the system [5]. Also, in image classification, CNN
models have been demonstrated to focus on local textures
instead of object shapes, which could be easily utilized by at-
tackers [54]. An interesting phenomenon in image classifica-
tion is that, after refining a model with adversarial training,
feature-level interpretation results indicate that the refined
model will be less biased towards texture features [62].
Nevertheless, there are several challenges that impede the
intuitions above from being formulated to formal defense
approaches. First, the interpretation itself is also fragile in
neural networks. Attackers could control prediction and in-
terpretation simultaneously via indistinguishable perturba-
tion [63; 64]. Second, it is difficult to quantify the robustness
of a model through interpretation [36]. Manual inspection of
interpretation helps discover defects in model, but visually
acceptable interpretation does not guarantee model robust-
ness. That is, defects in feature-level interpretation indicate
the presence but not the absence of vulnerability.

4. MODEL-LEVEL INTERPRETATION IN
ADVERSARIAL MACHINE LEARNING

In this review, model-level interpretation is defined with
two aspects. First, model-level interpretation aims to fig-
ure out what has been learned by intermediate components
in a trained model [65; 35], or what is the meaning of differ-
ent locations in latent space [66; 67; 68]. Second, given an
input instance, model-level interpretation unveils how the
input is encoded by those components as latent represen-
tation [66; 67; 23; 25]. In our discussion, the former does
not rely on input instances, while the latter is the opposite.
Therefore, we name the two aspects as Model Component In-
terpretation and Representation Interpretation respectively
to further distinguish them.

4.1 Model Component Interpretation for
Understanding Adversarial Attacks

In deep models, model component interpretation can be de-
fined as exploring the visual or semantic meaning of each
neuron. A popular strategy to solve this problem is to re-
cover the patterns that activate the neuron of interests at a
specific layer [69; 35]. Following the previous notations, let
h(x) denote the activation degree of neuron h given input
X, the perceived pattern of the neuron can be visualized by

Beer

Figure 6: Examples of adversarial attacks after applying
model-level interpretation. Upper: Targeted universal per-
turbation. Lower: Universal replacement attack.

solving the problem below:

argmax h(x') — o - C(x), (17)

where C(-) such as || - || or || - ||]2 acts as regularization.
Conceptually, the result contains patterns that neuron h is
sensitive to. If we choose h to be f., then the resultant
x’ illustrates class appearances learned by the target model.
Another discussion about different choices of h, such as neu-
rons, channels, layers, logits and class probabilities, is pro-
vided in [70]. Similarly, we could also formulate another
minimization problem

argmin h(x') + a - C(x'), (18)

x/

to produce patterns that prohibit activation of certain model
components or prediction towards certain classes.
The interpretation result x’ is highly related with several
types of adversarial attacks, with some examples shown in
Figure 6.

e Targeted-Universal-Perturbation Attack: If we set
h to be class relevant mapping such as f., and solve Eq. 17
to get the interpretation, then x’ can be directly added
to target input instance as targeted perturbation attack.
That is, given a clean input xg, the adversarial sample x*
is crafted simply as x* = x¢ + A - x’ to make f(x*) = c.
It belongs to universal attack, because the interpretation
process in Eq.17 does not utilize any information of the
clean input. An example is shown in the upper row of
Figure 6. A clean image is classified as “dog” (or “cat”)
by the model. Meanwhile, an image is generated by solv-
ing Eq.17, by setting h as f. where ¢ denotes “snake”.
By adding the generated image to the clean image, the
resultant image is recognized as “snake”, although it still
looks like a dog and a cat in human eyes.

e Untargeted-Universal-Perturbation Attack: If we
set h to be the aggregation of a number of middle-level
layer mappings, such as h(x') = 3, log(h!(x")) where h'
denotes the feature map tensor at layer [, the resultant x’
is expected to produce spurious activation to confuse the
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prediction of CNN models given any input, which implies
f(xo+A-x") # f(xo0) with high probability [13]. This can
be seen as an untargeted and universal attack.

e Universal-Replacement Attack: Adversarial patches,
which completely replace part of the input, represent a
visually different attack from perturbation attack. Based
on Eq.17, more parameters such as masks, shape, location
and rotation could be considered in the optimization to
control x’ [71]. The patch is obtained as x’ ® m, and the
adversarial sample x* = x9 ® (1 — m) + x’ ® m, where
m is a binary mask that defines patch shape. Besides,
recent research shows that, if we define h as the objec-
tive score function in person detectors [14] or as the logit
corresponding to human class [72], by solving Eq.18, it is
possible to produce real-world patches attachable to hu-
man bodies to avoid them being detected by surveillance
camera. An example of adversarial patches is shown in
the bottom row of Figure 6. A clean image is classified
as “beer”. Meanwhile, a small image patch is generated,
which is recognized as a “cat”. By attaching the gener-
ated patch to the clean image, the prediction on the new
image will be affected by the patch.

4.2 Representation Interpretation for Initiat-
ing Adversarial Attacks

Representation learning plays a crucial role in recent ad-
vances of machine learning, with applications in vision [73],
natural language processing [74] and network analysis [75].
However, the opacity of representation space also becomes
the bottleneck for understanding complex models. A com-
monly used strategy toward understanding representation
is to define a set of explainable bases, and then decompose
representation points according to the bases. Formally, let
z; € RP denote a representation vector, and {by € RP}E_;
denote the basis set, where D denotes the representation di-
mension and K is the number of base vectors. Then, through
decomposition

K
z; = Zpi’k . bk, (19)
k=1

we can explain the meaning of z; through referencing base
vectors whose semantics are known, where p; ;, measures the
affiliation degree between instance z; and by. The work of
providing representation interpretation following this scheme
can be divided into several groups:

e Dimension-wise Interpretation: A straightforward way
to achieve interpretability is to require each dimension to
have a concrete meaning [76; 77], so that the basis can
be seen as non-overlapping one-hot vectors. A natural ex-
tension to it would be to allow several dimensions (i.e., a
segment) to jointly encode one meaning [78; 79].

e Concept-wise Interpretation: A set of high-level and
intuitive concepts could first be defined, so that each by
encodes one concept. Some examples include visual con-
cepts [67; 66; 80], antonym words [81], and network com-
munities [68].

¢ Example-wise Interpretation: Each base vector can
be designed to match one data instance [82; 83] or part
of the instance [84]. Those instances are also called pro-
totypes. For example, a prototype could be an image
region [84] or a node in networks [83].

The extra knowledge obtained from representation interpre-
tation could be used to guide the direction of adversarial per-
turbation. However, the motivation of this type of work usu-
ally is to initiate more meaningful adversaries and then use
adversarial training to improve model generalization, but
not for the pure purpose of undermining model performance.
For example, in text mining, [50] restricts perturbation di-
rection of each word embedding to be a linear combination
of vocabulary word embeddings, which improves model per-
formance in text classification after adversarial training. In
network embedding, [85] restricts perturbation of a node’s
embedding towards the embeddings of the node’s neighbors
in the network, so that adversarial training improves node
classification and link prediction performances.

4.3 Model-Level Interpretation for
Adversarial Defenses

Model-level interpretation develops an internal understand-
ing of a model, including its weakness. Defenders could
either choose to improve model robustness or develop a de-
tector using internal data representation.

4.3.1 Model Robustification With Model-Level
Interpretation

Some high-level features learned by deep models are not ro-
bust, which are insufficient to train reliable models. A novel
algorithm is proposed in [86] to build datasets of robust
features. Given a robust model f,, H, denotes the set of
activations of neurons in the robust model, and h : X — R,
h € H, is a transformation function that maps input to a
neuron activation. Each instance in the robust dataset D,
is constructed from the original dataset D. The instances in
the robust dataset are expected to satisfy:

Ex,yeplh(x) -y, if h € H,
Exyen, [h(x) 4] = {O< Ve othoraics

(20)

In this way, input information that corresponds to non-
robust representations is suppressed. Instances in the ro-
bust dataset are expected to contain only the features that
are relevant to the robust model.

Despite not being directly incorporated in model training,
inspections of model-level interpretation, especially on la-
tent representation, have motivated several defense meth-
ods. Through visualizing feature maps of latent representa-
tion layers, the noise led by adversarial perturbation can be
easily observed [25; 23; 58]. With this observation, [25] pro-
poses adding denoising blocks between intermediate layers of
deep models, where the core function of the denoising blocks
are chosen as low-pass filters. [23] observes that adversarial
perturbation is magnified through feedforward propagation
in deep models, and proposed a U-net model structure as
denoiser. Furthermore, through neuron pattern visualiza-
tion, [87] finds that the convolutional kernels of CNNs after
adversarial training tend to show a more smooth pattern.
Based on this observation, they propose to average each ker-
nel weight with its neighbors in a CNN model, in order to
improve the adversarial robustness.

4.3.2 Adversarial Detection With Model-Level
Interpretation

Instead of training another large model as a detector us-

ing raw data, we can also leverage model-level interpreta-

tion to detect adversarial instances more efficiently. In this

Volume 23, Issue 1

93



SIGKDD Explorations

Figure 7: Explanations obtained from adversarially trained
models focus less on textures and more on shape informa-
tion [62]. Left: Input image. Middle: Gradient based expla-
nation of a model without adversarial training. Right: Gra-
dient based explanation of a model after adversarial training.

case, model-level interpretation plays a similar role as fea-
ture engineering, which helps distinguish between normal
and adversarial instances. By regarding neurons as high-
level features, readily available interpretation methods such
as SHAP [88] could be applied for feature engineering to
build adversarial detector [56]. After inspecting the role of
neurons in prediction, a number of critical neurons could be
selected. A steered model could be obtained by strength-
ening those critical neurons, while adversarial instances are
detected if they are predicted very differently by the original
model and steered model [29]. Nevertheless, the majority
of work on adversarial detection utilizes latent representa-
tion of instances without inspecting their meanings, such
as directly applying statistical methods on representations
to build detectors [21; 89] or conducting additional coding
steps on activations of neurons [28].

S. ADDITIONAL RELATIONS BETWEEN
ADVERSARY AND INTERPRETATION

In the previous context, we have discussed how interpreta-
tion could be leveraged in adversarial attack and defense. In
this section, we complement this viewpoint by analyzing the
role of adversarial aspects of models in defining and evalu-
ating interpretation. In addition, we specify the distinction
between the two domains.

5.1 Improving Interpretation via Building
Robust Models

In previous content, we have discussed the role of interpre-
tation in studying model robustness. From another per-
spective, it has been found that, improving model robust-
ness could also improve the understandability of explana-
tions. First, the representations learned by robust models
tend to align better with salient data characteristics and hu-
man perception [90]. Therefore, adversarially robust image
classifiers are also useful in more sophisticated tasks such
as generation, super-resolution, and translation [91], even
without relying on GAN frameworks. Also, when attack-
ing a robust classifier, the resultant adversarial samples are
more likely to be recognized by humans [90]. In addition,
retraining with adversarial samples [62], or regularizing gra-
dients to improve model robustness [92], has been discovered
to reduce noises from gradient-based sensitivity maps, and
encourage CNN models to focus more on object shapes in
making predictions. An example is shown in Figure 7. Fi-
nally, [93] presents the principle of “feature purification”.
The work discovers that dense mixtures of patterns exist in

the weights of models trained with clean data using normal
gradient descent. The dense pattern mixtures still general-
ize well when being used to predict normal data, but they
are extremely sensitive to small perturbations in the input.
After adversarial training, dense pattern mixtures could be
removed, and the activation patterns of neurons will be eas-
ier to understand.

5.2 Defining Interpretation Approaches via
Adversarial Perturbation

Some definitions of interpretation are inspired by adversar-
ial perturbation. For feature-level interpretation, to under-
stand the importance of a certain feature x, we try to answer
a hypothetical question that “What would happen to the
prediction Y, if = is removed or distorted?”. This is closely
related to causal inference [94; 95], and samples crafted in
this way are also called counterfactual explanations [96]. For
example, to understand how different words in sentences
contribute to downstream NLP tasks, we can erase the tar-
get words from input, so that the variation in output indi-
cates whether the erased information is important for pre-
diction [97]. In image processing, salient regions could be
defined as the input parts that most affect the output value
when perturbed [57]. Considering that using traditional iter-
ative algorithms to generate masks is time-consuming, Goyal
et al. [98] develops trainable masking models that generate
masks in real time.

Besides defining feature-level interpretation, the similar strat-
egy can be used to define model component interpretation.
Essentially we need to answer the question that “How the
model output will change if we change the component in
the model?”. The general idea is to treat the structure of a
deep model as a causal model [99], or extract human under-
standable concepts to build a causal model [100], and then
estimate the effect of each component via causal reasoning.
The importance of a component is measured by computing
output changes after the component is removed.

As a natural extension from the discussion above, adversar-
ial perturbation can also be used to evaluate the interpre-
tation result. For example, after obtaining the important
features, and understanding whether they are positively or
negatively related to the output, we could remove or distort
these features to observe the target model’s performance
change [5; 45]. If the target model’s performance signifi-
cantly drops, then we are likely to have the correct interpre-
tation. However, it is worth noting that the evaluation will
not be fair if the metric and interpretation methods do not
match [101].

5.3 Uniqueness of Model Explainability

Despite the common techniques applied for acquiring in-
terpretation and exploring adversary characteristics, some
aspects of the two directions put radically different require-
ments. For example, some applications require interpreta-
tion to be easily understood by human especially by Al
novices, such as providing more user-friendly interfaces to
visualize and present interpretation [102; 103; 104], while
adversarial attack requires perturbation to be imperceptible
to human. Some work tries to adapt interpretation to fit
human cognition habits, such as providing example-based
interpretation [105], criticism mechanism [106] and counter-
factual explanation [107]. The emphasis of understandabil-
ity in interpretability, by its nature, is exactly opposite to
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the main objective in adversarial attack, which is to add
perturbation that is too subtle to be perceived by human.

6. CHALLENGES AND FUTURE WORK

We briefly introduce the challenges in leveraging interpreta-
tion to analyze the adversarial robustness of models. Mean-
while, we discuss the future research directions.

6.1 Models With Better Interpretability

Although interpretation could provide important directions
against adversaries, interpretation techniques with better
stability and faithfulness are needed before it could really
be widely used as a reliable tool. As one of the challenges,
it has been shown that many existing interpretation meth-
ods are vulnerable to manipulations [63; 64; 108]. A stable
interpretation method, given an input instance and a target
model, should produce relatively consistent results under the
situation that the input may be subject to certain noises. As
a preliminary work, [109] analyzes the phenomenon from a
geometric perspective of decision boundary and proposed a
smoothed activation function to replace ReLU. [110] pro-
poses a sparsified variant of SmoothGrad [38] to produce
saliency maps that is certifiably robust to adversaries.
Besides post-hoc interpretation, another challenge we are
facing is how to develop models that are intrinsically in-
terpretable [36]. With intrinsic interpretability, it may be
more straightforward to identify and modify the undesir-
able aspects of model. Some preliminary work starts to
explore applying graph-based models, such as proposing re-
lational inductive biases to facilitate learning about enti-
ties and their relations [111], towards a foundation of an
interpretable and flexible scheme of reasoning. Novel neu-
ral architectures have also been proposed, such as capsule
networks [112] and causal models [113].

6.2 Adversarial Attacks in Real Scenarios

The most common scenario in existing work considers ad-
versarial noises or patches in image classification or object
detection. However, these types of perturbation may not
represent the actual threats in the physical world. To solve
the challenge, more realistic adversarial scenarios need to
be studied in different applications. Some preliminary work
include verification code generation?, semantically or syn-
tactically equivalent adversarial text generation [4; 114],
and adversarial attack on graph data [6; 115]. Meanwhile,
model developers need to be alerted to new types of attacks
that utilize interpretation as the back door. For example,
it is possible to build models that predict correctly on nor-
mal data, but make mistakes on input with certain secret
attacker-chosen property [116]. Also, recently researchers
found that it is possible to break data privacy by recon-
structing private data merely from gradients communicated
between machines [117].

6.3 Model Improvement Using Adversaries

The value of adversarial samples goes beyond simply serv-
ing as prewarning of model vulnerability. It is possible that
the vulnerability to adversarial samples reflects some deeper
generalization issues of deep models [118; 119]. Some prelim-
inary work has been conducted to understand the difference

Zhttps://github.com/littleredhat1997 /captcha-adversarial-
attack

between a robust model and a non-robust one. For example,
it has been shown that adversarially trained models possess
better interpretability [62] and representations with higher
quality [91]. [120] also tries to connect adversarial robust-
ness with model credibility, where credibility measures the
degree that a model’s reasoning conforms with human com-
mon sense. Another challenging problem is how to properly
use adversarial samples to benefit model performance, since
many existing works report that training with adversarial
samples will lead to performance degradation, especially on
large data [3; 25]. Recently, [121] shows that, by separately
considering the distributions of normal data and adversarial
data with batch normalization, adversarial training can be
used to improve model accuracy.

7. CONCLUSION

In this paper, we review the recent work of adversarial at-
tacks and defenses by combining them with the recent ad-
vances of interpretable machine learning. Specifically, we
categorize interpretation techniques into feature-level inter-
pretation and model-level interpretation. Within each cat-
egory, we investigate how the interpretation could be used
for initiating adversarial attacks or designing defense ap-
proaches. After that, we briefly discuss other relations be-
tween interpretation and adversarial perturbation/robustness.
Finally, we discuss the current challenges of developing trans-
parent and robust models, as well as some potential direc-
tions to further study and utilize adversarial samples.
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