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ABSTRACT

With advancement in science and technology, computingesyst
are becoming increasingly more complex with an increasarg v
ety of heterogeneous software and hardware componentg.afée
thus becoming increasingly more difficult to monitor, mamand
maintain. Traditional approaches to system managemeettesn
largely based on domain experts through a knowledge atiguisi
process that translates domain knowledge into operatileg and

policies. This has been well known and experienced as a aumbe

some, labor intensive, and error prone process. In addithoa
process is difficult to keep up with the rapidly changing eowi

ments. There is thus a pressing need for automatic and efficie
approaches to monitor and manage complex computing systems
A popular approach to system management is based on arglyzin
system log files. However, some new aspects of the log files hav
been less emphasized in existing methods from data minidg an

machine learning community. The various formats and redbti
short text messages of log files, and temporal characteristdata
representation pose new challenges. In this paper, we @stiribe
our research efforts on mining system log files for automatm-
agement. In particular, we apply text mining techniquesatiego-
rize messages in log files into common situations, improvegoa
rization accuracy by considering the temporal charadtesisf log
messages, and utilize visualization tools to evaluate afidate
the interesting temporal patterns for system management.
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1. INTRODUCTION

When problems occur, traditional approaches for troub&emghg

rely on the knowledge and experience of domain experts todigu

out ways to discover the rules or look for the problem sohgio
laboriously. It has been estimated that, in medium and leoge-
panies, anywhere from 30% to 70% of their information tedbgy
resources are used in dealing with problems [22]. It is Uistéa

and inefficient to depend on domain experts to manually déal w

complex problems in ever-changing computing systems.
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execution errors. Analyzing log files, as an attractive apph for
automatic system management and monitoring, has beenimgjoy
a growing amount of attention. However, several new aspafcts
the system log data have been less emphasized in existihgana
methods from data mining and machine learning community and
pose several challenges calling for more research. Theissie
clude disparate formats and relatively short text messamgdata
reporting, asynchronism in data collection, and tempdralacter-
istics in data representation.

First, the heterogeneous nature of the system makes thenda¢a
complex and complicated [10]. As we know, a typical comput-
ing system contains different devices (e.g., routers,gs®ars, and
adapters) with different software components (e.g., dpeyays-
tems, middleware, and user applications), possibly froffiemint
providers (e.g., Cisco, IBM, and Microsoft). These variaasn-
ponents have multiple ways to report events, conditionsygand
alerts. The heterogeneity and inconsistency of log formaike

it difficult to automate problem determination. For exampiere
are many different ways for the components to report thd sfar
process. Some might log “the component has started”, wiiers
might say that “the component has changed the state frotmsgtar
to running”. This makes it difficult to perform automated kys&s

of the historical event data across multiple componentswgneb-
lems occur as one need to know all the messages that reflect the
same status, for all the components involved in the soly26h

To enable automated analysis of the historical event datassic
multiple components, we need to categorize the text messaigje
disparate formats into common situations. Second, texsages
in the log files are relatively short with a large vocabularnge$25].
Hence, care must be taken when applying traditional doctipren
cessing techniques. Third, each text message usuallyiosrdaa
timestamp. The temporal characteristics provide additioantext
information of the messages and can be used to facilitatesatesl-
ysis.

In this paper, we describe our research efforts to addressktbve
challenges in mining system logs. In particular, we progoseine
system log files for computing system management by acaguirin
the needed knowledge automatically from a large amountsbdhi
ical log data, possibly from different types of informatisources
such as system errors, resource performance metrics, @ualer
ticket text records. Specifically, we will apply text miningch-

Modern computing systems are instrumented to generate hugeniques to automatically categorize the text messages istt af

amounts of system log data. The data in the log files desdnibe t
status of each component and record system operationagjesan

such as the starting and stopping of services, detectioetafank
applications, software configuration modifications, anétveare
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common categories, incorporate temporal information tprove
categorization performance, and utilize visualizationi¢do eval-
uate and validate the interesting temporal patterns fdesysnan-
agement. A preliminary version of this paper has been pteden
as a short paper [20] at The 2nd IEEE International Conferemc
Autonomic Computing (ICAC-05)

Volume 7, Issue 1 - Page 44



It should be note that our framework is complementary to tive ¢
rent knowledge-based approaches, which are based oragdinit
of knowledge from domain experts. Automated log data aiglys
can be performed without much domain knowledge and its tesul
provide guidance for network managers to perform their jobse
effectively. Moreover, the available domain knowledge bamsed

to validate, improve, and refine data analysis.

The rest of the paper is organized as follows: Section 2 eppéixt
mining techniques to categorize text messages into a seainf ¢
mon categories, Section 3 proposes two approaches of mcorp
rating temporal information to improve the categorizatparfor-
mance, Section 4 discusses visualization can be used toveisc
interpret and validate the temporal patterns/relatigrsiior sys-
tem management, Section 5 presents our experimentalgeantt
finally Section 6 provides conclusions and discussions.

2. SYSTEM LOG CATEGORIZATION

2.1 Common Categories

The disparate logging mechanisms impede problem investiga
because of no standard approach for classifying them [26jo T
components experiencing the same problem may use diffement
mats to report the same information. For instance, when oot

A starts running, it reports “A has started” in log file. Howeev
when component B starts running, it may report “B has begen ex
cution”. Although both messages have the same content nggani
they are reported differently. This makes it difficult to =ate
logs from across different components when problems occur.

In order to create consistency across similar fields and augs
the ability to correlate across multiple logs, it is necegs$a trans-
form the messages in the log files into a common base [3] &.e.,
set of common categories). In this paper, we first manualigree
mine a set of categories as the basis for transformation. séhe

In our work, we use naive Bayes as our classification apprasdh
is among the most successful known algorithms for learmrtgpit
categorization [23]. System log files usually have a large of vo-
cabulary and most of the system log messages contain adreexf
1024-byte ASCII description of the event [25]. Naive Bayesi
simple practical generative classification algorithm ldese Bayes
Theorem with the assumption of class conditional indepecele
Basically it assumes that the text data is generated by anearia
model, and uses training data to calculate Bayes-optintiahates
of the model parameters [17]. Then, it classifies test daitagus
the generative model by calculating the posterior proligitiihat

a class would have generated the test data in question. The mo
probable class is then assigned to the test data [19].

2.3 Naive Bayes Classifier

Formally, suppose there arel. categories, denoted by
C1,C5,---CL, and each category is generated from some
probability distribution. Each document; is created by first
selecting a category according to the prid¢C';) followed by the
generation according to the distribution of the chosengrate
P(d;|C;). We can characterize the likelihood of a document with
the sum of probability over all the categories

P(d;) = P(C;)P(di|Cy).

j=1

Given a set of training samples the naive Bayes classifier usgs
to estimateP(d;|C;) and P(C;). The estimated probabilities are
typically calculated in a straightforward way from traigidata. To
classify a new sample, it uses Bayes rule to compute classrjims

P(C;)P(di|C5)

P(Cjld;i) = SE

P(C;)P(di|C5)

of categories is based on the CBE (Common Base Event) format The predicted class for the document; is then just

established by IBM initiative [26]. CBE provides a finite st
canonical situations after analyzing thousands of logenacross
multiple IBM and non-IBM products. Although we use CBE as an
internal presentation here, the problem and the proposawagh
are generic and can be extended for other data formats as well
Specifically, the set of categorfeiscludesstart, stop dependencgy
create connection report, request configuration andother. The
categorystart deals with the start-up process of the component.
The categorystop deals with the exit process. The categoer

argmax P(Cjld;). In our work, we use multinomial proba-
bility model for document generation of each category. More
details on Naive Bayes can be found in [19].

3. INCORPORATING THE TEMPORAL
INFORMATION

The classification performance achieved by the Naive Balgss ¢
sifier in our practice is not satisfactory as will shown in &t5.

pendencyhandles messages which report components cannot find!n many scenarios, text messages generated in the log files us

some features or other components. The categmgtehandles
the creation problems of components. The categornectionis
used to identify aspects about a connection to another coempo
The categoryeportdeals with performance, task-relative reporting
messages. The categapquestidentifies the completion status of
arequest. The categoogheridentifies the blank messages or mes-
sages having vague meanings.

2.2 Message Categorization

Given the set of common categories, we can then categorize th
messages reported by different components into the pbestcat-
egories. This can be viewed as a text categorization probleene

the goal is to assign predefined category labels to unlalzied
uments based on the likelihood inferred from the trainingafe
labeled documents [9; 24].

LOur future work includes exploring more categories as well a
investigating approaches to infer categories from the ktg duto-
matically.
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ally contain timestamps. The temporal characteristicsigeoad-
ditional context information of the messages and can be tsed
facilitate data analysis. As an example, knowing the curseatus

of a network component would help forecast the possiblestyjie
messages it will generate. These structural constraintbeaatu-
rally represented using naive Bayes algorithm and hidderkdda
models [11]. In this section, we describe two approachestiof u
lizing the temporal information to improve classificatioarfor-
mance. Our experiments in Section 5 show that both appreache
greatly improve the categorization accuracy.

3.1 Modified Naive Bayes algorithm

To facilitate the discussion, Table 1 gives an example ofsise

tem log files extracted from a windows XP machifeln the ex-
ample, four columns, i.eTime EventSourceMsg and Stateare
listed. Timerepresents the generated timestamp of log messages,
EventSourceédentifies the component which reports the message,

2The details of the data collection will be described in Seth.
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Time EventSource msg State
1093359583| UPHClean The following handles in user profile hive FIU-SG$cruz01 report
(S-1-5-21-876885435-739206947-926709054-2036) haee be
closed because they were preventing the profile from umaadi
successfully wmiprvse.exe (2432)HKCU (0x228)
1093359583| UPHClean User profile hive cleanup service version 1.5.5.21 start
started successfully.
1093359603 AutoEnrollment | Automatic certificate enrollment for local system failecctintact the | dependency
active directory (0x8007054b). The specified domain eitizers not
exist or could not be contacted.Enrollment will not be perfed<br>
1093359605| Inventory Scanner Unable to open output file Ginvdelta.tmp. dependency
1093359606| Inventory Scannel LDISCN32: Can't create temporary file. create
1093359641| Inventory Scanner Unable to open output file Gjinvdelta.tmp. dependency
1093359918| Inventory Scannel LDISCN32: Can't create temporary file. create
1093359583 Userenv other
1093359584| Msilnstaller Product: WebFIdrs XP — Configuration completed dependency
successfullybr><br>

Table 1: An example fraction of a log file with the manual lableéach message

Msglists the content of text message, @idtelabels the current
category.

If a sequence of log messages are considered, the accureateof
gorization for each message can be improved as the struetiare
tionships among the messages can be used for analysis. &ur ex
ple, the components usually first start up a process, thgntkto
process at a later time. That is, tsi®@pmessage usually occurs af-

3.2 Hidden Markov Model

Hidden Markov Model(HMM) is another approach to incorperat
the temporal information for message categorization. Ehepb-

ral relations among messages are naturally captured in HVY [
The Hidden Markov Model is a finite set of states, each of which
is associated with a (generally multidimensional) prolighiistri-
bution. Transitions among the states are governed by a pevlof

ter thestartmessage. For another example, as shown in Table 1, theapilities called transition probabilities [21]. In a palar state an

componentnventory Scannewill report dependencynessages if it
cannot find some features or components. This happens akpeci
just right after it generates thmweatemessage— “cannot create *”
(* is the abbreviation of arbitrary words. It represents@iercom-
ponents or features here). Thus it is beneficial to take theoeal
information into consideration.

In order to take the relationships between adjacent message

outcome or observation can be generated, according to Hue as
ciated probability distribution. The model describes abatuilis-

tic generative process whereby a sequence of symbols isigedd
by starting in some state, transitioning to a new state, telgit.
symbol selected by that state, transitioning again, emgjitinother
symbol and so on until a designated final state is reachedo-Ass
ciated with each of a set of states,= {s1,--- ,sn}, is a prob-

account, we make some modifications to the naive Bayes algo- ability distribution over the symbols in the emission voakay

rithm. Suppose we are given a sequence of adjacent message#( = {ki,---

D = (di,dz,--- ,dr). let Q; be the category labels for mes-
saged; (i.e.Q; is one ofCy, Ca, - - - C'). Now we want to classify
d;+1. Note that

P(Qit1,dit1]Q)

P(di+1|Qi)
P(Qi+1]|Q:)P(dit1|Qit1, Qi)

P(di+1]Qi)

Assuming thatd;;: is conditionally independent of); given
Qit+1, P(di+1|Qi+1,Qi) = P(di+1]|Qi+1). In addition,
once @; is determined, P(d;+1|Q;) is then fixed. Hence
maximizing P(Qi+1|di+1,Qs) IS equivalent to maximizing
P(Qi+1|Qi)P(di+1]|Qi+1). Observe thatP(di+1|Qi+1) =
P@”g?gétl)j(d””. If we assume a uniform prior oF*(Qi41),
in order to maximizeP(d;+1|Q:+1), it is enough to maximize
P(Qit1]di+1). Therefore, in summary, we assigdp; to the cat-
egoryQ@;+1 which is

argmaz;(P(Cjldi+1) x P(C;]Q1)).

P(Qi+1ldit1, Qi)

In other words, we aim at maximizing the multiplication okte
classification probability?(C;|d;+1) and state transition probabil-
ity P(C;]|Q:). The transition probability?(C;|Q;) can be esti-

mated from training log files.
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,km}. The probability that state; will emit the
vocabulary itemk is written P(k|s;). Similarly, associated with
each state is a distribution over its outgoing transitidrtee proba-
bility of moving from states; to states; is written P(s;|s;). There

is also a prior state distribution(s). Training data consists of
several sequences of observed emissions, one of which veeuld
written{o1,- - , 0z} [5].

In our experiment, the category labels we specified in thev@bo
sections are regarded as states. The emitting observatiobots
are the log messages corresponding to their state label$/ et/
plicitly considers the state transition sequence. It can bk used
to compare all state paths from the start state to the déstina
state, and then choose the best state sequence that emitaia ce
observation sequence. So it works well in labeling contirsuiog
messages. When one log message has been assigned several com
petitive state labels by text classification, HMM selectedain la-
bel by traversing the best state sequence. The state ioansidb-
ability is calculated from the training log data sets, foamle, in
our experiment the probability of stateeateto statedependency
is 0.4470. The probability of emitting messages can be astich
as the ratio of the occurrence probabilities of log messamydise
occurrence of their states in the training data. Viterboetgm is
used to find the most possible state sequence that emitsviéie gi
log messages, that is, finding the most possible state labatsign
to these log messages [12].
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The advantage of HMM lies in the fact that it calculates akbgio
ble state paths from the beginning state to the current. shatéor
some messages that have several competitive state |dieelgxt
classification probability and the occurrence probabiitg com-
bined to calculate the observation probability. For examphe
message “The Windows Installer initiated a system restazbtn-
plete or continue the configuration of 'Microsoft XML Parsénas
0.4327 probability to be categorized intonfigurationstate, and
has 0.4164 probability to be labeledstepstate. This means that
this message can be possibly emitted by two states. In thés tae
observation probability not only needs to consider the oetice
probability, but also the text classification probability.

4. VISUALIZE EVENT RELATIONSHIPS

Once the messages in the log file are transformed into comaten ¢
egories, itis then possible to analyze the historical eslate across
multiple components to discover interesting patterns eluée in
the data. Each message in log files usually has a timestampend
will try to discover the interesting temporal patterns. pamal pat-
terns of interest appear naturally in the system manageapgii
cations [7]. Specifically, a computer system problem mayget

a series of symptom events/activities. Such a sequencengi-sy
tom events provides a natural signature for identifying rtbet
cause. For example, when component A reports “A is stopped”,
how should we respond to th&gopmessage? Is this a failure in
the component A or just a natural exit after successful cetigi

of tasks? In fact, the event “A is stopped” does not necdgsari
dicates that an errors or a failure happened. We noticedrtluatr

log data files, thestopmessage often occurs after the component
reportsdependencynessage (i.e., it cannot find certain features or
components). In this case, thlpmessage signifies the failure of a
task execution. However, if there is dependencynessage before
the stopmessage, thetopmessage usually indicates the comple-
tion of a task. Thus to decide the proper actions in respantieet

TypeName, LogTypelD, EventSourceName, EventSource,-Host
Name, HostID, severity, Category, and Msg. To preprocess te
messages, we remove stop words and skip html labels. We use ac
curacy, defined as the the proportion of messages that aectypr
assigned to a category, to evaluate the classification ipeaitce

and use the random 30-70 data split for training and testing.

5.2 Log Categorization Using Naive Bayes

Our first experiment is on using naive Bayes classifier togratee
log messages. The classification tool is built on the Bow (AlRio
for Statistical Language Modeling, Text Retrieval, Cléisation
and Clustering) software from Carnegie Mellon UniversityThe
training data are labeled with nine categories, cenfiguration
connection create dependencyother, report, request start, and
stop The accuracy of log categorization is about 0.7170.

Table 2 lists the keywords and their probabilities in theegpond-
ing classes. These keywords have high occurrence prayadnild
information gain associated with a category and they canske u
to describe the category.

As we know, one difficulty for classifying log messages witr-v
ious formats is that different platforms (e.g., Windows &iralix)
usually have different set of terminologies. The classifierdel
built from Windows Log files may not be able to achieve good per
formance on Linux log files due to the differences in vocatyla
One of our future tasks is to map the keywords between differe
platforms.

5.3

5.3.1 Modified Naive Bayes

In order to improve the classification accuracy of log message
consider the time stamp of log messages and adjacent saate tr
sition as discussed in Section 3.1. Table 3 lists the statesition
probability P(C;|C;) derived from training data. The leftmost col-

Incorporating Temporal Information

stopmessages, we need to check what happens right before themumn lists previous category label. The top row lists current cat-

Thus knowing the temporal patterns can help us pinpointabée r
cause and take proper actions.

Visualization can help the users understand and inter@ttenns
in the data [6; 27]. For example, a scatter plot can help nétwo
operators to identify patterns of significance from a largemant
of monitoring data [4]. Once we categorize each messageainto
set of categories (or event types), each message can thepree r
sented as a three-tupte s, ¢, c > where s is the category label or
event type, tis the timestamp, and c is the source compoffériso
log message. We can use visualization tools to discoveatpret
and validate interesting patterns. We will describe ounafization
effort in Section 5.

5. EXPERIMENTS

In this section, we present our experimental results. Seétil de-
scribes the log data generation, Section 5.2 gives the iexpetal
results using Naive Bayes, Section 5.3 shows the resultg tise
two approaches for incorporating temporal informatiorct®ea 5.4
illustrates our visualization efforts on the log files.

5.1 Log Data Generation

The log files used in our experiments are collected from sgver
different machines with different operating systems in Suhool
of Computer Science at Florida International Universitye Wée
logdump2td (NT data collection tool) developed by Event idin
Team at IBM T.J. Watson research center. The raw log files #ias 1
columns, which are sequence, time, EventType, ReportTLog;,

SIGKDD Explorations.

egory labels”;. Every entry contains a transition probability from
a row category to the corresponding column category.

After considering the state transition probability, theegmriza-
tion accuracy is improved to 0.8232. We describe three elesnp
(shown in Table 4, Table 5, Table 6) taken from our experiment
to illustrate the effectiveness of our approach. The cokimrthe
three tables are, from left to right, time stamps, categaipgls ob-
tained by incorporating transition probability (denotesdl'€), cat-
egory label without considering the transition probabi(idenoted
asNaive), the reporting component, and the log message. In each
table, the first row represents the previous message, asetoad
row represents the current message. By incorporatingdhsition
probability, the category of the previous message cortgito the
decision on the category of the current message.

In Table 7, each row corresponds to one current log message fr
the above three examples (the leftmost column identifiesithe
stamp of these messages). Each entry is the text classifigatb-
ability Pr(C,|d;), the probability of row message categorized into
the column category. We can observe the labels obtaineditg na
Bayes text classification on these three example messagemiar
correct, while the modified approach produces the corrdulla
For instance, in the first example, the transition probgbfliom
configurationto start is 0.1869, the probability fronconfigura-
tion to configurationis 0.1111. Naive Bayes classification assigns
this message tstart with probability of 0.4430199. It assigns this

3The tool can be downloaded

2.cs.cmu.edwymccallum/bow/

at http://www-
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Configuration:| 0.140 product, 0.143 configuration, 0.133 completed
Connection: | 0.073 inventory, 0.073 server, 0.073 respond,
0.038 network, 0.038 connection, 0.050 party,
0.050 root
Create: 0.215 create, 0.215 temporary, 0.215 file
Dependency: | 0.063 exist, 0.063 directory, 0.063 domain,
0.063 contacted, 0.063 contact, 0.063 failed,
0.063 certificate, 0.127 enrollment
Report: 0.084 profile, 0.059 service, 0.097 version,
0.097 faulting, 0.050 application, 0.050 module
0.053 fault, 0.050 address
Request: 0.083 completed, 0.060 update, 0.097 installation
Start: 0.150 service, 0.190 started, 0.088 application,
0.037 starting
Stop: 0.059 stopped, 0.054 restarted, 0.011 completed
0.032 failed, 0.054 shell, 0.054 explorer
Table 2: Keywords and their probabilities
configuration| connection| create | dependency| other | report | request| start stop
configuration| 0.1111 0.1111 0 0.2359 0.2012| 0.0171| 0.0085 | 0.1869| 0.1282
connection | O 0.2889 0 0.2966 0.2608| 0.0821| 0.0201 | 0.0390| 0.0125
create 0.0043 0 0 0.4470 0.4550| 0.0461| 0.0101 | 0.0231| 0.0144
dependency | 0.0023 0.0036 0.2238]| 0.4024 0.3078| 0.0265| 0.0011 | 0.0279| 0.0047
other 0.0530 0.2119 0.0115| 0.1775 0.2765| 0.0354| 0 0.2343| 0
report 0.0427 0 0 0.2012 0.2204| 0.3310| 0.0869 | 0.0875| 0.0304
request 0 0.0725 0 0.1500 0.0725| 0.0474| 0.4317 | 0.0784 | 0.1474
start 0 0.0366 0 0.3737 0.3428| 0 0.0285 | 0.2143]| 0.0041
stop 0.1429 0.0952 0 0.2646 0.1455| 0.0741| O 0.0476| 0.2302

Table 3: The matrix table of state transition probability

message taonfigurationcategory with probability 0.4981456. By
incorporating temporal information, our modified naive Bayal-
gorithm assign this message start as 0.1869 x 0.4430199 >
0.1111 x 0.4981456. Our experiments show that the modified al-
gorithm improves the accuracy of log categorization fromil@0

to 0.8232.

5.3.2 HMM

Our implementation of HMM tool is based on the package
UMDHMM version 1.02 from University of Marylandl. The state
transition probability is calculated from the training ldgta sets
and the probability of emitting messages can be estimatdteas
ratio of the occurrence probabilities of log messages tmtioeir-
rence of their states in the training model. We use Baum-hVelc
procedure to learn the HMM parameters [2]. Viterbi algaritban
then be used to discover the best state sequence. Because of t
large number of emitting messages, the observation priityata-

ble is omitted here. The accuracy of using HMM categorizaiso
0.85.

5.3.3 Summary

The experimental results on message categorization arengum
rized in Table 8. In summary, our experiments show that both t
modified Bayes algorithm and HMM enhance the classificatmn a
curacy and HMM achieves the best performance in our practice
However, constructing HMM requires more computationalt€os

“The package can be downloaded
http://www.cfar.umd.edw/kanungo/software/software.html

at
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Intuitively, the modified Bayes algorithm considers onlyaaeént
state transitions while HMM considers all possible statb@alhe
choice between the two approaches for incorporating teahjpror
formation is problem-dependent in practice.

Methods Accuracy
Naive Bayes 0.7170
Modified Naive Bayes 0.8232
HMM 0.85

Table 8: Performance Comparisons on Message Categorizatio

5.4 Visualize Event Relationships

Once we categorize each message into a set of categoriege(dr e
types), we can use visualization tools to discover, intgrand val-
idate interesting patterns. Visualization can help thesuseder-
stand and interpret patterns in the data [6; 27]. For exangple
scatter plot can help network operators to identify pattesig-
nificance from a large amount of monitoring data [4]. We perfo
visualization using the EventBrowser [15]. The visualizatof
events makes it convenient for people to find interestingotaad
patterns. The temporal pattern found and validated can bd us
to provide better mechanisms for system management, edlgeci
when complex integrations are typically hard for humansap-c
ture.

Figure 1 is derived from a desktop machine named “raven”én th
graduate lab of the School of Computer Science at Floridamat
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Time TC Naive component| msg
1101243861| configuration| configuration| 10 Product: Microsoft SQL Server Setup Support Files
— Configuration completed successfultybr >< br >
1101243864 start configuration| 10 Product: Microsoft SQL Server Setup 2005 Beta 2 — Instattetia
Table 4: The first example of effectiveness of modified naiagds
Time TC Naive component| msg
1101760456| request| request 10 Product: Microsoft Visualf).NET Redistributable Package 2.0 Beta -
- Removal completed successfultybr >< br >
1101760456| request| configuration| 10 Product: Visual Web Developer 2005 Express Edition Beta -
English — Removal completed successfuliyir >< br >

Table 5: The second example of effectiveness of modifiecerBayes

tional University. Different gray scales in Figure 1 copend to
different components and different gray scales in Figuep2asent
different categories. In Figure 1, dotted lines, lying ie #llipse
range with the same gray scale, are generated from the same co
ponent. We observe that these dotted lineg@ateandconnection
categories occur alternately. The dotted linel@pendencgitua-
tion overlaps with that ircreatestate. From the log file of “raven”
we can easily verify that the component “Inventory Scangerte-
spond to these lines in the ellipse range. From Figure 1, werob
that thecreateproblem of inventory scanner will trigger tliepen-

dencyproblem (i.e., it cannot find some features or components.). - o
The continuing occurrences of theeateanddependencproblems <::> &)
will finally generate theconnectionproblem. Using visualization

tools, we note that theonnectionproblems occur after thereate
problems for at least three days. However, dependencyrob-
lems usually appear just several seconds aftectbateproblems.
The wide range of lags, from seconds to days, also demoestizt
difficulty of using a predefined window for temporal data mupi
and shows the necessity of methods without a predefined windo
In Figure 2, different gray scales represent different gates.
The dotted lines lying in the ellipse range of component Galbt
consists ofcreate and dependencyituations which appear alter-
nately. The other lines in component 6 belong to ¢benection
category. This scenario depicts the relationships amosggtthree
categories. Moreover, from this figure, the dotted line ahpo-
nent 6 is almost in parallel with that of component 5’s, witnaall
lag. This indicates that component 5 will report problema-sy
chronously whenever there are problems in component 6. 4n ad
dition, we may need to pay attention to component 7 which seem
to cause the problems in component 6 and component 5. Thezldott
line in component 0 consists sfart andreport situations. Using
the visualization tool, we observe that after component@istit
tends to keep generatimgport messages. Figure 3 is an example
of 3D-plot view of the log data. 3D-plot will help users unsiamnd
and interpret complicated patterns.

= o 0=y

2004 Dec 1610
Time

Figure 1: The 2D plot of the “raven” data set. X axis is the tinfe
axis is the state

6. CONCLUSION AND FUTURE WORK

In this paper, we present our research efforts on mining leg for
computing system management. We propose two approaches fo
incorporating temporal information to improve the perfarme of
categorizing log messages into common categories. Thersesr

eral natural avenues for future research. First, insteachafu-

ally determining the set of common categories, we could ldgve
techniques to automatically infer them from historicaleddtor in-
stance, we could use clustering techniques to identifyttiietsires

2004 Aug 24 11 2004 Dec 1610
Time:

Figure 2: The 2D plot of the “raven” data set. X axis is the tinfe
axis is the component
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Time TC Naive component| msg
1101237955| report | report 11 Windows saved user N13Administrator registry while an application or

service was still using the registry during log off. The meyno

used by the user’s registry has not been freed. The registry

will be unloaded when it is no longer in use.br >< br >< br >

This is often caused by services running as a user account.

try configuring the services to run in either the LocalSezvic

or NetworkService accounrt. br >< br >
1101240798| request| configuration| 10 Product: Visual Web Developer 2005 Express Edition Beta -

English — Installation completed successfullybr >< br >

Table 6: The third example of effectiveness of modified n&ages

Time configuration| connection| create dependency| other report request | start stop
1101243864| 0.4981456 0.00064 0.001307 | 0.0000002 0.0036706| 0.002910 | 0.021683 | 0.4430199| 0.0285726
1101760456| 0.9495610 0 0.0000046| 0 0.0000129| 0.0000492| 0.0494618| 0.0005082| 0.0004023
1101240798| 0.6447276 0 0.0000031| O 0.0000088| 0.000033 | 0.3526248| 0.0006900| 0.0019122

Table 7: The text classification probabilities for the abthiee examples

Figure 3: The 3D-plot of the “raven” data set

(5]

(6]

[7]

[4] M. Derthick, J.A. Kolojejchick, and S.F. Roth. An intetéve

visualization environment for data exploration. Pnoceed-
ings of Knowledge Discovery in Databaspages 2—9. AAAI
Press, 1997.

Dayne Freitag and Andrew McCallum. Information extrac-
tion with HMM structures learned by stochastic optimizatio
Proceedings of the Eighteenth Conference on Atrtificiallinte
ligence pages 584-589, 2000.

J. Goldstein, S.F. Roth, J. Kolojejchick, and J. Mattés.
framework for knowledge-based, interactive data expionat
Journal of visual languages and comput;jiag339—-363, 1994.

Joseph L. Hellerstein, Sheng Ma, and Chang shing Perng.
Discover actionable patterns in event daBM System Jour-
nal, 41(3):475-493, 2002.

[8] Anil K. Jain and Richard C. Dubeglgorithms for Clustering

Data. Prentice Hall, 1988.

[9] Thorsten Joachims. Text categorization with support-ve

from large amounts of log data [8]. Second,in practice, tmalmer
of different common categories for system management cax-be
temely large due to the complex nature of the system. Tovesol

tor machines: learning with many relevant features. In
Claire Nédellec and Céline Rouveirol, editdPspceedings of
ECML-98, 10th European Conference on Machine Learning
number 1398, pages 137-142, Chemnitz, DE, 1998. Springer

this issue, it would be useful to utilize the dependencédiceiahips
among different categories [18; 28]. Third, it would alsoilver-
esting to develop methods that can efficiently discoverésting

temporal patterns from the transformed log files [1; 14; 16].
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